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Abstract

The widespread proliferation of data collection has increased a serious privacy
concern in recent years. Data anonymization approaches have been proposed as a
privacy-preserving technique to preserve the privacy of data. However, most existing
data anonymization approaches have been designed to work with a small number of
dataset within a single machine environment thus often not suitable for big data. To
resolve these limitations, many scalable data anonymization solutions that can work
with the distributed processing platform (e.g., MapReduce and Spark) has emerged
to take advantage of scalability and other supports required for big data. However,
due to lack of inherent support for the algorithms involved in data anonymization
techniques, these existing proposals often encounter many implementation and per-
formance bottlenecks. In the studies presented in this thesis, we propose a set of
novel data anonymization approaches that can work well in the most popular dis-
tributed processing platforms for big data such as MapReduce and Spark.

Our first set of studies address the privacy concerns involved in MapReduce plat-
form that processes sensitive data without an appropriate privacy protection which
may allow adversaries to break two very important security principals such as data
confidentiality and integrity. Firstly, we propose a privacy-preservation platform as
an extra layer on MapReduce to provide a set of privacy services to produce dif-
ferent sets of privacy-preserving anonymized datasets that can be safely processed
by MapReduce. Secondly, we also offer a privacy-preserving k-NN based classifier
for MapReduce. Instead of working with plaintext, our k-NN classifier can work on
any anonymized datasets to protect the privacy concern of input data while still
providing accurate classification results.

In our second set of studies, we address the concerns in Apache Spark that
lack appropriate supports for many popular data anonymization techniques. We
first investigate the requirement for the types of support required for many data
anonymization approaches which often demand multiple read and write operations.
We argue that existing approaches fail to provide supports for caching intermediate
data in memory which found to contribute performance degradation. To address this
problem, we propose a Resilient Distributed Dataset (RDD) based data anonymiza-
tion model that avoids expensive disk I/O. We also argue that many existing meth-
ods do not provide support for iterative intensive operations which appear in many
data anonymization technique such as subtree generalization. We propose a generic
approach for implementing subtree-based data anonymization techniques for Spark
that provide more effective support for iteration intensive operations. Extending
from this, we also provide a novel hybrid approach that can more effectively ap-
ply different data anonymization techniques for multi- dimensional data. We argue
that our hybrid approach offers much better control for the expensive RDD cre-
ation and the size of partitions attached for each RDD which is much better suited
to reduce many overheads such as involved in re-computation, shuffle operations,

message exchange and cache management.



The experimental studies confirm that our novel privacy-preserving models im-
plemented on both MapReduce and Spark provide high performance and scalability
while supporting high levels of data privacy and utility.
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Chapter 1

Introduction

Processing a huge amount of data using distributed processing platforms (e.g., MapRe-
duce, Spark) has raised a considerable privacy concern. The concern is due to the fact
that these platforms distribute the data and operations to third party infrastructure (e.g.,
cloud). The third-party infrastructure, often not in the administrative control of the data
owner, increases the possibility for data breach. Adversaries can gain unauthorized ac-
cess to the data by monitoring the operations or just by looking at the output stored in
the administration domain of clusters. In addition, they can also infer the original input
by linking the output with other types of data, for example with non-sensitive data pub-
lished on social media such as Facebook and Twitter or background auxiliary information
gained via a friend or family - referred as composite attack [51].

Privacy concern is raised at multiple levels in both MapReduce and Spark platform.
Both platforms process data using multiple mappers and reducers. If one of the many
mappers and reducers is compromised by an adversary, it may provide incorrect outputs.
An insecure mapper and reducer can be compromised and in turn grant privileges to
the adversary to run many malicious activities. Preventing mappers and reducers from
being compromised is not an easy task and therefore privacy of an individual cannot be
guaranteed [41].

Mappers transform the input original key/value pairs to a set of intermediate key /-
value pairs while reducers aggregate to compute and write sets of intermediate values.
The output, however, can bring serious privacy concerns. Firstly, the output can directly
leak sensitive information because it contains the global view of the final computation.
Secondly, the output can also indirectly leak information via composite attacks.

In recent years, more than 4 billion users have suffered from personal information loss
as a result of data breach in big data analytic platforms [27,101,160].

Data anonymization provides privacy-protection to individual data and has been
widely adopted as the practical method to produce privacy-preserving results with high
data utility. Privacy can be guaranteed by using privacy-preserving approaches such as

K-anonymity [126,127] and its many variations such as t- closeness [86], ¢ -presence [96], p-
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sensitivity [140], Differential Privacy [43] (DP) etc. The choice of which privacy-preserving
approach to choose is often application dependent and needs a full understanding of the
details of each technique and many (privacy) associated parameters (e.g., K-group size,
generalization level) to produce different results [114].

In recent years, researchers have adopted traditional data processing approach in big
data processing platforms such as MapReduce [5,7,37,39,61,62,110,121,139,146,149] and
Spark [10,25,80,115,119,124,128,158] using many data anonymization based approaches.

However, these platforms were designed without the understanding of the algorithms
associated with data anonymization techniques and thus often do not have appropriate

supports which result in many implementation and performance overheads.

1.1 Research Goals

We first investigate the most widely used existing techniques of privacy preserving mech-
anisms that utilise K-anonymization and others (e.g., differential privacy). Our goal is
to examine these techniques in depth to understand which aspects of these techniques
do not work well when implemented in either MapReduce or Spark. We also examine
different architectural aspects of MapReduce and Spark to understand what types of al-
gorithms are supported better or not. By understanding the combination of the most
important parts of privacy preserving mechanisms (i.e., data anonymization techniques)
and the strengths and weaknesses of the distributed processing platform, we propose a
new set of privacy-preserving models that provide high performance with scalability while

supporting for a high level of data utility and privacy.

1.2 Research Questions

With the research goal we described earlier, we attempt to provide answers to the following

research questions in this thesis.

e QI: How data anonymization approaches can be used to preserve the privacy of

data while processing data in a distributed platform?

e (Q2: How to prevent adversaries from accessing sensitive information during the
execution of data mining algorithms such as classification and aggregation in a

distributed processing platform?

e (Q3: What are the architectural limitations and performance bottlenecks of the ex-
isting distributed processing platforms that provide various data anonymization

solutions?

e Q4: What factors (aspects) need to be considered for iterative intensive data
anonymization techniques to run well on a distributed platform while still main-

taining high data utility?
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e Q5: How to avoid the limitations of the recursive and iterative based data

anonymization approaches associated with multi-dimensional features?

1.3 Research Contribution

We aim to develop a set of privacy preservation models that can work well in the popular
distributed processing platform such as Spark and MapReduce. Our main contributions

are as followed:

e We build a privacy preserving platform for MapReduce which offers a set of services
to produce different types of privacy-preserving anonymized datasets depending on
different application needs. We provide the feasibility of our platform by producing
two different anonymized datasets that utilize the K-anonymity and differential

privacy based on the real-life dataset using NYC Taxi dataset.

e We offer a privacy-preserving k-NN classifier which provides a classification service
on anonymized datasets without revealing anything about input data. We evaluate
the relationship between the privacy parameters (e.g., K group size, sensitivity and
privacy budget) and the quality of classification results using two case studies of

the k-anonymity and differential privacy.

e We propose a scalable and high performance RDD-based data anonymization strat-
egy for Spark, named as SparkDA. Our proposal is based on Spark’s Resilient Dis-
tributed Dataset (RDD) with two critical operations of RDDS, FlatMapRDD and
ReduceKeyByRDD, respectively. We demonstrate that the RDD-based approach
utilises in-memory operations more efficiently which avoids expensive disk I/O. This
approach is better suited for many data anonymization algorithms where iterations

occur heavily during anonymization processing.

e We provide a generic approach for subtree-based data anonymization for Spark.
Any subtree-based algorithms (e.g., top-down, bottom-up, hybrid) can take the
advantage of our approach and can be implemented to work better for Spark plat-
form compare to MapReduce-based counterparts. Our approach offers more effective
partition management, improved memory usage that utilises cache for frequently

referenced intermediate values, and enhanced iteration support.

e We propose a novel hybrid approach for multi-dimensional data anonymization
for Spark. Our proposal can produce more fine-grained privacy-preserving data
anonymization results on Spark which allows to apply a different anonymization
strategy applied for each dimension of data based on Mondrian algorithm. Our
approach avoids the creation of too many RDDs that were often observed in the

existing recursion-based approach while it also produce much smaller partitions
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compare to the existing iteration-based approach. We illustrate that our hybrid
approach is effective in avoiding many overheads involved in re-computation, shuffle

operations, message exchange and cache management.

1.4 Thesis Organization

The organization of this thesis is as follows.

In Chapter 2, we address composite attack that exploits the output data obtained
without authorization in the clusters-based MapReduce. We propose a generic privacy-
preservation strategy to prevent privacy breach for the data that is processed by MapRe-
duce. Our approach performs anonymization in reducer phase to produce sanitize outputs
while maintaining a high data utility. We demonstrate that the application of our plat-
form on two state-of-the-art privacy preserving mechanisms, K-anonymity and Differential
Privacy (DP), respectively, to illustrate the feasibility of our proposed strategy to use in
real-world applications. (The work has been published in [24]).

In Chapter 3, we identify the privacy concern of MapReduce that processes data in
plain text which pose a serious privacy risk. We propose a novel privacy-preserving k-NN
classifier algorithm that can run a classification task on different anonymized datasets
without exposing sensitive information. Two separate sets of anonymized data are pro-
duced by utilising K-anonymity and Differential Privacy (DP) approaches. We illustrate
that different classification results are obtained based on the different sets of anonymized
datasets. We provide the impact in the trade-off between the level of privacy protec-
tion and the high-value insights on the classification between basedline and anonymized
datasets (The work has been published in [23]).

In Chapter 4, we propose a new novel data anonymization technique for Apache
Spark named “SparkDA”. (The earlier version of this work has been published [19]). The
SparkDA takes the full advantages of innovative Spark features, such as better partition
control, in-memory process, and cache management for iterative operations while provid-
ing high data utility with privacy. Our data anonymization algorithms are implemented in
two main data processing RDD transformations, FlatMapRDD and ReduceByKeyRDD,
respectively. Our experimental results show that our proposal provide high-performance,
scalability and better memory/cache optimization while providing required data privacy
and utility. The extended version of this work is published in MDPI journal of Electron-
ics [20].

In Chapter 5, we identify shortcomings of supporting iteration intensive algorithms
such as subtree generalization in Spark. We propose a generic approach for implement-
ing subtree-based data anonymization techniques for Spark. Our RDD-based approach
resolves the limitations of MapReduce-based approaches by offering effective partition
management, improved memory usage that utilizes cache for frequently referenced inter-

mediate values, and enhanced iteration support. Our experimental results show that our



Thesis Organization 7

proposal provides better performance compare to other similar methods while maintain-
ing high levels of data privacy and utility. (The work has been submitted to IEEE Access
journal [21]).

In Chapter 6, we propose a novel hybrid approach for data anonymization techniques
that deal with multi-dimensional features based on Mondrian. Our hybrid approach cre-
ates a lot fewer numbers of RDDs compare to the existing recursion-based approach and
the smaller size partitions attached to each RDD compare to the existing iteration-based
approach. These contribute towards reducing many overheads involved in re-computation,
shuffle operations, message exchange and cache management. The experiment results il-
lustrate that our proposal outperforms other similar methods and can be used as a scal-
able, high-performance, and privacy-preserving data anonymization solution for big data.
(The work has been submitted to the journal of Transactions on Privacy and Security
(TOPS) [22]).

In Chapter 7, we conclude the thesis and illustrate some future research directions.






Chapter 2

A Privacy Preserving Platform for
MapReduce

Summary

Big data applications typically require a large number of clusters, running in parallel,
to process data fast and more efficiently. This is typically controlled and managed by
MapReduce. In MapReduce operations, Mapper maps input original key/value pairs to
a set of intermediate key /value pairs while Reducer reduces a set of intermediate values,
computes and writes the output. This output however can bring serious privacy concerns.
Firstly, the output can directly leak sensitive information because it contains the global
view of the final computation. Secondly, the output can also indirectly leak information via
composite attacks where the adversary can link the final output with public information
published via different sources such as Facebook or Twitter. To address such privacy
concerns, we propose a privacy preserving framework which can prevent privacy leakage
in MapReduce. Our framework can be plugged into the Reducer phase to sanitize the
final output in such a way that the privacy is preserved while it yet provides a high
data utility. We demonstrate the feasibility of our framework by providing empirical
studies and highlighting that our proposal can be used for real world applications. The
study illustrates the concrete examples of applying two state-of-the-art privacy preserving
mechanisms, K-anonymity and differential privacy (DP), respectively, on the New York

Taxi dataset.
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2.1 Introduction

Tremendous work in data analytics has made an impressive progress to assist in critical
data-driven decision-making processes [3]. What makes scalable data analytics possible
is the emergence of MapReduce which provides a parallel computing paradigm for big
data applications [40]. The name MapReduce comes from its two main functions: map
and reduce. In the map function, input data is usually spilt into smaller chunks and
computed in a completely parallel manner by independent cluster nodes. The reduce
function consolidates the smaller chunks into a group. The several groups from different
cluster nodes are computed and are written as an output. The MapReduce platform
provides libraries which can provide everything meant for computing on larger clusters
from parallelization, data distribution, load balancing, and fault tolerance [4,118].

One considerable privacy concern raised in the way the reducer handles the out-put
and writes it to the file system. The concern is raised because the reducer often runs
on third-party infrastructure (i.e., public clouds). The administrators of the third party
(or adversaries) can easily infer the sensitive knowledge simply by directly examining the
output files. Or indirectly, they can also infer the original input by linking the output
with other types of data, for example with non-sensitive data published in social media
such as Facebook, Twitter or background auxiliary information gained via a friend or
family - this is known as composite attacks [132]. To solve such privacy concern, data
anonymization techniques have been used such as through simple data masking, group-
ing, K-anonymity [127], t-closeness [86], l-diversity [89], differential privacy (DP) [43].
However, these techniques exist in isolation from each other in which often are tailored
to address a specific problem for a specific domain.

We proposed a privacy-preserving platform to prevent MapReduce privacy leakage.
Our platform is designed in such a way that it can accommodate many different privacy-
preserving mechanisms and corresponding algorithms that can implement different strate-
gies for different data anonymization results. Our platform can be plugged in the reducer
phase to sanitize the final output so that it can prevent adversaries to inference the orig-
inal data or other privacy related data within dataset. We demonstrate the feasibility of
our platform by providing empirical studies which aim to highlight that our proposal can
be used for real life application. The studies illustrate the concrete examples of apply-
ing two state-of-art privacy-preserving mechanisms, K-anonymity and differential privacy
respectively along with New York Taxi dataset in our platform.

The rest of chapter is organized as follows. In section 2.2, we describe the major
technologies and their important features involved in this study. In section 2.3, we describe
the related work that provides different types of solutions to addressing MapReduce
privacy problems. In section 2.4, we formulate our proposed framework in detail. In section
2.5, the results of our experiment analysis based on our empirical study are demonstrated.

Finally, we conclude in 2.6 our work and discuss some future directions.
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2.2 Background

2.2.1 MapReduce

The MapReduce have been a critical technology in processing big data analytics. MapRe-
duce was originally proposed by Google [40]. As a typical data batch processing technol-
ogy, its applications have been developed for the fields in data mining, machine learning,
data analytics and other fields. Due to its powerful parallel processing support, MapRe-
duce has become the key technology for data processing [54].

Big Data processing is typically performed by feeding a large dataset to mappers that
split the data into smaller more manageable chunks for different nodes of clusters. Mapper
is responsible for reading each data, line by line, and saving that each assigned information
into key/value pairs where the key is the data from the input file and the value is the
number of times that the key appears in the data. After completing this process, mapper
stores the key/value pairs in a temporary location. The temporarily located data is then
processed using shuffle and sort then forwards this intermediate value to a reducer. The
reducer performs the collective combining job, that is, to collect all intermediate data

with the same key/value pairs and store them into HDFS.

2.2.2 K-anonymity

K-anonymity is the first data anonymization technique with formal mathematical sup-
port as a proof. Sweeney [126] introduced K-anonymity in 2002 by stating that without
ensuring K individuals in aggregation a single aggregate statistic should not be published.
In his definition, Quasi- Identifiers (QID) are attributes in dataset which may be linked
from publicly available dataset. The main goal to achieve K-anonymity is to replace QID
values with more general values, for example generalizing 3 different values “15”, “17”,
and “19” into a more general single value “15-20” [125].

K-anonymity is considered as one of the most popular techniques thus has been stud-
ied well in the data anonymization community. In typical processing of K-anonymity, it
utilizes two distinct techniques known as generalization and suppression with the aim to
decrease the granularity of quasi identifier. Using generalization, more granular values are
combined together to create a broader category. This can be achieved both for numerical
variables (e.g., number of passenger in single taxi 3, 4, and 5 into a broader category
of 3-5) and for categorical variables (e.g., generalizing pickup time data from ”2013-08-
07 17:38:43“to 72013-08-07”). Generalization replaces the original record attributes with
less exact but constant values. QI Ds may become generalized to a certain point where
a few conclusions can be drawn about their relationships with other records. However,
caution should be taken as repeated generalization could decrease the quality of the entire
dataset. Suppression works differently from generalization by removing any records that

violate anonymity standards from the dataset entirely. Also, caution should be taken that
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suppression can skew the integrity of dataset when values are eliminated disproportion-
ately to the original distribution of the data. More often than not, suppression is used in
conjunction with the generalization to improve the anonymization efficiency, for example,
the records that were not within the boundary of K-anonymity after generalization can

be automatically suppressed [127].

2.2.3 Differential Privacy

Formally differential privacy DP [43] can be defined as; if datasets Dy and Dy are only
differ from a single record the function f over the range of output R is € - Deferentially

private [44] for all subset Sp, of R by satisfying the following condition

P’I’[f(Dl S Sb] < ee.PT‘[f(DQ) (S Sb], (21)

DP ensures that output will not raise the probability of any adversary learning any
individual data by more than the factor. To measure the perturbation in any mechanism’s
sensitivity plays a vital role. Mainly two types of sensitivities are measured; global sen-
sitivity and local sensitivity. The global sensitivity G [70] is considered as an essential
notation of DP noise calculation and defined as maximal differences between query re-
sults on neighbouring datasets and indicates how much the difference should be hidden
in mechanisms. Local sensitivity calibrates the record-based differences between query
results on neighbouring datasets and also satisfies the DP [45].

Privacy budget- € controls privacy guarantee level of any Mechanism. For types of
applications which require higher degree of privacy, the lower privacy budget is more
efficient which can range from 0.001 to max 1. The ultimate privacy guarantee depends
on the step with the maximal e . Laplace and Exponential mechanism are the two most
common mechanisms to provide noise for DP.

Laplace mechanism adds controlled noise to the query result before returning it to the
adversary [148]. The noise is generated using Laplace distribution, typically applied in
the continuous data and it controls the random noise by Laplace distribution [159]. Let
a function f: D1 = R over a dataset D;, the Laplace mechanism is used to achieve ¢

-differential privacy.

M(Dz) = f(D1) + Lap%, (2.2)

Where A f represents the sensitivity of query f . For non-numeric queries exponential
mechanism perform much better then Laplace mechanism [30], the formal definition of
exponential mechanism is: Let E:(D,¥) be a quality function of dataset D that measures
the score of output » € R Then an Exponential mechanism is M, is e-differential privacy
if

E(Dl,’l")

M.(D) = Return r with the Probability o exp EW,

(2.3)



Related Work 13

Where A f represents the sensitivity of query f.

2.3 Related Work

In this section, we describe existing works that discuss security and privacy issues in
MapReduce in different stage of its operations.

A number of works in this area focuses protecting the intermediate values that are
produced after mapper function [37,78,148]. The intermediate values which are stored in a
temporary file by MapReduce platform are not supported with any protection mechanism
[32] therefore these values can be easily accessed by adversaries. The deletion of the
intermediate (i.e., temporary) files happens at the end of mapper and reduce job [100].
Pig allow user to run high level scripting language on MapReduce platform in the Hadoop
ecosystem. Pig does not handle temporary files deletion if the script execution failed or
killed. Once this happens, the deletion task is left to the developers to handle it on their
own without any support from the MapReduce platform. The authors in [32] discuss three
main challenges of MapReduce when used in cloud platform: Scalability and Dynamic,
Cost effectiveness and Data utility and Compatibility. Zhang et al. [155,157] addresses
these issues by proposing a privacy-preserving layer over MapReduce, which satisfies

privacy demands itemized by data publishers built on diverse MapReduce privacy models.

Table 2.1: MapReduce and Spark based anonymisation technique on machine learning
and data mining algorithms

Algorithm Domain Anonymisation Technique | Data Processing Platform
Decision Trees Classification | DP [37] , K-anonymity [126] MapReduce
Support Vector Machines Classification DP [146 MapReduce
Naive Bayes Classification DP [110 MapReduce
Support Vector Machines Classification DP [61] MapReduce
Expectation Maximization Clustering K-anonymity [7] MapReduce
Micro aggregation Clustering DP, K-anonymity [121] MapReduce
Fuzzy C Means Clustering K-anonymity [139) MapReduce
Random Forest Clustering K-anonymity [5] MapReduce
K-Nearest Neighbors Classification K-anonymity [146] MapReduce
K-Means Clustering DP [62 MapReduce
Locally Weighted Linear Regression DP [39 MapReduce
Gaussian Discriminant Analysis Regression DP [70 MapReduce
Logistic Regression Regression DP [112] MapReduce
Aggregation - K-anonymity [10] Spark
Aggregation - K-anonymity [119] Spark
- Classification K-anonymity [94 Spark
Logistic Regression Regression K-anonymity [79 Spark
K-Means Clustering K-anonymity [28 Spark
K-Means Clustering K-anonymity [120] Spark
Ball-tree clustering K-anonymity [34] Spark
Hierarchical Analysis
Clustering Tree Clustering K-anonymity [73] Spark
- Classification K-anonymity [108] Spark
Aggregation - DP [63 Spark
K-Means Clustering DP [52 Spark
Aggregation - K-anonymity [107] Spark
K-Nearest Neighbors Classification DP [137] Spark
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The existing schemes have certain limitations such as inefficiency to handle incremen-
tal data, time taken to update records is more, experiences poor scalability, absence of
parallelization, poor execution time, higher rate for loss of information and inequity be-
tween data utility and anonymization. MapReduce and Spark framework are supported
by a variety of algorithms using two widely used anonymisation techniques such as DP
and K-anonymity to solve problems in different domain as illustrated in Table 2.1.

More closed work to us which provides the protection on the reducer is described by
Airavat [110] which proposed a secure framework for MapReduce by defining mandatory
access control (MAC) with DP on secure Operating system SELinux. Airavat MAC
is activated when privacy leakage exceeds from define limit, ensuring high utility and
privacy. However, Airavat add pre-configured noise for query which limits its application.
Tran and Sato [133] addresses Airavat limitation by allowing users to write reducer code
by modifying System’s access control, however, if adversary manage to sneak reducer code
by changing user right as a trusted user, the proposed solution fail to provide privacy

guarantee.

2.4 Proposed solution

In this section, we describe the details of our proposed platform including the major

components and their responsibilities.

2.4.1 The proposed framework

We propose a privacy-preserving platform that works collaboratively with mapper and
reducer in such a way that it hides the details of the final output by providing mech-
anisms for various data anonymization while it still provide a high data utility. The
approach taken by our platform essentially provides a better flexibility of executing dif-
ferent privacy-preserving mechanisms and corresponding algorithms while ensuring any
part of data is not leak during any MapReduce operations. The proposed platform is
illustrated in Fig. 2.1.

Privacy

Privacy &
Utility
Measuremet

Reducer

Algorithm

Mapper i
Preserving Implementation

Mechanism

Figure 2.1: Proposed Framework
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Our framework consists of three components: Privacy Preserving Mechanism layer,
Algorithm Implementation layer, and Privacy-utility measurement layer. The privacy-
preserving mechanism layer can accommodate many state-of-art data anonymization
mechanisms. Once this mechanism is determined, an algorithm which can produce a
specific sanitized dataset can be implemented by the algorithm layer. Finally, Privacy
and Utility Measurement layer can measure the different privacy and utility values using
different formulas in order to verify the sanitized data is still ensuring the privacy and yet
provide enough useful information. The only consideration we made is that the adversary

cannot change the behaviour of mappers, nor he can access complete intermediate data.

2.4.2 Components

In this section, we provide the details of the components in our proposed model.

Privacy Preserving Mechanism layer:

This layer receives data from trusted mapper(s) and defines a privacy protection
mechanism to preserve the privacy from unprotected reducer and dishonest system ad-
ministrator. The list of privacy protection mechanisms which can be applied in this layer
include for example but not limited to, K-anonymity, [ -diversity and DP. Each of these
mechanisms has their own strengths and weaknesses and are most often applicable to use
in a specific use case. Providing a single privacy-preserving technique is often too limit-
ing to accommodate many different applications scenarios. In our proposal, we address
this limitation by allowing the data scientist to decide and pick a mechanism that best
suitable for different data anonymization.

Algorithm Implementation layer:

Algorithms deal with the process of transforming the original data into a sanitized
data under the umbrella of the privacy-preserving mechanism that was defined in the
privacy-preserving mechanism layer. This layer allows the data scientist to choose suit-
able algorithm for data transformation, algorithm includes, but not limited to; Naive
Bayes, Gaussian Discriminant Analysis, Random Forest, K-means, Maximization, Deci-
sion Trees, and many more. Each of these algorithms are used by researcher to achieve
anonymization using MapReduce Platform.

Privacy and Utility Measurement layer:

This layer is responsible for providing a functionality where data scientist can measure
the privacy and utility trade-off after the original data has been transformed into a
sanitized one.

Data utility can ensure that the data still contain enough information where data
analytics can still find the relationships and correlations between data. This can be done
by a utility measurement (e.g., RMSE, MAFE). The utility measure can be done in
many different ways depending on the type of algorithms it dealt with. For example, to
measure data utility in the aggregation, the data utility can be measured by comparing

the accuracy of answering aggregate queries between the original dataset and the sanitized
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data. For a classification algorithm, the utility measure can be done by comparing the
percentage of samples that are correctly classified between the original dataset and the
sanitized version. A noise added statistical utility measure can be achieved by calculating
the total variance of perturbed data or calculating the length confidence interval of the
estimator. Additionally, utility measure can be achieved by using the techniques such
as generalization height, privacy information loss ratio, workload aware anonymization.
Each approach has its own unique way for calculating a data utility.

Privacy measure can ensure that the data is protected from any privacy attack after
the data has been sanitized. The privacy measure is typically done by measuring the
uniqueness of data (e.g., the number of unique data). For example, record-based privacy
measure, it can measure the ratio of counts that are related to unique record before and

after transformation.

2.5 Empirical studies

This section provides an empirical study to illustrate the way to utilise our framework
for a real-life application. To this end, we choose two state-of-the-art privacy-preserving
mechanisms, K-anonymity and differential privacy (DP), respectively, to demonstrate
the effectiveness and usefulness of our proposed framework along with the widely used
New York taxi data [42]. The experiments are performed on Intel(R) Xeon(R) CPU E5-
1650 v3 @ 3.50GHz, 3501 MHz, 6 Core(s), and 12 Logical Processor(s) with 4 Tarabytes
hard drive and 32 GB of RAM. As to the New York Taxi trip data, we specifically use
the 2013-2016 version of this dataset. The original New York Taxi trip data includes 19
features in total. We specifically use a subset of the original dataset and only consider
four commonly used features: pickup date time, pickup longitude, pickup latitude, and

total amount, in order to focus on the discussion of our main idea in this chapter.

2.5.1 Applying K-anonymity on Aggregation Algorithm

For our first empirical study, we used K-anonymity as a privacy preservation mechanism
to anonymize the total taxi fare. For an algorithm implementation, we use the following
pseudo-code which calculates the approximate total taxi fare within the group size K.

The aggregation algorithm is applied in the following way. We first calculate the
average value against the total taxi fare (i.e. Total amount) within all records in the same
group. The average becomes a new sanitized value for all records.

To see the effects of the accuracy against different levels of group size K threshold, we
use K to be K € 5, 10, 100 and 1000. To understand the effect of anonymized value in the
different group size, our experiments carried out again on different location density scale:
LD-10, LD-100, LD-1000, LD-2500, LD-5000.We use Root Mean Square Error (RM SE)

to understand the overall privacy verses utility trade-off based on different K group
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Algorithm 1: K-anonymity on Aggregation Algorithm

INPUT: K group size as KG, Location Density as LD, Total Amounts as T4,
OUTPUT: Root Mean Square Error as RMSE
ALGORITHM:
Initialize all variables KG, LD, AVG
for each i € K do
Calculate the averages of all K[i].
for each average do
Noise[i] = Avg — KG[i];
end for each
Repeat Step 2 for every LD
for each element in n of Noise do
for each element j of TA do
RMSE [n] = RMSE [j] + (Noise[i] — [j]);
end for each
RMSE[n]=RMSE[n]/LD;
end for each
end for each
10: Output RMSE;

PN AL

A

size and the data size (i.e., location density). The RMSE calculation on different group
threshold K on different LD is shown in Fig.2.2.
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Figure 2.2: Privacy utility trade-off using RMSE on K-anonymity

The results in Fig.2.2 show differences on the group size K for different location

densities. We make the following observations;

e The K group size 5 and 10 do not make much difference in the location density
LD-10 which illustrates that the distribution of data within 10 records looks to be

pretty uniform.

e For the location density LD-100, there is a huge difference in RM SE values among
different K group sizes. It indicates that the distribution of data in this group is
much more skewed. For example, total amount may vary from minimum 0.16 to
maximum 375 which have huge impact on average, due to this the RM SE for each
K group vary from 24.91 to 18.15.
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e For the location density LD-1000, we experience a good consistency with RMSE
values across different K group sizes. It is evident that the distribution of data in
this group is unvarying. From the total amount we observe LD-1000 contain even
maximum and minimum value for their respective group, due to this we observe
even distribution of RMSE for all K group.

e From the location density above 2500, the graphs started looking similar in their
RMSE value proportion across different K group sizes. The smaller group size
K (i.e., K=5) gives the lowest RMSE value due to its frequent average sum ap-
plied across the dataset. Similarly, the largest group size K (i.e., K=1000) also
gives relatively low RMSE value because there is more chance for the data to be

normalised.

2.5.2 Applying Differential Privacy (DP) on Aggregation Algorithm

Let’s suppose a data scientist wants to execute a query to find the average of total amount
of taxi fare charged to passengers from JFK airport New York see how much the driver
earns from this location collectively in the year between 2013 and 2016. Typically, New
York Taxi Workers Alliance (NYTWA) Repair Services have the details of every taxi
visited for JFK airport. The NYTWA could use this knowledge to link with non-sensitive
published results to deduce the exact salary of a particular driver. To prevent such privacy
violation from occurring, rather than using a real value (i.e., the total exact amount of
taxi income), it would protect privacy better if a statistically approximate of the total
taxi fare is used instead. With that goal in mind, we implemented DP as a privacy
preservation mechanism to see the effect of using a noisy mechanism-based technique to

provide privacy. For an algorithm implementation, we utilise an aggregation scenario.

Algorithm 2: Differential privacy on Aggregation Algorithm

INPUT: Privacy Budget as PB, Location Density as LD, Sensitivity Sen, Total Amounts as TA
OUTPUT: Root Mean Square Error as RMSE
ALGORITHM:

1: for eachi € PB do /* outer loop */
initialize Actual Sum = 0
Sanitized Sum SS = 0;
Calculate Noise using Lap(Sen/PB[i])
for each j € TA do /* inner loop */
Add TA[j] to AS
Add TA[j] and Noise to SS
end inner for each
end outer for each
Calculate RMSE[1] to be sqrt (square((SS-AS)/LD))
9:  Output RMSE;

A ol

®

For the implementation of adding the controlled noise for our algorithm, we use the
Laplacian mechanism which generates the random noise in terms of the Laplace distribu-

tion from equation (2). This Laplace noise is added to each raw data (i.e., individual total
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amount). The value with noise then is summed. To understand the effect of noise in differ-
ent data size and distribution, our experiments carried out on different Location Density
(LD) is used for five different scales: LD-10, LD-100, LD-1000, LD-2500, LD-5000, re-
spectively where the number indicates the size of the data for example, LD-10 represents
the 10 pickup locations in the sample. Our experiment study used a fixed sensitive = 1.
For each location density, we apply four different privacy budgets (i.e., €(0.001,0.01,0.1
andl) to understand the effect of noise between the privacy budget and the data size.
The overall privacy verses utility trade-off, based on different privacy budget and the
data size, is calculated using the Root Mean Square Error (RM SE) which measures the
difference between the raw data and the sanitized data (i.e., the noised injected raw data).
Assuming n test samples with raw data values y1,...,y, and sanitized values y7, ...y},
the RMSFE is then given by:

The RMSFE calculation on the privacy budget on different LD is shown in Fig.2.3.
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Figure 2.3: Privacy utility trade-off using RM SE on Differential privacy

The results in Fig.2.3 show differences on the privacy budget value e for different

location densities. We make the following observations;

e For the privacy budget €-0.001, it provides the lowest error rate denoted by the
smallest RM SE values. Most likely, the noise is relatively small compared to other
privacy budget. This privacy budget may be applicable for the types of applications

where it requires relatively high accuracy, but privacy is not a main concern.

e The privacy budgets € (0.01 and 1) illustrates similar RM SFE values no matter the
data size. We see a big difference in RM SFE result on the LD size 10. This is most
likely that the LD size 10 is too skewed to get any meaningful value.

e Using the privacy budget € -0.01, it provides the most uniform distribution of the

error rate regardless the different size of location density. It also demonstrates the
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highest RM SE values which mean that the most noise was introduced. This privacy
budget may be applicable for the types of applications where it requires relatively

high privacy, but accuracy is not a main concern.

2.6 Conclusion

In this chapter, we have proposed a privacy-preserving platform for the prevention of pri-
vacy leakage in MapReduce by adding three middle layers between mappers and reducers.
The novelty of our Platform is that it allows the users to choose anonymization technique
in Layer 1, algorithm to process that technique in Layer 2 and utility-privacy trade-off
measurement to verify the impact of algorithm and anonymity technique combination in
Layer 3. We have presented an empirical study on NYC taxi data using our Platform to
illustrate the feasibility and practicability of our proposal. The first empirical study was
carried out on K-anonymization with generalization and suppression algorithms with the
Precision score to measure the privacy and utility trade-off. The second empirical study
was carried out using differential privacy with an aggregation algorithm while we used
RMSFE as a privacy and utility metric. In future, we plan to provide more privacy preser-
vation mechanisms other than the two we demonstrated. We also plan to develop more
real application case studies where it uses not only aggregation, but it also uses classifica-
tion and feature extraction and consequently different measures of privacy and accuracy
trade-offs. Currently we manually set important values to decide the privacy verses utility
measures such as K-threshold in case K-anonymity or the privacy budget epsilon and
sensitivity value in the case of differential privacy. We plan to enable our platform to

automatically pick up these values in the future, depending on the application scenarios.



Chapter 3

Anonymizing k-NN Classification on
MapReduce

Summary

Privacy is one of the emerging concerns in big data analytics and its applications.
MapReduce platform has been hailed as a solution to provide a number of services which
can process big data fast and efficient using its cluster-based nodes in parallel. However,
MapReduce can be vulnerable from composite attacks when its output is compromised
and combined with public data. To address the limitation, MapReduce must employ a
privacy protection mechanism to protect the data being processed by MapReduce oper-
ations. Data anonymization has been seen as a viable privacy protection mechanism as
it can hide the original data while it still provides necessary queries required for analyt-
ics. However, there has not been much study as how to implement data anonymization
techniques for MapReduce. In this Chapter, we describe the details of implementing two
popular data anonymization techniques on k-NN classification algorithm for MapReduce
operations, namely K-anonymity and differential privacy. We describe Map and Reduce
algorithms to produce different sets of anonymized data for k-NN classifier. We also il-
lustrate the details of experiments we performed on the multiple anonymized sets. The
experiments on k-NN classifier gives an opportunity to examine the effects of privacy vs
utility trade-offs of anonymization techniques and its parameters which are often used to

fine-tune the level of anonymization.

3.1 Introduction

In recent years, we witness big data containing a huge amount of personal data such
as seen in the data acquired by government administrations, health insurances, social
networking sites and IoT devices, to name a few. This exponential growth of big data has

demanded a requirement for a system which can provide powerful computation and other
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related technologies. A big data processing framework using distributed environment,
such as MapReduce and Spark, has been widely used to handle such computation to find
insights such as correlation between large datasets using Machine Learning algorithms
[92,102,105].

In Machine Learning, classification algorithms play an important role in data mining
to identify a category of a new observation of data into a set of predefined classes or
groups. The k-nearest Neighbour (k-NN) [38] is one of such classification methods. In
recent years, we witness the adoption of k-NN algorithm in distributed environments
to overcome the computational intensity of having to compare distances of every single
training data point.

However, processing k-NN in MapReduce raises a number of security issues [137,146].
In MapReduce, Mappers transform the original input key/value pairs into intermediate
key/value pairs after some calculation while reducers aggregate the intermediate values,
compute and write them to an output file. These operations at different stage of MapRe-
duce operations are done on plain text which is vulnerable from unauthorized access that
puts users’ data at a privacy risk. The unauthorized privacy attack can either directly
leak sensitive information or indirectly leak information via composite attacks where the
adversary can link users’ data, illegally obtained at various stage of MapReduce, with
public information available via different sources such as Facebook or Twitter.

Providing privacy guarantee during computations of sensitive data can be achieved
using privacy preserving techniques such as K-anonymity [127]. K-anonymity uses gener-
alization to hide individual features (also called attribute) or records (also called as tuples)
within a crowd or suppression to remove highly sensitive records. The size of crowd is
typically determined by a privacy parameter K group size. The use of K-anonymity Dif-
ferential Privacy DP in MapReduce platform to provide a certain level of privacy are
found in [24,110, 150, 156]. However, these existing studies do not illustrate how to pro-
cess a privacy preserving technique such as K-anonymity and Differential Privacy DP to
be applied in different data analytics scenarios such as classification.

Extending from our earlier [24] study where we illustrated how to apply a K-
anonymity and Differential Privacy (DP) in an aggregation scenario [24], this time we
illustrate how one can apply a K-anonymity and DP in a classification scenario that uti-
lizes k-NN algorithm. We propose a k-NN classifier which can run on an anonymized data
in the MapReduce platform. To the best of our knowledge, our proposed algorithm in this
chapter is the first attempt to address the classification implementation on anonymized

data in the MapReduce platform. Our main contributions are;

o We illustrate the details of the k-NN classifier algorithms that can run on an

anonymized dataset.

e We demonstrate that it is possible to generate different sets of anonymized data us-

ing varying degree of privacy parameters (i.e., K group size, sensitivity and privacy
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budget) either applied in the different number of features or the different number

of records in the K-anonymity and DP algorithms.

o We illustrate that different classification results can be obtained based on the dif-

ferent sets of anonymized datasets.

e We provide the impact in the trade-off between the level of privacy protection (data
privacy) and the high-value insights (data utility) on classification before and after

different anonymized data.

The rest of the chapter is organized as follows. In Section 3.2, we provide the necessary
background knowledge. In Section 3.3, we describe the related work. In Section 3.4, we
describe the details of data anonymization strategies we use and explain the algorithms
needed for Map and Reducer operations. In section 3.5, the experiments and results are
discussed. Finally, we conclude our work and discuss the future work planned ahead of

us in Section 3.6

3.2 Background

The k-nearest neighbour method (k-NN) is one of the most widely used classification
algorithm in machine learning. Cover and Hart in 1967 formally introduced the original
idea of k-NN and its properties [38] . k&-NN works directly on the actual instances of the
training data as it does not require building a model to represent the underlying statistics
and distributions of the original training data [38]. k-NN is based on learning by analogy,
that is, by comparing a given test record with training record sets.

Euclidean Distance (ED) is often used to measure the distance of two records where
the distance indicates the degree of difference (i.e., if ED is small the two records are
likely to be similar while two records are different if ED is big). The distance measure

based on equation 3.1:

D(X,Y)=|(1X = Y] =) (X() - Y(0)? (3.1)

i=1

where X (7), Y (i) are the ith dimension attribute values of vector X, Y respectively. In
k-NN classification, an output can be seen as a class membership as an object is classified
by a majority vote of its neighbours. Thus, a class is typically assigned to the object
based on the most common classes observed among its neighbours.

There are many different ways to implement k-NN algorithms including where the
classification should be performed (e.g., [122] proposed the centralized paradigm where
the k-NN join is performed on a single centralized server) and looking into improving
performance overheads (e.g. Parallelization of k-NN algorithm [122] ). Especially, many

existing approaches have been criticized as the computation costs sharply rise when the
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number of dimensions and the sizes of training sets become large. The use of MapReduce
as a processing platform has been regarded as a practical solution to resolve such criticism.
The MapReduce framework takes the input data, depending on the size, it automatically
splits the input data into smaller manageable chunks. Each smaller chunk is processed
by a map task (also often called a mapper interchangeably). The result of a mapper is
summarized as key and value pairs. The output (e.g., values) with the same keys are

shuffled and reduced by a reducer function.

3.3 Related Work

Performing k-NN to provide performance gain has been extensively studied in the lit-
erature [122]. Nevertheless, this work only focuses on the centralized and single-thread
approach that is not applicable in many modern-day applications which requires a large
input data for computation. In [122], the authors reported the nearest neighbour classi-
fication with generalization applied in a large dataset. The main purpose of generalizing
exemplars, which merges data into hyper-rectangles, is to improve speed and accuracy
but they do not mention how to handle anonymized data. A privacy preserving classifi-
cation techniques has been proposed by [17] . However, the techniques they use focus on
neural network as an underlying algorithm then use homomorphic encryption [53] as a
data anonymization technique. The direction they took is quite orthogonal to our work .
In [138], the authors propose a new nearest neighbour approach using correlation analysis
under a MapReduce framework on a Hadoop platform to address the difficult problem of
real-time prediction with very large training datasets. However, using their approach, the
performance of an algorithm can be seriously affected if the size of the training samples
becomes extremely large. For many modern day uses of k-NN, the computational and the
storage issues has become a critical problem [66,159]. This is because the new applica-
tions of k-NN requires a rather large storage device to contain the whole training set as
well as a large computation support in the classification stage. Airavat [110] proposed a
framework for MapReduce by defining mandatory access control (MAC) with DP on a
secure operating system SELinux. Airavat however describes a data anonymization via
DP only with a very strict sensitivity pre-defined value which is only applicable to a spe-
cific case of applications where the distribution of the input data and types of operations

performed on that data is pre-defined.

3.4 Data Anonymization

In this section, we discuss the details of K-anonymity on k-NN classifier for MapReduce
operations. Our implementation is done based on the privacy-preserving platform we
proposed previously [23]. The privacy preserving mechanism receives the user input data

and defines a privacy protection mechanism, in our case K-anonymity. In the algorithm
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Table 3.1: Original Adult Dataset

. . . Hours- .
[Age]Workelass**| Fnlwgt Edu Edu-|Marital- Occupation |Relationship] Race Sex Capl‘tal— Capital- per- Native- Incom
num status gain loss week country
66| Private [142624 ASS0C | 1p | Married- | Machine- |\ o [ white | Male | 5556 | 0 40  |Yugoslavia| >50k
acdm civ-spouse | op-inspct
. Married- | Machine- . .
55| Private [160631] HS-grad | 9 | . X Husband [ White | Male | 4508 0 8 |Yugoslavia|<=50K
civ-spouse | op-inspct
Married- -
53| Private [153064) Sth-6t | 3 | 2 EXec | Husband | White | Male | 7688 | 0 | 10 |vugoslavia| >50k
ClvV-spouse managerlal
51| Private [179479| Hs-grad | 9 |widowed | FX€ | NoHIn"\ie Iremale| 3325 | o 40 |Vugoslavia|<=50K
managerial | family
Asian-
Federal- Married- Prof-
51 223206|Doctorate| 16 | o' ro Husband | Pac- | Male |15024| 0 | 40 | vietnam |>50K
gov Clv-spouse speCIaIty Islander

*a light grey represents an example of a tuple
** a dark grey shade represents an example of a feature

implementation layer, we choose k-NN as a classifier, transforms the original data into
an anonymized equivalent still retaining the content value so that further analytics can
be performed on the anonymized data. We measure the classification error on the privacy
and utility measurement layer to understand the privacy and utility trade-off between

the original data and the anonymized data.

3.4.1 Dataset and Pre-processing

We use the Adult dataset [15] to demonstrate our study. The dataset consists of personal
information records extracted from the US census database. We use the dataset for a
classification prediction as whether a given person has a potential to earn an annual
income over or under $50,000. The original Adult dataset has six continuous and eight
categorical features as seen in Table 3.1.

The k-NN algorithm often processes both categorical features and continuous fea-
tures [38]. To overcome the difficulty of having to process the string data often found
in categorical features, many implementations of k-NN often require the conversion of
the categorical features to discrete numerical features. We adopt conversion from work
of [67]., which utilizes unique numerical labels to convert each categorical value into
its numerical counterparts. Using this technique, we transform eight categorical features
(workelass, edu, marital-status, occupation, relationship, race, sex, native-country) into
numerical features. For example, instead of using a country name such as Cambodia,
Canada, China a numeric value is used such as 1 to represent the country Cambodia, 2
to as Canada so on. Table 3.2 represents the Adult dataset after the conversation of the

categorical values.

3.4.2 k-NN Implementation on MapReduce

This section defines the k-NN algorithm we implemented in MapReduce operations. Our

implementation strategies were inspired by the work on [91]. We use the following k-NN
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Table 3.2: Adult Dataset after categorical value conversation to numeric

JAge]Workclass**| Fnlwgt |[EdulEdu-num|Marital-status|Occupation|Relationship|Race]Sex|Capital-gain]Capital-lossjHours-per-week|Native-country

66 3 142624| 8 12 g 7 1 5|1 5556 0 40 35 >50K
55 3 160631 12 9 3 7 1 51 4508 0 8 35 <=50K
53 3 153064] 5 3 3 4 1 5|1 7688 0 10 35 >50K
51 3 179479 12 9 7 4 2 5|2 3325 0 40 35 <=50K
51 1 223206| 11 16 3 9 1 2|1 15024 0 40 34 >50K

*a light grey represents an example of a tuple
** a dark grey shade represents an example of a feature

algorithm to get classification errors before data was anonymized. The general processing

of data for MapReduce operations follows.

e Reading data: Consider a training dataset TR, and a test dataset T'Ss, they are

formed by a number of records m-th (in TR,) and t-th (in T'S;) respectively. Each
training sample ST, (line) is read and split as a tuple (T'p1,Tp2, ..., Tpp, W.), where
Tpg represent E-th feature in p-th tuple, and ST, belongs to a class W, for given

Tch and D diminutions.

k-NN training: In order to train the k-NN algorithm, the training dataset TR,
should contain the value of W, while it is unknown for the test dataset T'S,. For
each test sample ST, contained in the T'S, test dataset, the k-NN model looks for
records whose distance proximity is smallest (i.e., indicating the records are similar)
in the TRy set. To do this, it computes the Euclidean Distances (ED) between T'Ss
and all ST, of TR, (i.e., for each sample of test dataset with all the sample of
train dataset). Whereas the k-nearest neighbours’ samples (NBy, NBa, ..., NBy)

are obtained by ranking the training samples according to the computed distance.

Alignment with Mapper operations: To apply this in the MapReduce model, we first
organize a mapper to compute the classes W, from the distance to the k- nearest

neighbours for each test and training data.

Alignment with Reducer operations: The reduce function is responsible for process-
ing the Euclidean Distance (ED) of the k- nearest neighbours from each map and
creates a list of k- nearest neighbours by taking those with minimum distance. Re-
ducer shuffles the distances and examines for majority voting, then to assign the
class for T'S,.

k-NN mapper and k-NN reducer are described in more detail as follows:

k-NN Mapper: In our implementation of k-NN for MapReduce, we represent our

training set as TR and test dataset T'Ss, both with a random number of records store
in Hadoop Distributed File System (HDFS) as single file. The first step Mapper ac-
cesses the input file from the HDFS and disjoint TR, into given number subsets. The

training set TR, is split into tuples containing the attributes (also known as features)
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(testip, ,testip,, . .., testy,, We), where, each test;, represent one feature of adult dataset
and W, represent as an income class (the feature to be classified). Suppose we have map-
pers from 1 to n, for each of the mapper task, it will create T'R,; from 1 < j < n, which
represent the training set sample ST,.. It should be noted that partitions of given pro-
cesses are sequentially executed, for example, mapper; corresponds to j data chunk. In
other words, each mapper will have its corresponding T'R,; and a class label W, for every
k- nearest neighbours. Each training record is divided into a subset of TR in order to
compare each subset with its T'Ss to find out a distance DC. The other small subsets are
obtained based on k (degree of neighbours) and number of records in T'Ss. Distances are

2

stored in the distance matrix DC; pairs as “(class, distance)” which can be represent as
( We, k-distance ) with dimension k.m (i.e., DC; compute all the distances for each tuple
of TR, with all element of T'S;). Each Row i will have W, (classifier value) and k-nearest
distance of class. The row i will repeat till ¢ for each ST. After mapper completes its
process, it stores the (key, value) pairs as ( (Mapper;p, W), DC;), where Mapper;p is
used to identify the mapper in single reducer. The complete pseudo-code for the k-NN

mapper is described in the following Algorithm 3.

Algorithm 3: k-NN Mapper
Input: k value, TSs.
Output: key as mapper identifier Mapper;p and class W, value as DC;
1: Create TR;; with the instances of split j.
2: for i =0 to i<size(TS;) do
3: Compute k-NN (ST, i, TRj, k)

key = Mapper;p, W,
return (<key, DC; >)

4 form=0tom < k do

5 DCj(i, m) =< W.(NB,,),ST;(NB,,) > i
6: end for

7: end for

8:

9:

k-NN Reducer: Reducer is responsible for selecting most relevant neighbours, ex-
amines their classes and finds optimal classes for tuples in T'Ss . The reducer phase can

be divided into following four steps:

e The setup step reads and allocates the distance matrix DCi.cqyce Of the fix size of
(T'Ss ,k-neighbours). DCpequce value is assigned once a mapper completes DC_j and
sends the data to reducer. Keys from the mapper is separated as Mapper;p and
W.. The size of the distance matrix is initialized with the total number of T'S; .

Once the setup is done, it moves to the next reduce step.

e The reduce merge two sorted lists (i.e., one list containing the distances calculated

with class and the other list contains the distances calculated with its neighbours).
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Thus, for every , every distance is compared to its neighbours one at a time starting

from the nearest one and sorted according to distances.

e The third step is clean-up. The clean-up process receives the list of neighbours for
all T'S; as (class, distance) in the form of DC}.cgyce for majority voting in order to
identify the predicted classes W, for T'S; . After the clean-up, the key value pair
are redefined as T'S; classes W, and TR, classes W..

e The comparison of the classifiers between these two classes are done in the classifi-
cation error step to compute the error rate of k-NN for each k& values. Following is
the pseudocode that we use in this study for the k-NN reducer.

Algorithm 4: k-NN Reducer

Input: Size of TS, k and DC;.
Output: actual class W, and predicated class W, as key and Error_rate as value

I: fori =0toi <size(TSs)do //setup

2: cont =0

3: form =0to k do /Ireduce

4: if DC;(i, cont). STg< DCrequce (1, m). ST then
S: DCreduce (i, m) = DC;(i, cont).

6: cont + +

7 end if

8: end for

9: end for

10: Error_rate =0,TP=0,TN =0

I1:for! =0tol < size(TS) do // CleanUp
12: PredClassl = MajorityVoting(Classes(DCrequce ))
13: key =W, , W,

14: If (W, == W) then

15: TP ++

16: else

17: TN++

18: end if

19: Error_rate =(TP — TN /TP) // classification error
20: end for

21: return (<Error_rate >)

3.4.3 K-anonymity with k -NN in MapReduce

e In this section, we illustrate how we anonymize the original input data using K-
anonymity technique. We run k-NN classifier on the anonymized dataset and get
classification error. We compare the classifications errors obtained from a non-
anonymized dataset as well as an anonymized dataset to understand whether there
has been any impact on classification error. For this task, we extend the mapper

operation in the previous section and produce multiple sets of anonymized datasets.
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e The first step is to read T'Ss into tuples containing the attributes (also known as
features) (testip,,testip,,. .., testy,,, We), where, each testy, represent one feature
of adult dataset and W, represent as an income class (the feature to be classified).
The second step is to anonymize the number of features (o), while test;,, denote

the particular feature to be anonymized.

e Then the third step is to assign K group size (KG) where KG is the degree of

anonymity (i.e., the number of records to hide in a crowd).

e The fourth step is to calculate an average value on each attribute of o QI Ds which

to be anonymized. Now « values are replaced by the average of each feature.

e In the last step, we replace the average value against each value of KG in continuous
features while the average value is used to find more generalized categorical value
for the categorical converted numerical features. The input test data now changes

from T'S, to it anonymized counterpart T'Sg,.

The pseudo-code for this description is in the following Algorithm 5.

Algorithm 5: k-NN Mapper

INPUT: K group size as KG, QIDs attribute as a, k-NN as k value, TRs and TSs.
OUTPUT:key as mapper identifier Mapper;, and class W, value as DC;

Initialize all variables Avg=0, =0

1: Read test_tp, as classifier from TSs

2: for eachi € K do

3: KG = averages of all K[l].

for each average do
Noise[l] = Avg — KG[!];
test_tp.|i] = Noise|i]
test_tp, store value on TS,

end for each

XA H

if (« is greater than initialized value) then

10: Goto Step 3 for every test_tp, on TSs
11: end if

12: end for each

13: Create TR; with the instances of split j.

14: for i =0 to i<size(TS,) do

15: Compute k-NN (ST, i, TRS]-,k)

16: form =0tom < k do

17: DCj(i,m) =< W.(NB,,),ST,(NB,,) > i
18: end for

19: end for

20: key = Mapper;p, W,
21: return (<key, DC; >)
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Table 3.3: The sample of K-5 tuple with different number of column generalization

eewortanse] e ra] B | Mt Jocupmtonentonsvfracdse] o | piar | mourger | N iome
5 — anonymity with on 2 Features age and workclass
552 26 [142624]8]| 12 3 7 1 5 [1] 5556 0 40 35 >50K
552 2.6 [ 160631[12] o9 3 7 1 s [1] 4s08 0 8 35  |<=50K]
552 2.6 [ 153064| 5] 3 3 4 1 5 [1] 7ess 0 10 35 >50K
55.2 2.6 179479 [ 12 9 7 4 2 5|2 3325 0 40 35 <=50K|
552 2.6 | 223206 |12] 16 3 9 1 2 [ 1] 15024 0 40 34 >50K
5 — anonymity with on 4 Features age and workclass, fnlwgt and education
552] 2.6 [171800.8]9.6] 12 3 7 1 5 [1] 5556 0 40 35 >50K
552 2.6 [171800.8]9.6] 9 3 7 1 5 [1] 4s08 0 8 35 |<=50K]
552 2.6 [171800.8]9.6] 3 3 4 1 s [1] 7688 0 10 35 >50K
552 26 [171800.8]9.6] o 7 4 2 s [2] 3325 0 40 35 |<=50K
5520 2.6  [171800.8]9.6] 16 3 9 1 2 [1] 15024 0 40 34 >50K.
5 — anonymity with on all Features
552 2.6 [171800.8]9.6] 9.8 3.8 6.2 12 [44fi2] o 72202 27.6 348  [>50K
552 2.6 [171800.8]9.6] 9.8 3.8 6.2 12 |a4ali2] o 72202 27.6 348 |<=50K
552 2.6 [171800.8]9.6] 9.8 38 6.2 12 |44li2] o 72202 27.6 348 | >50K
552 2.6 [171800.8]9.6] 9.8 38 6.2 12 [44li2] o 72202 27.6 348 |<=50K]
552 2.6 [171800.8]9.6] 9.8 38 6.2 12 Jaali2] o 72202 27.6 348 | >50K

In our study, we observe the effect of an anonymization in two different aspects: tuple-
based vs feature-based generalization. We first examine the effect of anonymization by its
usual tuple-based (i.e., making the number of records same), secondly, we examine the
effect of anonymization by its feature-based (i.e., making the number of features across
records same). For the former, we analyze 4 different tuple-based degree K=5,10,100,1000
for example K=5 indicates that there will be 5 records made same where K=10 indicates
that there will be 10 records made same and so on. Simple represent no anonymization
and transformation is applied on data. For the latter, we analyze 5 different feature-
based degree A, = 2, 4, 8, 12, all where z indicates the number of QIDs. From the
feature-based generalization, A2 represents a=2, i.e., age and work-class are used as
QI Ds and generalized whereas A4 represents a =4, i.e., the four features age, work-class,
fnlwgt, and education are used as QIDs. A8 and A12 represents in the similar fashion.
We use the special notation AA to mean all features are used as QIDs and generalized
accordingly. Table 3.3 represents the snippet of data anonymization on K-5 degree on

different numbers of QI Ds being generalized.

3.4.4 Differential Privacy DP with k-NN in MapReduce

For our study, we use Laplace distribution to calculate a noise. The noise is generated
using Laplace distribution which we use for all features regardless whether it comes from
categorical or numerical origins as all our features are represented as numerical values.
Let a function f: T'S; — R over a dataset T'S;. By studying the distribution of the

dataset T'S; the Laplace noise is calculated then added to each data uniformly.

Af

M(TS,) = f(TS.) + Lap==, (3.2)



Data Anonymization 31

Algorithm 6: Differential Privacy in k-NN Mapper

Input: k value, TRs ,TSs, Privacy Budget as PB, Sensitivity Af,

Output: key as mapper identifier Mapper;;, and classes W, value as neighbours for each k.
1: Create TR; with the instances of split j.

2: Calculate Noise using Lap(Af /PB)

3: for 1= 0 to 1< size(TS; — 1) do

4 testtp|l] = testtp[l] + Noise

S: Store testtp[l] in TSy,
6
7
8

: end for
: Repeat step 3 for every classifier testtp
: for i =0 to i<size(TS,,) do
9: Compute k — NN (ST, i, TR
10: form =0tom < k do
11: DC;(i,m) =< W (nby,),ST;(nby,) > i
12: end for
13: end for
14: key = Mapper;p, W,
15: return (<key, DC; >)

k)

Sj»

Table 3.4: Normalized features

age| workelass | flwgt [edu | edu-num | marital-status | occupation | relationship |race| Gender | capital-gain | capital-loss | hours-per-week | native-country |income

204 827 321 496 66.1 332 991 02 993 10 10 33 388 99.0 >50K

407 332 158 (991 395 332 826 02 993 10 10 9.0 392 9.0 <=50K

40.7 49.7 306 | 743 859 332 2438 02 99.3 10 10 4.8 490 99.0 >50K

47.5 16.7 291 |358 78.3 332 66.1 02 99.3 100.0 10 7.5 388 99.0 <=50K

62.4 332 9.7 681 328 332 16.6 02 99.3 1.0 10 99.0 388 98.0 >50K

To apply DP in k-NN mapper, the first step is to read every features in the record
TSs. Then, we generate a noise using the above Laplace noise formula and add the noise
to the features of every record in the entire data. The new values (i.e., the original features
plus the noise) are stored in the anonymized dataset T'Sg1. The pseudo-code applying D P
for k-NN mapper is defined in Algorithm 6.

While calculating noises, data that contains a high sensitivity distribution, which can
be seen in the features such as fnlwgt and capi-tal-loss in the Table 4.1d, needs to be
normalised to have a smooth balance. To rectify the issue, we normalize T'S; and T Ry

using the equation 3.3 as per the guideline of described by [33].

(b—a)(X — Xmin)

Xnorma,, = L Xmax — Xmin

|+ 1. (3.3)

where a and b are the range of values in each features. In our experiment, we used
normalization that ranges from 1 to 100. Where X is the value of features. By applying
normalization, we can get a global view of our dataset by knowing the upper and lower
value for each feature. After normalising we can find appropriate Af for complete the

dataset more easily. Table3.4 illustrates the feature values after the normalization.
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3.5 Experiments and Results

A set of experiments have been conducted on the Adult dataset to observe the k-NN
based classification errors on data anonymized using K-anonymity. The experiment was
performed on the single node cluster with the following specification: (1) the CPU model:
Intel(R) Xeon(R) CPU E5-1650 v3, (2) the processing speed: @ 3.50GHz, (3) the number
of core processors: 6, (4) the storage capacity: 4 Terabytes, and (5) the memory size 32
GB of RAM. We first run the experiment on both the training and test datasets on k-NN

classifier without any anonymization then check the classification error.

3.5.1 Applying K-anonymity on k-NN classifier

Fig. 3.1 illustrates the result on the classification error studying from the feature-based
anonymization. For example Fig. 3.1(a) shows the results of 5 records anonymized on
2 QIDs = age, workclass which is denoted as K-5-A2 while the results of 5 records
anonymized on 4 QIDs = age, workclass, fnlwgt, edu is denoted as K-5-A4. The same
notation is used for other number of QIDs.
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Figure 3.1: K-anonymity on varying degrees of anonymized feature sets

Here is the summary of our observations;

e The number of features being anonymized attributes to the decreasing accuracy

(i.e., increasing classification error) as we see this in all graphs.
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e As the number of k-nearest neighbours increases, more classification errors are gen-
erated. This is due to the increasing size of the sample being the subject of the
classification, that is, there is increasing probability of producing an error as there

are more data.

e There is a huge amount of classification errors when all features are anonymized in

comparison to when there are at least a few features still not anonymized.

e The distribution of the data within a feature effects on the number of classification
errors. If the distribution of the data is wide and if they are generalized, they tend

to subject to more classification errors.

e With the increasing number of K degrees, the fluctuation of classification errors
becomes unpredictable. For example, with K-5 and K-10, we observe a steady in-
creasing or decreasing of classification errors in a smaller range scale which was
between 45%-60% with K-5 while 33%-45% with K-10. In the meantime, the clas-
sification errors were sharply increased from 10% to 40% in K-100 while it was
between 0% -45% with K-1000.

Fig. 3.2 illustrates the result on the classification error studying from the tuple-based—
anonymization. For example, the 3.2(a) shows the results of 2 QIDs = age, work-class
anonymized with different degree of K=5, 10, 100, 1000 . Here is the summary of our

observations;

e There is more classification errors produced as the degree of K increases. It is easy to
understand this pattern because simply more data means the increasing possibility
with classification errors. This is observed in all graphs, irrelevant to the number of

QI Ds involved in the anonymization process.

e When only two QI Ds were anonymized, as shown in Fig. 3.2(a), the effect of increas-
ing K degree is negligent. As the number of QI Ds increased to be anonymized, the
scale of classification error range becomes wider. For example, in Fig. 3.2(a) where
it is only two QI Ds anonymized, there is almost no difference in classification errors
among K-degrees. However, in Fig. 3.2(e) where all QI Ds were anonymized, K-5
classification errors stay around 50%, K-10 classification errors stay around 30%
whereas K-100 stays around 10%.

e The utility of anonymized data is higher with a fewer QIDs regardless K as we do
not see much difference in the classification errors between non-anonymized data

and anonymized data.



34 Anonymizing k-NN Classification on MapReduce

——0—— Simple o K-5-A2
1.05 ® K-10-A2 —&—— K-100 -A2 1.05
o K-1000 -A2

Error rate
Error rate

12 3 4 5 6 7 B 9 10 15 20 30 50 6l 1 2 3 4 5 6

7 8 9 10 15 20 30 50 61
k-nearest neighbors k-nearest nelghbors
(a) A2-features (b) Ad-features
——o— Simple o K-5-A8 x K-10 -A8 ——o— Simple o K-5-A12 x K-10-A12
1.0 1.0
——&—— K-100-A8 o K-1000 -A8 i K-100 -A12 o K-1000 -A12

Errar rate

©
Error rate

0.9 08

0.75 0.75
1 2 3 4 5 6 7 8 9 10 15 20 30 50 61 i 2 3 4 5 6 7 8 9 10 15 20 30 50 61

k-nearest neighbors k-nearest neighbors

(c) A8-features (d) Al12-features
13
11 —o—— Simple o K-5-AA x K-10-AA ——h— K-100-AA < K-1000-AA

09

Error rate
o

% x 4 A
o3 ° A t——b—6 % ° e
0.1 S e

& <
01 k4

k-nearest neighbars

(e) All-features

Figure 3.2: QIDs on varying degrees of K-anonymity

3.5.2 Applying Differential Privacy (DP) on k-NN classifier

In this section, we examine the effects of classification errors when DP is used as an
anonymization technique. In our study, we applied DP on two slightly different versions
of input data: (1) the first version of the data contains normalized values of pre-processed
data where each feature in the data always ranges between 1 and 100, (2) the second
version of the data contains only pre-processed Adult dataset without normalization
applied.

Fig. 3.3 demonstrates the result of DP based anonymization on normalized data. The
normalization was applied due to calculating more accurate global sensitivity which basis
on inspecting on the distribution of data in the entire dataset. In this case, as we know the
distribution of data, which is the range between 1 and 100 after normalisation, we used

the sensitivity value as 1. We used varying degree of privacy budget ¢ = 0.001, 0.01, 0.1,
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1. In the figure, simple indicates k-NN classification errors obtained on non-anonymized
and non-normalised dataset. Simple_normally indicates k-NN classification errors on non-
anonymized and normalised dataset. e =0.001 indicates the classification errors obtained
on DP anonymized data with privacy budget of 0.001. The rest notations, with ¢ =0.01,

€ =0.1, and € =1, follows the same pattern. Here are a few observations we noticed:

e (learly, non-anonymized data has a fewer classification error.

e Normalized non-anonymized data has more classification errors it is because nor-
malization can be seen as anonymization itself as data has changed from its original

form thus more errors introduced.

e The change of classification errors is negligible among DP anonymized data with
different scale of privacy budget. It is because the distribution of data is smooth

therefore the level of noise introduce by different privacy budgets are similar.

e There is steady increase of classification errors as the sample size of the data increase

with the degree of k- nearest neighbour increases.

1.2

—o0—— Simple ~——@-—— Simple_normal x €=0.001 A £=0.01 o £=01 =——+-—-—c¢=1

1.05

0.9

Error rate

0.75
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k-nearest neighbors

Figure 3.3: Differential Privacy on normalized Adult dataset

Fig. 3.4 demonstrates the result of DP based anonymization on non-normalised in-
put dataset. In this figure, simple indicates k-NN classification errors obtained on non-
anonymized dataset while the rest are anonymized with varying degree of privacy budget
e = 0.001, 0.01, 0.1, 1. As this is not normalized and we can’t use the sensitivity value
= 1, it is necessary to find a right level of sensitivity value that is more applicable for
our input data. To do this, we calculated the average value of all attributes of the entire

dataset and used it as a new sensitivity value. Our observation follows:
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e Compared to the normalized counterpart in the above, the effects on the clas-
sification error on different privacy budgets are more visible. For example, non-
anonymized dataset has the smallest classification error followed by ¢ =0.001 and e

=0.1. The most classification errors were observed in the ¢ =0.01 and ¢ =1.

e Privacy budgets ¢ =0.001 and ¢ =0.1 provides a higher utility that is almost close
to the original dataset especially on the smaller k-nearest neighbour degrees (e.g.,

from degree 1 to 8).

e Similar to what we observed with the normalized dataset, it is possible to find
optimal privacy budgets and sensitivity values that can produce better utilize as
close to the original data for a specific k-nearest neighbours as seen with ¢ =0.001

and k neighbours degree=7.
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Figure 3.4: Differential Privacy on Adult dataset

3.6 Conclusions and Future Work

This research work is an extension from our previous work [23] where we focus running
a classification algorithm on the anonymized dataset running a MapReduce platform. In
this research we used k-NN as a classifier on anonymized data. We used the measurement
of classification errors to observe the effects between privacy verses utility trade-offs when
different sets of data were anonymized using multiple privacy parameters of K-anonymity.
We used two different approaches; anonymizing the data based on (1) tuples and (2)
features. As expected, the number of k-nearest neighbour has the close relationship with
classification errors introduced. More data in a dataset produced higher probability of
classification errors. We also observed that the distribution of the data within a feature
for given dataset affects quite significantly on classification error.

For differential privacy-based data anonymization, we used an input dataset in two

different ways to see the effect of data distribution among data: one normalized and the
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other not. Normalized data has more classification errors. It is because normalization
can be seen as anonymization itself. There is steady increase in classification errors as
the sample size of the data increases with the degree of k- nearest neighbour increases.
In this study, we observed that it is possible to find more optimal privacy budgets and
sensitivity values that can produce better utility as close to the original data for a specific
k-nearest neighbour.

In our future work, we plan to run our experiments in multiple node cluster which may
need modification in the algorithms we used in this study. We also plan to make more
close observations on the classification errors on different parameters on K-anonymity
and differential privacy such as finding the most optimal point for privacy and utility
trade off.






Chapter 4

Scalable and High Performance
RDD-Based Data Anonymization for
Spark

Summary

Recent studies in data anonymization techniques have primarily focused on MapRe-
duce. However, these existing MapReduce based approaches often suffer from many per-
formance overheads due to their inappropriate use of data allocation, expensive disk I/O
access and network transfer, and no support for iterative tasks. We propose “SparkDA”
which is a novel anonymization technique that is designed to take the full advantage of
Spark platform to generate privacy-preserving anonymized dataset in the most efficient
way possible. Our proposal offers a better partition control, in-memory operation and
cache management for iterative operations that are heavily utilised for data anonymiza-
tion processing. Our proposal is based on Spark’s Resilient Distributed Dataset (RDD)
with two critical operations of RDD, such as FlatMapRDD and ReduceByKeyRDD, re-
spectively. The experimental results demonstrate that our proposal outperforms the ex-
isting approaches in terms of performance and scalability while maintaining high data
privacy and utility levels. This illustrates that our proposal is capable to be used in a

wider big data applications that demands privacy.

4.1 Introduction

The rapid growth of data from many domains (e.g., social media, smartphones, IoT etc.)
has brought in a new era where extracting potential information using data analytic and
data mining has become a top business priority to many organizations. Such practices,
however, have also brought up data privacy concern in the absence of appropriate data

protection mechanisms.

39
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Data anonymization approaches are used to conceal private information in such a
way where identifiable (sensitive) information is buried among non-identifiable groups
[18,50]. Many different data anonymization algorithms have been proposed for the purpose
including K-anonymization [127], I-diversity [88], t-closeness [86] and others [75,123].

The recent growth of big data has created a high demand for distributed processing
platforms that are equipped with a core set of features, for example, scalable processing
units, large execution engines, and high capacity storage. Many existing anonymization
methods used to run on a single machine have been redesigned to work with these new
platforms (e.g., MapReduce) as the size of the input data increases massively [23,24,40].

In addition, many existing researches show that data anonymization methods imple-
mented on MapReduce platform often have performance bottlenecks because underlying
platform does not have appropriate supports for many core anonymizations tasks. These
includes; MapReduce does not have a support for allocating data across partitions in
different nodes in a balanced fashion which increases network overhead, doesn’t support
cache operation for saving the data produced while a task is still processing (e.g., in-
termediate data) which results in the intermediate data often being stored in the disk
and fetched whenever it is needed [151], and does not have a support for iterative tasks
which increases many performance overheads in terms of memory and network manage-
ment [58]. More details of the issues associated with MapReduce are discussed in Section
4.3.1.

To address the limitations of MapReduce, Reference [144] proposed a new platform
named Spark and since been hailed as the next generation of distributed processing
platform. Spark has extended its scalability aspect in addition to offering a new set of
advanced features more suited for the algorithms dealing with many different types of
big data operations [116]. With the surge in the population of Spark and shift from
MapReduce approach, many Spark-based data anonymization techniques have been pro-
posed [9-11,107,119]. However, these existing proposals often tend to focus their efforts
on improving and readdressing the scalability aspects to be more suited for Spark instead
of investigating the suitability of Spark as a platform of choice for data anonymization
techniques.

This is an extension of the earlier version which we presented in Reference [19].
The focus of the original paper was to present the details of a novel data anonymization
approach based on Spark to take the full use of the advanced features offered by Spark
while this extension offers an extensive evaluation for the suitability of our proposal
for data anonymization techniques. By adapting and improving the advanced features
of Spark, our approach effectively addresses many shortcomings of existing MapReduce
based data anonymization approaches to resolve the overheads associated with expensive
disk I/O, network and iteration tasks. We have extended our earlier version in several

aspects. The new contributions of this paper are listed as follows:
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e We provide clearer example of a general approach involved in a basic data
anonymization technique with the addition of a flowchart to assist the understanding
of the main tasks involved in such a technique. In addition, an additional mapping
table is provided to further illustrate the relationship between the symbols and

notations we use and database concept.

e We provide more detailed description of two critical RDDs involved in our proposal,
FlatMapRDD and ReduceKeyByRDD respectively. These are designed to provide
a better partition management, in-memory access for various data produced during
anonymization process, and an effective cache management. We provide a better
description as how our RDD-based approach can effectively reduce the significant

overhead associated with MapReduce counterparts.

e We provide a new performance comparison between our proposal and the most up
to date existing K anonymity based approaches and evaluates that our proposal

offers a very competitive performance advantage.

e In addition to additional utility measurement matrices for Discenibility Metric
(DM) and Minimal Distortion (M D), we provide a new set of privacy measurement
matrices, such as Kullback-Leibler-Divergence (K LD) and Information Entropy

(Ig), to extensively investigate the privacy and utility trade-offs of our proposal.

e We also provide the insights of a new set of performances associated with different
memory management strategies offered by Spark. We discover that side-effect can

occur when there are too excessive demands for memory access.

The chapter is structured as follows. In Section 4.2, we provide the recent related
studies, while in Section 4.3, we provide the issues associated with MapReduce approach
along with the description of a basic data anonymization technique as backgrounds. In
Section 4.4, we discuss the details of our proposal along with main algorithms involved in
our RDDs. Section 4.5 describes the details of the number of privacy and utility matrices
we utilise and how we use them in the context of our proposal. In Section 4.6, we discuss
the results of our experiments and the key findings. Section 4.7 provides the conclusion

and planned future work.

4.2 Related Work

To address the overheads associated with MapReduce, a number of Spark based ap-
proaches have been proposed in recent years. Authors in [28] proposed the INCOGNITO
framework for full-domain generalization using Spark RDDs. Though their experiential re-
sults illustrate the improvement in scalability and execution efficiency, their proposal does

not provide any insights of privacy and utility trade-offs. Anonylitics [107] utilized Spark’s
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default iteration support to implement data anonymization. However, their approach does
not address the potential memory exhaustion unable to accommodate increasing number
of intermediate data produced as the number of iteration increases. PRIMA [11] proposes
an anonymization strategy for Mondrian algorithm with Optimal Lattice Anonymization
(OLA) which is used to define the utility and generalization level rules in order to limit
the data utility loss. In [97], authors propose a distributed Mondrian approach by split-
ting the input data to the partitions allocated to each node of cluster by using Spark
k-mean. A series of Spark jobs runs on each cluster node to produce anonymized results.
These anonymized results are then merged together later by another cluster node.

The study that is most close to ours is that in [119] which provided a distributed
Top-Down Specialization (TDS) algorithm to provide K-anonymity using Apache Spark.
Rather, their solution focuses on addressing scalability and partition management which
was originally proposed by [156]. They neither provide the details of the Spark feature they
utilized nor any insights of privacy and utility trade-offs. Al-Zobbi et al. [10] proposed a
sensitivity-based anonymization using user-defined function in Spark. The authors provide
a strategy for reduced data transmission between memory and disk based on serialized
data objects implemented with RDD and validate that a Spark-based approach can be

many times faster than MapReduce counterparts such as [151].

4.3 Background

We first provide the comparison of the difference and issues involved in MapReduce and
Spark. This is followed by the description of the main tasks involved in a basic data

anonymization strategy (e.g., Datafly [126]).

4.3.1 MapReduce vs Spark

For many years until Spark, Hadoop MapReduce [40] has been a widely used distributed
processing platform for many big data applications. The fundamental building blocks of
MapReduce are Map and Reduce. At start, MapReduce divides the (large) input data
into a several smaller chucks. Each chunk of data (i.e., typically a collection of records) is
mapped to a map across multiple mappers. The data contained in a mapper is assigned
for a key-value combination. Each mapper process the data based on the key-value pair
and the results, often called as intermediate data, is stored in the local disk where the
mapper resides. Once the processing of all mappers are complete, a reducer reads the
results from all mappers. Fig. 4.1(a) shows the full execution cycle of a MapReduce job
and data movements involved at each phase. We argue that many performance overheads

occur while MapReduce executes a job, especially in the following phases.

e Problem 1: One of the implications associated with MapReduce is with the creation
of mappers where the size and number of mappers are decided without the con-

sideration of the capability of each node. Once data is allocated to mappers, it is
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not possible to re-allocate records across different mappers. This creates a several
performance issues. Consider a case where a mapper is allocated with a larger set of
records compare to other mappers. The execution for this mapper requires the use
of the majority of the memory at the local disk while other mappers attached to the
same node which shares the same local disk have to wait until the memory is freed.
This can cause creating a long execution queue. Consequently, it can also cause a
massive delay in the reducer in which waits for a long time until the mapper with
the larger dataset completes despite all other mappers have already completed and
their results are available much earlier. This problem is demonstrated as “Problem
1” in Fig. 4.1.

Problem 2: Each mapper writes the results of the processing at the mapper in the
local disk as intermediate data. The reducer requires accessing the intermediate
data for further processing. This can cause the increase of expensive disk I/O by
the mappers and the reducer when the number of intermediate data increases. This

problem is demonstrated as “Problem 2”7 in Fig. 4.1.

Problem 3: In MapReduce, a reducer processing the results of many mappers may
reside in a separate network node. In this case, the results of mappers (i.e., in-
termediate data) requires to first read from the disk associated with the mapper,
transferred across the network, and finally saved in the reducer’s disk. As number of
mappers increase, this can cause a significant network bottleneck especially if a par-
ticular network is slow or unavailable. This problem is demonstrated as “Problem
3” in Fig. 4.1.

Problem 4: In case of a task with iterative nature, the result is first written in the
local disk. If this result needs to be used again in the subsequent iteration, the
mapper needs to access the disk again for each iteration. This architectural design
is not only ineffective but also results in a tremendous performance bottleneck
as it would cause a severe execution queue. To avoid the queue, the developer of
MapReduce requires creating a series of sequential MapReduce jobs for the mappers
manually. Even with this choice, it is often necessary that each iteration is waited

for the completion (due to the issue discussed in the Problem 1).

Spark utilises Resilient Distributed Datasets (RDDs) as the building block to process

Spark jobs. RDDs hold immutable collection of records which are partitioned and can

be processed separately in parallel. Similar to MapReduce, input data is spilt as several

smaller blocks. Each block then can be further divided into several partitions. An input

RDD is created to hold all the partitions in the beginning. It then assigns partitions in the

manner accounting for the processing capability at each worker’s node to have the optimal

number of partitions that can work most effective at each node. This new capability of

Spark can reduce the issue associated with the Problem 1 we discussed earlier.
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Once the initial partition allocation is complete, more RDDs are created to process
the data contained in each partition — this is called a transformation in Spark. The
intermediate data created by each RDD transformation is written in the memory and
referenced as necessary. The memory accessibility can effectively reduce the performance
overhead we discussed in the Problem 2 and 4.

In MapReduce jobs, the execution of each node happens as a separate unit of work. The
result of each node, the collection of intermediate data, is not shared but being written
off at each node due to the data locality principle of MapReduce. The only way to share
the intermediate data with a reducer is via data transfer across networks. Spark offers
the data sharing across different RDDs including the results produced by the previous
stages and the intermediate data produced by different RDDs. This new feature of Spark
can address the concerns we discussed in the Problem 3 and 4.

The execution flow of Spark is illustrated in Fig. 4.1(b) from data reads off the input
data to the memory, processing data at different partitions, and then processing the

partitions through RDD transformations.

4.3.2 Data Anonymization

Data anonymization refers to a process of transforming a set of original data into an
anonymized data in such a way that uniquely identifiable attributes no longer present
in the anonymized dataset while preserving statistical information about the original
dataset. Two separate techniques are used for data transformation: generalization and

suppression, respectively.

e Generalization involves with a process to replace the value of an attribute to a
less specific value. Domain Generalization Hierarchy (DGH), which is typically
defined and provided by a domain expert, is used to find the granularity for the

generalization levels to be applied for each attribute.

e Similar to generalisation, suppression involves with a process replacing the original
attribute to the value that does not release any statistical information about the
attribute at all.

Fig. 4.2 demonstrates a generalization approach for applying generalization levels
(GLs) defined in a DGH. For example, GLO represents the first level of generalization

Wk

while higher levels of generalizations are presented by GL2 and GL3. is an example

of suppression which appears in many attributes as the highest generalization level. Each
7*” represents a numerical value of a generalization level, such as 114* represents GL1
while 11%*, 1*** and * represents GL2, GL3, and GL4 respectively.

Though many variations of data anonymization methods have been proposed, our

approach follows the one that is similar to Datafly [126]. The flow of Datafly algorithm
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is depicted in Fig. 4.3. In this approach, data anonymization starts by counting the fre-
quency, which represents the number of appearances given the record set, over the Quasi
Identifiers Attributes (QID). The QID refers to a set of attributes that can uniquely
distinguish an individual (e.g., age, date of birth, or address). Taking from the attribute
with the most number of frequency count, the technique generalizes each attribute until
K-anonymity constraint [127] is fully satisfied.

Table 4.1 illustrates the number of iterations in which a generalization is applied from
the original data to a fully anonymized dataset. It starts with the original data depicted
in Table 4.1(a). The original data is transformed based on the counting of the frequency
of unique attributes and the frequency of unique tuples. Table 4.1(b) now contains the
frequency counts. Starting from the attribute with the highest number of the frequency
count, generalization based on DGH, an example shown in Fig. 4.2, is applied. For

example, the attribute “Age” is first generalized because it has the highest number of
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the frequency count at 6. Table 4.1(c) depicts a partially anonymized data. Note that
a multiple level of generalizations can be performed at this stage as long as it doesn’t
violate the K-anonymity constraint. The final fully anonymized result is presented in
Table 4.1(d) which meets the K = 2 constraint.

Table 4.1: Data Anonymization Steps

(a) Original Data (b) Frequency counts
Age Gonder 715 Code T Race Disease Age Gender | Zip Code | Race | Frequency | Tuple
& ’ P ac seas 24 Female | 1141 | White 1 Tl
24 Female 1141 White Fever ) .
35 Female 1141 White 1 T2
35 Female 1141 White Fever .
. . 40 Male 1138 White 1 T3
40 Male 1138 White Back Pain 62 Female 1139 Black 1 T4
62 Female 1139 Black Asthma p -
75 Male 1138 Black 1 T5
75 Male 1138 Black | Heart Attack 35 Male 1138 Black 1 To
85 Male 1138 Black | Heart Attack . -
6 2 3 2
¢) Partially Anonymized Data .
(c) Y Y (d) Fully Anonymized Data
A Gend Zip Cod Ra F /| Tupl
20-g5€9 F:;a;er 1};1 4(1) d W;\Cife req;ency Tlll}zl_; Age Gender Zip Code | Race Disease
50-59 Male 1138 White 1 T”% 20-59 Female 1141 White Fever
60-99 | Female 1139 Black 1 T4 20-59 Male 1138 | White | Back Pain
60-99 Mal 115’18 Black 5 T5.T6 60-99 Female 1139 Black Asthma
> - ; € 5 ;C G 60-99 Male 1138 | Black | Heart Attack

4.4 SparkDA

In this section, we describe the details of our approach named SparkDA. We first provide
the descriptions for the symbols and notations we used. Then, we describe our two RDDs,
FlatMapRDD and RedueByKeyRDD, and the algorithms each of the RDDs executes.

4.4.1 Basic Symbols and Notations

The elements of the data across different scopes are outlined using the symbols and
notations in Table 4.2. The mapping diagram of our proposed notations to a relational

database concept is demonstrated in Fig. 4.4.

4.4.2 RDD-Based Data Anonymization

In our proposed approach, a data anonymization technique is implemented through the
use of two Spark RDD transformations, FlatMapRDD and ReduceByKeyRDD, respec-
tively.

4.4.2.1 FlatMap Transformation (FlatMapRDD)

The overall purpose of the FlatMapRDD is to compute for both the frequency of distinct
attributes and the distinct tuples for all quasi-identifiable attributes. The frequency counts

are then used to decide if further anonymization is necessary.
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Table 4.2: Basic Symbols and Notations

Symbol Definition

PT A table (dataset) that contains records
A record contains a number of
attributes, RECORD € PT and
RECORD(r) RECORD = {gidy, qidy, ..., qidattr, sa},
where gid;, 1 < i < attr, is the

qid attribute and sa sensitive attribute

attr Indicates a quasi-identifiable attribute

qid A quasi-identifier attribute

QID A set of attributes that belongs to the same gid

sa Indicates a sensitive attribute

SA Contains a set of attributes that belongs to the same sa

id Contains all gid(s) within a record

Aituple qidpypie = {qidy, qidy, .. ., qidar }
Contains a set of gidyy ple,

QIDTuple QIDTuple = {qidtuplel 1y qidtupleam }

. A set that contains a frequency associated to a gidy,, .

freq(qidiupre) for all gidy,,pie(s) within a QI Dy, e '
A set that contains freq(gidy, p,e) associated to a

freqSEt qidtupler FreqSet = {(qidtuple1/freq(qidtuple)l),
sy (qidtupleam' freq(qidtuple)a“r)}

dintgig-cnt A number of occurrences for a distinct QID(s)in gid
A set that contains dint ;;4-cnt a associated to a QID

dintq,-d-cntSet for all gid(s) within a QIDryple, dintgig-cntSet =
{dintgig-cnty, ... dintgig-cntay, }

DGH A Domain Generalization Hierarchy

GL Generalization Level of QID € DGH

K K defines the level of K-anonymization

EC Finds the number of the same gid(s) withina QID

for a given group based on K

The Algorithm 7 illustrates the working of the FlatMapRDD algorithm. The algo-
rithm starts by loading the input data into QI Dpypie. At this initial stage, the QI Dpypie

contains the original quasi-identifiable attributes.

The first part of the algorithm (depicted by step 2-8) executes to identify the frequency
counts. To do this, it first measures the size of QI Drypie to compute the total number of
qidiypie 1t contains (in step 3). The current gidyypre is compared to the next gidiypre. If a
match is found between the two comparing qidg,pie(s), the frequency count is updated by
adding the number 1. This is repeated for each and every gidiypi. within the QI Dy pie.
However, the algorithm does not update frequency count if the gid;ypie and the subsequent
qidiyple values are different as this indicates two different records. When the iteration
through QIDpyp. completes, the frequency counts for each unique tuple for all gidyypie(s)
is saved in the FregSet (seen in step 7). It should note that Spark sorts the gidiupic(s)
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Figure 4.4: Notations Mapped for a Database Table

within the partition of each executing node and the frequency count of each gidiypie is
always equal to the number of respective gidsypie appearing in the dataset as the total
frequency count for all gidy,pie(s) represent the sum of records in the dataset.

The second part of the algorithm (depicted by step 9-22) runs to identify the count
for the distinct attribute within a @QI.D. To do this, it first measures the size of QI Dpypie
to compute the total number of QID(s) it contains. Subsequently, the current gid is
compared to the next gid. If a match is found between the two qid(s), the distinct ¢id
count is updated by adding the number 1. This is repeated for each and every qid given
the QID. When the iteration through QID(s) completes, the distinct counts for each
unique attribute for all gid(s) is saved in the dinty;q-cnt (seen in step 22). The algorithm
returns FregSet and dinty;q-cntSet along with QI D7ypie to ReduceByKeyRDD.

4.4.2.2 ReduceByKey Transformation (ReduceByKeyRDD)

The overall aim of the ReduceByKeyRDD is to execute an RDD transformation by apply-
ing a generalization level using the information contained in FregSet and dintq;q-cntSet.
The RDD transformation can be interpreted as the changes made to the original data
in Table 4.1(a) until it reaches the results seen in Table 4.1(d), through Table 4.1(b)
and Table 4.1(c). We introduce an “anonymization statue (represented by a variable =
anonymizations)” to keep track of whether a given QI D7y, which contains the lasted
anonymization results, is fully anonymized or not and if a further anonymization pro-
cessing is necessary. The Algorithm 8 illustrates the working of the ReduceByKeyRDD
algorithm. To start the algorithm, the combination of (DGH, K) which contains the
taxonomy tree and the K-anonymity constraint, is received via a broadcast mechanism
which is sent by the driver node. DGH is further used to retrieve the generalization level
(GL) for each quasi-identifiable attribute. This is described in step 3—4.
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Algorithm 7: FlatMapRDD

Input: QIDTypre
Output: FreqSet, dint gig-cntSet

1 begin

= f""‘l(‘]idtuple) =1

3 foriin Size(QIDrypje) do

4 if qidfllp/t’,' = qid,,,p,t,’.] then
5 | f""’](‘]idluplv) ++

6 end

7 FreqSet+ = (‘7i‘1tllplt*/ ,/-""'7(‘7i‘1111;1le))
8 end

9 dintgig-cnt = 0

10 fori in Size(QIDypie) do

11 for j in Size(qidyyple) do

12 | QID; = qidypie(iy )

13 end

14 end

15 fori in Size(QID) do

16 if qid; = qid ;1) then

17 ‘ dintgig-cnt ;)

18 end

19 else

20 | df)lfq,'d-('llf(i) + +

21 end

2 dintgig-cntSet += dintgig-cnt ;)
23 end

24 return (FreqSet, dintgig-cntSet)
25 end

The first part of the algorithm (depicted by steps 6-18) is operated to apply a single
generalization level in all quasi-identifiable attribute sets. Applying a generalization level
is repeated until the frequency counts (freq(gidiypie)) does not exceed the size of K and
also does not exceed the maximum generalization level (MAX(GLgiq)). The generalization
is applied to attributes with the highest distinct attribute counts (MAX(dintyq-cnt)) to
lower. The anonymization status is set to false while generalization level is being applied.

The second part of the algorithm (depicted by steps 21-26) is operated by applying
suppression for all attributes for a given tuple which have violated the K-anonymity
constraint to ensure no indistinguishable tuples exists. By now, all anonymization is
complete, including the suppression, therefore the anonymization status is set to true.
As seen in step 29, the anonymized results are sent back to the FlatMapRDD along
with the anonymization status. Upon receiving updated QID7yp which now contains
the anonymized data, the FlatMapRDD computes again for the frequency counts for the
distinct tuples and the distinct attributes if only the anonymization status is still set to

false.
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Algorithm 8: ReduceByKeyRDD
Input: FreqSet, dintgig-cntSet
Output: QIDrypie, anonymizations

1 begin

2 (DGH, K) < broadcast(DGH, K)

3 GLgig < (DGH,K)

4 K + (DGH,K)

5 anonymizations = false

6 fori in Size(FreqSet) do

7 if dintgig-cnt < K then

8 for j = 0in Size(dintgig-cntSet) do
9 if MAX(dintgig-cntj) < MAX(GLgjq) then
10 | UPDATE gid;)(;) with value of GLgg +1
11 end

12 else

13 | (]iti(,')(j)

14 end

15 qidpypre+ = t]id(,-)(j)

16 end

17 QIDTuplr+ = ‘]i‘ituplv

18 anonymizations < false

19 end

20 else

21 for j in Size(qidyype) do

2 UPDATE qid j)(j) with "™*"

23 f]idluplu+ = 1]i11'(,-)(j)

24 end

25 QIDTuplr+ = ‘lidtupl(’

26 anonymizations < true

27 end

28 end

29 return (QI Dyypje, anonymizations)

30 end

4.4.3 Overall SparkDA Scheme

In this section, we describe the overall process of our proposed approach that includes
both the data anonymization process by two RDDs we described earlier and how these
RDDs interact with other parts of the program.

The overall algorithm for our SparkDA is illustrated in Algorithm 9. The algorithm
runs first by reading off user defined information such as K (i.e., K-anonymity constraint)
and DGH (i.e., contains the definition of generalization hierarchy), as depicted in step
3-4. The K and DGH are used as global variables that are shard across all Spark worker
nodes associated with processing RDDs. Spark supports broadcast mechanism to send
the global variables across worker nodes.

The original data file from HDFS is read and saved into an InputRDD (step 1). The
InputRDD pre-processes the input data in such a way that is easier to be processed by
other RDDs. For example, the input data is divided into two different datasets, one set
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contains all quasi-identifiable attributes ( QI Drypie-RDD) while the other set contains
all sensitive attributes (SA-RDD) (step 6). We cache SA-RDD and QIDrpype-RDD as
they are used in many subsequent processing. At this stage, the anonymization status is
set to false (step 5).

As depicted in steps 9-14, now two RDDs involved in data anonymization pro-
cess, FlatMapRDD and ReduceByKeyRDD, executes interactively many times. The
anonymization process completes when the fully anonymized dataset Q1D is re-
turned from ReduceByKeyRDD in which the anonymization status is set to true. The
anonymized dataset, a generalized and distinct gidiypie contained within QI D7ypie, is
finally joined with corresponding SA-RDD (step 16).

Algorithm 9: SparkDA

Input: Dataset, K, DGH
Output: Anonymized(RDD)
1 begin

2 InputRDD < textFile(Dataset)

3 broadcast(DGH, K) <+ broadcast(DGH)

4 broadcast(DGH, K) < broadcast(K)

5 anonymizations = false

6 SA-RDD, QID1ypie-RDD <= InputRDD. filter (qidy,ple, sa)

7 SA-RDD. + SA-RDD.cache

8 QIDTIIPIL’,; — QID'r”p[g-RDD.CHCIIt’

9 while anonymizations = false do

10 Result-RDD(QIDryple, anonymizations) < QIDrypre-FlatMapRDD(QIDrypie)
.ReduceB_\/Ke_\/RDD(dinfq,-d—(ufScf, FreqSet)

1 QIDtypie-RDD.cache filh’r.Rvsult-RDD(QIDT,‘,,IF, anonymizations)

12 QIDtuple, + QIDtyupre-RDD.cache

13 anonymizations < filh’r.RvsuIf—RDD(QIDT“},,,,, anonymizations)

14 end

15 Anon_l/mi:miT“p,c — _filh’r.RvsuIt-RDD(QIDT,,V,‘,, anonymizations)

16 Anonymized(RDD) « Anonymizedrypie.join(SA-RDDc)

17 | return Anonymized(RDD)

18 end

The details of Spark execution cycle according to the overall SparkDA operations is
depicted in Fig. 4.5.

4.5 Privacy vs. Utility Trade-Offs

We used the following privacy and utility metrics to validate and understand the trade-
offs between these two. In the study of understanding the success of a data anonymization
technique, a privacy level is measured by identifying the uniqueness of data. With that,
a low privacy typically means that it is easy to identify an individual (an attribute, tuple
or record) from a group (e.g., many records are unique) while a high privacy indicates
that it is (more) difficult to uniquely identify an individual from a group (e.g., there are

many records sharing the same values). A utility level is measured by calculating the
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Figure 4.5: DataFlow in Spark

level of degradation in accuracy of value between the original value (i.e., baseline) and

the anonymized value (i.e., sanitized).

4.5.1 Privacy Metrics

Privacy measure can ensure that the data is protected from any privacy attack after
the data has been sanitized. This research work used following data utility matrices to

validate our proposal.

4.5.1.1 Kullback-Leibler—Divergence (KLD)

K LD is utilized for understanding the likelihood of the presence of the original attribute
in the anonymized attribute for each record [76]. For example, assume that the original
attribute of the age 24 is anonymized into a range of 20—59. The K LD can measure what
is the possibility of guessing the original age 24 from the range 20-59. Note that we use
the term “likelihood” instead of “probability” to indicate that our calculation is done on
the past event of the known outcomes (i.e., anonymized dataset). We measure K LD on
the fully anonymized dataset by computing the followings: (1) calculating the likelihood
of the presence of each attribute, (2) sums up all the value of (1) for each attribute within
a record, then continues steps (1) and (2) for all records. Here, Prypuirpp indicates the
sum of the likelihood of the presence of the original attribute within the original data (at
a record level). Pr,putrpp at this stage has a very high data utility and no privacy as

there is no changes made. Prypu¢rpp(r) indicates the sum of the likelihood of the presence
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of the original attribute within the anonymized record. Panonymizedrpp usually has lost
some degree of data utility and has gained some degree of privacy because the data in

this set has changed from the baseline after an anonymization technique is applied.

= PAnon mizedRDD (T)
KLD = Panonymized r)lo Y . 4.1
Z Y rop(r)log Proputrpp(T) (4-1)

r=1

The K LD value increases from 0 which indicates both records between the original
record and the anonymized record are the same. The increase of K LD value indicates
the level of privacy assurance. With the lower value of K LD, it is easy to identify the

original value from the matching anonymized value (i.e., low privacy).

4.5.1.2 Information Entropy (Ig)

The I is used to measure the degree of how uncertain it is to identify the original value
from the anonymized value within the QID attributes [14]. The entropy value of Iy is
1 if all the gid attributes are identical in the anonymized dataset for the same QID.
The Ig(QID) value can be calculated by, (1) calculating the likelihood of the presence
of the original attribute in a record, (2) computing the sum of the values of step (1) for
each attribute in a record (denoted as PanonymizedRDD(gid)), (3) continuing the steps (1)
and (2) for each QID, and (4) computing the sum of the value of step for all records.
Note that if all attributes are changed between the original record and the anonymized

record, the value of PaponymizearpD is 1.

n

Ig=— Z PAnonymizedRDD(qid) log PAnonymizedRDD(qid)' (42)
qid=1

From Equation (——), we obtain I (QID) for a single QI D, however, we are interested
in the Ig for the whole anonymizedRDD. Thus, we calculate the Iz for anonymizedRDD
by taking the average of all QI Ds. The entropy value of Iy is 0 if there are two identical
records from the original dataset to the anonymized dataset for a matching equivalent
class. The maximum value of Iy is achieved when the original record sets is completely
different from the anonymized record sets for a given QID. Higher value of Ig represents

more uncertainty (i.e., higher privacy).

4.5.2 Utility Metrics

Data utility can ensure that the data still contain enough information where data analytics
can still find the relationships and correlations between data. This research work used

following data utility matrices to validate our proposal.
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4.5.2.1 Discernibility Metric (DM)

DM reports the data quality resulting from the degree of data degradation, as a result
of data anonymization, of an individual tuple based on an equivalent class. Let EC be
the set of equivalence classes of a K-anonymized dataset. EC; is one of the equivalence
classes of | EC |. The DM metric can be expressed more formally for AnonymizedRDD

as follows:

DM,eore = > | EC; 2, (4.3)
EC;€AnonymizedRD D

where 7 represents a qidiype Within an equivalent class. The data utility is associated
with the DM score. If DM score is high, it means the data utility is low (i.e., the original
gidiupie has lost its original values) while the lower the DM score represents the data

utility is high.

4.5.2.2 Average Equivalence Class Size Metric (Cavg)

C av ¢ measures data utility of attributes by calculating the average size of the equivalence
class. A higher data utility is typically achieved when the number of equivalence size is
bigger because it is more difficult to distinguish an attribute when there are large number
of attributes. Therefore, it is considered that the results of C' 4y ¢ scores are sensitive to

the K group size [81]. We calculate C 4y ¢ according to AnonymizedRDD as following,.

|Anonymized RDD)|
[EC]

Cave = /K, (4.4)

where |Anonymized RDD| denotes the total number of records within the anonymized

set while the total number of equivalence classes is denoted by |EC].

4.5.2.3 Minimal Distortion (M D)

The MD measures data utility of every quasi-identifiable attribute (gid) in a tuple
(qidiupie)- It defines data utility by comparing the rate where how many numbers of
qid(s) in (gidgupre) have been made to be indistinguishable. This is done by measuring
the level of distortion on each gid in respect to a generalized level [83]. We calculate the
distortion from the gidiypie of AnonymizedRDD in comparison to InputRDD by using
the following equation.

|D]
MD = Z M D[Inputqidiypie—i, Anonymizedqidiypie—i), (4.5)

i=1
where |D| depicts the number of tuples in InputRDD. Equation (5) defines M D for
complete dataset. The overall distortions between the anonymized dataset and the original

dataset can be minimized by decreasing the K group size.
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4.5.2.4 Precision Metric (PM)

As cited in Reference [126], PM calculates the least distorted combination of attribute
and tuples from anonymized records. PM is typically considered to be sensitive to the

GL. We define the equation for PM,..e according to AnonymizedRDD as follows.

qi’dtuple‘

qidtuple -QIDTuple

where GL represents a generalization level (including suppression) which is defined in

PM

Zqidtuple ZQIDTuple GL
qid=1 qidiuple=1 |DGH
score — 1 — s (46)

the DG H. The attributes associated with a higher generalization level tends to provide

a better precision score than the attributes with a lower generalization level.

4.6 Experimental Results

This section first illustrates our experimental setups with the dataset and the system
environment configurations. Then, we discuss the results of privacy and utility scores we
obtained. The comprehensive experimental results of scalability, performance, and the

impact of different cache management strategies of Spark follows.

4.6.1 Datasets

In our study, we used two datasets: US Census dataset (i.e., Adult dataset) [15] and
Irish Census dataset [2]. We synthesized these datasets to increase the number of records
to investigate different aspects of performance. We used “Benerator”, which is a Java-
based open-source tool, and the guideline from Reference [16] to generate the synthe-
sized datasets. Table 4.3 illustrates the details of the both datasets including the quasi-
identifiable attributes (QID), the number of district value, and generalization levels. The
sensitive attributes are set to the “Salary” in the Adult dataset and the “Field of Study”
in the Irish dataset.
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Table 4.3: Datasets used in this study

(a) Adult dataset

QID Distinct Value GL
Age 74 1
Work Class 8 2
Education 16 4
Marital Status 7 3
Occupation 14 2
Gender 2 1

(b) Irish dataset

QID Distinct Value GL
Age 70 4
Economic Status 9 2
Education 10 4
Marital Status 7 3
Industrial Group 22 2
Gender 2 1

4.6.2 System Environment Configurations

Our experiments were run on two different platforms. The first sets of experiment were
executed in a distributed processing platform environment using Spark while the other
sets of experiment were executed on a standalone desktop. The latter was used to validate
the comparability of data privacy and utility. The expectation was that the data privacy
and utility scores should stay same between two sets of experiments.

We used Spark 2.1 where Yarn and Hadoop Distributed File System (HDFS) were
configured using Apache Ambari. HDFS was used to distribute data across a NameNode
(worked as a master node), a secondary NameNode, and six DataNodes (worked as worker
nodes). 3GB memory was allocated to Yarn NodeManager while 1GB memory was con-
figured for each of ResourceManager, Driver, and Executor memory. Table 4.4(a) shows
the Spark and Hadoop Parameters while Table 4.4(b) provides the details of the Spark
cluster and standalone desktop setups. Windows 10 was used as a standalone desktop. All
experiments ran at least10 times and the average was used as to warrant the reliability

and consistency of the results.

Table 4.4: Hardware and Cluster Parameters and Configuration

(a) Spark and Hadoop Parameters

Spark Hadoop
Resource Manager Memory 1 GB | NameNode 1
Driver Memory 1GB DataNode 6
Executor Memory 1 GB | Block Replication 3
Driver Cores 1 Block Size 128MB
Executor Cores 1 HDFS Disk 18 TB

(b) Hardware Configuration

Configuration Cluster Node Standalone
Master Worker Desktop

CPU (Cores) 32 8 12

Memory (GB) 64 32 32

Disk (TB) 24 8 4

Network (Gbit/s) 10 10 10




58 Scalable and High Performance RDD-Based Data Anonymization for Spark

4.6.3 Privacy and Utility

We discuss the results of running privacy and utility metrics in this section. We illustrated

the details of our experiments in Table 4.5.

Table 4.5: Experimental Configurations for Data Privacy and Utility

# Metrics Anonymization Parameters Dataset Size Platform

1 | DM, Cayg, MD, PM | K-value € {2, 5, 10, 25, 50, 75, 100}, | QID | = 5* | Adult = 30K | Spark, Standalone
K-value € {2, 5, 10, 25, 50, 75, 100}, [ QID | = 5* | Trish = 30K | Spark, Standalone
2 KLD, Ig K-value € {2, 5, 10, 25, 50, 75, 100}, | QID | = 5* | Adult = 30K | Spark, Standalone
K-value € {2, 5, 10, 25, 50, 75, 100}, | QID | = 5* | Irish = 30K | Spark, Standalone

* Indicates the total number of attributes. Here there are 5 attributes in the experiment.

4.6.3.1 Privacy Results

The results of K'LD metric on Adult dataset are shown in Fig. 4.6(a). The results show
that the K LD values stay identical between Spark and standalone environment which
means the implementation of data anonymization in Spark didn’t affect any privacy level.
The K LD values only increased from around K group size 2 to 5. After K-value (i.e.,
group size) = 5 the K LD values remain the same for the rest of the K group size.
The visible increase of K LD from K-value 2 to 5 (and slight changes from 5 onward)
is due to the active generalization level being applied. At approximately K-value 10,
all generalization has been applied and there are no more changes to the rest of the
K-value thus K LD value remains identical.

The results of K LD metric on Irish dataset are shown in Fig. 4.6(b). In general, the
overall observation of the changes of K LD values is similar to that of Adult dataset.
However, we observe that the average K LD values are much higher in the Irish dataset
than Adult dataset. This is due that the Irish dataset has more generalization levels for
each QID which increase the chances of more number of QIDs to share the same value.

This increases a privacy level.
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Figure 4.6: Divergence for Adult and Irish datasets on both Spark and Standalone. (a)
KL -Divergence in Adult Dataset; (b) KL-Divergence in Irish Dataset.

The results of Iz metric on Adult dataset are shown in Fig. 4.7(a). Again, the values

between the Spark and Standalone remain the same which ensures that the implementa-

tion of our data anonymization technique in Spark didn’t destroy the privacy level. The

average of Ig values in Adult dataset is lower compare to Irish dataset.
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Figure 4.7: Information Entropy for Adult and Irish datasets on both Spark and Stan-

dalone. (a) Ig in Adult Dataset; (b) Ig in Irish Dataset

Our investigation reveals that Adult dataset contains relatively the small number of

different QI Ds which share the same value as the result of anonymization. The smaller

K value affects the Ip value more compare to the greater K value due to the number

of same values in QID attributes. This affects in the higher Ir value as it is easier to
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identify a unique record within the same equivalent class compare to Irish dataset which

has a larger number of different QI Ds that share the same value.

4.6.3.2 Utility Results

We illustrate the results of data utility metrics, based on the results obtained from Adult
dataset Fig. 4.8(a,c,e,g) and from Irish dataset Fig. 4.8(b,d,f)h).

We first discuss the data utility results of Adult dataset. The overall DM scores pro-
duced by both Spark and standalone are relatively high at 0.9. Recall that DM measures
the data utility of tuples within an equivalent class. It is expected that the increased in
the K group size would result in the increase in the equivalent class. As the equivalent
class becomes larger, there will be more changes to make tuples to be more indistinguish-
able which would result in a high DM score—the results represented in Fig. 4.8(a). In
addition, there is a sudden increase in the DM score approximately around K = 5 both
in the Spark and standalone. This illustrates that at K = 5 and onwards the degradation
of data has reached the maximum and there is no more generalization/suppression to be
applied (i.e., data utility is at the lowest).

The trend of Cay ¢ scores were similar to DM as both metrics were based on the
calculation according to the size of equivalence classes. We observe the trend where the
data utility scores decline when the size of K group increases as there are more matched
distinct attributes. The average penalty seem to remain same at around K = 10 with no
changes in generalization. The rationale is that at this point, there are no more general-
izations or suppressions to apply to an equivalence class. As a consequence, the average
penalty for an equivalent class drops when the number of K group size grows. This is
seen in Fig. 4.8(b).
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Figure 4.8: Data Utility Metrics for Adult and Irish datasets on both Spark and Stan-
dalone. (a) Discernibility Metric in Adult Dataset; (b) Discernibility Metric in Irish
Dataset; (¢) Average Equivalence Class in Adult Dataset; (d) Average Equivalence Class
in Irish Dataset; (e) Minimal Distortion in Adult Dataset; (f) Minimal Distortion in Irish
Dataset; (g) Precision Metric in Adult Dataset; (h) Precision Metric in Irish Dataset.

Fig. 4.8(c) illustrates the results of M D which measures the rate of data utility based
on the changes made to tuples from the original dataset to the anonymized dataset. It is
expected that M D score would increase when the K group size increases because there
would be more attributes in a tuple not matching between the original dataset and the
anonymized dataset. M D tends to be more sensitive to generalization levels because the
attributes in a tuple applied with higher generalization levels would have more dramatic
changes.

Precision Metric (PM), in Fig. 4.8(d), demonstrates the level of distortion at the
record level (i.e., the combination of tuples and attributes). It is expected that the PM
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score will be higher as the number of K group size increases as there are more records
that have lost its original values. The PM score is highly sensitive to GL for each gid.
This is shown in Fig. 4.8(d) where the PM score increases as the number of K group
size increases for both Spark and standalone. This is because the level of GL applied in
each qid is increased to its highest as the size of K group increases. We observe that at
K = 25 and onward, the ¢id are appeared to have been generalized to its highest level as

the PM score stays the same.

4.6.4  Scalability, Performance and Caching

We ran three sets of experiments to understand scalability, performance, and cache man-
agement as shown in Table 4.6. The execution time for running both FlatMapRDD and
ReduceByKeyRDD was measured.

Table 4.6: Experimental Configurations for Scalability, Performance and Caching

(K-value € { 10, 20, 25, 50, 75, 100} on Spark)
# Experiment Anonymization Parameters Dataset Size
1 QID Size Aset of |QID |€ [1, 2, 3, 4, 5, 6]* Adult = 10M
T T Irish = 10M
Adult =(5M,10M, 20M, 30M, 40M, 50M)
Irish =(5M,10M, 20M, 30M, 40M, 50M)
Adult = 10M
Irish = 10M

2 Records Size | QID | = 5*

3 | Cache Storage Levels

QID | = 5*, Memory, Disk, Memory_AND_Disk, OFF_HEAP

* It indicates the number of attributes that were used in the experiments.

4.6.4.1 Scalability

In the first set of experiments, we measure the scalability of SparkDA on Adult dataset
and Irish dataset by varying the size of QIDs. Before running a scalability test, we first
run an experiment for increasing the size of K group on a fixed number of QID to
understand the relationship between the execution time and the size of K group. Results
show that the execution time appears not to be affected by increasing K group size. This
can be explained by following. The number of iterations from the original data to fully
anonymized dataset is decided based on the frequency of distinct tuples. The number
of K group size would increase the number of tuples. With the fixed number of QIDs,
the number of tuples that are increased doesn’t necessarily are distinct. This means the
frequency count stays the same. With the frequency count remaining the same, the same
number of operations are done irrespective to the increasing number of K-size thus the
execution time stays the same.

In contrast, as soon as we increase the size of QIDs, the execution time starts to
increase. This is because the processing of QID involves applying generalization levels
after counting for the number of distinct attribute values which require many iterative
operations. Adding more QI Ds involved generating more operations. Therefore, the ex-
ecution time is increasing in the order of the increasing number of QI Ds. This is shown
Fig. 4.9(a,b).
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Figure 4.9: Execution Time vs. QID Size. (a) Adult Dataset; (b) Irish Dataset.

We examine the details of different QI Ds from both datasets. It appears that there
is a strong performance relationship between the distinctness of quasi-identifiers (i.e.,
often regarded as cardinality) and the execution time. For example, the execution time
has sharply increased between Q4 and Q5 in Adult dataset. We observe that the new
attribute “Occupation” in Q5 has a high cardinality and it affected the execution time.
In addition, we see that higher execution times in Adult dataset as this dataset appears

to have more variations of distinct values.

4.6.4.2 Performance

The second set of experiments is conducted to understand the performance of our pro-
posal. We first compare the performance of our approach against existing data anonymiza-
tion approaches. The list of existing approaches that were compared include: Spark
based multi-dimensional sensitivity-based anonymization (Spark MDSBA) [10], MapRe-
duce based multi-dimensional sensitivity-based anonymization (MR MDSBA) [9], Apache
Spark based top-down specialization (Spark TDS) [119], and MapReduce based multi-
dimensional top-down specialization (MR MDTDS) [9]. In order to ensure the comparabil-
ity of results across different approaches, we used the same workload and enforced our con-
figuration to match with the experimental configuration discussed in References [9,10,119]
as much as possible.

Fig. 4.10 illustrates the execution time obtained across different methods. As clearly
seen, our proposal outperforms other similar approaches by providing the lowest execution
time. SparkTDS appears to show the highest execution time. Our analysis demonstrates
that SparkTDS updates the score of all leaf which appears to be expensive additional
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overhead. This is because the increase in the number of leaves and associated operations
(e.g., applying generalization level at leave) naturally demand more execution time espe-
cially for higher K-group sizes. The MapReduce-based approaches, seen in MR MDTDS
and MDSBA, appear to have a higher execution time mainly due to expensive disk I/O
associated with intermediate data. Spark MDSBA performs relatively well when com-
pared to other approaches. We observed that Spark MDSBA uses a larger memory size

compare to the dataset size which results in reduced execution time.

MR MDTDS | [74.21 | n

Spark TDS - [94.6 B

MR MDSBA - [ 24.2 -
Spark MDSBA | [11.5 =

SparkDA | [B.7 B
| | | | |

|
0 20 40 60 80 100

Figure 4.10: Performance comparison with existing approaches.

Secondly, we conducted a performance experiment to understand the impact of exe-
cution time against the growing number of records on the fixed size of 5 QI D attributes.
As seen in Fig. 4.11(a,b), the execution time remains same irrespective to the size of
K group. This appears that some operations (e.g., involved in QID generalization) are
cached in memory then re-used and this does not affect too much on the execution time.
However, this changes as soon as the number of records is increased. The execution time

linearly increases as the number of records increase in both datasets.
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Figure 4.11: Execution Time vs. Record Size. (a) Adult Dataset; (b) Irish Dataset.

4.6.4.3 Caching

Spark offers a multiple cache storage levels to speed up the process of the same RDDs that

are accessed multiple times. The Spark cache strategies can be categorized as follows [116].
e MEMORY_ONLY: RDD partitions are cached in memory only.

e OFF_HEAP: RDD partitions are cached outside the process heap (of JVM) in native

memory therefore they are not processed by the garbage collector.

¢ MEMORY_AND_DISK: RDD partitions are cached in memory. If enough memory
is not available, some RDD blocks (usually based on Least Recently Used, or other

strategies [144] from memory are written off to disk.

e DISK_ONLY: RDD partitions are cached on disk only.

During the anonymization process, the two RDD transformations we utilize,
FlatMapRDD and ReduceByKeyRDDs, are accessed multiple times for generalization
from the main application SparkDA. We have set up our experiment with the differ-
ent cache management options. The results are shown in Fig. 4.12(a,b). In general, the
memory-based strategies where the RDD blocks are stored in the memory, such as MEM-
ORY_ONLY and OFF_HEAP, outperformed compared to the cached in disk. Under-
standably, in-memory inside the JVM cache strategy MEMORY_ONLY took the least
execution time compared to out of JVM memory cache strategy used by OFF_HEAP.
The MEMORY_AND_DISK took more time than memory-based strategies but less than
DISK_ONLY as expected as this strategy allows the switch from memory to disk when
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the allocated memory is fully consumed by RDD blocks. Comparing the overall cache
performance, the average execution time for Irish dataset was less than Adult dataset.
The higher generalization levels for different attributes in Adult dataset has contributed
toward the increase in the execution time as there were more ReduceByKeyRDD oper-
ations for the generalization levels defined in the DGH thus the updates for attributes

were more frequent.
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Figure 4.12: Execution Time vs. Cache Strategies. (a) Adult Dataset; (b) Irish Dataset.

4.7 Conclusions and Future Work

This work introduces “SparkDA” a novel data anonymization approach designed to take
the full advantage of Spark platform to generate privacy-preserving anonymized dataset
in the most efficient way possible. Our approach is based on two RDD transformations
FlatMapRDD and ReduceByKeyRDD with a better partition control, in-memory pro-
cessing, and efficient cache management. These new innovations contribute towards re-
ducing many performance overheads associated in other similar approaches implemented
in MapReduce. The set of experimental results showed that our proposal provides high
performance and scalability while supporting high data privacy and utility required by
any data anonymization techniques. We also provided insights of a set of performances
associated with different memory management strategies offered by Spark and discov-
ered that a side-effect could occur when there are too excessive demands to save data to

executor’s memory.
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In future, we plan to extend our study to implement data anonymization strategy
based on the subtree generalization scheme [18]. This new approach will solve the current
limitation of the full-domain based generalization approach where attribution values are
generalized equally without considering their respective parents’ node which results in
the loss of data utility to some degree. We also plan to extend our study to implement a

more comprehensive data anonymization strategy for multi-dimensional datasets.



Chapter 5

A Generic Approach for
Subtree-Based Data Anonymization

for Apache Spark

Summary

Among many data anonymization strategies, subtree generalization has been hailed
as a technique that provides more efficient generalization strategy compare to full-tree
generalization counterparts. Many approaches of subtree generalizations (e.g., top-down,
bottom-up, and hybrid) have been implemented under MapReduce platform to take ad-
vantage of scalability and parallelism. However, there have been many issues in imple-
menting them in MapReduce due to the lack of support requires for iteration intensive al-
gorithms such as subtree generalization. In this research work, we offer a generic approach
for implementing subtree-based data anonymization techniques for Apache Spark. We
illustrate how our RDD-based approach resolves the issues associated with MapReduce-
based approaches by the use of effective partition management, improved memory usage
that utilizes cache for frequently referenced intermediate values, and enhanced iteration
support. Our experimental results show that our proposal provides better performance
compare to other similar methods while preserving competitive data utility and privacy

levels required for any data anonymization techniques.

5.1 Introduction

Subtree generalization provides high data utility and better privacy in data anonymization
strategies for single dimensional data when compared to full-tree generalization [48-50].
The iterative nature of subtree generalization is better suited to find more efficient gener-
alization strategy for different attributes. However, such benefit comes with a cost because

the complexity of execution time grows as each iteration increases. The complexity would
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become more sensitive when other aspects of anonymization are involved, for example a
k-group size, the number of attributes, and generalization hierarchy’s tree.

Many solutions have been proposed for scalable big data anonymization [24,68,152].
Existing approaches of subtree data anonymization are mostly based on MapReduce
platforms to take advantage of scalability and cost efficiency [151, 153, 156]. Subtree-
based generalization can be broadly categorized into two: Top-Down Specialization (TDS)
[156] and Bottom-Up Generalization (BUG) [151]. In TDS approach, the generalization
typically starts from the topmost domain values in the taxonomy trees of attributes
towards the bottom as an iterative process. In contrast, the techniques based on BUG
generalize data from the bottom of the taxonomy tree towards its top, also iteratively.
A hybrid approach that combines both TDS and BUG have been proposed [153]. In
the MapReduce paradigm, it typically relies on the processing of two primary functions
map and reduce where the former works as a sub-unit of data processing while the latter
accumulates and produces the final data analytic results. Without an appropriate support
for algorithms that runs an extensive iteration such as subtree, the maps and reducers
require to communicate many times over, often sequentially and also fetching data from
disk, which creates tremendous performance overheads [90,116,143].

Spark-based alternative approaches have been proposed to address the overheads as-
sociated with MapReduce counterparts, often comparing the performance results on both
platforms [90,116,143]. In-memory based Spark’s performance has well been documented
and proven effective for many iteration intensive algorithms such as seen in [143] where
it demonstrated 10 times faster performance gain. Other approaches [56,85,90,116] also
demonstrate the competitive performance advantage of Spark.

Close to our research, a number of proposals have been emerged to illustrate the use
of Spark for data anonymization techniques. For example, [119] proposed a distributed
Top-Down Specialization (TDS) algorithm that can work on Spark, and [9,10] proposed
a number of sensitively-based multi-dimension data anonymization strategies. Although
these existing proposals offer interesting aspects of the k-anonymity based anonymization
strategy, they neither provide any guidelines and strategies as how different type of sub-
tree data anonymization approaches can be best implemented using Spark as a generic
framework nor provide any implications of privacy and utility measure.

This research work provides and identify the issues involved in the existing subtree-
based generalizations implementation under MapReduce platform and propose a generic
subtree-based data anonymization framework implementation using Apache Spark. The

main contributions of this chapter are as follows:

e This research work provides a generic RDD-based subtree generalization implemen-
tation strategy for Apache Spark and use novelty of our proposal to resolves the
existing issues in subtree implementation approaches. We clearly demonstrate how

our proposal can reduce the complexity of operations and improve performance by
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the use of effective partition; improved memory and cache management for different
types of intermediate values; and enhanced iteration support required for general-

ization process;

e We demonstrate the high-performance outcome of our approach in comparison with
existing Spark and MapReduce subtree-based approaches. Our approach outper-
forms other similar studies in literature with more than 50% less execution time for

the same dataset size;

e This research study provides various experimental results to illustrate our approach
processing compatibility on real life and synthetic datasets. We also compute the
performance, scalability, and anonymity validations on various constrains, such as:
Spark cluster configuration(computing and storage), Dataset size (number of record
and attribute numbers), and anonymity benchmarks(privacy and utility) to illus-

trate the application of our proposed model.

The rest of this chapter is organized as follows. Section 5.2 provides a related work
to ours and highlights the pros and cons of each similar work. Section 5.3 provides the
background and definition used throughout the chapter. Section 5.4 discusses the details
of the issues involved in existing subtree generalizations implemented in MapReduce. Sec-
tion 5.5 describes the details of our proposal and clearly illustrates how our proposal can
resolve the issues associated with the MapReduce-based approaches. In Section 5.6, we
provide our experimental results including setup, configuration, and discuss the obser-
vations of the results. Finally, we conclude the chapter in Section 5.7 and provide some

potential future directions.

5.2 Related Work

The majority of existing approaches have been implemented as sequential MapReduce
jobs where the output of each MapReduce job is used as an input for subsequent steps until
the anonymization constraints met. Such sequential execution of jobs can attribute signif-
icant performance overheads. A number of Spark-based approaches have been proposed
to address the concern associated with MapReduce-based data anonymization strategies.
Zaharia et al. [143] illustrated a competitive performance advantage of in-memory based
Spark operations compared to disk based MapReduce execution. Their results demon-
strated that Spark implementation of iterative operations was 100 times faster than it
was implemented under MapReduce platform as Spark provides better parallelism by
allowing many iterative tasks running at the same time often accessing memory instead
of disks. The authors in [116] provided benchmarking results using Word Count, k-means
and PageRank where Spark outperformed over MapReduce especially on iterative tasks.
Their work stated that the performance gain of Spark was due to RDD caching that
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reduced the overheads associated with disk and CPU. Maillo et al. [90] demonstrated the
performance advantage of Apache Spark on iterative tasks based on K-nearest Neighbour
(KNN) using the datasets which contained 10 million instances.

An anonymization approach for Spark has been design by Sopaoglu and Abul [119],
The authors developed a distributed Top-Down Specialization (TDS) algorithm to pro-
vide k-anonymity in Apache Spark. The main focus of their study was to improve the
scalability aspect of the original TDS algorithm [156] by offering an improved partition
management. Using the adult dataset, the authors evaluated that the scalability and
run-time were significantly improved, however, the authors did not provide the privacy
and utility outcomes of larger datasets. Al-Zobbi et al. [9, 10] proposed a number of
sensitivity-based multi-dimension anonymization strategies that could produce different
levels of the information obscurity depends on the different access privilege levels of the
users (i.e., more customized data generalization result suitable for each user). To under-
stand the roles and responsibility of the user accessing the system, the proposal utilised a
User Defined Function (UDF) of Spark which allows the developer of Spark to be able to
extend the vocabulary of default Spark SQL. Their proposal also illustrated that it was
possible to reduce the data transmission time between memory and disks by serializing
data with Spark RDD. However, the proposed solution performance degrades for larger
dataset size compare to computing memory allocated.

To address the overheads associated with MapReduce, a number of Spark based ap-
proaches have been proposed in recent years [13, 20,69, 103]. Reference [28] proposed
the INCOGNITO framework for full-domain generalization using Spark RDDs. Though
their experiential results illustrate the improvement in scalability and execution efficiency,
their proposal does not provide any insights of privacy and utility trade-offs. Anonyli-
tics [107] utilized Spark’s default iteration support to implement data anonymization.
However, their approach does not address the potential memory exhaustion unable to
accommodate increasing number of intermediate data produced as the number of itera-
tion increases. PRIMA [11] proposes an anonymization strategy for Mondrian algorithm
with Optimal Lattice Anonymization (OLA) which is used to define the utility and gen-
eralization level rules in order to limit the data utility loss. However, the study uses the
Mondrian algorithm in standalone implementation rather then parallel processing. Ref-
erence [97] proposes a distributed Mondrian approach by splitting the input data to the
partitions allocated to each node of cluster by using Spark k-mean. A series of Spark
jobs runs on each cluster node to produce anonymized results, while the anonymized
results are merged together later by another cluster node. However, the study does not
provide benchmarks to compare to results for scalable size to validate the impact of dis-
tribute data on their proposal. The study [12] provides proposed DI-Mondrian in Apache
Spark platform to provide L-diversity privacy. The proposal compare the anonymization
of adult dataset with MapReduce based approach, however, the study does not validate

the scalability and performance impact of large dataset for spark platform.
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5.3 Subtree Generalization

In this section, we describe the basic symbols and their descriptions used in this chapter

(see Table 5.1) together with the general algorithm involved in a subtree generalization.

5.3.1 Preliminaries

Let define a dataset D = {ro,r1,...,7n_1} as a set of data records r; where 0 < i < n and
|D| = n denotes the total number of records in a dataset. Then, a record r € D can be
constructed by a set of attributes A = {a1, ag, ..., ax, } and each record consists of multiple
attribute values r = (av1, avs, ..., av,,) where a; and av; denote the jth attribute and the
attribute values of a record respectively, where 0 < j < m, and m denotes the number of
attributes in the dataset D.

Table 5.1: Symbols and Descriptions

Symbol Description Reference

D Dataset Algorithm 10
D Anonymized Dataset Algorithm 10

r Record Algorithm 10- 13
SA Sensitive Attributes Algorithm 10
RDD_in Input_RDD Algorithm 11
RDD* Anonymized RDD Algorithm 13
|D| Total number of Record Algorithm 13

n nth Record Algorithm 10— 13
r* Anonymized Record Algorithm 13
AL Anonymization Level Algorithm 13,12
Cr Record count Algorithm 11,12
Cr Anonymized record count Algorithm 13
A, Attribute Value Subsection 5.5.2
TT Taxonomy Tree Algorithm 12

K Anonymity Parameter Algorithm 13
QID Quasi-identifiers set Algorithm 13
qid Quasi-identifier Subsection 5.5.2
Ca Child attribute Algorithm 12
Py Parent attribute Algorithm 12
DOM Domain value in TT Algorithm 12

Definition 1 (Quasi-Identifiers). A Quasi-Identifier QI D C A in a dataset can be defined
as a set of attributes for a record which is available to public such that the value of each
single attribute a; € Q1D cannot identify an individual, but a combination of attributes
in QID may lead to unique identification for an individual such that:

v

(U a) € QID,

j=1
where v < m while q; is called as gid. For instance, an instance {9th, M, 32} is a QID
while each attribute within a QID such as {9th}, { M}, or {32} is a q¢id.
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Figure 5.1: Some examples of generalization taxonomy trees for gender, job, age, and
education

Definition 2 (Generalization). Generalization refers to replacing the original value of the
attributes of QIDs with the generalized (less specific) values. For example, the original

value of the age [32] is replaced by the generalized value [30-35].

Definition 3 (K-anonymity). The dataset D is K-anonymous if £ > 1 and for every
single record r; € D there exists at least K-1 other records that share the same QID. In
other words, the size of each Equivalent Class in the dataset should be at least K, where
the Equivalent Class is a set of tuples with the same 1D which each a; € Q1D has the

same attribute values (a,).

Definition 4 (Sensitive Attributes). Sensitive Attributes (SA C A) can be defined as
a set of attributes that should remain private so that an adversary cannot deduce their

values.

Definition 5 (Taxonomy Trees). Taxonomy Trees (T'T) are the logical hierarchies of
distinct values in a dataset. Taxonomy Trees are provided by either the data provider or
the data recipient for all QID in the dataset. The examples of taxonomy trees are shown
in Fig. 5.1 .

Definition 6 (Cut). The attribute values of a generalized QID form a ”cut” using
Taxonomy Tree TT. A cut of a tree is a subset of values in the T'T that contains exactly
one value on each root-to-leaf (parent to child) path. The cut can be used to decide the

depth of anonymization one wants to achieve [50].

Definition 7 (Anonymization Level). Anonymized Level (AL) represents the total num-
ber of generalized records in a (semi-)anonymized dataset with the respect of K-group
size records. AL can be used to decide whether the original dataset requires further

anonymization process applied.
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5.3.2 Subtree Generalization Algorithm

In this section, we describe a generic subtree generalization algorithm using a sample
dataset.

As mentioned, Fig. 5.1 represents the example of Taxonomy Trees (T'T) based on
Gender, Age, Job, and Education of the census dataset [15]. Each T'T includes roots
(parent nodes), middle nodes (in between the parent and child nodes but most often
act the same as the parent nodes), and leaves (which are mostly child nodes). In a
subtree scheme, generalizations are applied for the parent nodes if any child nodes are
generalized. For example, in Fig. 5.1(b), if ‘Dancer’ child node is generalized to its parent
node ‘Artist’, then other child node ‘Writer’ also needs to be generalized to ’Artist’. Note
that ‘Engineer’ and ‘Lawyer’ child nodes retain their values as the dimension of their
parent node ”Professional” is not affected. The root (parent) node of all taxonomy trees
are often called ‘Any’.

Subtree generalizes data by applying one level of generalization at a time on an at-
tribute by converting child node to parent node. The Subtree generalization steps are
presented in Algorithm 10. The iteration starts from the child level. Then, at each step,
a specific value (i.e. child) is generalized to a general value (i.e. parent) for an attribute
within a QID. This process is repeated until the highest level of generalization violates

K-anonymity rule [127] (explained in Definition 3). Table 5.2 shows the original dataset

Table 5.2: A sample dataset

Education Gender Age Income Count
9th M 30 < 50k 3
10th M 32 < 50k 4
11th M 35 > 50k 2
11th M 35 < 50k 3
12th F 37 > 50k 3
12th F 37 < 50k 1
Bachelors F 42 > 50k 4
Bachelors F 42 < 50k 2
Bachelors F 44 > 50k 4
Masters M 44 > 50k 4
Masters F 44 > 50k 3
Doctorate F 44 > 50k 1

Table 5.3: The result of the first generalization applied to the original dataset

Education Gender Age Income Count
Junior-Secondary M 30 < 50k 3
Junior-Secondary M 32 < 50k 4
11th M 35 > 50k 2
11th M 35 < 50k 3
12th F 37 > 50k 3
12th F 37 < 50k 1
Bachelors F 42 > 50k 4
Bachelors F 42 < 50k 2
Bachelors F 44 > 50k 4
Post-grad M 44 > 50k 4
Post-grad F 44 > 50k 3
Post-grad F 44 > 50k 1
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along with the count of each record (i.e., the frequency of the same record appeared) in
the database. Table 5.3 is produced from Table 5.2 as a result of a generalization level
applied based on Taxonomy Trees depicted in Fig. 5.1. After the first level of generaliza-
tion, we observe that the attribute of Education for the child nodes ”9th” and ”10th” are
generalized to ” Junior-Secondary”. Similarly, ” Masters” and ”Doctorate” child nodes are

generalized to ”Post-grad”, and other child nodes remain the same in this round.

Table 5.4: Fully anonymized dataset applied to the original dataset

Education Gender Age Income Count
Junior-Secondary M 30 — 33 < 50k 7

11th M 35 > 50k 5

12th F 37 > 50k 4
Bachelors F 40 — 45 > 50k 10
Post-grad Any 44 > 50k 8

Finally, this iteration process is repeated until all QID meet the final required

anonymization level, as represented in Table 5.4.

Algorithm 10: Subtree Generalization Algorithm

Input: D
Output: D*

1 QID,SA + rfori=1tonin D;

2 Compare k with Count of r ;

3 Compare C'ut; score for each QID; select highest;

4 Replace QID; child to QID; parent in TT for Cut;
score;

5 Count the r with updated value;

6 Repeat step 2 to 5 until & is greater anonymized
Record ;

7 return (D*);

The overall subtree generalization algorithm is described in Algorithm 10. Each round
of iteration includes four major steps: (i) Comparing the K-anonymity level with the
number of records generalized, (ii) Calculating the data utility and privacy scores based
on [50] for all QIDs, (iii) Finding the best generalization level by comparing the score
values for all QI Ds and decide the next generalization level based on the highest score
of a QID, and (iv) Applying the highest score of the QI D and apply the generalization

to all @IDs in the same Equivalence Class.

5.4 Review of subtree Implementation in MapReduce

In this section, we review the subtree implementation based on MapReduce platform
and extensively discuss the main limitations involved. There are four main phases in a
typical subtree implementation that use MapReduce platform [151] (shown in Fig. 5.2).
MapReduce jobs contained in these four phases are coordinated together to accomplish

the subtree anonymization. The description for each of the four main phases is as follows:
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Figure 5.2: Subtree data-flow diagram in the MapReduce platform

(1) Partition MapReduce Job: this phase involves dividing the original datasets into
multiple chunks (i.e., partitions) in which each chunk contains a smaller portion of

the original datasets.

(2) MapReduce Job Intermediate Subtree: This phase applies data anonymization to
each chunk in parallel resulting in producing intermediate anonymized results.

(3) MapReduce Job Combiner Subtree Result: In this phase, MapReduce jobs combine

all intermediate anonymized results to form an intermediate anonymized dataset.

(4) MapReduce Job Final Subtree: In this phase, the K-anonymity for the complete
dataset is validated using the execution of two MapReduce jobs on the intermediate

anonymized datasets.

The bold solid arrow lines represented in Fig. 5.2 indicate how parallelism works in
MapReduce platform. It shows the timeline of the parallel processing for multiple MapRe-
duce jobs which are executed in parallel on each node to process the intermediate data.
The grey solid arrow lines show the MapReduce platform execution flow from mapping
intermediate data to reducing phase while the dashed arrow lines describe the data flow
from dispatching Anonymization Level (see Definition 7) into a cache for updating K at
each iteration MapReduce round.

However, we identify the following architectural limitations of MapReduce platform
for implementing subtree anonymization algorithm. These include the issues associated

with partition, memory, and iteration management. We argue that these limitations create
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execution complexity and performance degradation in various stages. We discuss these

problems in detail in the following sections.

5.4.1 Partition

Processing data in MapReduce requires Map task to process a portion of the input data by
assigning key-value pairs followed by generating an intermediate data. The intermediate
data is stored in a local disk of each executor node after applying hash function. The hash
function generates the key-based order by assigning and storing values to its respective
keys. The hash applied to each partition ensures that the output of a Map task is arranged
using sort and shuffle process. This hash order ensures Reducers can access its respective
key-value pairs based on intermediate data locality [40].

An uneven hash partitioning of intermediate values may create skew data in multiple
places. For instance, tuple skewness [156] may happen in a situation where a node con-
tains a proportionally larger number of records than other nodes. As a consequence, a
reducer coordinating these multiple nodes to process the outcomes now will have to wait
for a significant time until the node containing the larger number of records completes.
Similarly, key skewness [60] may happen when there is a big difference in the generaliza-
tion levels being applied to the values of records (e.g., applying a single generalization
level verses multiple generalization levels). The overhead of having to deal with such key
skewness would scale up rapidly when K-group size increases.

To put more formally, let n be the number of tuples and m be the number of attributes
in a dataset D, and let s and t represent the number of Mapper and Reducers, respectively.
Then, Mapper produces m + 1 key-value pairs which yields O(1) space and O(m * n/s)
time complexity [129]. However, the Reducer yields O(1) and O(m/k * n/t) for space
and time complexities respectively, where K denotes a K group size. The increase in s
causes less number of n, which reduces the computing time for Mapper process, and by
increasing the number of mappers (s) we will get better big O complexity because m * n
is divided by the number of mappers (s) [149,151]

5.4.2 Memory

The MapReduce I/O operation is done via accessing a stable storage such as disk. As a
Mapper loads the input data from disk to memory (of the execution node), the results
(i.e., intermediate data) are transferred and stored from the memory to the disk (of the
same node). The Reducer loads the intermediate data into the memory again (from the
disk) of the execution node where the Reducer runs on to process and subsequently store
the results back to the disk [40]. With no support for cache, any values that are produced
in different stages (i.e., input, intermediate or output) need to be stored in the disk when

read to the memory each time the data needs to be processed. This architectural design
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of MapReduce adds excess overhead for I/O operations and needing for larger storage
capacity [26,31,72].

We will put this more formally. Let subtree uses Ny; for non-iterative jobs, and It
for iterative jobs to convert dataset to anonymized data. J represents a MapReduce job,
every J reads R times from the disk and W times writes on disk. I represents the number
of iterations needed for each J. Then, I depends on multiple factors including the number
of attributes, K group size, and generalization hierarchy. Following equation is used to

calculate the total number of R and W operations in MapReduce subtree (ST).

N
ST(R,W) = [ZJ-(W+R) +
J=1

M
ZJ-I-(WJrR)} (5.1)

J=1

Ny It

Anonymization process causes both more execution time and complexity especially in
the Reducer phase while processing intermediate anonymized datasets. The worst case of

complexity in the Reducer phase can be calculated as:

of () ()

In the meantime, the space complexity of the Reducer phase can be formulated as:

2
n
O(kz*GL) '

where G L denotes generalization level in K-group.

5.4.3 Iteration

We argue that there are two architectural design principles of MapReduce platform that
creates significant overheads for any iteration tasks. The first one is related to the I/O
principle where any intermediate results has to be written to disk and subsequently read
by the executor memory as we discussed in Section 5.4.2. The second one is related to the
data locality principle. The locality principle of MapReduce platform dictates that any
computation process on data must be performed based on the data location in the cluster
node. As a consequence, the result of the computation process also has to be saved in the
same cluster node. The problem arises when the data read is required by other cluster
nodes. In this case, the message exchange is required over the network which could cause
noticeable delay and will be multiplied by each iteration process.

With the disk I/O-based operation and data locality principles, we argue that any
algorithm that involves intensive iterations such as the subtree generalization can cause

significant overheads at multiple places such as at Disk I/0, Network, and Scheduling [72].

Disk I/0 overhead: Significant 1/O overheads may occur at the stages of subtree gen-

eralization where the stage involves an intensive iterations such as applying generalization
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Figure 5.3: Proposed Spark subtree model

levels for attributes, calculating privacy and utility scores, finding the most optimal gen-
eralization level, and re-applying the generalization based on the optimal generalization
level [84].

Network Overhead: The anonymization steps in MapReduce require to use network
to exchange the intermediate data among the cluster nodes. In this case, the network
overhead may be created, as the various intermediate data generated by the iterative
tasks may need to be transferred to the other cluster nodes multiple times. This problem
may get worse by any network delay and consequently is considered as an expensive task
causing significant delay in the iteration process [130].

Scheduling Synchronization Overhead: Assume a situation in which there are two
mappers with different workloads and one mapper takes a significantly longer time to
complete. In this case, the reducer processing the results of these two mappers needs to

wait until both mappers complete their jobs. This is referred as a scheduling synchro-
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nization. However, if there are many mappers in iterations where the difference in the
workloads are observed, the scheduling synchronization overhead can be increased as the

number of imbalance across mappers happens [111].

5.5 Our Proposal

This section provides the details of our proposed approach for Spark based subtree
anonymization. We discuss the main phases involved in our proposal and describe how
we address the concerns discussed in the previous section at each of the phase.

Our proposed approach consists of three main phases:

e Phase 1 (Initialization): This phase ensures that each partition contains the optimal
number of records without duplication so that the workload of each partition is
balanced. The original data records are counted and then assigned with a frequency
value based on the times of appearance of that specific record in the whole dataset.
The total record counts is used to address both tuple and key skewness problems

discussed in Section 5.4.1.

e Phase 2 (Generalization): This phase calculates the privacy and utility scores for
each attribute. The privacy and utility scores are used to find the most optimal
generalization level to be applied for a certain attribute. Frequently referenced in-
termediate values (e.g., the privacy and utility scores and the results of the gener-
alization level being applied) are stored first in memory and then moved to a cache

to reduce any potential I/O overhead discussed in Section 5.4.2 and 5.4.3.

e Phase 3 (Validation): This phase validates if generalized dataset meets the K-
anonymization constraint. Again, frequently referenced intermediate values (e.g.,
semi-anonymized dataset) are saved either in memory or cache to reduce the over-
heads discussed in Section 5.4.2 and 5.4.3

Fig. 5.3 illustrates our proposed approach that utilizes these three main phases. We
discuss the details of each phase and specific improvements we have made to resolve

MapReduce-based issues.

5.5.1 Phase 1- Initialization

In this phase, we provide a new partition management that can avoid both tuple skewness

and key skewness. The following steps detail our partition strategy.

e To avoid the tuple skewness, we first count the total number of records from the
input data then divide the records according to the number of partition so that

each partition contains roughly the similar number of records.



82 A Generic Approach for Subtree-Based Data Anonymization for Apache Spark

e To avoid the key skewness, we count the duplicate records that appear in multiple
partitions. Their frequency is recorded in one partition and the duplicated records

from other partitions are removed.

o After key skewness is addressed by above step, we count the number of records from
each partition again (as some duplicate records removed) and move the records

across partitions so that each partition contains the similar number of records.

Algorithm 11: Initialization Phase of Spark subtree.

Input: D
Output: (r, > C,)

1 RDD_in + RDD (D, Partition factor);

2 Map_RDD (r,C;) <- Map (RDD_in);

3 ReduceByKey( 7, Y C;) < ReduceByKey
(Map_RDD, Partition factor);

4 return (1, Y C,);

With roughly the equal number of records contained in each RDD partition, each
partition executes in parallel by taking approximately the similar processing time. Note
that we also consider the capability of each node when we partition (e.g., memory size
and CPU capacity) along with the number of records.

We present this initialization step involving efficient partition in Algorithm 11. In Step
1, "partition factor” indicates the variable that contains the number of records and the
capability of node. Step 2 uses Map_RDD to transform the input RDD _in as a key, and
the value showing the key-value pairs used to process the data such as (r,C,), where r
represents records and C,. denoted the count in each Map. At this phase, the key-value
pair is used as the key representing a record while the value holding the number of times
in which that record is appeared in the dataset. The ReduceByKey_RDD in Step 3 reads
the Map_RDD key-value pairs (r,C,.) and aggregates the value across the same key. Then,
the count of the same r is summed up together to find the > C,. which represents the total
number of record counts across all partitions. Note that this process requires shuffling the
data from different partitions in the executor nodes to exchange the values for the same

key over the network.

5.5.2 Phase 2- Generalization

The purpose of this phase is to apply the most optimal generalization level according to
the privacy and utility scores. We use memory and cache to hold the intermediate results
(such as the privacy and utility scores of each attribute, the results of the generalization
level applied) to avoid expensive disk access.

We describe the details of this phase in Algorithm 12. Step 1 assigns A, as child C4 in
r for the generalization level for QI D while P4 is assigned to all QI D based on its C4 in
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TT. This process applies one level of generalization for one attribute (i.e., one iteration)
and holds the results in memory so that the results can be used in the subsequent step.

Steps 3-5 are used to compute the privacy and utility scores which is denoted as
Scorerrpa (QID) as following, based on [46,47].

Scorerrpa (QID) :]_jGII(jQ(CIQél))_)’_l, (5.2)
where IL(QID) contains the result of information loss for QI D while PG(QID) contains
the result of privacy gain for QID. The details of the calculation for IL(QID) and
PG(QID) are depicted in Equation 5.3 and 5.4, as follows, respectively.

IL(QID)=En(Pa)— Y _ ('CA> En(Cy), (5.3)

Ca€Pa |Ph|
where |C4| represents the child attribute and |P4| represents the parent attribute for
the given QID. E,(C4) denoted the entropy value of the child attribute while E,,(P4)

denotes the entropy value of the parent attribute.

PG(QID)=Ap,qrp) — Ac.(QID), (5.4)

where Ap, (orp) contains an Anonymization Level (AL) of the parent QID and Ac , (orp)
contains an Anonymization Level (AL) of the child QID.

Note that this privacy and utility score computation requires a multiple iterations
depending on the depth of generalization levels to be applied based on the T'T. To avoid
the disk access, the privacy and utility score for QID and the result of a generalization

level applied are stored in cache.

Algorithm 12: Generalization Phase of Spark subtree.

Input: (r,)_ C, ), TT

Output: (r*,> C,)

Cyp« A,inr;

Py Cp (DOM)inTT ;

/+ For all child attribute assign
parent attribute */

for Cy and Py of rin TT do

4 score(QID) + IL(QID), PG(QID);

5 RDD_score + score(r), Cy ;

6 if score QID is Max(Q1D) then

/* Max (QID) decide which child gid
need to replace with parents gid
x/

7 update r for QID of Po < Py (DOM)inTT ;

8 Update(score) <— update 7 ;

9 update AL < Update(score) ;

10 RDD_update (r*, > C,) < Update(score) ;

return (r*, Y C}.);
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Steps 7-10 are used to identify and update the best generalization level based on the
privacy and utility score calculated in the earlier steps. Note that RD D _update in Step
10 requires to access the T'T for each 7 to find a generalization level to apply. In order to
expedite this process, we store the 7T in the distributed cache of each node.

Note that we also cache AL for the next iteration. The process goes through each r
iterating over each A,, where any A, belonging to QID is considered as gid. The A, is
considered as C'4 when the value is compared in T'T. The Cy is compared with the same
QID attributes in DOM. Once the C4 is found in TT, the C'4 value is replaced by its
P4 parent nodes. Then, the A, values are replaced from Cy4 to P4 for each r to obtain
r*. Finally, the RDD returns anonymized key-value pairs (r*,> C.).

It must be noted that most of data is stored and fetched from memory rather disk
during any iteration processes which avoids unnecessary disk I/O overhead. We also utilize
the capability of cache in this generalization phase to avoid the re-computation of the
intermediate values (i.e. the privacy and utility score and the results of generalization

level) during the iterations.

5.5.3 Phase 3- Validation

The purpose of this phase is to validate if the full anonymization has been achieved - that
is, the optimal generalization levels for all attributes have been applied up until they do
not violate the K-anonymization constraint.

Again, we store frequently used intermediate results such as attributes with a certain
level of generalizations applied (also called as semi-anonymized attributes) into cache to

avoid expensive disk access and improve memory management.

Algorithm 13: Validation Phase of Spark subtree.

Input: (r*,>" C,) k
Output: (RDD*)
1 ReduceByKey (r*,>" C)) < RDD_update
((r,>° C).), Partition factor);
2 if (AL < k) then
(20, « XC);
4 | (rer*);
/% return to Map RDD in phase 1 if
need more generalization */
return (1, Y C,.);
else if (AL > k) then
fLr Criny Cp do
L r* (7,*70:);
return (r*);
/* completely anonymized x/
Update RDD* + r*;
2 return RDD*;
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The details of this phase is depicted in Algorithm 13. Step 1 is used to update the
partition based on the Phase 1 strategy. Steps 2-5 are used to check whether Y C*
that contains the total number of generalized records (represented as AL) meets the
K-anonymization constraint or not. If AL has the smaller number of records than K-
anonymization constraint, the semi-anonymized records Y C) needs to be copied to a
new partition of a Map > C, and returns to the Phase 1. Steps 6-9 are used in the
case where the full generalization is achieved - that is, the number of generalized records
meets K-anonymization constraint. Then, a key is assigned for each of (distinct) fully
generalized record where the value of fully generalized record is used as a value. Finally,
Step 10 saves all fully anonymized records to memory.

Based on the proposed algorithm described in this phase, we mitigate the disk 1/0,
network 1/0, and synchronization overheads during the iteration involved in this phase.
For instance, by saving semi-anonymized dataset in a memory, we reduce the disk I/0
overhead. Moreover, we minimize any chances for a potential network transfer by reducing
the size of dataset through removing duplicate records while still preserving the count
and performing RDD operations which share the cached intermediate values without
expensive message exchanges across multiple network nodes. This significantly reduces
network I/0 overhead. Because of the optimal number of datasets operated in this level (as
the result of partition management descried in Phase 1) reduces synchronization overhead

significantly as the number of iteration increases.

5.6 Experimental Results

In this section, we first describe our experimental setup including the details of the dataset
and the system environment configurations. Then, we provide the results of the memory
and iteration performance. Finally, we discuss the results of the privacy and utility scores

obtained through a several privacy and utility measurement metrics.

5.6.1 Dataset

We used US Census dataset (often described as Adult dataset) [15]. We downloaded the
original Adult dataset, then scaled it up using the method described in [106] to create
a set of larger datasets for the experiments. Table 5.5 illustrates each quasi-identifiable
attribute (QID) we used in our experiments, and generalization level (GL) of each QID
obtained from the taxonomy trees for Adult datasets. The “Salary” in Adult dataset is

set as sensitive attributes.

5.6.2 System Environment Configurations

We configured Yarn and Hadoop Distributed File System (HDFS) using Apache Ambari.
HDFS distributes data in a NameNode (worked as a master node), a secondary NameN-

ode, and six DataNodes (worked as worker nodes). We allocated 3GB memory to Yarn
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Table 5.5: Adult dataset

QID Distinct qid | GL
Value
Age 74 3
Work Class 8 4
Education 16 4
Race 16 2
Gender 2 1
Native Country | 41 3

Table 5.6: Spark and dataset the configuration for all experiments

Spark Master and nodes Parameters Dataset and Anonymity Parameters
Driver | Executor No of Executor No of K Group Dataset Number of
Memory | Memory | Executors Cores Partitions Size Records QIDs
Fig. 5.4 15 GB 3.5GB 8 3 40 50, 250 | 1.2B(Billions) 6
Fig. 5.5 6.5 GB 4GB 12 3 24 50 - 1000 0.1B- 1B 6
Fig. 5.6 6.5 GB 4GB 12 3 24 1000 0.1B - 1B 2-6
Fig. 5.7 6.5 GB 4GB 12 3 24 1000 0.1B 6
Fig. 5.8 6.5 GB 4GB 12 3 24 10000 0.6B 6
Fig. 5.9 6.5 GB 4GB 2-16 3 2-64 1000 0.8B 6
Fig. 5.10, 5.11 | 6.5 GB 4GB 12 3 24 2 -100 3.2K 6

NodeManager, and 1GB memory to ResourceManager, Driver, and Executor memories
each. We used Spark version 2.1 [1] along with Yarn as a cluster manager. The details of
the experimental setup and configuration are illustrated in Table 5.6 including the details
of the Spark job, anonymity parameters, and dataset tuning together with configuration
of CPU and Memory details.

5.6.3 Performance and Scalability

We ran experiments to understand performance, scalability, cache management of mem-
ory, and iteration management. We ran our experiments for 10 times and used the average

values to ensure the reliability and consistency of the results.

5.6.3.1 Memory Effects on Performance and Scalability

In this section, we discuss our results based on three categories including: (i) compari-
son of the performance of our proposal against similar existing approaches, (ii) running
experiments to identify the factors that ensure high performance against the growing
size of records, and finally (iii) demonstrating the scalability by increasing the number of
attributes in QID set and studying the impact.

We conducted the experiments to measure the performance of our proposed approach
and compared it with the execution time of other approaches such as multi-dimensional
top-down specialization (MDTDS) [8], multi-dimensional sensitivity-based anonymization
for data (MDSBA) [9], and Apache Spark based top-down specialization (SparkTDS)

[119]. In order to make sure that our approach is comparable with others, we used the
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Figure 5.4: Compare the performance of proposed approach with MapReduce and Spark
TDS.

same workload and enforced our Spark cluster configuration to match with experimental
configuration discussed in [9] and [8] as much as possible. We also ensured that we use
the same size of dataset and the size of Q1D for our experiments. We used 1.1GB dataset
with the K-group size of K50 and K250 to compare the execution time across different
approaches.

Fig. 5.4 compares the execution time of our approach with the existing approaches.
However, our approach and SparkTDS are Spark-based approaches while MDTDS and
MDSBA are MapReduce approaches. The results indicate that our proposal yields the
lowest execution time compared to the other platforms, while SparkTDS shows the highest
execution time. We also identified that our approach uses the smaller number of RDDs
and effective parallelism during the execution of each partition in its respective executors.
Increasing K-group size does not appear affecting the execution time significantly as our
approach measures the score and update the anonymity in its prospective RDDs for all
generalization level of each QID. In other words, all leaves of subtree are measured,
compared, and updated for score values in two RDDs. However, the SparkTDS approach
measures and updates the score of each leaf as single RDD. Thus, the increments in the
generalization level will increase the number of leaves which causes more execution time
for K-group size.

In addition to improved methodology of dealing with generalization level in RDD
execution, there are other reasons for the performance improvement for our proposed
method. First, using Spark based approach utilize efficient in-memory computing, how-
ever, inefficient memory computing [116] may leads to additional execution time as we
can see in SparkTDS result. MDTDS and MDSBA approaches suffer from the underlying

high latency for frequent disk access. The second reason for the performance improvement
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Figure 5.5: Compare the performance of increasing records number with K-group sizes

is because of the efficient partitioning which is based on the parallel execution of similar
sized dataset at each node in our proposed algorithms.

We also analyzed the performance implication of our approach based on increasing the
number of records sizes with respects to K-group size. We ensured that the experiments
for each dataset use a constant number of partition size (i.e., 24) instead of the default
partition size which vary depending on size of dataset. Fixing the partition size ensures
that the data can be processed with the equal number of executors. The results in Fig. 5.5
show the execution time based on increasing records size starting from 0.1 billion (103
records) to 1 billion (10° records). We observed that the execution time has a linear
growth with respect to increasing dataset size.

Fig. 5.5 also plotted the execution time against different K size ranging from 50
to 1000 records, and we did not observe any distortion caused by K-group size as the
execution times remain almost constant by increased K-group sizes. We identified that
this effect is because of two reasons: (i) The records are required for the measurement of
privacy and utility score from RDD rather than the complete data records; thus, after
each generalization step, the same records are aggregated and represented with the key
value pairs. The key value pairs contain enough information and do not require additional
calculation that need revisit data for calculating the score value, (ii) The anonymization
process replaces the RDD original data with generalization level within the RDD by
loading the score value of leaf and generalization level of QID which are broadcast to
every executor of the respective nodes. This process reduces network I/O and memory,

and disk I/O. Consequently, it reduces the computation time significantly.
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Figure 5.6: Compare the performance of increasing record size with QI D numbers

In our proposed approach, we identify the K-group size by comparing the same records
value with K so that if the condition is satisfied, then it terminates the algorithm for
further computation.

The scalability of the distributed anonymization is benchmarked against the increasing
QID size and is represented in Fig. 5.6. We increased adult dataset QID size with respect
to increasing the number of record sizes. Q6 represents all the gid we used for records,
whereas Q2 represents that two attributes are gid and the rest of attributes are non-
sensitive attribute. We discovered that the execution time is dependent on the size of
QID and variety of each qid value. Thus, the higher size of QID set and diverse qid
value cause the higher execution time. Indeed, for the higher size of QID, the larger
size of equivalence classes is needed to satisfy the K-anonymity requirements. It allows
a greater number of attributes to be grouped/partitioned together, thus it reduces the

number of required iterations.

5.6.3.2 Iteration Effects on Scalability

We analyzed the effects of iterative operation for our proposed approach with respect to
increasing the number of records. In the next set of results, we identify the importance of
cache for iterative intensive operations. We compared the execution time for both cached
and none cached operations during the execution of anonymization process.

In the first results, we ensured that QID, partition size, and K-group size remain
constant for increasing records size and number of iterations. Fig. 5.7 compares the num-
ber of iterations against the execution time for various dataset sizes. We can observe

that having more iteration leads to more execution time. When we increased the record
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Figure 5.8: Cache and non-cache effect on increasing (iteration) generalization level

size from 0.1B and 0.2B, we observed that the executor memory had enough space to
accommodate the records while processing the anonymization. Thus, it does not invoke
evacuation of memory due to overload. While as we increase the records size, the executor
memory starts evacuation process for the data. It is noticeable that although each RDD
creates the same or less size of input data, the steps of anonymization add more data to
the memory for execution. Thus, the larger the record size, the more records need to be

evacuated to make enough space for execution.
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Fig. 5.8 compares the cache and Non-Cache (NC) effects on increasing (iteration) gen-
eralization level. We observed that the execution time for NC RDD has higher execution
time in comparison with cached RDD regardless of the storage level to DISK_.ONLY (D)
MEMORY_ONLY (M), or MEMORY_AND_DISK (DM). For the smaller dataset, it has
more space to hold the cached RDD in memory. However, by increasing the dataset size,
the RDD partitions need to be deleted from the memory and calculated again for the next
transformation. In each iteration, RDD data needs to be scanned for finding the optimal
generalization using privacy utility score of each gid attribute and T'T. To achieve this,
more frequent visits of RDD data in memory and storing the results into cache storage
memory provides faster read and write operations while each record value is compared
with K. In cache of NC iteration, the results have to be recomputed from its lineage in
order to compare QID generalization and find the K-anonymized data.

While we observed that DISK, MEMORY, and their combination provide the similar
execution time, all these three storage options have different approaches for accommodat-
ing cache results. As concluded by [56,116], the combination of memory and storage are
the most cost-effective operation for iteration ensuring faster computation. We also ob-
served that after each iteration execution, the read and write time taken by memory and
disk is slightly increased without recomputing the space and size for the next iteration.

Furthermore, we investigated the impact of RDD partition on the number of executors
to identify a balance between high parallelism and utilizing the available resources to
the maximum capacity. A partition against the executor trade-off has been discussed
in [119,144]. Having considered the results demonstrated in Fig. 5.9, we can observe that
the increase in the number of partitions improves the execution time as 64 partitions
(denoted as P64) has more execution time in comparison with when only two partitions
are used (P2). This means that partition size and executor have to be in the balance
proportion in order to avoid latency.

The overhead in data partitioning decreases runtime with increasing the number of ex-
ecutors as shows Fig. 5.9. For instance, the runtime sometimes increases with the number
of partitions on a single worker node. However, as a general tendency, increasing num-
ber of partitions and number of worker nodes reduces the runtime significantly. Based
on the results, we noticed that the runtime is slightly affected across different increas-
ing partitions size with respect to constant K values with fixed number of nodes and

partitions.

5.6.4 Privacy and Utility Trade—off

We utilized the privacy and utility metrics for the measurement and validation of our
proposed method. The data anonymization technique uses trade-offs between privacy
and utility to quantify the success of an anonymization algorithm. A privacy level is
estimated by recognizing the uniqueness of information, a low privacy normally implies

that it is anything but difficult to distinguish an individual (a characteristic, tuple or
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Figure 5.9: Partition(P) size impact on number of executors

record) from a group (e.g., numerous records are unique). However, a high protection
demonstrates that it is (increasingly) hard to uniquely recognize a person from a group
(e.g., there are numerous records having similar values). We used two privacy metrics
Kullback-Leibler—divergence (K LD) and Information Entropy (Ig) to evaluate the im-
pact of privacy level from the anonymized dataset resulted from our proposal.

In contrast, an utility level is estimated by computing the degree of degradation in the
accuracy of significant value between the first value (i.e., baseline) and the anonymized
value (i.e., sanitized).we use two utility metrics i.e., Discernibility Metric (DM) and

Average Equivalence Class Size Metric (Cavg).

5.6.4.1 Kullback-Leibler—divergence (KLD):

K LD measures the likelihood of the presence of the original attribute in the anonymized
attribute for each record [76]. For example, let the original attribute of the Job is ” Writer”
and is anonymized into ”Artist”. The K LD measures the possibility of guessing the
original data of ”Writer” from ” Artist”.

In our approach, we calculate K LD on the final anonymized dataset by measuring the
likelihood of the presence of each attribute and sums all the value for each attribute within
a record and repeat this for all records. Prpp_;» indicates the sum of the likelihood of the
presence of the original attribute within the original data (at a record level). Prpp_in at
this stage would have a very high data utility and no privacy as there is no changes made.
Prpp_in(r) indicates the sum of the likelihood of the presence of the original attribute

within the anonymized record. Prpp~ usually has lost some degree of data utility and
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(and inversely has gained some degree of privacy) because the data in this set has changed
from the baseline after an anonymization technique is applied.
KLD can be computed based on the formula represented in Equation (6.4).

1 Prpp-(r)
0g
Prpp_in(T)

The K LD value increases from 0 which indicates both records between the original

KLD = Z Prpp-(r)

r=1

(5.5)

record and the anonymized record are the same. The increase of KLD value indicates the
level of privacy assurance. With the lower value of K LD, it is easy to identify the original
value from the matching anonymized value (i.e., low privacy).

Fig. 5.10 presents the K LD values of our proposed subtree generalization implemen-
tation. The K LD values increase with the increase of K-group size and is very close to

the comparative approaches discussed [16,19].

5.6.4.2 Information Entropy (Ig):

I is used to measure the degree of how uncertain it is to identify the original value
from the anonymized value within a QID set [14]. The entropy value of I is 1 if all the
qid attributes are identical in the anonymized dataset for the same QID. To compute
Ig(QID), (1) the likelihood of the presence of the original attribute in a record is calcu-
lated, (2) sums up the value of (1) for each attribute in a record (denoted as Prpp-(qid));
(3) continues (1) and (2) for each QID, (4) sums up the value of (3) for all records. Note
that if all attributes are changed between the original record and the anonymized record,

the value of Prpp- is 1.

Ig=— Z Prpp~(q4id) 108 PRDD* (gid) (5.6)

qid=1

Based on the Equation (5.6), we computed Ig(QID) for single QID. To obtain the Iy
for the entire anonymized dataset (denoted as RDD*), we calculated the I for RDD*
by taking the average of all QID. The entropy value of I is 0 if there are two identical
records from the original dataset to the anonymized dataset for a matching equivalent
class. The maximum value of Ig is achieved when the original record sets is very different
from the anonymized record sets for a given QID. Higher value of Ig represents more
uncertainty (i.e., higher privacy).

Fig. 5.10 shows the privacy level in terms of entropy of our proposed approach. Gener-
ally, the entropy increases with K size. Though the Iy score is highest at (log2k) in [99],
the I'p score of our proposal works better than the scheme proposed by [99]. The per-
formance of our approach is close to more high entropy standards and can achieve much
higher privacy levels which are similar to the scheme proposed by [19]. As the entropy

represents the information content of a data change, the entropy after data anonymization
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Figure 5.10: Kullback-Leibler—divergence and Information Entropy scores of our approach

should be higher than the entropy before the anonymization which is the phenomenon
observed in Fig. 5.10.

5.6.4.3 Discernibility Metric (DM):

DM reports the data quality resulting from the degree of data degradation, as a result
of data anonymization, of an individual’ tuple based on an equivalent class (EC). Let
EC be the set of equivalence classes of a K-anonymized Table. EC; is one of the equiv-
alence classes of | EC' |. The DM metric can be expressed more formally for RDD* as
Equation (5.7).

DMscore = Z ‘ EC'L |2a (57)
EC;eRDD*

where i represents a qidiype Within an equivalent class. The data utility is associated
with the DM score. If DM score is high, it means the data utility is low (i.e., the original
qidyypre has lost its original values) while the lower the DM score represents the data
utility is high.

Discernability Metrics (DM) [29] measures the cardinality (i.e., distinctness) of the
equivalence class. For a low value of K, the cardinality of equivalence is too small. If the
privacy level is high (high value of K'), the discernability metric increases sharply which
increases the cardinality of an equivalence class. Equivalence classes with large cardinality
tend to group datasets in a large range leading to large information loss. Fig. 5.11 presents
the discernability penalty of 32000 records.

We observed that the overall trends for the DM to the DM values observed in other
similar approaches in [19,99]. The increases K-group size increase the EC records, thus

decreases the cardinality from each other. We observe the trends remain steady for the
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Figure 5.11: Discernability and Average Equivalence Class Size Metric scores of our ap-
proach

Adult dataset, as a result a low sensitivity effect to the increasing growth of K-group

size.

5.6.4.4 Average Equivalence Class Size Metric (Cayg):

Cave is used to measure data utility based on attributes of the average size of the
equivalence class. The increase in the number of equivalence sizes results in the higher
data utility as it is more difficult to identify an attribute among many identical attributes.
In K-anonymized dataset, the size of the equivalence classes is greater than or equal to
K. As a result, the quality of the data is lower if the size of all or part of the equivalence
classes greatly exceeds the value K. The score of C4y g is sensitive to the K-group
size [81]. Cav g for RDD* is calculated as the Equation (5.8).

|RDD*|

——/k
mer !

The total number of records of RDD* is donated as |RDD*|, whereas |EC| represents

Cave = (5.8)

the total number of equivalence classes.

Fig. 5.11 represents the results of C' 4y g for increasing group size of K. The decreasing
score value against the increasing size of K is observed indicating that the size of the
created EC's is equal to the given K, that is the EC's contain the number of generalized
records that satisfy the K-anonymity. As the value of K increases, the EC has more
records than the K requirement due to higher generalization level, this keep increasing

the Cay g score value.
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5.7 Conclusion and Future work

This study addresses the design consideration and proposes a generic framework for im-
plementing subtree-based generations on Apache Spark. Our proposal is implemented
using a series of RDDs that supports more efficient partition management, improves
memory usage, and supports better iteration process which is much more suited for an
iteration-intensive algorithms such as subtree generalization. Our proposed approach not
only reduces the complexity of operation and improves the performance, but it also shows
high data utility scores while maintaining competitive level of data privacy required for
any data anonymization techniques. We plan to extend our study by further exploring
the suitability of other data anonymization approaches for Apache Spark platform. For
instance, we plan to investigate one of the multi-dimensional data anonymization strate-
gies such as Mondrian [81] to examine the support for recursive operations in Apache
Spark.



Chapter 6

A Novel Hybrid Approach for
Multi-dimensional Data

Anonymization for Apache Spark

Summary

Multi-dimensional data anonymization approaches provides more fine-grained data
privacy by allowing a different anonymization strategy applied for each attribute. Many
variations of multi-dimensional anonymization (e.g. Mondrian) have been implemented
in different distributed processing platforms (e.g., MapReduce, Spark) to take advan-
tage of their scalability and parallelism supports. However, the existing implementation
methods, either iteration-based or recursion-based approaches, often suffer from many
overheads due to lack of support from the platforms for running iterative intensive tasks
with multi-dimensional features. In this study, we propose a novel hybrid approach for
multi-dimensional data anonymization strategy based on Mondrian. Our hybrid approach
creates a lot fewer numbers of RDDs and the smaller size partitions attached to each RDD
compare to existing approaches. These contribute towards reducing many overheads in-
volved in re-computation, shuffle operations, message exchange and cache management.
The experiment results illustrate that our proposal outperforms other similar methods in
terms of performance and scalability while maintaining high levels of data privacy and

utility.

6.1 Introduction

The multi-dimensional based data anonymization approach (e.g., Mondrian [81]) provides
higher data utility compare to single dimension-based data anonymization (e.g., subtree
generalization [50,136]) as it allows more fine-grained generalization for each attribute
(6,46, 150].

97
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The MapReduce [40] based approaches have been proposed to implement various
multi-dimensional [81, 82, 96] data anonymizations to provide scalability solutions that
can work well with big data. By and large, the existing proposals can be divided into two
categories: recursion base approach and iteration-based approach. The recursion based
approach typically involves a multiple MapReduce jobs in which each involves: (1) dividing
records to each worker node as subset, (2) calculating the split point (i.e., also referred
as "cut”) in for each subset, (3) and joining all the split points of subsets then measures
a single split point from the joined records from the subsets. These main MapReduce
jobs are repeated until full anonymization across different features (i.e., attributes) are
met as seen in [29] and [155]. On the contrary, the iteration-based approach utilises data
partitions by using a single MapReduce job at each iteration. The MapReduce job is
responsible for data division and performs computation required for anonymization on
each iteration. The result of the computation for each iteration is stored and used for a
subsequent iteration as an input [154]. However, these approaches suffer from inherent
MapReduce limitations that include expensive disk based I/O and sequential execution
of jobs [19,24,71,72,116].

To address these MapReduce related concerns, Spark has been proposed [144] with the
support for in-memory computation, data transformation across multiple execution nodes,
as well as the options for a several memory strategies [143]. Many data anonymization
approaches which often require intensive repetitions have been implemented to take the
advantage of Spark’s new advanced features. The majority of existing Spark based data
anonymization solutions utilize the default iteration support for single-dimensional data
anonymization strategies [8,19,28,52,119]. The papers [11,107] proposed Spark based
iterative approach for Mondrian with some significant overheads in coordinating iterations
across multiple dimensions. Recursive operation-based data anonymization approaches
have been proposed with some extensions [59, 74, 80]. For example, the records in the
nested RDDs require multiple extra operations on the same RDD as Spark does not
support nested RDD operations [74]. To remedy this problem, recursive approaches were
redesigned and implemented in Spark using iteration support [109].

In this chapter, we propose a novel hybrid approach for multi-dimensional data
anonymization strategy based on Mondrian. Our hybrid approach creates a fewer number
of RDDs compare to the number produced by recursive-based approach while the size
of RDD partitions are much smaller than the partition size created by iteration-based
approach. The reduced size of partition along with far fewer number of RDDs created by
our data anonymization for multi-dimensional data significantly reduces many overheads.

The main contributions of our hybrid approach are as followed:

e We illustrate two different approaches can be implemented for Mondrian on Spark
and provide in depth discussion on the strengths and weaknesses of the two ap-

proaches.
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e We propose a novel hybrid method which creates far fewer number of RDDs with
much smaller size of partitions associated with each RDD. We demonstrate that
our method is especially effective when a data anonymization strategy is involved

to process multi-dimensional features such as seen in Mondrian algorithm

e We highlight the improvement in execution complexity as well as the key factors
that contribute towards reducing many execution overheads associated with re-

computation, shuffle, massage exchange and caching management in spark.

e We provide experimental results to demonstrate that our approach outperforms
other similar methods and can be used as a scalable, high-performance, and privacy-

preserving data anonymization solution for big data.

The rest of this chapter is organized as follows. Section 6.2 provides the related studies
to our work. Section 6.3 provides the background knowledge required to understand
Mondrian algorithm with an example. Section 6.4 describes two potential approaches to
implement Mondrian on Spark along with the discussion of the challenges and limitations
of each approach. Section 6.5 describes our proposal from the points of design principle,
algorithm and how our proposal mitigates many overheads. Section 6.6 describes the
details of experimental results and key findings. Section 6.7 provides the conclusion and

future work.

6.2 Related Work

The original papers on Mondrian algorithm suggest two different strategies for dimension
selection and dividing data within a selected dimension: one is based on the normalized
values [81] and the other based on the computation of workload [82]. With the explosion
of dimensions involved in big data, the serial execution, typically associated in the earlier
implementation strategies of the Mondrian, was found to be no longer applicable as the
strategy quickly escalates into creating insufficient memory [97,155].

More scalable strategies to implement Mondrian on MapReduce have been proposed
[29,154,155]. Zhang et al. [155] provides an approach by using series of MapReduce jobs
designed to perform recursive computation. To find the split point, the authors provide
the median of medians approach in which a several MapReduce jobs are used to split
data into partitions then measures a median value in every Partition. The median values
of all partitions are combined followed by a MapReduce job to measure the median of the
combined results to find a new split point. In their approach, the recursive MRMondrain
uses MapReduce jobs to validate the anonymity and repeats the process recursively to
achieve a desired anonymized result. Another MapReduce based recursive approach was
proposed [29]. In their approach, the MapReduce jobs are assigned to a single reducer

for a single equivalent class and calculates the count for each attribute in the first phase.
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In the second phase, it splits the data into the left and right partitions iteratively using
the midpoint value calculated in the first phase for each attribute. In [154], it proposes
an iterative approach to reduce computational cost associated with the earlier recursive
based operations in MapReduce. In their approach, the iterative MRMondrian uses the
partition ID index tree to perform a recursive step iteratively. A MapReduce job divides
each partition small enough to fit it in the memory of each cluster node then runs multiple
partitions in parallel on each node to execute the Mondrian algorithm.

Spark based solutions have been proposed further to address the limitations associated
with MapReduce based implementations [64,87]. Anonylitics [107] utilizes Spark’s default
iteration support to implement the Mondrian. However, their approach brought additional
challenges because increasing number of iterations demand for increasing memory space.
Because of the lazy evaluation principle in Spark where the actual execution of Spark
jobs does not start until RDD transformation is triggered, the intermediate data created
by each iteration requires to be stored in the memory which eventually may exhaust the
memory space allocated for each RDD. PRIMA [11] implements the Mondrian algorithm
with Optimal Lattice Anonymization(OLA) in their anonymization strategy. The OLA
is used to define the utility and generalization level rules in order to limit the data utility
loss. The paper [97] propose a distributed Mondrian approach to split the input data to
each node of cluster by using Spark k-mean. Partitions then are assigned to the nodes
in each cluster. A series of Spark jobs runs on each cluster node to produce anonymized
results which are combined later by another cluster node. An iteration-based approach for
data anonymization in Spark has been proposed [19,28]. However, these proposals focuses
on data anonymization strategies on a single dimensional data without consideration for
the input samples with multi-dimensional features, therefore, these existing methods are
difficult to apply for Mondrian. A recursive function-based data anonymization in Spark
has been proposed by [11]. However, their approach suffers from many limitations such
as repeated operations on the completed dataset that already satisfies the k-anonymity
constraints which wastes many resources (e.g., memory) and high network communication

overhead as criticized by [116].

6.3 Background

6.3.1 Mondrian Algorithm

LeFevre et al. [81] presented the original Mondrian algorithm where it splits the original
dataset and applies a K-anonymity based anonymization strategy until the K-anonymity
constraint meets. In his approach, it first identifies a dimension (i.e., attribute) and finds
the value that has the highest occurrences in the dimension. The Median value of the
dimension is measured using the frequency set and it is used to divide the data into
two subsets. It performs the same operation on the subset data in a recursive manner

in which each split of the subset carries the first split information all the way to the
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last split until the anonymization condition is satisfied [77]. All the split values (i.e., the
results of recursions) are joined together to ensure data is anonymized. Each partition
in a recursion may create a lineage tree (cut) starting from the topmost generalization
level to the lowest level of generalization [82]. The resulting anonymized data in different
multi-dimensions usually contains the data with better quality than the data anonymized
in a single-dimensional generalization (e.g., subtree generalization [50, 136]). Algorithm

14 depicts the main steps involved in the Mondrian.

Algorithm 14: Multi-dimensional Mondrian [81]

Input: Partition <— Dataset
Output: Anonymized Dataset <— Summary
Anonymize(Partition);
if no allowable multi-dimensional cut for Partition then
| Summary <— Partition /* Partition is anonymized */
return Summary
else
dim < Select_dimension() /* Allowable multi-dimensional cut */
Fs < Frequencyset (Partition,dim)
SplitPoint < median(Fs)
LHS «+ {R €Partition: <SplitPoint}
RHS + {R €Partition:>SplitPoint }

return Anonymize(LHS) , Anonymize(RHS)

© 0N o bk W N

[
o

[
[

The initial step of the algorithm considers all data as a single partition and performs
a validation for K anonymity condition. A dimension (QID) is selected for further par-
titioning as long as the K constraint has not met. To choose a dimension for a partition,
Mondrian uses an attribute from the QI D with the highest generalization level. If multi-
ple dimensions (QIDs) have the same generalization levels, the first one that validates as
7an allowable cut” is selected. Once a dimension (QID) is selected, Mondrian uses a me-
dian partitioning approach [81] to choose the split value. In this approach, the frequencies
of distinct values for each attribute within the (QID) is calculated. The attribute with
the median value across the frequency sets is decided as the spilt value.

Example:

Consider the dataset in Fig.6.1 where there are quasi-identifier attributes such as
"Age’, ’Gender’, "Education’ and sensitive attribute 'Income’ as private information.

The dataset starts with one dimension(e.g., ‘Education’) and moves to the next di-
mension to find more allowable cuts. An allowable cut consist of records numbers in a
region equal to or more than K value. Whereas none allowable cut contains the record
number in a region less than K value, The none allow able cuts contains anonymized
records and stop the partitions formations.

For example, let’s consider it is a K=2 anonymisation. The first allowable cut for
the dimension "Education’ is in between “Master” and “Doctorate”, which divides the

dataset into two groups, one having 4 data points while the other has 2 data points, as
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Education
Age | Gender | Education | Income Bachelors Master Doctorate
35 Female Master 75000
35 Male Doctorate 55000 35 O O
36 Female Master 82000 36 O
37 Female Bachelors 28000 %
37 Male Doctorate 48000 <37 O O
38 Female Master 90000 38 O

Figure 6.1: Example Adult Dataset and its Spatial Representation

Age | Gender | Education | Income B Education

achelors  Master Doctorate
35-38 Female ProfSchool 75000
35-38 Male Doctorate 55000 3 O O
35-38 Female ProfSchool 82000 . 36 O
35-38 Female ProfSchool 28000 é” 37 0O O
35-38 Male Doctorate 48000 ;
35-38 | Female | ProfSchool | 90000 38 O

Figure 6.2: Adult Dataset Using Single Dimensional Anonymization its Spatial Represen-
tation

seen by the solid line in Fig.6.2. This cut is allowable because the number of records
in both groups are greater than or equal to 2 (i.e., K group size). The cut in between
“Bachelors” and “Master” is none allowable cut. To obtain the allowable cut the already
divided dataset is further split into two more subset as left and right subset, we notices
left side of the dashed line has only one data record that satisfy specified K anonymity
value, therefore, K anonymity condition remaint not satisfied. Fig.6.3 further divides the
dataset for another dimension ’Age’ attribute on top of the dimension 'Education’, hence
multi-dimensions. Another allowable cut exists in between the age 36 and 37, both groups
having 2 data points in which still does not violate K'=2 constraint. As it can be seen
in Fig.6.3, the distribution of data points is less distorted and more generalized when

compared to a single dimension cut shown in Fig.6.2.

: Education
Age Gender | Education | Income Bachelors  Master Doctorate
35-36 Female Master 75000
35-37 Male Doctorate 55000 3 . i o o
35-36 Female Master 82000 o 36 O
37-38 Female ProfSchool 28000 f",:" 37 O O
35-37 Male Doctorate 48000 -
35-38 | Female | ProfSchool 90000 38 O

Figure 6.3: Adult Dataset Using Multi-Dimensional Anonymization its Spatial Represen-
tation
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6.3.2 Spark Architecture
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Figure 6.4: Spark Driver and Executor

Resilient Distributed Dataset (RDD) is the main building block of Spark architecture.
RDD is a read-only partitioned collection of objects (e.g., records) where each partition
can be represented in the memory or disk. RDDs can only be created through deter-
ministic operations in three different ways: by loading an external dataset from a stable
storage (e.g., HDFS), by the operation on existing RDDs, and by distributing a collection
of objects to the executing nodes across networks by RDD transformations.

The data stored in a RDD is split into partitions in which each of them contains a
subset of the data. These partitions are distributed over the nodes across different clusters
while each node can host one or more partitions. The creation of a new RDD may transfer
the data in different worker nodes as the result of shuffle. A shuffle operation can move
data from one node to another node across networks. The memory of an executor is

dynamically divided into the execution memory and the storage memory for processing
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M1.: Driver TS seeks for Input RDD location in MBR,

M2: Driver MBR communicate to executor's BM for Input RDD updates,

M3: Each Executor BM seeks input RDD partitions in the SM,

Ma4: Executor SM loads the partitions in EM by transferring the data,

MS5: EM updates Executor BM the input RDD statues,

M6: All Executors BM update Drivers MBR for Input RDD locations,

M?7: Drivers MBR updates Driver TS and DAG for data locations and size,

MB8: Driver TS assign the task to each executor according to available recourses to perform Map operation,
M9: All Executors assign a task to perform execution on Executor EM data,

M10: The results of each task are move to SM of Executors to next execution,

M11: Updates Executors BM about the data movement,

M12: Same as M6 followed by M7, M8, and M9 for next Task Execution to perform Reduce operation,
M13: MBR communicates with Executors 2 for Partition exchange for Reduce operation to load in memory,
M14: Same as M3 followed by M4 for all executors,

M15: Exchange the records in partitions followed by M10, M11, M12, and M7 accordingly for both executors.

Figure 6.5: Spark Driver and Executors, data and message exchange during execution

and holding RDD partitions during the execution. The execution memory is used to
process the data assigned for the RDD while the storage memory is used to store the
intermediate data created as the result of processing the RDD. In a RDD transformation,
Spark driver assigns a single task to a partition where a task represents a unit of execution.
The increase in the number of partitions requires Spark to increase the number of tasks
accordingly. The execution of tasks across the number of partitions decides the degree of
parallelism in the cluster [35].

An Apache Spark cluster provides computations services using master and multiple
worker nodes. The master node host driver for task scheduling and dispatching task
to executor in worker nodes. Spark use multiple executors to access data from workers
physical data storage and perform computation using worker recourse on the data. The
driver coordinates the processes that are running on the worker nodes and distributes
the application code to the worker nodes, launches executors, and then assigns tasks to
the executors. Executors are created in worker nodes on request from the master and

generally live for the entire application unless they crash or are killed prematurely by the
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master. If an executor crashes, another one is immediately created to replace it. The driver
keeps track of the operations and outputs generated by each RDD to avoid unnecessary re-
computation. We show the structure of Spark with the driver and executors in Fig.6.5. The
M4 and M10 transfer the data within the executor often between memory to memory and
sometimes memory to disk. M15 is considered to be the most expensive communication as
it transfers data from one executor to another executor using a shuffle operation while the

rest of massages are required for information exchange between the driver and executors.

6.4 Mondrian Approaches in Spark

We provide the descriptions of two different approaches that can be employed for imple-
menting Mondrian on Spark platform: recursion-based and iteration-based, respectively.

We discuss the strengths, weaknesses and implications of these different approaches.

6.4.1 Recursion Based Approach

In this approach, data is split into a number of subsets continuously until each subset
meets K-anonymity constraint [147]. We provide the recursion-based approach with an
example in Fig. 6.6. The recursion approach checks for the complete dataset represented as
RDD1 for the K-anonymity constraint. Until this constraint is violated, the generalization
based on a taxonomy tree is applied before dividing data into two parts for the selected
dimension. For a selected dimension, it checks the frequency of attributes and identifies
the split point using the median approach [155]. The median point of RDD1 is required
to sort and shuffle each record. The median point is used to perform two operations
for splitting data RDD1 [95, 143, 144]. The first set of records above the median point
are assigned to left (RDD2) while the rest records equal or less than median points are
assigned to right (RDD3).

The further spilt (cut) follows for the left (RDD2) by further creating the left (RDD4)
and the right (RDD5) while the right (RDD3) is divided into the left (RDD6) and right
(RDD7). The growth of RDDs continues until it reaches the point where the records
in each RDD are less than K=2 group size. In the last created RDD, the records are
anonymized and all child RDDs are joined together.

Creating a child RDD also creates many partitions at each round of recursive opera-
tion. The size of newly created partitions at each child RDD is usually smaller than the
size of the parent partition [109,117,142]. The total number partitions created by all child
RDDs does not exceed the number of partitions allocated to the parent RDD. For exam-
ple, a 10GB parent RDD with 100 partitions can be divided into two child RDDs with
100 partitions each. However, the size of child RDD changes to 5GB each. The number
of partitions determines the size of tasks that can be parallelized in the algorithm, which

affects the execution efficiency. Typically, having more RDDs (i.e., consequently creating
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more partitions also) can create overheads due to more message exchanges involved across
different partitions of different RDDs.

6.4.2 Iteration Based Approach

In the iteration-based approach, each round of iteration validates the K-anonymity con-
straint and applies a generalization level to one dimension at a time. Fig. 6.7 depicts the
iteration-based approach in terms of RDDs. The input records (RDD1) are first checked
for the K-anonymity constraint in the first dimension. If the first dimension does not
satisfy anonymity, it applies a generalization to the dimension followed by increasing the
generalization level and stores the results to RDD2. If the first dimension satisfies the
anonymity requirement, it checks the requirement in the next dimension and repeats the
process for all dimensions. In this approach, all the dimensions are computed progres-
sively and apply a generalization at each iteration to the respective dimension, hence no
median point is required to divide the data into multiple RDDs. However, the valida-
tion of anonymity must be performed starting from the first dimension in each round of
iteration to the last [104].

In this approach, the growth of RDDs is depended on the number of generalization
levels, K-anonymity, and the number of dimensions. Each iterative operation contains
one RDD execution according to the parent RDD to produce the results for the child
RDD. The data size and the number of partitions for all child RDDs are the same as to
their respective parent RDDs. It notes that the initial and final iteration have different
processing time. The first iteration only validates the k anonymity condition for the initial
QID and finding a dimension while the final iteration validates the k anonymity condition

for all and every @QIDs and applies the generalization for the last selected dimension.
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6.4.3 Challenges and Limitations

RDD transformation typically forces Spark to create children RDDs rather than using
the same parent RDD. The increase in the number of new RDDs adds computation
cost challenges. We identify the following Spark components that are affected due to the
increasing number of RDDs as the results of both approaches and how they add significant
overheads to various aspects of executions.

We represent the number of growing RDDs in recursion and iteration using following

equations.
i n
R jon = 2/ ————— 6.1
ecursion 2 2 - (k+GL) (6.1)
Iteration = m (6.2)

Where n represents the number of records, j represents the total number of split
points whereas i is used as an incremental counter for measuring the depth of recursions.

Where GL denotes generalization level in K-group.

6.4.3.1 Re-Computation cost

Spark execution memory and storage memory plays a very crucial role in the execution of
recursive and iterative operation tasks. During the execution, partitions are loaded from
storage memory to executing memory as shown in Fig. 6.5, as indicated by the messages
M4 and M10. The results of parent partitions are moved to the storage memory of the child
partition by removing existing partitions from the storage memory using Least Recent
Used (LRU) approach [144]. The next child partitions may require the removed partitions
from the storage memory for the subsequent process. The re-computation requires more
time to recreate the deleted partitions in the storage memory which results in increasing
execution cost.

Recursion Based Mondrian creates two children RDDs as a result of an operation
on a parent RDD at each round of recursion. It uses execution and storage memory
intensively to hold child RDD partitions. For example, the execution memory loads the
RDD1 partitions after processing the input data. Then, it updates the storage memory
with two children’s RDDs (RDD2 and RDD3) to have the same number of partition
numbers as their parents. Thus, at each round of execution, according to Fig.6.6, each
child RDD splits into further two RDDs. Although the data size of child RDD at each
round of recursion gets smaller and smaller, the same number of partitions requires the
same space for each child in execution and storage memory as parent [143]. The increased
number of RDDs increases the eviction of child/parent RDD required for subsequent
computations and increases the delay in execution for re-computation of the partitions
of the deleted RDDs.

Iteration Based Mondrian processes a parent RDD transformation and creates a
single child RDD. In each iteration round, the child RDD inherits the results of the data
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that are generalized for selected dimensions from its parent RDD. The child RDD saves
this data in memory for further processing. It notes that the size of child and parent RDD
remains the same throughout the iterative execution. After the execution, the partition of
the parent RDD is evicted from the storage memory. Though the execution memory only
requires for the most recently created RDD partitions, however, because of the limited
capacity of storage memory, Least Recent Used (LRU) can be triggered to make space

for new partitions [65].

6.4.3.2 Additional Shuffle Operations

A shuffle process involves moving data from an executor over the network to the other
executor as depicted in Fig. 6.5, indicated by M5. The shuffle process mainly depends on
network transfer capability between nodes thus any network delay adds additional shuffle
overhead.

Recursion Based Mondrian triggers shuffle for computation of the median point
(split point) and joining all the records in the final step to get anonymized RDD. In this
approach, child’s RDD partitions are larger in number but smaller in data size. The shuffle
cost of moving data gets smaller and smaller at each round due to a smaller number of
records (i.e., smaller data size) in each partition. However due to the increasing number
of partitions at each round, the shuffle cost actually increases [36].

Iteration Based Mondrian triggers shuffle operations for each round of iteration as
it requires to update the record with a generalization level in each iteration as well as to
compare the records for K group. The shuffle cost in this approach is smaller compare to
recursion approach. This is because the shuffle operation in this approach only moves non-
generalized records for validating k-anonymity constraint. In addition, the later stages of
iterations require a shuffle process to move a smaller size of data compare to the early

stages.

6.4.3.3 Increase in Message exchange

Spark driver continuously communicates with executors across different nodes to get
up to date information as to what operations were performed as well as what results
were produced by each executor. The driver ensures at least one task is assigned to one
partition. The statues of results of each task performed by an executor are communicated
back to the driver [93] [98]. The executor keeps track of the locations of all RDD partitions
and updates any change of partition locations made by block manager. Any changes in the
block manager is communicated back to the driver to update the master block manager.
These are shown in Fig. 6.5, as indicated by the messages M2, M6, M8, M12, and M13.
The driver exchanges these information with other executors that are processing the same
RDD partitions. The increase in the number of RDDs inevitably increase the frequency

of these communications [116].
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Table 6.1: Various overheads

Re-computation Cost | Shuffle Overhead | Message Exchange | Excessive Caching
Recursive High to Higher High to Higher High to Higher High to Higher
Iteration High to Medium High to Medium High to Medium Medium

Recursion Based Mondrian increases the communication cost as the number of
children RDD increases. The operations on each child partitions need to be communi-
cated back to the driver which inevitably increases communication overhead. The com-
munication overhead worsens according to the number of children RDDs and associated
partitions are created as more recursions occur [74].

Iteration Based Mondrian requires a smaller number of message exchange compare
to the recursion approach due to limited number of newly created RDDs. However, each
iteration updates the driver for newly created child RDD partitions in each executor.
As the number of data size and partitions are the same, the iteration message exchange

overhead remains the same for all subsequent iterations [134].

6.4.3.4 Excessive Caching

The increasing number of RDDs also increases the requirement for having to cache the
data generated by both the parent and children RDDs for further referencing purposes.
The disk storage may be used along with memory (Storage memory) to cache the RDD.
The RDD which holds more data is mostly required to be cached in disk due to insufficient
memory, an increase in cache increases the execution overhead due to disk I/0 [57].

Recursion Based Mondrian holds every parent RDD in the cache as the informa-
tion of the parent RDD is required to create children RDDs. The disk-based cache that
holds RDD partitions are accessed by the executor for computation of new child RDD.
The growth of child RDD requires caching the results for the subsequent process as well.
The child RDD that are not required to be processed further during the execution is
cached in the disk due to insufficient memory. Once the recursive execution is complete,
all the cached children RDDs are loaded to the executor for a join process. Although
the data size of each child partition keeps reducing before the join process, however, the
increasing number of RDD partitions requires more interaction with disk which increases
significant I/O Overhead due to cache [59].

Iteration Based Mondrian uses disk as a cache for each round of iteration as the
storage memory is allocated to the parent RDD partition which must be discarded and
make space for new child RDD partitions. Processing and accommodating large data in
disk cache requires more overheads compared to memory which can slow down overall
computation [145].

The overview of various overheads associated with different aspects of both approaches

are summarised as following in Table 6.1.
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6.5 Proposed Solutions

We propose a hybrid approach to implement Mondrian algorithm most effectively on
Spark. We describe the design principles, new Spark RDD-based algorithm, and address

how our proposal mitigates the various overheads we discussed earlier.

‘ RDD ’
(Partition)

A_RDD NA_RDD
(Partition) (Partition)

A_RDD NA_RDD
(Partition) (Partition)
NARDD | RDD* }._
(Partition) Partition

Figure 6.8: Flowchart of RDDs in our hybrid approach

6.5.1 Design

Recursive operations in our approach is limited to be mainly used for partitioning data
that do not require any further cuts. This is to control the creation of unnecessary RDDs.
Iteration operations are mainly used for further cuts on multi-dimensional data and val-
idation for K-anonymity constraint. The overview of our approach is described in Fig.
6.8 where NAgpp mainly performs recursive-based operations while Agrpp performs
iteration-based operations. The grey shaded boxes represent N Agrpp which operates on
a small number of partitions - we call them ”Passive RDD” as these RDDs are only
required in the final stage. The records that do not require further generalizations are
filtered as anonymized record to create Non-allowable Cut RDDs (NAgrpp). The rest
of the records are kept in Allowable Cut RDDs (Agrpp) after a generalization is ap-
plied. To avoid creating further smaller sized partitions for children RDDs, we enforce
the re-partition approach which collects all RDD partitions then makes new partitions
according to the size of RDDs. This ensures the size of the partition in newly created
children RDDs does not exceed the size of its parent RDD. The partition numbers and
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data size of Arpp partition keep getting smaller and smaller compare to the input data
RDD. We call them ” Active RDD” as these RDDs are required for subsequent stages.

6.5.1.1 Algorithm

Let IRDD be an input dataset which contains the records r. Where r = (QI Dyypie, SA),
QIDyypie is the tuple of given QID also known as a dimension dim while SA indicates
sensitive attributes. Each QI D contains Cg;q where the P4 of the respective Cy;q is stored
in a taxonomy tree 1T with generalization levels. K represents an anonymity constraint
(i.e., K-group size) that is used to validate if an anonymized set satisfies the constraint.
We present a dimension where generalization has all been applied as dim#* which to result
in QID;},,.- Arpp represents allowable cuts that require further anonymization whereas
NAgpp is Non-Allowable Cuts representing the anonymized records r which to be ready
to produce the final anonymized dataset RDD*. We illustrate our proposed solution in
Algorithm 15.

Algorithm 15: Generalization Phase of Spark subtree.

Input: RDD. k
Output: RDD*
Anonymized(RDD, k);
r < RDD;

for i=1ofn inr do

1
2
3
4 QID¢ypre, SA <+ 7;
5 if QID¢ypie satisfied k then
6 r* 4= QID¢ypre, SA ;
7 NA_RDD <« r*;
8 NA*_RDD < cache(NA_RDD, Re_partition);
9 return NA*_RDD;
10 else
11 for dim of n in QIDy,p. do
12 |EC| + dim (EC) ;
13 if |[EC| <k then
14 dim* < dim ;
/* Replace Cgiq < Pyiq from TT */
15 QID:upIe — dim™;
16 A_RDD < QIDy, .. SA:
17 RDD <« (A_RDD, Re_partition) ;
18 returnAnonymized (RDD,k);
19 else
20 QIDyypie < dim;
21 RDD < QID¢ypie. SA ;
22 returnAnonymized (RDD,k);

23 RDDx < Join(NA*_RDD) ;
24 return RDD*;

The IRDD partition size is dependent on the HDF'S file and corresponding block

sizes whereas processing of the ITRDD involves splitting the data into a several children
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RDDs NA_RDD. To avoid extra load on memory, we cache the IRDD to memory and
disk. The combination of memory and disk provides the highest performance compared
to other cache storage [116]. We future reduce the size of IRDD after it applies gener-
alization by re-partitioning the generalized results and caching the results (i.e., to avoid
re-computation for the generalized results) each time. When there is no more general-
ization to be applied, all the results on cache are joined together to obtain RDD*. The

steps involved in Algorithm 15 is further described below in details.

1. First, all data records in ITRDD is checked for whether it violates the K-anonymity

constraint.
2. In case, the K-anonymity has not been violated:

o Check QI Dyypie in the record if it satisfies K anonymity - that is the remaining
QID does not require generalization and the record satisfies the anonymity

requirement for the given K.
e Store all records which satisfy the anonymity requirement in NA_RDD.

e Apply a generalization level to the remaining records of A_RDD that does not

satisfy the K-anonymity condition by choosing one dimension at a time from
QIDtuple-

e Apply generalization starting from the first dimension by calculating the equiv-

alent class EC' and compare the size of FC with K.

e Replace the child Cy;q with the parent P4 for the highest number of a Cy;q

attributes appearing in the respective dimension.

e Replace the QI Dyypie with QIDy,,. for a generalized dimension and store the
results in A_LRDD

3. Repeat the steps for A_LRDD so that all the records are anonymized and transferred
to NA_RDD.

4. Join NA_RDD as a result of each iteration for the final anonymization.

6.5.1.2 Example Demonstration

Input TRDD in Table 6.2 results in two RDDs: a Non-Allowable Cut RDD1 and an
Allowable Cut RDDI1, respectively. The content of these two RDDs can be found in
Table 6.3. To demonstrate the total number of RDDs being created, we tag them with
numbers. We use Fig. 6.9 to generalize the records.

Allowable Cut RDD1 proceeds by creating two more RDDs: Non-Allowable RDD2
and Allowable Cut RDD 2. At this stage, we cache Non-Allowable Cut RDD1 and Non-
Allowable Cut RDD2 in Table 6.4.
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Figure 6.9: Generalization
Table 6.2: Input Data Table 6.3: First Iteration
Input RDD (IRDD) Non-Allowable Cut RDD 1 (NA_RDD1)
QID1 QID-2 SA QID1 | QID-2 SA
21 male >50 NA_RDD1 P1 21 male >50
IRDD P1 23 female <=50 21 male <=50
o4 female =50 Allowable Cut RDD 1 (A_RDD1)
IRDD P2 = 23-24 | female | <=50
26 male <=50 A_RDD1 P1
27 female >50
IRDD P 3=
R 3 32 male =50 A_RDD1 P2 25-24 | female >50
33 fomals Z=50 26-27 male >50
IRDD P4 — 32-33 male >50
21 male <=50 A-RDD1 P3 26-27 | female | <=50
A-RDD1 P4 32-33 | female | <=50

The records within the Allowable Cut RDD2 are applied for generalization then fur-
ther creates Non-Allowable Cut RDD3. There are no more Allowable Cut RDDs created
from the Allowable Cut RDD2 since all the records in it satisfies the K anonymity require-
ment as shown in Table 6.5. As there are no more generalization to be applied, the final
anonymized sets are joined together for all the cached Non-Allowable Cut RDDs which
includes Non-Allowable Cut RDD1, Non-Allowable Cut RDD2, and Non-Allowable Cut
RDD3 as shown in Table 6.6.

Table 6.4: Second Iteration Table 6.5: Third Iteration

Non-Allowable Cut RDD 1 (NA_RDD1) Non-Allowable Cut RDD 1 (NA_RDD1)
QID1 QID-2 SA QID1 QID-2 SA

NA_RDD1 P1 21 male >50 NA_RDD1 P1 21 male >50
B 21 male <=50 - 21 male <=50
Non-Allowable Cut RDD 2 (NA_RDD2) Non-Allowable Cut RDD 2 (NA_RDD?2)
| 23-24 | female <=50 | 23-24 female I <=50

- NA_RDD2 P1

NA-RDD2 P1 | 23-24 I female >50 R | 23-24 female | >50
Allowable Cut RDD 2 (A_RDD2) Non-Allowable Cut RDD 3 (NA_RDD3)
26-27 female >50 26-27 gender >50

A-RDD2 P1 32-33 male >50 NA-RDD3 P1 32-33 gender >50
26-27 male <=50 NA_RDD3 P2 26-27 gender <=50
A_RDD2 P2 3533 Tomale Z=50 - 32-33 gender <=50

Table 6.6: Final Output

Join/ output RDD (RDD=x)
QID1 QID-2 SA
21 male >50
RDDx P1 21 male <=50
23-24 female <=50
RDD=* P2 23-24 female >50
26-27 gender >50
RDDx P3 26-27 gender <=50
RDDx% P4 32-33 gender >50
32-33 gender <=50

The storage memory writes and manages Allowable Cut RDD1 partition A_.RDD1(pl,
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p2, and p3) and Non-Allowable Cut RDDs partitions NA_RDD1 (pl). To prevent the
increase of data size for the storage memory, our approach caches Non-Allowable cut
RDDs (NA_RDD1, NA_RDD2, and NA_RDD3) into the storage level "memory and
disk”. The storage memory holds the cache partitions as primary selection, if the storage
memory requires eviction because of insufficient space, the cache partitions are moved to
disk. We assume the size of executor memory is always limited. The increase in cached
RDDs may result in LRU for each round of execution. To address this problem, we
reduce the size of Allowable Cut RDD1 partitions (pl, p2, and p3) and Non-Allowable
Cut RDDs partition (pl) from its parent TRDD partitions (pl, p2, p3, and P4) using
re-partitioning approach. We repeat this process at the end of each iteration to avoid
LRU in the final stages of anonymization because the size of the NA_RDD]1 is smaller
compare to NA_RD D3. This is because the initial generalization level affects less records
compare to the final generalization level.

We illustrate the effects of storage memory used by RDDs in terms of the size of the

original input data size:

e Worst case: The size of a RDD is larger than the size of the executor. The executor
cannot offer to cache the RDD in the executor memory as the size of the executor
memory is not large enough to cache the RDD as well as to save any intermediate
data produced while processing some tasks. In this case, the previously cached data
(e.g., some parent RDDs saved in the earlier operation) is always removed from the
executor memory to make more space for execution. This requires deleting of the
cached previous RDD or trigger LRU operation to make more space in the executor
memory and requires re-computation of the (deleted/removed) cached (previous)
RDDs for the final stage.

e Balance case: The size of a RDD is same as the size of the executor (execution
and storage memory combined). In this case, the executor borrows some space from
the execution memory in case more space is required by the storage cache. The
re-computation of partition may not necessary. The executor is limited not to use

too many cache operations in memory but instead cache some RDDs in disk.

e Best case: The size of a RDD is smaller than the executor memory. This effectively

eliminate the cache restriction in the memory and all RDDs are cached.

6.5.2 Mitigating Overheads

Our hybrid approach can effectively reduce many overheads we discussed in Section 6.4.3.
The degree of how our proposed approach reduces the various overheads is summarised
as shown in Table 6.7.

Our approach provides better control of data size and the number of partitions asso-

ciated with RDDs which subsequently reduces many overheads appeared in other similar
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Table 6.7: Increasing RDDS Overhead effect on our proposal vs existing approaches

Re-computation Cost | Shuffle Overhead | Message Exchange | Excessive Caching
Recursive High to Higher High to Higher High to Higher High to Higher
Iteration High to Medium High to Medium High to Medium Medium
Proposed Solution Medium to Low Medium to Low Medium Medium to Low

methods. In our approach, children RDD size is always reduced by effectively removing
the data from its parent RDD that is no longer required for computation. At the same
time, the number of partitions at each child RDD is always reduced (i.e., almost half
of the number of partitions used by its parent RDD). Our approach also balances the
growth of RDDS. The number of RDDs created by our approach is almost half compare
to when recursive operations were used alone. The number of RDDs in our approach
is more than when iteration operations were used alone but the RDDs created by our
approach operates on more optimal size of partitions that reduce overheads. Equation.
6.3 represents the number of growths of RDDs in our proposal.

n.j )

(k*GL) 63)

i
OwurProposal = (Z 7+
=0

where n represents the number of records, j represents the total number of split points,

and ¢ is used as a counter for each split. GL denotes a generalization level in K-group.

6.5.2.1 Reducing Re-computation Cost

To avoid re-computation of RDD partitions in each iteration, our approach reduces the
size of Passive RDDs (NA_RDD) and process only Active RDDs(NA_RDD). The chil-
dren RDDs of Active RDDs often require less memory space for computation as the size
of children RDDs are always smaller than their parent RDDs. The reduction in data size
also results in having to deal with smaller number of partitions. The reduced number of
partitions can avoid the deletion and re-computation of Active RDD partitions from the

executor memory, as a result, reduces the re-computation time.

6.5.2.2 Minimizing Shuffle Operations

The shuffle operations are mainly triggered by (1) the increasing number of RDD par-
titions, (2) multiple computations on relatively larger size of data, and (3) the number
of stages of generalization process. Our approach addresses the first two cases (1) and
(2) by reducing the number of partitions at each round of iteration. This is done by
using re-partitioning approach in which assigns partitions according to data size while
removing the partitions in which the processes have been done. In addition, we separate
the processes relate to anonymized and non-anonymized records and processes only non-
anonymized records in subsequent stages. These two strategies can minimize the shuffle
overhead significantly. The last issue (3) is addressed as the result of the size of partition

gets smaller in our hybrid approach as it can provide more space for subsequent iterations
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for further execution. The shuffle cost of joining RDDs in the final stage is also reduced
than recursive approach because the number of RDDs created by our hybrid approach is

much smaller (i.e., about half).

6.5.2.3 Reducing Message Exchange

The reduction in the size and number of RDD can reduce the overheads associated with
message exchange between the executor and the driver. The reduction in shuffle operations
also reduces the communication cost associated with the message exchange because the
smaller number of shuffle operations demand much less message exchange. The massages
associated to change “status” (i.e., represented as M6 and M12 in Fig. 6.5) between the
executor and the driver is reduced, so as the instruction massages (represented as M2,
M8, and M13), as the result of the small number of partitions attached to Active RDDs

in each iteration round.

6.5.2.4 Improve Cache Management

An important requirement for our proposed approach is to use cache for Passive RDDs
that are only required in the final stage. We improve the cache usage by reducing the size
of cache RDD at each stage. At the start of each iteration, we separate the anonymized
records and store it NA_RDD while we re-partition according to the size of NA_RDD
and cache it at the end of each iteration. The reduced number of partitions requires
much less cache storage compare to the parent RDD. We use storage memory to hold the
A_RDD for the next iteration. The storage memory keeps NA_RDD in the cache while

the rest are saved in the disk.

6.6 Experiments and Results Analysis

In this section, we first describe our experimental setups that include details of the system
environment configurations and dataset. This is followed by discussion of performance and
scalability of our proposed approach. Finally, we discuss our findings in privacy and utility
trade-offs.

Table 6.8: Adult dataset

QID Distinct gid Value GL
Age 74 6
Work Class 8 4
Education 16 4
Race 16 2
Gender 2 1
Native Country | 41 2
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Table 6.9: Setup Parameters

Spark Parameters Experiment Parameters
Driver | Executor No of Executor No of K Group | Dataset | Number of
Memory | Memory | Executors Cores Partitions Size Records QIDs
Fig. 6.10 6.5 GB 4GB 12 3 8-14 2 0.5B - 2B 6
Fig. 6.11 6.5 GB 4GB 12 3 10 2 6B 2-6
Fig. 6.12, 6.13 | 6.5 GB 4GB 12 3 1 2 -100 3.2K 6

6.6.1 Experimental environment and dataset
6.6.1.1 Datasets

We used US Census dataset (often described as Adult dataset) [15]. We downloaded the
original Adult dataset, then scaled it up using [106] method to create a set of larger
datasets for the experiments. Table 6.8 illustrates the quasi-identifiable attributes (Q1D)
we used in our experiments and generalization level (GL) for each QI D obtained from the
taxonomy trees for Adult datasets. The” Salary” in the Adult dataset is set as sensitive

attributes. The details of the experimental setup are illustrated in Table 6.9.

6.6.1.2 System Environment Configurations

We used Spark version 2.3 along with Yarn as a cluster manager. We configured Yarn and
Hadoop Distributed File System (HDFS) using Apache Ambari. HDFS distributes data
in a NameNode (worked as a master node), a secondary NameNode, and six DataNodes
(worked as worker nodes). We configured 3GB memory for Yarn NodeManager while 1GB

memory was allocated to ResourceManager, Driver, and Executor memories each.

6.6.2 Performance Analysis and Scalability

In this section, we discuss and compare the performance results of our proposal against
similar implementation of iteration and recursion-based approaches. Our experiments
were conducted to understand the performance implication based on the increasing data
size and the scalability implication based on the operations conducted on the different
number of QID. We ran all experiments at least 10 times and report the average results.

Increasing Data Size: we conducted the experiments to quantify the performance
cost of our proposed approach. We first measure iteration-based Fig. 6.7 and recursion-
based approach Fig. 6.6. Then compare them with our proposal Fig. 6.8. To ensure
comparability across different experiments, we used the same workload and Spark cluster
configuration. We also ensured that we use the same dataset size and the same number
of QID for our experiments to compare the results.

Fig. 6.10 compares the execution times of our approach along with recursion and
iteration-based approaches. The results indicate that our proposal yields the lowest exe-
cution time compared to other two while the recursion-based approach shows the highest

execution time. The highest execution time in recursion-based approach appears due to
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Figure 6.10: Compare results for Increasing record size

growth in the higher number of RDDs at each recursion. As it require to process all RDDs
for the next recursion, it increases the execution time where RDDs were executed in a
sequential manner. We also noticed that the execution time for iteration approach was
relatively higher. We identified a significant bottleneck where relatively larger RDDs that
are bigger than the size of the executor memory were processed.

Increase Number of QID : In the Fig.6.11 shows the set of experiments for varying
the size of QIDs. We run an experiment for increasing the size of QID on a fixed number
of K and the number of records to understand the relationship between the execution time
and the scalability of operations represented by the size of QI Ds. Note that processing of
a QID involves applying generalization levels on the number of distinct attribute values
with QID. Each additional QID required more computation to apply generalizations

thus adds more execution time.

{+ Proposal —4— Recursion —A— Iteration }

T T
— 40+ B
5
=
3
3
@2
)
R ]
) /
0t ! ! | B
2 4 6
QID

Figure 6.11: Compare results for Increasing QID for fix number of Records

The results indicate that our proposal yields the lowest execution time compare to
other two approaches. We observe that the cardinality of quasi-identifiers and general-

ization level has a strong relationship with execution time. For example, the execution
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time has increased between Q4 - Q6 in the iteration-based approach because the QIDs
in this approach have more distinct number of quasi-identifiers compare to Q2 and Q3.
Similarly, generalization levels applied for Q2 and Q3 were less compare to Q4 - Q6. We
identify that “Native Country” in Q5 has a very high cardinality which resulted in the
increase of execution time.

The increase in execution time for recursive approach was linear correspond to the
increasing number of iterations of QID. We observe that there was a strong relation-
ship between the depth of recursion (i.e., many how recursions were executed) and the
execution time. For example, the QI Ds of "Race” and ”Native Country” have relatively
high cardinal values with fewer levels of generalization which create more recursions. We
observe that the execution time was higher in the inclusion of these QIDs compare to
other QID sets.

The execution time for iterative approach was almost double compare to our approach.
We assume that the reduction in the partitions size of each RDD has attributed to im-
prove the execution time for our approach while the partitions size of RDDs in iterations
remains the same. The execution time for Q4 - Q6 in iterative approach was more promi-
nent compare to our approach. We identify that the iterative approach required checking
dimensions from the start to the end in each and every iteration regardless whether the
data was anonymized or not. This has significantly attributed towards increasing execu-

tion time.

6.6.3 Privacy and Utility benchmark

We utilized privacy and utility metrics to understand the implication of the level of privacy
and utilise for our proposed method as these metrics allow us to quantify the success of an
anonymization algorithm. A privacy level is estimated by recognizing the uniqueness of
information, a low privacy normally implies that it is anything but difficult to distinguish
an individual (e.g., attribute) from a group (e.g., numerous records). Similarly, a high
privacy demonstrates that it is (increasingly) hard to uniquely recognize an individual
from a group (e.g., there are numerous records having the same values). We used Kullback-
Leibler-divergence (K LD) as a privacy metric while use Information Loss (I1,) as a utility

benchmark.

6.6.3.1 Kullback-Leibler-Divergence

Kullback-Leibler-Divergence (K LD) is used to identify the likelihood ”probability” of the
original attribute present in the anonymized attribute for each record [76]. For example,
let’s assume that the original attribute of the age of 21 is anonymized into a range of 20-
23. The K LD can measure what is the possibility of guessing the original data of age 21
from the range 20-23. The K LD is performed on the anonymized records by calculating

the likelihood of the presence of each attribute then sums all the value for each attribute
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within a record and repeats this for all records.

" Prpp+(r)
KLD = Prpp-(r)log == (6.4)
r=1
Here, Pirpp indicates the sum of the likelihood of the presence of the original at-
tribute within the original data (at a record level). Prrpp at this stage would have a
very high data utility and no privacy as there are no changes made. Prrpp(r) indicates
the sum of the likelihood of the presence of the original attribute within the anonymized
record. Prpp~ usually has lost some degree of data utility and has gained some degree of
privacy because the data in this set has changed from the baseline after an anonymization

technique like our proposal is applied.

| | | | |
00 20 40 60 80 100
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Figure 6.12: Performance of Privacy using Kullback-Leibler-Divergence score

The KLD score starts from the zero indicating two records values are same. As
anonymization progresses, K LD score is expected to grow as the difference between the
original dataset and the anonymized datasets becomes bigger. Fig.6.12 presents K LD
scores of our proposal which demonstrates a sharp linear growth of the score at the lower
level of K-group sizes (e.g., from K = 2 till K = 50) while the growth is slowed down
after K = 75. A slight change of K LD scores in the range K = 25 to 100 represents
the increase in generalization levels in order to obtain more similar records compare to
lower K group size. As K LD measures the difference between records, the changes in
the larger record set with possibly higher generalization levels means more records are
different from the original record thus resulting increase in K LD score. The K LD score
for our approach and big data Mondrian based approaches [55,113] provides similar scores

to validates the accuracy of our implementation.

6.6.3.2 Information Loss:

Information Loss (I},) is used to measure the degree of how uncertain it is to identify the

original value from the anonymized value within a record [135]. The Ij, in our context



Experiments and Results Analysis 121

is computed for each attribute individually and then added for all attributes for each

generalization level. To compute I,

I (GL) = sumg;q — log m (6.5)

where GL represents the generalization level, gid represents either a numeric or cat-
egorical attribute. A generalization range for the numerical gid can be calculated by
subtracting ¢gid.min from gid.max in a given generalization level. For example, for a gen-
eralized data range of an age (17-20), the information loss is computed by calculating
range.max minus range.min (i.e. 20 - 17= 3), taking the multiplicative inverse of the
value (i.e.,1/3), taking the log of the inverted value (log(1/3) = log(0.333) = -4.77). As
the result of log returns negating value, the formula converts it to the positive value
[4.77=-(-4.77)]. For the categorical attribute, a generalization range is a complete list of
all possible values for a given generalization hierarchy level. For example, for a general-
ization record a gender (Female or Male), the information loss is calculated by using the
total number of unique categories (i.e., in this case 2), taking the multiplicative inverse of
2 (i.e., 1/2=0.5), taking the log of the inverted value (log(1/2) = log(0.5) = -0.301) then
turn the result to the positive value [0.301=-(-0.301)]. The continuous and categorical

value are then summed together to measure the total information loss.

40
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Figure 6.13: Performance of Utility using Information Loss score

The results reported in Fig. 6.13 shows the percentage of information loss from the
original data to the anonymized data. The smaller K group sizes (e.g., from K = 2
till K = 10) appear to retain more information with the score range from 8% to 16
%. The score degrades quite sharply at K > 10. This appears due to the increase in
the generalization level associated with K group size. The larger the K is, it contains
the tuples with higher generalization levels which results more highly deviated record
sets from the baseline. The I, score depends on various aspects that include data type,
generalization level, anonymization approaches. We compare the results of I, score from
our proposed approach with and identify the similar trend for K group size

The I}, score for our approach and big data Mondrian based existing studies [6,131,154]

provides similar scores to validates the accuracy of our implementation for K group size.
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6.7 Conclusion and Future work

We proposed a novel hybrid approach for multi-dimensional data anonymization strategy
based on Mondrian. Our method creates a lot fewer numbers of RDDs and the smaller
size partitions attached to each RDD. These effectively resolve many overheads associ-
ated with existing methods, including re-computation, shuffling, message exchange and
cache management costs. Our experimental results illustrated that our proposal outper-
formed other similar methods in terms of performance and scalability. In addition, our
proposal resulted in highly acceptable data privacy and utility scores. In future, we plan
to investigate the characteristics of attributes (e.g., cardinality, generalization levels) to
identify any relationship between the characteristics and the growth in the number of
RDDs. We also intend to validate our proposal on other types of data anonymization
technique other than Mondrian such as run-time-based generalization [83] or cell-based

generalization [141].



Chapter 7

Conclusions and Future Directions

This thesis aimed to provide new privacy preserving models for protecting the privacy of
data being processed in the major distributed processing platforms such as MapReduce
and Spark.

In overall, the thesis is comprised of two sets of studies. The first set of studies,
contained in Chapter 2 and Chapter 3, provide a set of new privacy preserving models for
MapReduce while the second set of studies, consist of Chapter 4, Chapter 5, and Chapter
6, provides a set off novel privacy preservation solutions for Apache Spark platform.

In Chapter 2, we developed a privacy preserving platform for the prevention of privacy
leakage in MapReduce. Our platform can be seen as an extra layer of data protection for
MapReduce which allows the implementation of different anonymization techniques to be
applied which produce different sets of anonymized datasets depending on the requirement
of an application.

In Chapter 3, we introduced a novel k-NN classifier that can work on anonymized
datasets. We demonstrated that our proposed k-NN classifier could work effectively on
two separate anonymized datasets that were produced by utilising K-anonymity and
differential privacy approaches. In addition, we provided that various privacy parameters
(K group size, sensitivity and privacy budget) could be used to fine-tune the data quality
for accurate classification results.

In Chapter 4, we proposed a data anonymization approach named SparkDA for Spark
platform to provide more efficient in-memory data anonymization processing that could
avoid expensive disk I/O. SparkDA uses two critical RDD transformations, FlatMapRDD
and ReduceByKeyRDD, to take advantage of the Spark feature such as better partition
control, in-memory processing, and cache management to overcome the frequent disk
access during many data computation phases.

In Chapter 5, we developed a new generic approach for subtree-based data anonymiza-
tion for Spark. Our generic approach addresses the limitations associated with the support
for intensive iterative operations involved in the various subtree-based data anonymiza-

tion techniques. Our proposal implements a series of RDDs, in which executed in parallel
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fashion, to provide more efficient partition management, improved memory usage, and
supports for better iteration management. The experimental results show improved per-
formance by reducing the operation and computation complexity whiling maintaining
competitive level of data privacy and high data utility scores.

In Chapter 6, We proposed a novel hybrid privacy-preservation solution for multi-
dimensional data anonymization based on Mondrian that provides much better control
for the creation of RDDs and the size of partitions associated with each RDD. Our hybrid
approach reduces the overheads often found in the existing iterative based and recursive
based approaches. We demonstrated that our proposal was effective in reducing overheads
such as re-computation, shuffling, message exchange and cache management costs.

Our current study can be extended to the followings research directions:

e Implementation of other types of K-anonymity and differential privacy based ap-
proaches for single and multi-dimensional data in Spark using different RDD trans-

formations.

e A generic privacy preserving framework for Spark that can implement different data
anonymization techniques to produce different sets of anonymization results. A ma-
chine learning method could be investigated to find the optimal data anonymization

strategy for different types of application.

e Designing a privacy preservation solution for run time generated data. By under-
standing the nature of the run-time generated data, it can find the most suitable

data anonymization approach, apply it, and generate/store anonymized data.
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