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Abstract 
 
 
There are many situations where researchers cannot make use of real data because either the data 

does not exist in the required format or privacy and confidentiality concerns prevent release of the data. 

The work presented in this thesis has been undertaken in the context of security and privacy for the 

Electronic Healthcare Record (EHR). In these situations, synthetic data generation (SDG) methods are 

sought to create a replacement for real data. In order to be a proper replacement, that synthetic data 

must be realistic yet no method currently exists to develop and validate realism in a unified way. This 

thesis investigates the problem of characterising, achieving and validating realism in synthetic data 

generation. A comprehensive domain analysis provides the basis for new characterisation and 

classification methods for synthetic data, as well as a previously undescribed but consistently applied 

generic SDG approach. In order to achieve realism, an existing knowledge discovery in databases 

approach is extended to discover realistic elements inherent to real data. This approach is validated 

through a case study. The case study demonstrates the realism characterisation and validation 

approaches as well as establishes whether or not the synthetic data is a realistic replacement. This 

thesis presents the ATEN framework which incorporates three primary contributions: (1) the THOTH 

approach to SDG; (2) the RA approach to characterise the elements and qualities of realism for use in 

SDG, and finally; (3) the HORUS approach for validating realism in synthetic data. The ATEN framework 

presented is significant in that it allows researchers to substantiate claims of success and realism in 

their synthetic data generation projects. The THOTH approach is significant in providing a new 

structured way for engaging in SDG. The RA approach is significant in enabling a researcher to discover 

and specify realism characteristics that must be achieved synthetically. The HORUS approach is 

significant in providing a new practical and systematic validation method for substantiating and justifying 

claims of success and realism in SDG works. Future efforts will focus on further validation of the ATEN 

framework through a controlled multi-stream synthetic data generation process. 
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Glossary 
 

ATEN The ATEN framework is an SDG lifecycle incorporating the THOTH, RA and HORUS 
approaches.  
 

AU DoH Australian Department of Health 
 

CPG Clinical Practice Guideline 
 

HiKER Group Heath Informatics and Knowledge Engineering Research Group 
 

HIS Health Incidence Statistics 
 

HORUS Uses the knowledge developed by RA as the basis for validating realism in synthetic 
data and justifying success in SDG. 
 

NZ MoH New Zealand Ministry of Health 
 

RA A systematic approach used to discover realistic elements, characteristics and rules 
necessary to the creation of realistic synthetic data. 
 

PK Primary Key 
 

SDG Synthetic Data Generation 
 

THOTH The generic approach for SDG 
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“Behind every algorithm there is always a person. A person with a set of personal beliefs that no code 

can ever completely eradicate. You must identify your own personal bias. You need to understand that 

you are human and take responsibility accordingly.”  

 

 (Ekstrom, 2015) 

 
 
 
 
 
  




