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Performance Improvements to the 802.11 Wireless Network MAC Sub-layer

ABSTRACT

This thesis presents the outcome into the research and development of improvements to the
802.11 wireless networking medium access control (MAC) sublayer. The main products of the
research are three types of improvement that increase the efficiency and throughput of the
802.11 protocol.

Beginning with an overview of the original 802.11 physical layer and MAC sub-layer standard,
the introductory chapters then cover the many supplements to the original standard (including
a brief on the future 802.11n supplement). The current state of the 802.11 MAC sub-layer is
presented along with an assessment of the realistic performance available from 802.11. Lastly,
the motivations for improving the MAC sub-layer are explained along with a summary of
existing research into this area.

The main improvement presented within the thesis is that of packet aggregation. The operation
of aggregation is explained in detail, along with the reasons for the significant available
throughput increase to 802.11 from aggregation. Aggregation is then developed to produce
even higher throughput, and to be a more robust mechanism. Additionally, aggregation is
formally described in the form of an update to the existing 802.11 standard.

Following this, two more improvements are shown that can be used wither with or without the
aggregation mechanism. Stored frame headers are designed to reduce repetition of control
data, and combined acknowledgements are an expansion of the block acknowledgement
system introduced in the 802.11e supplement.

This is followed by a description of the simulation environment used to test the three
improvements presented, such as the settings used and metrics created. The results of the
simulations of the improvements are presented along with the discussion. The developments to
the basic improvements are also simulated and discussed in the same way.

Finally, conclusions about the improvements detailed and the results shown in the simulations
are drawn. Also at the end of the thesis, the possible future direction of research into the
improvements is given, as well as the aspects and issues of implementing aggregation on a
personal computer based platform.

Institute of Information Sciences and Technology =i =



Michael! Philip Morrison

ACKNOWLEDGEMENTS

Firstly, I would like to thank my supervisor and co-supervisors - in no particular order, Firas Al-
Ali, Amal Punchihewa and Liyanage De Silva. They have given me guidance throughout, and
have been invaluable. Without them this thesis and the research that it concludes would have
been impossible.

Secondly I would like my family and my friends. I have unfortunately not had much time to see
you all during the past year. I wish to thank you for the support that you have given me
without the slightest hesitation. Thank you so much.

I would also like to personally thank Matthew Sinclair who, as a fellow research student and as
a long time friend, has provided everything I could wish for in a friend and colleague. You have
always been a faithful companion, and may it continue for a long time to come. Good luck in
your future endeavours.

Last, and definitely not the least, 1 wish to give my warmest thanks to my long suffering
partner. She has endured my venture into this research without the slightest hesitation. I am
eternally indebted for her support and love given throughout. Keren, I love you.

- i - Massey University



Performance Improvements to the 802.11 Wireless Network MAC Sub-layer

TABLE OF CONTENTS

Abstract

AckNOWIEdGEMENES v siicnmsisvimmsonimisiesys i e s R s eas s s

TaDIE Of CONEENES. . evverrerrreriierreerrsrrerersrrerserssssrsesssersssrrssersssssrassssrsssersssnsessnns

List of Figures

List of Tables

List of Excerpts

1  Introduction

1.1
12

2  State of 802.11 Standards

2:1

2.2

2.3

B K O I e e s e S T TSN e AR Ao
Cantent OF TheSIE i isiss crimiinms s e b et s s s aa

..............................................................................

..........................................................................

------------------------------------------------------

Introduction to IEEE 802 and IEEE 802.11....ccccivvvrerverennrnrncnrnnnraneencd
2.1.1 OSI Basic Reference Model ....ccvvevveerveririserennsessssessennennnd

2.3:2 IEEBE 802 Part Ilciimvennermsininvin

802.11 PhysSiCal Layer....uveruiereeersrererrsnnermesmmremmmmesnsssanes
222 BRI iR R R TR
2.2.4 The next standard - 802.11N ...cueuvurvrmreerrmisensrenmmmnssssersmennsnnns
2.2.5 Graphical Comparison of Physical Layer Standards...............
2.2.6 Other Physical layer Supplements .........ccccvciniinecrinninnnn,
B02.11 MAC SUD- YN euuiveeriiruneereriiressesesrrsrsreriseeresssssansssnssssenns
2.3.1 MAC SUD-layer SErVICeS ......cuvummerrrersserierrississsanseressrsesnssenss
2.3.2 Medium Access and Coordination FUNCtions ........c.ceevueevannnns
233 Frame FOMMME .o sysinaississiye
2i308  BO2LTE i inimssesi s i A S S S AP RS AR A

N oo

O o o ~

10
10
11
11
13
14
16

Institute of Information Sciences and Technology -iv -



Michael Philip Morrison

Why Improve the MAC Sub-layer .......coccvviiinieennnan. .18
3.1 Realistic 802.11 Performance .........corissssiisssnsnmmimnseeesssessranssnnsne: 18
3.1.1 Data Rate and ThroUgNpUE...cvsimivesiisssessnssissnacissimonsis 18
3.1.2 Calculating the Maximum Throughput ..........ccc...... w19
F1.3 ReAHStE PACKEIE i s mimceissbimsaras sonmissnns sasssnnesss s sy Ty sA TS 24
3.2 Effect of the 802.11€ EXtENSION.......cccvemmmmmmmmrrasirmsissessesssssansnnsesnns 20
3.3 MAC Sib-aver EMCentY . causisaimossvisrinis o i
3.3.1 Ovemead PArcentage s vasavirvraiivsivisossvasssusssevissconissaisn 27
G B B T | T 29
EXIBHNG IMPIOVEITENTS s maniausananaisimmvssnising 1
4.1 Improving RTS/CTS MechaniSm......couveieiimirmmmmuneisimsasisermsania 31
4.2 Packet AQGregation....ccccecviiiriiuiiesiniensiininieeis s 33
AT 0N wusavcovmvsancawsssienvavvmn s wbis e oSS P VRS AR TR R R oA NA 35
S o TR o R e KT T e e 35
5.1.1 Operational Details. iciiviiamnsisimisasiviinaig 36
5.2 AGGIegation TVPeS auvssmiimivasnsimmisvais i tai v 37
5.2.1 Forced Delay AgOregation .. aisessismssaiisssssssironsesastssnssss 37
5.2.2 Congestion Triggered AQQregation .........uuveereereerrnnerennsaeeenns 38
5.2.3 Comparing the Two Types of Aggregation ...........coveesevecannnne 39
5:3 Quelesin Agregation st isisniies s 41
5.3 OEUelig CONTO . cinessrsnpnosmmmsat s e A AT S 41
5.3.2 Different Control AIgOrthmsS......ceeeeevirereriiirsenrrressrenssrsnaenn 42
Etanaing AGUEEHAHON  w s iserimmaseiss s i sy st et es s 43
6.1  QUEUEING ACCESS ..vvuvererersreesmsnssarsssssssesesnsnssssssseessssnssssssssnssnessees 43
6.1.1 Look-Ahead QUEURING ....cccrrerermemrmssinsssnsssissssassssssssssorasasess 43
6.1.2 Indexed Queueing Machine............ccevuus ...44
6.2 Temporary Queueing Priority ......ccovrsinciniennnnieinn .. 45
6.2.1 Load based temporary queueing Priority....cccceersvesrenssssrnnne 45

6.2.2 Time based temporary queueing Priofity....cccoeeseecsrasiesieanns
6.3 Payload Size Backoff .ccnivsiniiinsivassinsiaiininsvesininrarissves s

Massey University



Performance Improvements to the 802.11 Wireless Network MAC Sub-layer

10

Standardising Aggregation.......icueereieriicrnierine i snriirree s eeenresaneresane
7.1  Frame FOTMAE s s iovassivsimes vavssis tassvises iise
7.1.1 Frame Control and Frame TYPE ....covvrivrerrsiieneremrusnerenenrsnnns
7.1.2 Duration, Address and BSS ID Header Fields........ccccvuinurnnne
7.1.3 Sub-header Packet Check SEQUENCE.......ccceeerireinrinciissenns
7.1.4 Sub-header Length Field.......cccecrmiirrricirercnanscneransernreneraenes
7.1.5 Overall Frame and Sub-header FOrmats........couuvniisssrirennnnss
7.2  MAC Sub-layer Formal DeSCription .........eueseeiererveeseresessrasersmssnsnnes
7.2.1 SDL Description of 802.11 MAC Sub-1ayer .....cccuvvvnereernnersnnes
7.2.2 Modifications to SDL Diagrams ........ceeeerivivinnevrrnnennns

Combined ACKNOWIEAGEMENES. .. cvievurirrierrrirrraeeresiiresrirrasesssssnsessresnssnes
8.1 802.11e Block Acknowledgment ........ccciiiiiiiiiiiiiiniienee s ieseannnas
8.2 Combined AcknowledgementsS........cvueerereriernseerisiieseeersnennes
B.3  EHeNSIONS s i resis s e st san raas st s s s

8.3.1 Integrating Combined Acknowledgements with

AQATBYATION vamsomsommsmmnm s e s
8.3.2  Link QUAalLY ..viieeeriiieieeriiir v snn e eri e s s ensann e

Stored Frame Headers...............

9:1  Control SYSERMY cssusmisssssssrrmmmmmrssssresrssemsssassmnesssosvasas
911 Global Control SYSTam s asvasiivsssrnssasansissssmms s
0,12 Complexity.cnisssimmiisitoninsiaiamasiaimeie

.66

9.3 Benefits of Stored HEAders ........uivviimiiiinisieisisiicnnsncrnssnsnnnnsnnssens

o o I 1 (0 12T | e SO U S U R

O PORTIBRIOWY daivicuinacan amainaainaiinin s s i R RANARARRN DN AVA AR SRR SAAFRN R AR
10.1 Packet Generator.......cccciieruerium i s s se s s er s s s
102, SIMIaton DRI .iicamminrmnisis s Arss st sseisnin

10:2:1: Simulation Qperation . wmiinsies mooEsa s asise

10.2.2 Simulation Archifethure s wsssivimsmseirissisis o

10.2.3 Simulation:Statistics and Metrics...omerremeimsarsassimnsersenessens
103  EIOr MOOE conciieivsiiisscsmisoninisnaonsmsiasivisemsseiasisoinismians

47
47

.47

48
49
51
52
53
53
54

60
60
60
62

62
62

wiven D

63
63
65

67

68
68
70
70
71
72
74

Institute of Information Sciences and Technology -vi-



Michael Philip Morrison

11 Simulation Results and DiSCUSSION....uvviiirmiissrieermmiimeremmanismnsennees 79
11,1 (QUEUCING ACCESS iireisinsarriisrisssmssiaiinssiminimvsiminse 19
11.2  Simulation of Queueing AlGorithms ........ccccerviminuinimmmiimsisinnininn. 78

13.24. LoWafRe I08dS v seinsismaianiavd 9
11.2.2  Medium traffic 10adS.......coevererensiercrrmmmreremssissssrsnssins 84
11.2:3 High Bafmc 10808 cniaunmsiiisaisicanmsmmicaasamiig 90
1124 SUMIMATY icosimmsaiasismaamvismnimmmsnimmsiss Ol
11.3  Aggregation and 802.11b Physical Layer.........cccecnieniiiiiinininnnnn. 92
11.4  Load Based Queueing: Byte load or Packet 10ad........ccovevevriienens 94
11,5  Temporary Queueing Priority.......ccooeeuiiemencremiinsniiansssiinensnsnennns 97
11.5.1 Load based TQP in the general Case.........cccovevrvrrvrinniennenns 98
11.5.2 Time based TQP and specific traffic characteristics........... 101
11.6 Pavload:Size Backoff .iciiiiiinasiminimiinmisisieiissssmitionsiis 104
11.7 Larger Pavioat SiZesvanimminsnmasisasinaimnsiinieens 108
11.8  Combined Acknowledgements.........ccccceiiiiiiiininnniicnnnnnnn 110
1181 LowaffiCIOa0s v mrrearsssnssssmnssmmss surssvmmiasis i canms 111
11:82 Medium to high traffic 16805 ...xinmmmmmnasas s 112
FLBZ  SOUTOTEIN oummsnsinnensinss o covamnmmsss s oo s i 115
118  Stored Frame: HEaters, s cmmrsseniiaram s resnsssensonss 115

12 CONCIHSIONS ionn it s s s s s S B 118

13 FULUTE YWOEK s carsnsaammpraanyivssanssany ssanssanssansaresmnssss s mpasssinsvasans saves 120
13.1  Implementation of Aggregation ........ccccoerrvariinevinmennmininsianeens 120
13.1.1 Pre-MAC Sub-layer Aggregation ......c.cceevviiiermasnienisniensnnns 121

13.1.2 Aggregation within the MAC sub-layer........ccccevveveirinnrenns 122

13.1.3 Implementation in WindOWS ........ccouveieeiiiiininersisnnnsennianee 123

13.1.4 Implementation in LiNUX .....ccuveismssecssnsnmnnmesnsananssssasasseans 124

13.2  Further Extending AQgregation.............eeeeeeeeessssiessssneressnsnneees 125
13.2.1 Multiple Receiver AGgregation.....cccsveesererisisirssenseerennannaes 125

14 ADDRNTICES < covvcisivisimsissmisimamis s mnoy. J20

15 AUNOTS PUDNGAHONS ... ..covvesrescssnisinsscaissnavssnnssisnniansonssanmsianussaanins 127

16 RBIEIBIIORS i iaiviiassssus viniviss sbvssivnsinsssussinssnsansinpsussinsssasauastusaiosnss 128

- vii - Massey University



Performance Improvements to the 802.11 Wireless Network MAC Sub-layer

LIST OF FIGURES

Figure 2.1: The OSI basic reference model.........couerans

Figure 2.2: IEEE 802 Standards Family as from [4]....ccceveremrererenrrrnnnanns
Figure 2.3: Comparison of the different 802.11 Physical layer standards ........
Figure 2.4: General frame format as from [1]...coicviiiiviiimiimriisseereninr e
Figure 2.5: MAC sub-layer Data frame (within BSS) .....ccccrvsmiermmmininisininnnainns

Figure 3.1: TCP data packet and acknowledgement over 802.11b .................
Figure 3.2: TCP data packet and acknowledgement over 802.11b .......cccceveue
Figure 3.3: Packet Distribution as from Baker & Tang [11]....cevvvevrrvneereernnnnnns
Figure 3.4: TCP ACK Transmission showing Physical and MAC overheads

of 802.11b (refer to Figure 3.1 (b) for exact timing details) ......
Figure 3.5: TCP ACK Transmission showing Physical and MAC overheads

10
15
15

21
23
25

of 802.11a (refer to Figure 3.2 (b) for exact timing details) ...... 29
Figure 5.1: Aggregating several packets into a single frame.....c.ocvvvvvvivrineenns 35
Figure 5.2: Proposed Aggregation Sub-Header .......cccvvveeiierieeeeerernnncennnnens 36
Figure 5.3: Forced delay aggregation mechanism .......cccevevisnnerimnmniesmssnsnnnns 37
Figure 5.4: Congestion triggered aggregation mechanism.......cocuurissrevnenesnnnes 39
Figure 7.1: Example Data frame, including sub-headers, with 4 packets

dGgregated s nneanaannnmism s i s G R R D
Figure 7.2: Proposed aggregation sub-header format..........cccciiciiiininiiiannnnn. 52
Figure 7.3: Proposed extension to frame format.........cccccvivvrennniiiinininninnnnn. 52
Figure 7.4: Existing section of Msdu_from_LLC_1b as from [1] ....ccoceriniininnnn. 54
Figure 7.5: Modified section of Msdu_from_LLC_1b...ccccvvviieeerennns — 1]
Figure 7.6: New SDL diagram Aggregate_2b(2)......cccoeeeericnrirnnnnn. ...56
Figure 7.7: Modified block Protocol_Control_STA........ccoeeeiiiiiiiennacncnincennnnn. 57
Figure 7.8: Existing part of diagram sta_tx_idle_2d(10) as from [1]...............58
Figure 7.9: Modified part of diagram sta_tx_idle_2d(10)........c.ccereveevriiennnn... 58
Figure 7.10: Modified diagram of block MAC_Data_Service ........ccceeevvverennnnnns 59
Figure 8.1: Combined acknowledgement frame format..........cccccvvvvnvnnnnnnnnnn. 60

Figure 8.2: Example of time triggered combined acknowledgement...............

Figure 9.1: Reduced Header Sizes of Stored Header System ........cocevrvirnrnnnnns

61

Institute of Information Sciences and Technology - viii -



Michael Philip Morrison

Figure 10.1: Cumulative packet size distribution function of packet generator
(compare with Figure 3.3, Tang and Bakers findings) ............. 69

Figure 11.1: Overall throughput for queueing access simulation with

Loy (6] 11 e L R O R G L e S O 76
Figure 11.2: Overall throughput for queueing access simulation with

12 RIS iisaiivs sawissnssnine vormaninnssenin draassnsandais cos LR m A s 5553 O
Figure 11.3: Average queue length for queueing access simulation with

2 S AEIOTIB  snarernsrormsassnsmas iSnsserisanasn e ARs s e RS R s SRR 77
Figure 11.4: Overall throughput for queueing control simulation with

RO cnvois vivvisins vaasemisx s h s ss AR AR R BB SR RS LA D
Figure 11.5: Byte efficiency for queueing control simulation with 1 station ..... 80
Figure 11.6: Median packet delay for queueing control simulation with

T SERYTON s ceonos i do s s S e S SR R R TR R S 80
Figure 11.7: Overall throughput for queueing control simulations with

2 AN s AR T G T O R TN 81
Figure 11.8: Byte efficiency for queueing control simulations with

2 ISEATIONS was v svimsammves s i s i v s AN RN S P AT S FS VAR STV S 81

Figure 11.9: Median packet delay for queueing control simulations with

2/StBHIONS ..o v iR R S A S T e R e 82
Figure 11.10: Maximum packet delay for queueing control simulation with

2 SEATIONG v cuiunuissomunniummssnmexsmiissy s swass oSN RS PR AHE S o 82
Figure 11.11: Overall throughput for queueing control simulation with

inter-arrival rate of 500 packets per second at each station...... 83
Figure 11.12: Overall throughput for queueing control simulation with

e O et e o S R T T S A O
Figure 11.13: (magnified) Overall throughput for queueing control

simttlation with 4 SBHONS .. uvminesianinisnissisme i 89
Figure 11.14: Byte efficiency for queueing control simulation with

N SIS R P R AT A
Figure 11.15: Median packet delay for queueing control simulation with

4 SO suisumnrnnaimasiasisssas s D
Figure 11.16: Average packet delay for queueing control simulation for

A A ONTS e o cssressrssssmsnssararssansmass somesnseassnrsnaisn SRS TR AR AN 87
Figure 11.17: Maximum queue length for queueing control simulation for
4 SEAbONS iuinicainni s s N PRI 87

-ix- Massey University



Performance Improvements to the 802.11 Wireless Network MAC Sub-layer

Figure 11.18:

Figure 11.19:

Figure 11.20:

Figure 11.21:

Figure 11.22:

Figure 11.23:

Figure 11.24:

Figure 11.25:

Figure 11.26:
Figure 11.27:

Figure 11.28:
Figure 11.26:
Figure 11.30:
Figure 11.31:
Figure 11.32:
Figure 11.33:

Figure 11.34:

Figure 11.35:

Figure 11.36:

Figure 11.37:

Overall throughput for queueing control simulations with
6 stations suimnrsissnsnii e nsRBReGIsTER BB

(magnified) Overall throughput for queueing control

simulations with 6 StationS.........ceeevieiirmrrererrinirec s reeieeeen.. 88
Byte efficiency for queueing control simulation with

6 SEAUOMS i i ...89
Maximum queue length for queueing control simulation with

B SEATIONG 2o e e e S S s R A s I O
Overall throughput for queueing control simulations with

12 SEABONG .innaiumismiinssssinisiamirms i 91
Byte efficiency for queueing control simulations with

12 STAHONS st e e e L
Overall throughput for 802.11b simulations with

500 packets per second per station......ccccimaimmnisiesisnnniensoens 93
Qverall throughput for 802.11b simulations with

1000 packets per second per station........cccccvvevivreniernnerieennen. 93
Overall throughput for load based simulation with 2 stations.....94
Overall throughput for load based simulations with

6 SIAlIONS i R G G e T AR RS 95

Median packet delay for load based simulations with

C BBREMOITIR v R S S S A RS AR B 95
Average queue length (bytes) in load based simulation with

6 SEALIONS. ..o 30

Average queue length (packets) in load based simulations with

B SEATI0DS. cccsmmemmrssmansirsensanspnsamnansrespasencanmsersre e snuensxsms s anass S0
Efficiency in load based simulations with 6 stations.................. 97
Overall throughput for first TQP simulations with 4 stations....... 98
Efficiency for first TQP simulations with 4 stations ...................99
Median packet delay for first TQP simulations with

& SRAEIONS i iunsvisnsisussiaianssnsoissaiisssao R aEe .100
Maximum queue length for first TQP simulations with

R Y R e T N N R T (5 e Tt e AT e A 100
Overall throughput without TQP enabled, for special case

traffic TQP simulations with 4 stations............ccccceeevviiviiennnnn. 101
Overall throughput with TQP enabled, for special case

traffic TQP simulations with 4 stations..........ceeeevrvvvevnerennennn.. 102

Institute of Information Sciences and Technology



Michael Philip Morrison

Figure 11.38:

Figure 11.39:

Figure 11.40:

Figure 11.41:

Figure 11.42:

Figure 11.43:

Figure 11.44:

Figure 11.45:

Figure 11.46:

Figure 11.47:

Figure 11.48:

Figure 11.49:

Figure 11.50:

Figure 11.51:

Figure 11.52:

Figure 11.53:

Figure 11.54:

Figure 11.55:

Figure 11.56:

Figure 11.57:

Figure 11.58:

Average packet delay without TQP enabled, for special case

traffic TQP simulations with 4 stations.........cccooveviceiiiiinnnnn.. 102
Average packet delay with TQP enabled, for special case

traffic TQP simulations with 4 stations..........cceeeevieninneannnnnnnn. 103
Average queue length without TQP enabled, for special case
traffic TQP simulations with 4 stations..........cccceeevivinerarinnnen.. 103
Average queue length with TQP enabled, for special case

traffic TQP simulations with 4 stations...........ccceeevviiiierinnnnn... 104
Overall throughput for PSB simulations with 2 stations........... 105
Transmissions failed in PSB simulations with 2 stations........... 106
Efficiency in PSB simulations with 2 stations .............c........... 106
Overall throughput for PSB simulations with 4 stations........... 107
Transmissions failed in PSB simulations with 4 stations.......... 107
Overall throughput for large payload simulations with

B StatONS s s R T R e e 108
Average queue length for large payload simulations with
FETALIONG o cnivmmssmisnmossvminmmersnas s cims s s R R e e e R 109
Median packet delay for large payload simulations with

4 SUALIONS cviitois i v s is s R G R e 109
Overall throughput for large payload simulations with

7 [ ] B PR S RUD S W SO S 110
Overall throughput for combined acknowledgement simulations
With 2 SEaHONS simnuamoimss s e s e i4s 111
Overall throughput for combined acknowledgement simulations
WIth 4 STAtIONS cvuveiciiieeie i e e 112
Median packet delay for combined acknowledgement

simulations with 4 stations.........cccccciiiiniiiiiieniennies 113
Average queue length for combined acknowledgement
simulations with 4 stations.........cccvvevereiervemreeenreerseneeeeeeen. 114

Overall throughput for combined acknowledgement simulations

WTEEY O SEATIONG = o wenuvruussuvasmnssvauevissmens sasams s s msm sis s ianains 114
Overall throughput for stored frame header simulation with

4 stations ......cceevevnnnn. . 115
Efficiency for stored frame header simulation with

& SEALIONIS ccvavininammunuuesons snnimsis somsis vs s s A oo bRsNARS HOSAFEE PHESRAN R Y 116
Median packet delay for stored frame header simulation for

4 STALIONS occisammmii s e S b T AT N AR Wi 116

Massey University



Performance Improvements to the 802.11 Wireless Network MAC Sub-layer

Figure 12.1: Throughput with aggregation and combined

aekNOWIBAQRMEINS «iiasssiuismmiissianiisssissismssiuiinsvsmisiie 119
Figure 13.1: Windows NDIS v5 Architecture as from [33] ....cccceerviiiniiemniinins 123
Figure 13.2: Location of NetFilter HOOKS.......cccccvrermremarssmsansessssscnessssnnsnecanes 124

Institute of Information Sciences and Technology - Xii -



Michael Philip Morrison

LIST OF TABLES

Table 3.1: Selected 802.11b timing detailS......coevierumriirreieninienriinrirrerraneennne 20
TFablé3:2: Time:par 80211 b BArSACHON v vussivissaisiiamimsss swe s sain 21
Table 3.3: Selected 802.11a tiMiNG AetAllS..sec cersrsrsranssersarsrssssnsnsasarsrssnnssrons 22
Table 3.4: Number of 802.11a symbols per MAC frame........ccceeevvniiiecriinnnnns 22
Table3:5: Time per 802 118 BaNSaetion wvisiasiniiariniivassaiiiaiisswis 23
Table 5.1: Summary of throughput achieved as from [27]....ccceeevrerireennennennns 40
Table 5.2: Summary of median packet latency observed as from [27] ........... 40
Table 7.1: Data Subtypes used in 802.11 [1] ..ieviveuverrrrreemiirnnenerenneesnesnnenens 48

Table 10.1: Packet inter-arrival rates per station and approximate data

BB s simmnomions ons somie san s s R AR Y R SR s VAN TR RS KRR AR RS 70
Table 10.2: Station only statistics generated in simulation .........ccceevviviiveennns 72
Table 10.3: Overall network statistics generated in simulation ...................... 73

Table 11.1: Combinations for queue access simulations, with approximate

fata IALes NI NbDE s e s s o 75
Table 11.2: Approximate combined traffic loads in Mbps for queueing

algarithm SIMUIBBONS s smmmsim v sasassassvpam e 78
Table 11.3: Loads for 802.11b simulations, with approximate data rates

- Xiii - Massey University



Performance Improvements to the 802.11 Wireless Network MAC Sub-layer

LIST OF EXCERPTS

Excerpt 2.1: Basic components of a MAC sub-layer frame — from

Excerpt 3.1: 802.11 Multirate support — from Section 9.6 of standards up to
and including 802.11i [1 - 4]..ccuiiiiiiiiiiiieeiniesesesnnsiseecisennne. 19

Excerpt 7.1: Sequence Control field definition — from the 802.11
21518 = [0 1] 2 O] Dt SO O O SR 49

Institute of Information Sciences and Technology - Xiv -



Michael Philip Morrison

1 INTRODUCTION

The introduction to this thesis covers both the literature survey, and the background
information, beginning with the general background and scope of the research. Then the
remaining introduction is divided into three separate and distinct chapters following the overall
introduction that provide a more detailed look at the facts of wireless networks.

The first of these covers the Institute of Electronic and Electrical Engineers (IEEE) 802.11 family
of wireless local area network standards, where they come from and where are they headed.
Secondly, the current 802.11 Medium Access Control (MAC) layer is analysed to find where and
why it needs attention, and thirdly a summary of the existing ideas proposed for the
improvement of the MAC sub-layer is presented.

1.1 BACKGROUND

The initial intention for this research was formulated during the years leading up to the
conclusion of my undergraduate course. I developed an interest in wireless networks, and
began to look beneath the surface, seeking the ability to understand the features of wireless
networks - in particular the IEEE 802.11 standard used for Wireless Local Area Networks
(WLAN).

Perhaps the most interesting facet of this topic was the use of 802.11's ad-hoc mode to create
a wireless mesh network. Wireless mesh networks need no existing infrastructure — rather they
simply and solely use the stations (wireless network devices) themselves. If two stations are out
of range of each other, they form a route through other stations.

Many of these networks have been created across the globe. These have been largely private
undertakings by groups of friends, neighbourhoods, municipal councils and many other
organisations. They exist to improve connections between the members of these groups, or in
many cases to create connections where none existed before.

However, while the connections are created, the throughput offered over the connections is
often not great, and can be much lower than the notional maximum speed. This research was
initially started to understand why the notional speeds were never attained in real world
deployments. Once the reasons were found and understood, it was hoped that improvements
could be found that would rectify the problem and provide a better service to the users of
WLANS.
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The main problem this research is targeted towards is the improvement of the throughput of
802.11 wireless networks. The improvements investigated within the research are also
presented alongside some other improvements to the 802.11 standard that are focused upon
other performances metrics — for example, greater priority for multimedia traffic.

The improvements detailed within this research, and the other improvements mentioned, have
the goal of improving the user experience of 802.11 wireless networks. All of the improvements
are part of an ongoing push for better performance, greater efficiency, improved robustness
and stability and an overall maturity for the collection of 802.11 standards.

1.2 CONTENT OF THESIS

Firstly, the overall 802.11 standard is introduced as part of the IEEE’s group of 802 networking
standards. This is followed with an overview of the general operation of 802.11, as well as
descriptions for the wide range of physical and MAC sub-layer supplements. This includes the
802.11a, 802.11b and 802.11g physical layer extensions, and the 802.11e MAC sub-layer
extension. Also, the next generation version — 802.11n - is discussed.

After this, the need for improving the MAC sub-layer is detailed. This includes a look at the
realistic performance delivered by the current set of extensions, and a look at the typical traffic
distribution likely over a wireless network. This is followed by the current state of research into
improving the MAC sub-layer, as well as an assessment of chipsets that claim to implement
improvements.

Then the main improvement targeted in this research — packet aggregation — is introduced as a
mechanism to significantly reduce the overheads of the 802.11 operation, and thus improve
throughput. Three chapters are dedicated to aggregation, with the first detailing the two main
types of aggregation and their respective operation, as well as how packet queues operate
within an aggregator. This is followed by a chapter dealing with the development of specific
parts of the aggregation mechanism in order to gain efficiency and cope with interference. The
third chapter formally describes aggregation as an update to the existing 802.11 standard using
the same formal description methods as the standard specification.

Then two more improvements to the MAC sub-layer are presented. Combined
acknowledgements reduce the overhead incurred by the acknowledgement system of 802.11,
thus giving an increase in the possible maximum throughput. A stored frame header system
aims to improve the performance of static wireless links, such as a fixed point to point wireless
link.
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The design and details of the simulation environment for the assessment of the improvements
is described. This is followed by a presentation and discussion of the results of the simulation of
the improvements.

Finally, conclusions are made both against the objectives of the research presented by the
thesis, and about the outcome of the individual improvements. Also included are comments
about the future direction of this research.
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