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Abstract

A Distributed Denial-of-Service (DDoS) attack is a type of malicious attempt

to disrupt the normal traffic of a targeted server, service, or network by sending

a flood of traffic to overwhelm the target or its surrounding infrastructure. DDoS

attacks expose significant security vulnerabilities in network devices, allowing for

malicious propagation. This presents serious security risks, including potential data

loss and financial consequences. In order to identify and mitigate the impact of DDoS

attacks, Artificial Intelligence (AI)-based techniques (e.g. machine learning or deep

learning) can be deployed with the aim of improving decision-making in networked

infrastructures to enhance reliability, interoperability, trust, security, and stability.

Many of the studies that have deployed detection frameworks for DDoS attacks have

suffered from the limitations of low detection rates, high false alarm rates, and a

lack of scalability. In this context, it is important to apply AI-based techniques for

classification and anomaly detection that can detect, prevent, and mitigate DDoS

attacks.

This research focuses on studying the detection of DDoS attacks. Traditional

shallow machine learning-based techniques for DDoS attack classification tend to

be ineffective when the volume and features of network traffic, potentially carry-

ing malicious DDoS payloads, increase exponentially as they cannot extract high-

importance features automatically. To overcome the limitations in extracting high-

importance features, we first investigate the classification of different DDoS attacks

based on a hybrid deep learning technique that combines Autoencoder (AE) and

Multi-Layer Perceptron (MLP). We propose a hybrid deep learning-based approach

to extract the most important features and feed them into the classifier to obtain

a multi-class classification of different DDoS attacks. Then, we provide a hybrid

deep learning anomaly detection technique Long Short-Term Memory and Autoen-

coder (LSTM-AE) based on multivariate time series sequences, which can effectively

detect potential DDoS attacks. We evaluate the effectiveness of the DDoS attack

classification and anomaly detection. To evaluate whether the proposed hybrid deep

learning-based anomaly detection is more promising, we apply the aforementioned

hybrid deep learning-based LSTM-AE anomaly detection technique based on time

series sequence analysis, to the real-world IoT sensor data (the IoT sensor dataset

of Indoor Air Quality (IAQ) from SKOol MOnitoring BOx (SKOMOBO) units de-

ployed on a large scale across the classrooms of primary schools in New Zealand). We

demonstrate the proposed hybrid deep learning-based techniques that can effectively

detect anomalies in the large-scale IoT dataset.

Finally, the outcomes of machine learning or deep learning performance lack

transparency, posing challenges in both explaining the results to users and instilling

trust in them. To address this issue, we propose a framework that can efficiently

classify legitimate traffic and malicious traffic, and explain the decision-making of

the machine learning/deep learning models by deploying Explainable Artificial In-

telligence (XAI) techniques.
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Chapter 1

Preface

A Distributed Denial-of-Service (DDoS) attack occurs when attackers make victims’ sys-

tem/network resources unavailable by sending massive amounts of requests to flood the

system resources/bandwidth of the victim’s system [14, 50]. DDoS attackers exploit vul-

nerabilities in the transport, network, and application layers (e.g., TCP, UDP, HTTP, and

ICMP, etc.) to send malicious payloads (e.g., network packets). These malicious payloads

are also referred to as botnet attacks - command and control infrastructure, which is a

large number of malicious network-infected devices that are remotely controlled [43,74,99].

Typically, attackers control these compromised botnets (or a series of bots) utilizing TCP

or UDP-based protocols at the application layer and launch a large number of HTTP re-

quests from the source IP to the victim’s IP address over the Internet, overwhelming the

server and resulting in a DDoS, thereby making it unavailable for legitimate users. TCP-

based attacks include MSSQL and SSSP attack types, while UDP-based attacks include

NTP and TFTP. Certain attacks use both TCP and UDP protocols, including DNS,

LDAP, NetBIOS, and SNMP [74]. A protocol attack attempts to overload the capacity

of the network by exploiting a weakness in the transport and network layers, causing the

target servers to become disrupted or inaccessible. These attacks can also be carried out

via application layer protocols using TCP and UDP, including SYN flood, UDP flood,

and UDP-lag [74]. Attacks launched from the transport and network layers are easy to

detect because they have clear signatures, whereas application layer attacks are more

sophisticated and difficult to detect [1].

DDoS attacks are not only conducted against online services, web applications, and

information infrastructure to cause downtime but also to prevent legitimate users from

purchasing products and using online services - such as emails, websites, and applications

- and affecting program performance [66]. As a result of the COVID-19 lockdown in 2020,

there has been an increase in attacks on education, online shopping, and office work, as

a large number of people are now studying, working, and shopping online, giving hackers

greater opportunities [6]. In [48] Azure Networking found there was a 25% increase in

DDoS attacks in the first six months of 2021 when compared with the fourth quarter of

1
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2020. Moreover, Azure mitigated approximately 35 thousand attacks against its global

infrastructure in the last six months of 2021, which increased from 43% compared with

the first six months of 2021. A white paper from Cisco [17] predicted that nearly 300

billion mobile applications would be downloaded by 2023 and that DDoS attacks would

rise to 15.4 million globally by 2023. With the demand for Internet connectivity expanding

rapidly to mobile devices and the Internet of Things (IoT) which is predicted to reach

500 billion by the end of 2030 [103], there is an increasing concern for developing effective

DDoS defense techniques.

DDoS detection is becoming an urgent need because of the sophistication and diversi-

fication of attacks. For instance, difficult-to-track attackers and unknown or new types of

attacks occur continuously (e.g., zero-day attacks) [2,96]. Detecting DDoS attacks is be-

coming increasingly difficult not only because a large proportion of attack traffic is similar

to legitimate traffic but also because of newer hybrid attack methods [20,99]. Therefore,

the detection and mitigation of DDoS attacks not only protects the network for legit-

imate users but also reduces financial loss for businesses [68]. To address this concern,

many Artificial Intelligence (AI) methods, both using traditional statistic-based, machine

learning-based and more advanced deep neural network-based, have been proposed in

recent years to demonstrate the feasibility of such AI-based approaches to safeguard

the networks from DDoS attacks. To detect and mitigate DDoS attacks, statistic-based

and machine learning-based approaches have been proposed for signature thresholding

methods to identify and discriminate DDoS attacks [9,49,84]. However, most traditional

statistical and machine learning-based detection approaches require better-selected fea-

tures, defined thresholds, and difficult to detect previously unseen DDoS attacks [20,99].

In contrast to traditional detection techniques, deep learning-based DDoS attack detec-

tion - such as CNN, AE, or RNN and others - can provide better detection rates for DDoS

network traffic, compared to traditional statistical and ML-based techniques [99]. How-

ever, some limitations of existing deep learning-based detection need to be addressed, AE

models are sensitive to the anomalies in the training phase, and RNNs can better address

historical sequence data, but face the shortcomings of the vanishing gradient problem, etc.

In this context, research questions provide in this thesis to address the aforementioned

problems using a state-of-the-art large-scale DDoS dataset

• Q1: What is it about the DDoS attacks that require attention in a detection strat-

egy?

• Q2: What are the main influencing factors about datasets that affect DDoS detec-

tion rate?

• Q3: What are the strategies for adopting artificial intelligence (AI) that can better

detect DDoS attacks?

• Q4: How we can explain the decision-making behind the model when the model has

made a decision and obtained a result?
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The main goals of this research are to evaluate DDoS attack classification and anomaly

detection by adopting hybrid AI-based Deep learning techniques. The main contributions

are as follows:

• We propose a hybrid deep learning model named “AE-MLP” not only to detect

DDoS attacks but also to classify the attack into different DDoS attack types. This

classification capability can provide an opportunity for cybersecurity professionals

to devise an optimal and relevant response strategy as quickly as possible before

disastrous damage is done by different DDoS attack types. The proposed model

uses an Autoencoder (AE) to extract the most important features from a large-

scale DDoS attack dataset. Finding the set of correlated, compressed, and reduced

feature sets not only improves the accuracy of detection but can also effectively

reduce expensive execution time. Our experimental results, comprehensively and

extensively evaluated, demonstrate a very high detection rate for detecting DDoS

attacks and classifying them into correct attack types.

• We propose a novel time-series anomaly detection architecture that leverages

reconstruction-based LSTM-AE for efficient DDoS attack detection. The LSTM

networks are to learn the long short-term correlation of data within a time series

sequence while autoencoder is used to identify the optimal threshold based on the

reconstruction error rates evaluated across all time-series sequences. The model is

trained on normal time-based traffic flow features using a subset of traffic flow in-

formation over a fixed-time window length. An anomaly score (MAE value) of each

traffic flow is computed, which can be calculated flexibly based on different fixed-

time window lengths. We demonstrate that our proposed model is an effective and

promising method for detecting anomalies in a timely manner.

• We provide a hybrid deep learning model that exploits the capacity of LSTM and

Autoencoder (AE). Our model uses LSTM networks, which consist of multiple

LSTM units interacting with each other, to learn the long-term dependencies of

multiple indoor air data points within a time series sequence. In addition, our model

uses Autoencoder (AE) to reduce data dimension for more efficient training and also

computes an optimal threshold associated with each time-series sequence. Together,

our model is also suitable for detecting contextual anomalies of real-world IoT sensor

data (the IoT sensor dataset of Indoor Air Quality (IAQ) from SKOol MOnitoring

BOx (SKOMOBO) units deployed on a large scale across the classrooms of primary

schools in New Zealand). We demonstrate the proposed hybrid deep learning-based

techniques that can effectively detect anomalies in the large-scale IoT dataset.

• We propose a novel XAI-based SHAP explanation framework to explain the classi-

fication result in DDoS attack detection, which consists of two components: DDoS

classification using MLP classifier and XAI-based technique of SHAP to explain
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the most contributing features of the classification of the benign and attack traffic.

Our XAI-based explanation framework consists of two types of explanation: global

and local explanation. The global explanation we conduct is based on summary

plots and dependence plots. For the local explanation, we focus the analysis on a

single traffic in four cases, which are benign and malicious traffic correctly classi-

fied, and misclassified traffic. This work helps the users to trust and have a better

understanding of the prediction results of the proposed model.

The organization of this thesis is as follows.

Chapter 2 in this thesis presents the investigation of the classification of different

attack types of DDoS attacks. To overcome the limitations in extracting highly significant

features, we propose a hybrid approach named AE-MLP that combines two deep learning-

based models for effective detection and classification of DDoS attacks. Our proposed

model uses an Autoencoder (AE) to extract the most important features from a large-

scale DDoS attack dataset. Finding the most relevant compressed and reduced feature

sets to detect the classification of different DDoS attack types by the MLP classifier. Our

experimental results demonstrate high and robust performance in DDoS classification

(The work has been published in [89]).

In Chapter 3, we propose a reconstruction-based anomaly detection model named

LSTM-Autoencoder (LSTM-AE) which combines two deep learning-based models for

detecting multivariate time series anomalies in DDoS attacks. Our model is trained on

normal time-based traffic flow features using a subset of traffic flow information over a

fixed time window length. The largest computed MAE value from the training set is

used as the threshold to identify the anomalies. In this study, we apply three types of

DDoS attacks - DNS, LDAP, and SNMP - to effectively detect multivariable time series

anomalies.

In Chapter 4, to evaluate whether the proposed hybrid deep learning-based anomaly

detection is more promising, we present an extensive evaluation of the aforementioned

hybrid deep learning-based LSTM-AE anomaly detection technique based on time-series

sequence analysis, on the real-world IoT sensor data (the Indoor Air Quality IoT sensor

dataset from SKOMOBO units deployed on a large scale across the classrooms of primary

schools in New Zealand). We use an important feature value of the CO2 time-series

sequence data as the detecting data. We compare the evaluation in different time window

lengths and demonstrate that the proposed model can effectively detect anomalies (This

work has been published in [91]).

In Chapter 5, we propose a novel XAI-based SHAP interpretation framework to ex-

plain the model’s classification decision, which consists of two components: DDoS classi-

fication and explanation. DDoS classification is the use of an MLP classifier to classify

benign and malicious traffic, while the XAI-based technique of SHAP for explanation is

to explain the most contributing features of the classification of the benign and attack
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traffic. The decision explanation of the model is based on global and local explanations.

The global explanation uses the SHAP value to illustrate how much each feature con-

tributes globally to the prediction results. The local explanation is based on a single data

sample and is also known to explain individual predictions. We conducted an extensive

evaluation using the CICDDoS2019 dataset to find the most corresponding features, with

the explanation attached as the best exploration of the most contributing features.

In Chapter 6, we conclude this thesis and introduce future work directions.





Chapter 2

AE-MLP: A Hybrid Deep Learning

Approach for DDoS Detection and

Classification

2.1 Abstact

Distributed Denial-of-Service (DDoS) attacks are increasing as the demand for Internet

connectivity massively grows in recent years. Conventional shallow machine learning-

based techniques for DDoS attack classification tend to be ineffective when the volume

and features of network traffic, potentially carry malicious DDoS payloads, increase expo-

nentially as they cannot extract high importance features automatically. To address this

concern, we propose a hybrid approach named AE-MLP that combines two deep learning-

based models for effective DDoS attack detection and classification. The Autoencoder

(AE) part of our proposed model provides an effective feature extraction that finds the

most relevant feature sets automatically without human intervention (e.g., knowledge of

cybersecurity professionals). The Multi-layer Perceptron Network (MLP) part of our pro-

posed model uses the compressed and reduced feature sets produced by the AE as inputs

and classifies the attacks into different DDoS attack types to overcome the performance

overhead and bias associated with processing large feature sets with noise (i.e., unnec-

essary feature values). Our experimental results, obtained through comprehensive and

extensive experiments on different aspects of performance on the CICDDoS2019 dataset,

demonstrate both a very high and robust accuracy rate and F1-score that exceed 98%

which also outperformed the performance of many similar methods. This shows that our

proposed model can be used as an effective DDoS defense tool against the growing number

of DDoS attacks.

7
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2.2 Introduction

A Distributed Denial-of-Service (DDoS) attack occurs when attackers make victims’ sys-

tem/network resources unavailable by sending massive amounts of requests to flood the

system resources/bandwidth of the victim’s system [14, 50]. Typically, attackers exploit

vulnerabilities in transport, network, and application layer protocols (e.g., TCP, UDP,

HTTP, and ICMP, etc.) [74,99] to send malicious payloads (e.g., network packets). With

the demand for Internet connectivity expand rapidly to mobile devices and Internet of

Things (IoT) which is predicted to reach 500 billion by 2030 [103], there is an increasing

concern for developing effective DDoS defense techniques.

Table 2.1: The summary of existing ML and DL based approaches

Paper Techniques Domain Performance Dataset
[46] KNN, NB, RF, SVM IDS 98.86 ≈ 99.54 (Acc) CICDDoS2017
[81] NB, LR, DT, RF IoT 99.99 ≈ 100 (F1) IoT Botnet
[26] DT, NB, LR, SVM, KNN IDS 97.72 ≈ 99.99 (Acc) CICDDoS2019
[5] XGBoost SDN 99.9 (Accuracy) CICDDoS2019
[35] Stacking, Bagging, Boosting Smart Grid 92.2 ≈ 93.4 (Acc) CICDDoS2019
[59] Gradient Boosting IDS 96.8 (F1) CICDDoS2019
[59] CatBoost IDS 96.9 (F1) CICDDoS2019
[70] Random Forest IoT 99.97 (Acc) CICDDoS2019
[83] D3 SDN 84.54 (Acc) CICDDoS2019
[60] EFC IDS 97.5 (F1) CICDDoS2019

[77]
Bi-directional LSTM +

Gaussian Mixture
IDS 98 (Acc) CICDDoS2019

[70] MLP IDS 99.93 (Acc) CICDDoS2019
[82] Gated Recurrent Units (GRU) IDS 99.69 ≈ 99.94 (Acc) CICDDoS2019

[8]
Kalman Backpropagation

Neural Network
IDS 94 (Acc) CICDDoS2019

[69] MLP IDS 99.92 (Acc) CICDDoS2019
[21] RNN + Autoencoder SDN 99 (F1) CICDDoS2019
[30] Sparse-Autoencoder IDS 88.39 (Acc) NSL-KDD
[63] Autoencoder IDS 88.98 (Acc) NSL-KDD
[14] MLP IDS 79.39 (F1) CICDDoS2019

To address this concern, many Artificial Intelligence (AI) methods, both using tra-

ditional shallow machine learning-based and more advanced deep neural network-based,

have been proposed to demonstrate the feasibility of such AI-based approaches to safe-

guard our networks from DDoS attacks. One of the essential tasks in proposing the next

generation of DDoS defense techniques is with the effectiveness of feature extraction tech-

niques. Because it is infeasible and expensive to analyze the entire raw network traffic

samples manually among the large feature sets when not all of them provide useful infor-

mation for detecting malicious payloads. [39, 102]. Many state-of-the-art have proposed

solutions to feature extraction for DDoS attack detection and classifications using different

feature extraction methods [14, 39, 74]. Though these existing shallow machine learning

(ML) approaches have been shown to achieve high detection accuracy, some limitations

have been discussed. For instance, Nguyen and Reddi [55] pointed out the inefficiency
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in using ML approaches in handling raw, unlabelled, or high dimensional data. Others

[10,42,47] indicated that the accuracy of detection degrades with ML approaches when

a large dataset requires some level of manual feature extraction. Effective feature extrac-

tion of network traffic samples that are most relevant to the detection and classification

task does not only increases high accuracy but also can accelerate the execution time to

analyze the data. In this study, we propose a hybrid deep learning technique that uti-

lizes two deep neural network models for effective feature extraction and accurate DDoS

attack detection and classification without human intervention. The contribution of our

proposed model is summarized as follows:

• We propose a hybrid deep learning model named “AE-MLP” not only to detect

DDoS attacks but also classify the attack into different DDoS attack types in a

timely manner.

• Our proposed model uses an Autoencoder (AE) to extract the most important

features from a large-scale DDoS attack dataset. Finding the set of compressed and

reduced feature sets, most relevant to detect malicious payload, not only improves

the accuracy of detection but can also effectively reduce expensive execution time.

• Our proposed model does not only detect potential DDoS attacks but can effectively

classify different DDoS attack types. This classification capability can provide an

opportunity for cybersecurity professionals to devise an optimal and relevant re-

sponse strategy as quickly as possible before disastrous damage is done by different

DDoS attack types.

• Our experimental results, comprehensively and extensively evaluated, demonstrate

a very high and robust F1-score over 98% for detecting DDoS attacks and classifying

them into correct attack types. Our results outperformed the performance of many

similar methods.

We organize the rest of the Chapter as follows. Section 2.3 examines the related work.

Section 2.4 provides the details of the proposed AE-MLP model that contains the fea-

ture extraction and classification strategies as well as the algorithm involved. Section 2.5

illustrates the details of the dataset we used in our study and the methodologies we used

for data pre-processing. We describe the experimental results in Section 2.6 including

the experimental setup, the performance metrics we used, performance of our proposed

model, and a comparison to other similar models. Section 2.7 provides a conclusion of

our work and future work directions.
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2.3 Related Work

We review the existing state-of-the-art in addressing DDoS detection and classification

using Artificial Intelligence techniques, both shallow machine learning and deep learning-

based neural network here. The summary of these related works are shown in Table 2.1.

2.3.1 machine learning based approaches

Many classical shallow machine learning techniques have been used for DDoS classifica-

tion. The authors in [26,46,81] presents the performance of many classic machine learn-

ing techniques, such as Näıve Bayes, Logistic Regression, Decision Tree, Random Forest,

Support Vector Machine, and K-Nearest-Neighbour against various DDoS datasets with

the detection accuracy reaching near 99%.

Ensemble-based techniques were proposed by [5, 35,59] by utilizing different tech-

niques involved in bagging, boosting, and stacking, and the results show that some of

these techniques outperforming Random forest, Näıve Bayes, and KNN in detecting DDoS

attacks in different application contexts (e.g., Smart Grid, IoT).

The authors [70] propose a lightweight approach to detect DDoS attacks aimed at

resource-constrained environments such as IoT and show that their lightweight random

forest technique can achieve as high as 99% of detection accuracy. Varghese et al. [83]

proposed a statistical anomaly detection algorithm implemented in the data plane of

Software Defined Network (SDN) to detect DDoS attacks near real-time as a part of

an Intrusion Detection System (IDS). Pontes et al. [60] propose an Energy-based Flow

Classifier (EFC) which utilizes inverse statistics to infer anomaly scores based on labeled

benign examples. The anomaly scores are then used as classifying different DDoS attacks.

Their approach achieved 97.5% F1-score while the outcomes of other performance metrics

were not presented.

Despite often very high detection rate that achieves 99% accuracy, however, many

argued [10,42,47,55] that the detection accuracy degrades with the increase of the size of

dataset often containing high dimensional features. In addition, these approaches become

impractical when they require raw or unlabelled datasets that require manual feature

extraction. To address this limitation, a number of deep learning-based neural networks

that can detect DDoS attacks have been proposed.

2.3.2 deep learning based approaches

Shieh et al. [77] demonstrate a Bi-directional LSTM model along with a Gaussian Mix-

ture Model to detect and classify 6 different types of DDoS attacks with an accuracy of

98%. Sanchez et al. [70] proposed a standalone Multi-Layer Perceptron (MLP) achieving

the 99.93% accuracy and 99.96% F1-score. Rehman et al. [82] proposed a Gated Recur-

rent Units (GRU) model to detect DDoS attacks based on CICDDoS2019 dataset. They
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achieved the highest accuracy of 99.69% for reflection attacks and 99.94% for exploitation

attacks. Almaini et al. [8] proposed Kalman Backpropagation Neural Network where the

Kalman algorithm is used to fine-tune weight metrics while backpropagation was utilized

to tune biases. The performance evaluation results of their proposed model achieved a

performance of 94% accuracy with a low false alarm rate (0.0952). Samom and Taggu

[69] proposed an MLP model to detect 4 different DDoS attack types (i.e., SYN, NTP,

Portmap, and UDPLag) and compared the results with other machine learning methods.

Their study uses the Chi-Squared Function as a feature extractor to select 20 features

and then uses the PCA technique for dimension reduction. Their proposal showed that

their model achieved 99.92% accuracy on the CICDDoS2019 dataset. Though some of

these existing works appear to provide good performance near 99%, they often only offer

binary classification where it only detects whether network traffic contains a DDoS attack

or not but does not offer to classify what type of DDoS attack it is.

Elsayed et al. [21] proposed a hybrid method named DDoSNet that combines a Recur-

rent Neural Network (RNN) with an Autoencoder to detect DDoS attack at the Software-

Defined Networking (SDN) layer. The evaluation result of their proposal showed that the

DDoSNet model achieved the highest performance metrics based on Confusion Matrix

but again they also offer only binary classification. Javaid et al. [30] proposed a sparse-

autoencoder for feature learning and soft-max regression-based neural architecture for

classification and they achieved 88.39% accuracy. The authors in [63] automated thresh-

old learning for anomaly detection in an autoencoder-based model by combining it with

unsupervised learning technique isolation forest and got 88.98% accuracy. Can et al. [14]

proposed DDoSNet which utilizes an automatic Feature Selection (FS) technique based

on the context of the whole feature set then classifies them with fully connected MLP.

This proposed method achieved 91.16% precision, 79.41% recall, and 79.39% F1-score for

multi-class classification. The authors emphasized that the limitation of their approach

was low performance as they were using the whole feature set for classification.

2.4 Our model

Our proposed AE-MLP model consists of two phases: 1) The first phase involves feature

extraction via an AE; 2) The second phase involves DDoS attack type classification via an

MLP. During the first phase, we build an AE model by using traffic samples as input to

train the model. Once AE is trained, the features from the bottleneck layer are extracted.

These extracted features from the bottleneck layer of the AE model are fed as inputs to

the second phase where MLP uses it to classify different DDoS attack types. Figure 2.1

illustrates the overall approach that is used by our proposed AE-MLP algorithm.
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Figure 2.1: The overview of AE-MLP

2.4.1 Autoencoder and Feature extraction

Our AE is an unsupervised feed-forward neural network. It composes of an input layer,

an output layer, and several hidden layers. It has a symmetrical pattern – the output

layer has the same number of neurons as the input layer while any hidden layer generally

has fewer neurons than the input and output layers. The bottleneck layer, also referred

to as a latent space, is one of the hidden layers that has the smallest number of neurons.

The latent space contains the compressed representation of the input. Typically, the main

aim of AE is to reconstruct the input from the output, i.e. x̂ ≈ x where x indicates the

input while x̂ indicates the output.

In our approach, the input is reconstructed using AE while doing so we get the hidden

layer feature embedding with the minimum number of neurons which represents a lower-

dimensional projection of input features. This hidden layer embedding captures data

characteristics in the lower dimension, thus we have used it as input features to the MLP

classification model. To use AE as a feature extraction engine, our model goes through

the following steps.

2.4.1.1 Encoding

In the encoding operation (Eφ), any input sample x is a m dimensional vector (x ∈ Rm)

and is mapped to the bottleneck layer representation (h), as shown in Equation (2.1).

h = f1(w1x+ b1) (2.1)

where w1 is the weight matrix, b1 is a bias and f1 is an activation function.
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2.4.1.2 Decoding

In the decoding operation (Dθ), the bottleneck layer representation of (h) is mapped back

into a reconstruction of x, as shown in Equation (2.2):

x̂ = f2(w2h+ b2) (2.2)

where f2 is an activation function for the decoder. w2 is the wight matrix, b2 represents

a bias and x̂ represent reconstructed input sample.

2.4.1.3 Loss Function

To minimize reconstruct error on x with non-linear functions, the loss reconstruction (L)

is calculated from Equation (2.3).

L(x, x̂) =
1

n

n∑
i=1

(xi − x̂i)2 (2.3)

where n represents the number of training samples.

2.4.1.4 Feature Extraction

The equations (2.1), (2.2) and ((2.3)) represent working of single hidden layer auto-

encoder where h represent bottleneck layer feature embedding (encoding) of AE. This

embedding size is dependent on the number of neurons (k) in the hidden layer, in general,

its size is less compared to input dimension (k << m). AE model applies backpropaga-

tion to obtain optimal values for the weight matrix w1 ∈ Rm×k and w2 ∈ Rk×m and

bias b1 ∈ Rm×1 and b2 ∈ Rk×1 in equations (2.1) and (2.2) respectively to minimize the

difference between input x and output x̂. Mostly rectified linear unit (ReLU) is used as a

non-linear activation function in the hidden layer. In practice, multiple hidden layers are

used, where each layer has its own encoding and decoding function described in equation

(2.1) and (2.2) respectively. In our work, we have used the hidden layer with the lowest

number of neurons as a feature vector for our Multi-layer Perceptron classification model.

2.4.2 Multi-layer Perceptron Network and Classification

MLP is also a feed-forward network, unlike AE its output layer is equal to the number

of classes (p). The MLP has an input layer (our case equal to the size of AE bottleneck

layer), multiple hidden layers, and an output layer (equal to the sum of attacks and benign

classes, p = 6). Similar to AE, the hidden layer uses non-linear activation function (in

our case, we used relu function) to extract information from input features as shown in

Equation (2.4)

yz = frelu(hzwj + bj) (2.4)
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where hz represent latent space embedding from AE as feature vector, wj is the weight

matrix , bj is bias vector, frelu non-linear activation function of hidden layer and yz is

information extracted at hidden layer of MLP.

By processing the input vector hz, the hidden layers of MLP produce the vector yz.

This vector yz is fed as input to output layer to predict output class. The output layer

mostly use softmax function for multiclass problems.

Finally, output class (ŷ ∈ Rp) can be predicted using equation (2.5).

ŷ = softmax(yzwy + by) (2.5)

where wy and by are weights matrix and bias vector for the output layer.

2.4.3 AE-MLP Algorithm

The algorithm for our proposed AE-MLP model for DDoS attack detection and classifi-

cation is shown in Algorithm 1.

In our proposed model, we use AE as a feature extraction tool that can transform the

original data (e.g., network traffic) from the high dimensional space to the non-linear low

dimensional space. By doing this, the latent space at the AE now contains the number

of features that can be best represented to detect if network traffic contains a malicious

DDoS payload and further classify what type of DDoS attack payload it carries. To

determine the best features for DDoS detection, our AE goes through the following steps:

• We first use the unsupervised learning mode of the AE to train on the training

dataset for dimensionality reduction purposes.

• We have experimented on the number of different AE architecture in terms of the

number of input, hidden, and output layers and corresponding hyperparameters.

The best optimized AE architecture was the one that uses 77 encoded features as

input, a single hidden layer with 32 neurons, and the latent space that represents

the 24 features as the last hidden layer.

• The 24 features at the latent space are extracted.

The extracted features are then fed into the MLP model as inputs and are now used

to train the MLP model as a classifier to detect different DDoS attack types. To classify

different DDoS attack types, our MLP goes through the following steps:

• We use the supervised learning mode of the MLP to train on the training dataset

using the label contained in the training dataset.

• We have experimented on the number of different MLP architectures. The best

optimized MLP architecture was the one that uses 5-layers – 1 input layer, 3 hidden

layers, and 1 output layer.
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Algorithm 1: AE-MLP Classification

Input: Training dataset X = {x1, x2, x3, . . . , xn}
Testing dataset X ′ = {x′1, x′2, x′3, . . . , x′n}
Training Label Y = {y1, y2, . . . , yn}
Testing Label Y ′ = {y′1, y′2, . . . , y′n}
Encoder Eφ; Decoder Dθ; MLP Mδ

Output: O(ŷ′|y′)
1 begin

/* Phase 1: AE feature extraction */

/* Training AE in mini-batch */

2 φ, θ ← Initialize parameters
3 for number of training iterations do
4 sample mini-batch of k samples {X1, X2, X3, . . . , Xk} from X

/* Calculating loss */

5 V (E,D) = 1
k

∑k
i=1(Xi −Dθ(Eφ(Xi)))

2

6 φ, θ ← Update parameters using Stochastic Gradient Descent of V

7 end
/* Phase 2: MLP Classification */

8 δ ← Initialize parameters
/* Training MLP */

9 for each (x, y) ∈ (X,Y ) do
/* get latent presentations from trained AE */

10 a← Eφ(x)
/* trained MLP Mδ */

11 O(ŷ|y)←Mδ((a), y)
12 δ ← Update parameters using Stochastic Gradient Descent

13 end
/* Testing */

14 for each (x′, y′) ∈ (X ′, Y ′) do
15 a′ ← Eφ(x′)

16 O(ŷ′|y′)←M δ((a
′), y′)

17 end

18 end

• The activation function ”relu” was used for hidden layers while “softmax” function

was used at the last output layer for classification.

2.5 Data and Methodologies

In this section, we provide the details of the data we used for our study, the methodology

we employed for data processing, and the workflow of our proposed model. The CIC-

DDOS dataset has two datasets, training, and testing datasets, respectively. As seen in

Figure 2.2, we first use only the training dataset after applying a number of data pre-

processing techniques such as data cleaning, removing irrelevant features, label encoding,
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Figure 2.2: AE-MLP classification

and normalizing the dataset by scaling them to fit in the range of [0, 1]. After pre-

processing the training dataset, we fit the dataset into our proposed model for AE training

and subsequent feature extraction. The extracted features are then fed into the MLP.

Another training by MLP proceeds to train the MLP model. Once our proposed model

is well trained, we use the testing dataset first fed into the AE for the feature extraction

using the hyperparameters that were trained during the AE training phase, the extracted

features then are fed into the trained MLP for a classification task to categorize different

DDoS attack types.

2.5.1 CICDDoS2019 Dataset

In this study, we use the CICDDoS2019 [74] dataset that has been widely used for DDoS

attack detection and classification. The dataset contains a large amount of up-to-date

realistic DDoS attack samples as well as benign samples. The total number of records

contained in CICDDoS2019 is depicted in Table 2.2.
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Table 2.2: The number of records in CICDDoS2019

dataset total benign malicious
Training day 50,063,112 56,863 50,006,249
Testing day 20,364,525 56,965 20,307,560

Each record of the dataset contains 88 statistical features (e.g., timestamp, source

and destination IP addresses, source and destination port numbers, the protocol used for

the attack, and a label for a type of DDoS attack). The training dataset contains a total

of 12 different DDoS attacks (i.e., NTP, DNS, LDAP, MSSQL, NetBIOS, SNMP, SSDP,

UDP, UDP-Lag, WebDDoS, SYN, and TFTP) while only 7 DDoS attacks are included in

the testing dataset (i.e., PortScan, NetBIOS, LDAP, MSSQL, UDP, UDP-Lag and SYN).

The details of the date and number of records collected for different DDoS attack types

are present in Table 2.3.

Table 2.3: Daily label of data collection

Days Attacks Attack times Flow Count

Training Set

LDAP 11:22 - 11:32 2,179,930
MSSQL 11:36 - 11:45 4,522,492
NetBIOS 11:50 - 12:00 4,093,279

UDP 12:45 - 13:09 3,134,645
SYN 13:29 - 13:34 1,582,289

Testing Set

NetBIOS 10:00 - 10:09 3,657,497
LDAP 10:21 - 10:30 1,915,122

MSSQL 10:33 - 10:42 5,787,453
UDP 10:53 - 11:03 3,867,155
SYN 11:28 - 17:35 4,891,500

These DDoS attacks cover two different categories, some belong to Reflection-based

and others belong to Exploitation-based.

Reflection-based attacks: The attackers of the DDoS attack in this category typically

send malicious network packets to reflector servers with the source IP address set to target

the victim’s IP address so that the victim is overwhelmed to send an enormous number

of response packets. These attacks are typically carried out through application layer

protocols. In terms of our CICDDoS2019 dataset, any traffic with the (application layer)

protocol defined for MSSQL, SSDP, NTP, TFTP, DNS, LDAP, NetBIOS, and SNMP be

reflection-based attacks.

Exploitation-based attacks: The attackers of the DDoS attack in this category exploit

a particular protocol used in the network, transport, and application level of the Open

Systems Interconnection (OSI) model or TCP/IP 5-layer model. Transport layer protocols

such as TCP or UDP are typically used to overwhelm the victim’s IT resources (e.g., SYN

flood, UDP flood, and UDP-Lag) by sending a massive number of TCP or UDP packets.

The dataset labeled with SYN, UDP, and UDP-lag in CIDDDOS2019 belongs to this

category. The DDoS attack categorization is seen in Table 2.3
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DDos Attacks
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Figure 2.3: DDos attacks categorization and hierarchy [74]

In our study, we use 5 DDoS attack types (i.e., LDAP, MSSQL, NetBIOS, SYN,

UDP) and benign traffic samples to train and test our proposed model. The high-level

description of the nature of the DDoS attack used in our study is summarised as follows.

• LDAP Attack: In this DDoS attack, an application layer protocol, Lightweight

Directory Access Protocol (LDAP) typically used to obtain a human-readable URL

(e.g., google.com), is exploited by an attacker to send requests to a publicly available

but vulnerable LDAP server to generate large responses.

• NetBIOS Attack: In this DDoS attack, Network Basic Input/Output System

(NetBIOS) is exploited by an attacker that sends spoofed “Name Release” or “Name

Conflict” messages to a victim machine in order to refuse all NetBIOS network

traffic.

• MSSQL Attack: An attacker exploits the vulnerabilities in Microsoft Structured

Query Language (MSSQL) where the attacker pretends to be a legitimate MSSQL

client by executing the scripted requests using a forged IP address to the MSSQL

Server to appear as coming from the target server.

• SYN Attack: The SYN flood attack exploits the TCP-three-way handshake by

sending a massive number of repeated SYN packets to the target machine until the

server crashes/malfunctions.

• UDP Attack: In the UDP flood attack, UDP packets are sent to random ports on

the target machine at a very high rate. As a result, the available bandwidth of the

network gets exhausted, the system crashes and performance degrades. The firewall

protecting the target server can be exhausted as a result.
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2.5.2 Data Pre-processing

In this section, we discuss the methodologies we used to process our dataset to feed into

our proposed AE-MLP model.

2.5.2.1 Data Cleaning

The original dataset contained 88 features. As suggested by [8], we also removed the fea-

tures not contributing to detecting DDoS attacks. These include the feature such as ”Un-

named”, ”Flow ID”, ”Source IP”, ”Destination IP”, ”Source Port”, ”Destination Port”,

”Timestamp”, ”Flow Bytes”, ”Flow Packets”, and ”SimilarHTTP”. After the exclusion

of these 10 features, we have 78 features to work with. Following the recommendation

of the work by [69], we further cleaned up the values containing NaN (not a number),

blank, and infinity values to set 0.

2.5.2.2 Label Encoding

We had to substitute the categorical labels as deep models only operate on float/numeric

values. One categorical value we had to convert was the attack label (i.e., benign and the

five attack types). We used a 6-bit feature vector to indicate different labels, for example

[1,0,0,0,0,0] indicates benign, [0,1,0,0,0,0] indicates LDAP attack type, and [0,0,1,0,0,0]

indicates MSSQL attack, etc. With an additional 6 feature vectors added, we had a total

of 83 features (i.e., 77 representing the original features plus 6 features for an attack

label).

2.5.2.3 Data Normalization

The CICDDoS2019 datasets contain some features with very high variance in terms of

value between the minimum and the maximum (e.g., “Flow Duration”, “Flow IAT Std”,

“Flow IAT Max”, “Bwd IAT min”). We applied a normalization strategy to eliminate the

impacts of big variance of the values across the features thus reducing the execution time

for model training and improving accuracy. There are several widely used methods to

perform feature scaling, including Z Score, standardization, and normalization. As pro-

posed by [82], we use MinMax-based normalization for our feature scaling. This method

maps the original range of each feature into a new range with Equation (2.6)

Zi =
Zi −min
max−min

(2.6)

where Zi donates all the normalized numeric values ranging between [0-1]; max and

min donates the maximum and minimum values from all data points.
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2.6 Experimental Results

In this section, we provide the details of the experiment including the environment setup,

analysis of results, and discussion.

2.6.1 Experiment Setup

Our experiments were carried out using the following system setup shown in Table 2.4.

Table 2.4: Implementation environment specification

Unit Description
Processor 3.4GHz Inter Core i5
RAM 16GB
OS MacOS Big Sur 11.4
Packages used tensorflow 2.0.0, sklearn

0.24.1

To evaluate the performance of our proposed model, we use classification accuracy,

precision, recall, and F1 score as performance metrics. Table 2.5 illustrates the confusion

matrix, where:

• True Positive (TP) indicates anomalous traffic correctly classified as anomalous.

• True Negative (TN) indicates normal traffic correctly classified as normal.

• False Positive (FP) indicates normal traffic incorrectly classified as anomalous.

• False Negative (FN) indicates anomalous traffic incorrectly classified as normal.

Table 2.5: Confusion Matrix

Total Population
Predicted Condition

Normal Anomaly

Actual Condition
Normal TN FP

Anomaly FN TP

Based on the aforementioned terms, the evaluation metrics are calculated as follows.

True Positive Rate (also known as Recall) estimates the ratio of the correctly predicted

samples of the class to the overall number of instances of the same class. It can be

computed using Equation (2.7). Higher TPR ∈ [0, 1] value indicates the good performance

of the machine learning model.

TPR(Recall) =
TP

TP + FN
(2.7)

False Positive Rate (FPR) presents the proportion of data points correctly classified as

anomalous, which can be calculated in Equation (2.8).
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FPR =
FP

FP + TN
(2.8)

Precision (Pre) measures the quality of the correct predictions. Mathematically, it is the

ratio of correctly predicted samples to the number of all the predicted samples for that

particular class as shown in Equation (2.9). Precision is usually paired with Recall to

evaluate the performance of the model. Sometimes pair can appear contradictory thus

comprehensive measure F1-score is considered.

Precision =
TP

TP + FP
(2.9)

F1-Score computes the trade-off between precision and recall. Mathematically, it is the

harmonic mean of precision and recall as shown in Equation (2.10).

F1 = 2×
(
Precision×Recall
Precision+Recall

)
(2.10)

Accuracy (Acc) measures the total number of data samples correctly classified, as

shown in Equation (2.11).

ACC =
TP + TN

TP + TN + FP + FN
(2.11)

The area under the curve (AUC) computes the area under the receiver operating charac-

teristics (ROC) curve which is plotted based on the trade-off between the true positive

rate on the y-axis and the false positive rate on the x-axis across different thresholds.

Mathematically, AUC is computed as shown in Equation (2.12).

AUCROC =

∫ 1

0

TP

TP + FN
d

FP

TN + FP
(2.12)

The training parameters are shown in Table 2.6.

2.6.2 Performance Of Our Proposed Model

We used 5% of the original CICDDoS2019 dataset from the day one collection for training

as it was not feasible to use the full dataset due to performance consideration. Figure

2.4 shows the PCA and latent space visualizations of the training dataset. In the PCA

visualization, it is very difficult to identify different clusters of attacks, while the latent

space components can identify most clusters. This exploratory analysis suggests that the

latent space embedding better captures the features in a lower dimension. We can think of
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Table 2.6: Training parameters

Algorithms Hyperparameters values

AE

Mini-batch 32
Learning rate 0.001
N-iterations 19137
Epoch 20

MLP
activation relu
solver adam
hidden layers
size

[23,15,10]

latent space as a coordinate system in which similar points are placed together. Therefore,

feature embedding from the hidden layer of AE is more suitable for classification than

raw features, as can be seen from the classification results. We would also like to point

out that although the PCA components do not show a complete picture of the feature

space, they still increase the interpretability of the data.

(a) Training set visualisation (b) Training latent visualisation

Figure 2.4: The PCA visualization of training set and latent space visualization (bottle-
neck layer of AE) of training set

From Figure 2.4, it is visible that there is no balance in the number of traffic samples

between benign (red color) and DDoS attack (other colors) as the number of benign is

significantly less.

Our model used 80% of this data as the training dataset to fine-tune the model while

20% was used as a validation dataset to fine-tune the model’s hyperparameters. We used

5% of the original CICDDoS2019 dataset for each subset from the day two collection as

the testing dataset.
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Table 2.7: Performance Metrics on different DDoS attack types

Testing
Subdatasets

Attack types
performance metrics

Accuracy Precision Recall F1

subdataset 1

BENIGN 99.95 92.12 88.19 90.11
LDAP 99.21 93.91 98.30 96.05

MSSQL 97.41 98.05 93.16 95.54
NetBIOS 99.96 99.97 99.82 99.90

SYN 99.94 99.97 99.76 99.86
UDP 98.14 92.76 98.08 95.34

Subdataset 2

BENIGN 99.91 90.15 75.79 82.35
LDAP 99.17 93.60 98.26 95.87

MSSQL 98.50 98.06 96.89 97.47
NetBIOS 99.95 99.92 99.81 99.87

SYN 99.92 99.93 99.72 99.83
UDP 99.24 98.11 97.96 98.03

Subdataset 3

BENIGN 99.90 72.34 95.74 82.41
LDAP 99.18 93.71 98.30 95.95

MSSQL 98.46 97.99 96.80 97.39
NetBIOS 99.85 99.31 99.90 99.60

SYN 99.76 99.97 98.93 99.45
UDP 98.96 96.81 97.87 97.38

Subdataset 4

BENIGN 99.95 94.32 87.09 90.56
LDAP 99.19 93.75 98.35 96.00

MSSQL 97.71 98.05 94.18 96.08
NetBIOS 99.96 99.92 99.88 99.90

SYN 99.95 99.98 99.80 99.89
UDP 98.46 94.28 97.99 96.10

Subdataset 5

BENIGN 99.95 95.26 85.62 90.18
LDAP 99.18 93.79 98.24 95.96

MSSQL 98.45 98.01 96.75 97.38
NetBIOS 99.96 99.93 99.87 99.90

SYN 99.94 99.96 99.79 99.87
UDP 99.23 98.04 97.98 98.01

Subdataset 6

BENIGN 99.91 76.91 94.71 84.89
LDAP 99.20 93.76 98.44 96.04

MSSQL 97.63 97.99 93.98 95.94
NetBIOS 99.94 99.84 99.87 99.86

SYN 99.90 99.99 99.57 99.77
UDP 98.37 94.09 97.75 95.87

In our study, we limit the classification of benign and 5 DDoS attacks - LDAP, MSSQL,

NetBIOS, SYN, and UDP – during the testing phase to avoid any implication of biases

due to an imbalanced dataset.

The plots in the top layer of Figure 2.5 show the PCA visualization of the distribution

of data points of each test dataset in their raw form. As it is shown in the PCA visualiza-

tion, there are more samples of DDoS attacks compared to the benign samples at each set

- the similar pattern of data distribution we witnessed in the training dataset. The plots

in the bottom layer of Figure 2.5 show the distribution of data points of each test set at

the bottleneck layer of the trained AE which eventually becomes the inputs to the MLP

model. As can be seen in the latent space visualization, there are distinct clusters around

benign and each DDoS attack type. The size of the data points (i.e., number of features)
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(a) Subdataset 1 (b) Subdataset 2 (c) Subdataset 3

(d) Subdataset 4 (e) Subdataset 5 (f) Subdataset 6

Figure 2.5: The top layer shows PCA visualization of test datasets where axes indicate
principal components of PCA embedding. The bottom layer shows latent space projection
of test datasets through the bottleneck layer of trained AE where axes indicate latent
space components of projection. (•: benign, •: LDAP, • : MSSQL, • NetBios, •: Syn, •:
UDP)

that represent the benign and each DDoS attack type appear to be similar across all sub-

datasets. The detection and classification performance based on the performance metrics

of Accuracy, Precision, Recall, and F1-score on the five different DDoS attack types are

shown in Table 2.7.

All different sub-datasets show very similar trends of the performance metrics which
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confirms that our proposed model does not overfit/underfit. Closely observing the perfor-

mance metrics of each DDoS attack type, almost all DDoS attack types achieved above

97% classification accuracy. The NetBIOS attack type however showed the highest accu-

racy rate very close to almost 100%.

Figure 2.6 illustrates the exact number of records classified for different performance

metrics for five DDoS attack types based on the confusion matrix. Similar to the results

presented in Table 2.7, the DDoS attack type “SYN” has the most number of TPR where

the number of FPR is almost negligent (around a few hundred records misclassified). In

comparison, the DDoS attack type “MSSQL” shows the worst performance where there

is a large number of FPR that goes beyond thousand records.

The average performance metrics of Accuracy, Precision, Recall, and F1-score on

different sub-datasets are shown in Table 2.8. The number of traffic samples contained in

different sub-dataset differs from > 960, 000 (i.e., subdataset 1) to close to a million (i.e.,

subdataset 6). Regardless of the number of traffic samples, the different subdataset show

a very similar pattern across all 6 subdatasets. The accuracy is in the range of 97% and

98% while a similar pattern in the Precision, Recall, and F1 scores are shown.

Figure 2.7 shows the AUC-ROC depicted on different DDoS attack types across all

6 subdatasets. The AUC-ROC value is more than 0.99 in all DDoS attack types in all

subdatasets which confirms that our proposed AE-MLP model is highly effective in de-

tecting and classifying different DDoS attack types with very high TPR while FPR stays

very low.

2.6.3 Comparison To Other Similar Methods

Table 2.9 shows the performance comparison of our proposed AE-MLP model with other

similar methods both from shallow machine learning and deep learning-based neural

network approaches. As the results show, our approach shows the best performance in

terms of all aspects of performance metrics reaching the average of 98.34% accuracy while

the precision, recall, and F1-score all remain very competitive at 97.91%, 98.48%, and

98.18% respectively. In general, shallow machine learning approaches do not perform as

well as deep learning-based counterparts unless they are extended, for example, Data

Jungle proposed by Rajagopal et al. [61] which combines several decision trees to achieve

a higher accuracy rate. A deep learning-based approach using a standalone classifier, such

as LSTM, CNN, and MLP tends to achieve more than 90% accuracy and demonstrate

that they are suitable to provide an effective classifier to detect and classify different DDoS

attack types. In the realm of hybrid approaches, AE combined with a shallow machine

learning-based classifier such as using linear regression or an isolation forest tends to work

less than when two deep learning models are combined like ours.
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(a) Testing Subdataset 1 (b) Testing Subdataset 2

(c) Testing Subdataset 3 (d) Testing Subdataset 4

(e) Testing Subdataset 5 (f) Testing Subdataset 6

Figure 2.6: Performance of classification on different DDoS attack types based on Confu-
sion Matrix

2.7 Conclusion

In this study, we show that DDoS attacks can be detected and classified with high accuracy

using a combination of deep learning-based techniques. Our proposed hybrid model AE-
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(a) ROC for Testing Subdataset 1 (b) ROC for Testing Subdataset 2

(c) ROC for Testing Subdataset 3 (d) ROC for Testing Subdataset 4

(e) ROC for Testing Subdataset 5 (f) ROC for Testing Subdataset 6

Figure 2.7: Performance based on AUC-ROC metric

MLP consists of an Autoencoder (AE) and a Multi-layer Perceptron Network (MLP).

The AE in our proposed model extracts the most important and relevant features to

find malicious DDoS network payloads from a large-scale network traffic sample. The

compressed and reduced features produced by the AE model are then fed to the MLP to

effectively classify different DDoS attack types. This hybrid approach is not only effective

in detecting DDoS attacks in a timely manner but is also effective in classifying what

DDoS attack family the detected DDoS payload belongs to. Our proposed model can be

an effective DDoS defense tool to detect a massively growing number of DDoS attacks in
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Table 2.9: Comparison to other similar methods

Paper Techniques Acc Pre Recall F1
Sharafaldin et al. [74] Random Forrest - 77 56 62
Rajagopal et al. [61] Extended Decision Tree 97 99.0 97.0 97.8

Gohil et al. [26] Extended Naive Bayes 96.25 96 96 96
Shieh et al. [77] Bi-LSTM 98.18 97.93 99.84 -

De Assis et al. [18] CNN 95.4 93.3 92.4 92.8
De Assis et al. [18] MLP 92.5 84.4 94.2 89.0
Javaid et al. [30] AE + Regression 88.39 85.44 95.95 90.4
Sadaf et al. [63] AE + Isolation Forest 88.98 87.92 93.48 90.61
Can et al. [14] FS + MLP - 91.16 79.41 79.39
Our Proposal AE-MLP 98.34 97.91 98.48 98.18

recent times. Our proposed model, comprehensively and extensively tested against many

subsets of large DDoS attack samples, demonstrates high performances against many

performance metrics such as Precision (97.91%), Recall (98.48%), F1-score (98.18%), and

Accuracy (98.34%) which outperformed many other similar methods.





Chapter 3

Reconstruction-based

LSTM-Autoencoder for DDoS Attack

Detection over Multivariate

Time-Series Data

Abstract

A Distributed Denial-of-service (DDoS) attack is a malicious attempt to disrupt the regu-

lar traffic of a targeted server, service, or network by sending a flood of traffic to overwhelm

the target or its surrounding infrastructure. As technology improves, new attacks have

been developed by hackers. Traditional statistical and shallow machine learning tech-

niques can detect superficial anomalies based on shallow data and feature selection, how-

ever, these approaches can not detect unseen DDoS attacks. In this context, we propose a

reconstruction-based anomaly detection model named LSTM-Autoencoder (LSTM-AE)

which combines two deep learning-based models for detecting DDoS attack anomalies.

The proposed structure of long short-term memory (LSTM) networks provides units that

work with each other to learn the long short-term correlation of data within a time series

sequence. Autoencoders are used to identify the optimal threshold based on the recon-

struction error rates evaluated on each sample across all time-series sequences. As such,

a combination model LSTM-AE can not only learn delicate sub-pattern differences in at-

tacks and benign traffic flows but also minimize reconstructed benign traffic to obtain a

lower range reconstruction error, with attacks presenting a larger reconstruction error. In

this research, we trained and evaluated our proposed LSTM-AE model on reflection-based

DDoS attacks (DNS, LDAP, and SNMP). The results of our experiments demonstrate

that our method performs better than other state-of-the-art methods, especially for LDAP

attacks, with an accuracy of over 99%.
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3.1 Introduction

Network traffic is increasing rapidly with the continued development of information and

communication technology (ICT) due to advanced innovative technologies, including

cloud computing, and big data. However, the rapid proliferation of innovative technolo-

gies and communication infrastructure brings the potential for cyberattacks and other

threats to Internet users. In the area of cyber security attacks, one of the most dangerous

threats is a distributed denial-of-service (DDoS) attack [27,64,99].

A DDoS attack is a form of network attack that attempts to overwhelm online ser-

vices, websites, and web applications with malicious traffic from multiple compromised

computer systems. It can also make simultaneous requests to the target server in order to

exhaust the network resources and thereby deny normal online service to legitimate users

or computer systems [20, 66, 79]. DDoS attacks are not only conducted against online

services, web applications, and information infrastructure to cause downtime, but also

to prevent legitimate users from purchasing products and using online services - such as

emails, websites, and applications - and affecting program performance [66]. As a result

of the COVID-19 lockdown in 2020, there has been an increase in attacks on education,

online shopping, and office work, as a large number of people are now studying, working,

and shopping online, giving hackers greater opportunities [6]. In [48] Azure Networking

found there was a 25% increase in DDoS attacks in the first six months of 2021 when

compared with the fourth quarter of 2020. Moreover, Azure mitigated approximately 35

thousand attacks against its global infrastructure in the last six months of 2021, which

increased from 43% compared with the first six months of 2021. A white paper from

Cisco [17] predicted that nearly 300 billion mobile applications would be downloaded by

2023 and that DDoS attacks would rise to 15.4 million globally by 2023.

DDoS detection is becoming an urgent need because of the sophistication and diver-

sification of attacks. For instance, difficult-to-track attackers and unknown or new attack

types occur continuously, for example, zero-day attacks [2, 96]. Detecting DDoS attacks

becomes more and more difficult not only because a large proportion of attack traffic is

similar to legitimate traffic, but also because of newer hybrid attack methods [20, 99].

Therefore, the detection and mitigation of DDoS attacks not only protects the network

for legitimate users but also reduces financial loss for businesses [68]. In order to detect

and mitigate DDoS attacks, statistical techniques have been proposed in [49] to identify

DDoS attacks. Furthermore, some machine learning approaches for signature, threshold,

and statistics-based measurements have been proposed to distinguish DDoS attack traf-

fic [9,84]. However, traditional statistical and machine learning can not detect previously

unseen DDoS attacks [20]. Moreover, most traditional statistical and machine learning-

based detection approaches require better-selected features or defined thresholds [20,99].

In contrast to traditional detection techniques, deep learning-based DDoS attack detec-

tion - such as Convolutional Neural Networks (CNNs) [20], Recurrent Neural Networks

(RNNs) [99], Autoencoders [68], and so forth - can offer better detection rates for DDoS
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network traffic [99]. However, some limitations in existing deep learning-based detection

need to be addressed, for example, Autoencoder models are sensitive to the anomalies

in the training stage, and RNNs can better address historical sequence data, but face

the shortcoming of the vanishing gradient problem. To address these issues, we propose

a reconstruction-based hybrid deep learning model that combines the capabilities of long

short-term memory (LSTM) and Autoencoders (AE) for detecting DDoS attacks, using

the state-of-the-art CICDDoS2019 datasets.

In this research, the LSTM model aims to solve the time-series sequence problem of

DDoS traffic flow, while the AE is used to calculate the reconstruction loss in order to

define the threshold and detect DDoS attacks. In order to overcome the shortcoming

caused by sensitivity to anomalies in the training process, we use only benign traffic from

the DDoS dataset to train our model and minimize the reconstruction error. Furthermore,

the LSTM can learn the time series sequence of DDoS network traffic continuously but

learns the delicate difference between attacks and benign traffics based on the time window

length section. A combination model LSTM-AE can learn delicate differences in sub-

patterns between attacks and benign traffic while minimizing the reconstructed benign

traffic to obtain a lower range reconstruction error. Our experimental results showed that

the proposed LSTM-AE model achieves better performance in processing reconstruction-

based time-series data than other comparable proposed models. The main contributions

of our proposed model are as follows:

Summary of Original Contributions

• We propose a novel time-series anomaly detection architecture that leverages

reconstruction-based LSTM-AE for efficient DDoS attack detection. In our pro-

posed model, the LSTM networks are comprised of multiple LSTM units that work

with each other to learn the long short-term correlation of data within a time series

sequence. An autoencoder is used to identify the optimal threshold based on the

reconstruction error rates evaluated across all time-series sequences. This threshold

is used to identify anomalies.

• We apply our proposed LSTM-AE model against the reflection-based DDoS attacks

- DNS, LDAP and SNMP. The model is trained on normal time-based traffic flow

features using a subset of traffic flow information over a fixed-time window length.

• A novel anomaly score technique is proposed to calculate the MAE value of each

traffic flow, which can be calculated flexibly based on different fixed-time window

lengths.

• We performed tests on the state-of-the-art CICDDoS2019 dataset, and compared

the performance of our proposed model with other similar approaches that use

different aspects of LSTM and/or AE. Our experimental results, based on the com-

prehensive set of evaluation criteria, demonstrate that our proposed model can

effectively detect anomalies reaching a detection accuracy exceeding 99%.
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The rest of this Chapter is structured as follows: Section 3.2 introduces related works

in the field of DDoS attack detection. Section 3.3 introduces our methodology. Section 3.4

illustrates the experimental setup and Section 3.5 details the analysis of our results eval-

uated on the various reflection-based attack types, including DNS, LDAP, and SNMP

datasets. Section 3.6 concludes the paper with the planned future works.

3.2 Related Work

In recent years, anomaly detection has attracted extensive attention in literature exploring

machine learning techniques. In this paper, we review the issues of variable length of DDoS

anomaly detection, areas closely related to our contributions.

Sharafaldin et al. [74] generated a dataset titled CICDDoS2019 and classified benign

traffic and attacks based on 4 machine learning methods, including ID3, Random Forest,

Näıve Bayes, and Multinomial Logistic Regression. The evaluation result shows the high-

est accuracy from RF and ID3. Jia et al. [31] proposed an IoT DDoS defense technique

named FlowGuard, and constructed LSTM and CNN techniques for DDoS identification

and classification based on simulated data and CICDDoS2019 dataset to identify, clas-

sify, and mitigate DDoS attacks. They used a CNN to better classify all malicious flows,

then employed the LSTM technique as an identification module. This was not only able

to capture significant features of flows to identify benign samples but also to apply a

softmax function on the output layer to distinguish between benign and malicious traf-

fic. The above researches used flow-based statistical features, which were extracted from

CICDDoS2019 dataset for DDoS attack detection.

Novaes et al. [56] introduced two scenarios for detecting anomalies and mitigating

attacks on Software-Defined Networks (SDNs) using LSTM-FUZZY techniques. Firstly,

the authors used an LSTM network semi-supervised learning technique to predict be-

nign univariate time series behaviour of IP flows, followed by classifying attacks with

a Fuzzy logic technique. There were two datasets used in this research, including the

SDN dataset and the CICDDoS2019 dataset. Aydin et al. [12] proposed an LSTM-based

system (LSTM-CLOUD) to detect and prevent DDoS attacks in a public cloud network

environment through experimentation on CICDDoS2019 dataset. The authors built the

LSTM models with two hidden layers, three dense and dropout layers, and used the sig-

moid function to classify benign and DDoS attacks (anomalies). The model performed to

a high accuracy rate of 99.83%, but this work only classified 3 attack types of attacks -

UDP, MSSQL, SYN - as well as benign traffic samples.

Nezhad et al. [53] normalized two features (packets and source IP addresses) on a

1-minute time series interval by using a Box-Cox transformation. They then used a sta-

tistical time series analysis technique called ARIMA to predict the number of packets.

Ergan et al. [22] introduced LSTM-based neural networks to detect anomalies in

a time series in an unsupervised manner. The author employs an LSTM-based network
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technique to obtain the fixed-length sequence data. They utilized the OC-SVM and SVDD

algorithms together with a scoring function to detect anomalies.

Salahuddin et al. [68] proposed a time-based Autoencoder technique named Chronos

to detect DDoS traffic anomalies with aggregating features. One of the contributions in

this research was the threshold they selected to highlight the efficiency of their anomaly

detection system. They utilised threshold selection heuristic maximizes the F1 score. To

detect anomalies effectively, they implemented various window sizes on different DDoS

attacks. As a result, the proposed Chronos system achieves an F1-score of 99% for most

attack types and over 95.86% for all attack type performance measurements by using

two-time windows along with the selected heuristic threshold.

Fouladi et al. [23] used the CAIDA dataset to train and evaluate the K-SVD and

BMP (Basic Matching Pursuit) algorithms and a SOM (Self-Organizing Map) model,

using sparse coding and frequency domain for DDoS attack anomaly detection. They

extracted normal time series data using a K-SVD algorithm and applied a BMP method

to train and evaluate the benign data to estimate the sparse coefficients. They then used

the normal data on the SOM model to obtain a SOM lattice. This enabled them to

calculate the minimum Euclidean Distance between corresponding coefficients and use

the SOM lattice to distinguish between normal and attack behaviors.

Although many researchers above have introduced statistical and machine learning

techniques to detect anomalies in the DDoS datasets, it was also a challenging task wor-

thy of further study, especially for distinguishing subtle differences in benign and attack

traffics. In this research, we propose a hybrid deep learning reconstruction-based LSTM-

Autoencoder model for anomaly-based DDoS attack detection. Our model uses a specific

selection of features over multivariate time-series data analysis. Compared to the above

statistical and machine learning-based studies, the differences in this research can be de-

tailed as follows: 1) Our LSTM-AE neural network model conducts training and testing

in an unsupervised manner (without labels), this is combined with the reconstruction

error used to detect anomalies with several different time window lengths; 2) Anomaly

detection in our proposed model gave experimental results for that DDoS attack anomaly

detection with high accuracy on the CICDDoS2019 time-series dataset; 3) This experi-

ment performed better in terms of the performance matrix - including precision, recall,

and F1-score - than benchmark studies on the same CICDDoS2019 dataset, such as [74],

which used machine learning techniques (including Random forest, Naive Bayes, etc.) to

detect DDoS attacks.

3.3 LSTM-Autoencoder Anomaly Detection

3.3.1 Overview of Our Framework

This section provides an overview of our reconstruction-based time-series anomaly de-

tection system. One of the DDoS traffic characteristics is collecting correlated temporal
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Figure 3.1: Overview of our proposed model

sequences, and the deep learning technique of LSTM is a good algorithm to deal with this

temporal problem. Thus, we adopted the LSTM model for the LSTM-Autoencoder neu-

ral network for the Encoder and Decoder stages as its mechanism better captures DDoS

flow information by feeding each flow at each time step. We propose a hybrid machine

learning model which combines an LSTM neural network and an autoencoder. We apply

our model to the multivariate time-series dataset CICDDoS2019.

As illustrated in Fig. 3.1, our LSTM-AE model builds the LSTM networks on the

encoder and decoder schemes of an Autoencoder. The encoder obtains the sequence of

the high-dimensional input data as a fixed-size vector. Using the memory cells of LSTM,

the data processed by the encoder scheme retains the dependencies across multiple data

points within a time-series sequence. This stage reduces the high-dimensional input vector

representation into a low-dimensional representation. The decoder-LSTM reproduces the

fixed-size input sequence from the reduced representation of the input data in the latent

space, while reconstruction error rates determine the classification threshold. Fig. 3.1

depicts the operation of a model for DDoS anomaly detection. Phase 1 is data pre-

processing based on the selected characterization of each traffic flow fed into the LSTM-

AE neural network. Phase 2 is the training and testing process, in which the threshold

is obtained based on minimizing the reconstruction error on benign traffic. The DDoS

anomaly detection is the last phase in the diagram, which determines anomaly scores by
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calculating the reconstruction error of each traffic flow between the time-series sequence’s

original input and the reconstructed output.

3.3.2 Feature usage and Input Sequence Data

Fig 3.1 shows an overview of our proposed LSTM-AE model. To obtain the DDoS traffic

flow data, we used the public dataset CICDDoS2019 [74] from the Canadian Institute

for Cybersecurity. In [74], the extracted network traffic features are stored in a CSV file,

and each CSV file includes different DDoS attack types (anomalies) and benign traffic.

In this research, we used three reflection-based DDoS attack types to detect anomalies,

specifically DNS, SNMP and LDAP. As shown in the first part of the DDoS traffic window

in Fig 3.1, all DDoS traffic flows are separated into n subsets based on a selected window

length.

As our LSTM-AE model for detecting anomalies depends on learning the network

traffic patterns, it is important to use high correlation features to obtain high perfor-

mance in measurements such as accuracy. Using the research on the state-of-the-art CI-

CDDoS2019 DDoS attack dataset in [74], the author specifies the importance of selecting

the top-n features which correspond to the weight and mean value of different attack

types. In this research, we have also used these top-n features as depicted in [74] from

the CICDDoS2019 dataset. As such ’Max Packet Length’, ’Fwd Packet Length Max’,

’Fwd Packet Length Min’, ’Average Packet Size’, ’Min Packet Length’ is used as selected

features for our multivariate time-series anomaly detection. After feature selection, the

input data has to be reshaped into a 2-dimensional vectors before the data is fed into

the required LSTM encoder input layer. The original DDoS dataset is comprised of a

series of time sequence [X1, X2, X3, ..., Xn]. Each sequence X with a fixed T-length time

window data [x1, x2, x3, ..., xt] is created where xt ∈ Rm represents an m-features input

at time-instance t. They are then reshaped into 2-D (2-dimensional) arrays, representing

samples and time steps. For example, a sequence of the DDoS attack data is converted

into a 2-D array where each dimension indicates the list of samples at 10 time steps with

n features.

3.3.3 LSTM-AE Model Architecture

3.3.3.1 Long Short Term Memory

The LSTM network is a variation of a Recurrent Neural Network (RNN) that addresses

the gradient vanishing and exploding problems of RNNs and can process long term se-

quences between data samples at any given time from many history time steps. The

architecture of the LSTM network is suitable for processing time series sequence data

and provides the capability of forgetting the historical data from each memory cell before

updating the memory cell with new data. As illustrated in Fig. 3.2(a), the LSTM network

contains memory cells ct and multiple gate units, including the forget gate ft, the input
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gate it and the output gate ot. These three gate units control the state of memory cells.

For example, at time step t, the forget gate decides which bits of the cell state are useful

given both the previous hidden state and new input data. The LSTM network can omit

insignificant information (values) from the cell state of the forget gate and can recognize

significant information (values) to keep and update in the cell state. Using this network

architecture, the LSTM model performs to a high standard when capturing long-term

patterns in time series sequence data.

(a) LSTM

(b) AE

Figure 3.2: Neural Networks architectures: (a) LSTM; (b) Autoencodre.

3.3.3.2 Autoencoder

An Autoencoder (AE) is an unsupervised neural network model that is not only used for

feature selection and dimension reduction but also can be used for reconstruction-based

Encoder-Decoders to detect anomalies. The typical architecture of an autoencoder is

composed three components: an input layer, one or more hidden layer(s), and an output

layer. The operations of an autoencoder for detecting anomalies can be divided into

Encoding, Decoding, and Reconstruction Loss as illustrated in Fig. 3.2(b). The encoder
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compresses the high dimension input data and maps it to low dimensional representations

h, in the bottleneck layer while the decoder decompresses the encoded representation and

reconstructs to the output x̂. Typically, the autoencoder is trained by utilizing the MAE

equation as a loss function to minimize the reconstruction error between the output x̂t

and input xt.

3.3.3.3 LSTM-Autoencoder

We have addressed the issue of anomaly detection in capturing normal phenomena

through time-based traffic flow from the DDoS attacks dataset. An LSTM-AE model

need not only be applied to address the problem of feed-forward neural networks but also

may be utilized to learn patterns in time-based sequence data, making them suitable for

time-series anomaly detection [65,98]. Our proposed LSTM-AE model includes an autoen-

coder that utilizes the LSTM network as a hidden layer in both the Encoder and Decoder

schemes. This is followed by an Encoded Features layer and an output layer respectively,

which calculate the reconstruction error to detect anomalies. The role of the LSTM net-

work in our proposed scheme is to learn the patterns of data based on time-series DDoS

signals. We combine this with an autoencoder to learn the best encoder-decoder scheme

to detect anomalies. The output of the LSTM Encoder and Decoder are then compared

with the original input data and the reconstruction error is backpropagated through the

architecture to update the weights of the neural network.

Our LSTM-AE model employs an autoencoder that utilizes the LSTM network as

a hidden layer in both Encoder and Decoder schemes followed by an Encoded Features

layer and an output layer respectively. These calculate the reconstruction error to detect

anomalies. The role of the LSTM network in our proposed scheme is to learn the patterns

of data based on selected time window length sequences. Our proposed LSTM-AE is

composed of six layers - an Input, an LSTM Encoder, an LSTM Decoder, a RepeatVector,

a TimeDistributed and an Output layer.

The LSTM Encoder obtains the sequence of high-dimensional input data as a fixed-

size vector and compresses the input data into a low-dimensional hidden representation.

Within an LSTM cell, for an input time series sequence data X1 = [x1, x2, ..., xt] where

t represents the time steps, each xt calculation is performed using the following:

ft = σ(wf [Ht−1, xt] + bf ) (3.1)

it = σ(wi[Ht−1, xt] + bi) (3.2)

C̃t = tanh(wc[Ht−1, xt] + bc) (3.3)

Ct = ft � Ct−1 + it � C̃t (3.4)

ot = σ(wo[Ht−1, xt] + bo) (3.5)

Ht = ot � tanh(Ct) (3.6)



40 LSTM-Autoencoder for Anomaly-based DDoS Attack Detection

where

• ft represents the forget gate, it, C̃t and Ct represents the input gate, and ot and

Ht represents the output gate.

• w and b are the weights and the bias of the forget gate, input gate and output gate.

• Ht−1 and xt present the concatenation of the hidden state and the current input

respectively.

• σ is the activation function of each gate, and it outputs numbers in the range of [0,

1].

• � represents element-wise multiplication.

Next, after compressing input data into low-dimensional representation until it reaches

the latent space (encoded features), all data presentation can be repeated t times on the

RepeatVector layer to feed into the LSTM Decoder layer. In this LSTM Decoder layer, the

decoder scheme uses the same number of features (equal to the encoder features on the

LSTM Encoder layer) to map the latent space representation back to a high-dimensional

representation. We add a TimeDistributed layer in order to generate the output of the

LSTM Decoder in time sequence.

Encoder: To illustrate the LSTM encoder stage, if the time step is set to 10 - seen

LSTM cells working theory at the time step t (show in Fig 3.2a) - the input includes the

previous output of the hidden state (ht1) and the cell state (Ct1), and the current input

xt while output includes the new hidden state (ht) and the new cell state (Ct), and an

output yt. At the time step t+ 1, the new input becomes a new input xt+1 for the next

set of cells, and the output is obtained from the last hidden state and cell state of the

LSTM cell. This then becomes the new input of hidden state (ht) and the cell state (Ct)

information. Note that we discard the output (yt) of each LSTM cell at each time step

t in the Encoder and preserve the initial state which is from the hidden state and cell

state. Finally, the output of the last time step (10) is the hidden state (h10) and the cell

state (c10), which is a summary of the entire 10 time steps. Therefore, the input vector of

LSTM encoder is 10× 5, where 10 is the time steps (or time window length) and 5 is the

number of features. If we set the number of input features (units) of LSTM to 16, after

passing through the LSTM Encoder layer the size of the output vector is 1× 16.

Our LSTM Encoder architecture (see Fig. 3.1: LSTM-Autoencoder neural network)

is defined as follows:

• Each traffic flow in the Input layer has been reshaped into a 2D matrix. Note that

each traffic flow is represented by a matrix n × t, where n represents the traffic

flows, and t represents the time steps. This form of a series of input data is able to

capture DDoS traffic patterns based on the sliding window length.
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• Each LSTM Encoder layer consists of 16 LSTM units with ”tanh” activation func-

tions.

• We added a dropout layer (0.2) to prevent over-fitting in the Encoder part.

• The encoded features have lower dimensions than the number of input features.

Decoder: Between the Encoder and Decoder layer, we added a RepeatVector Layer

to create the copies of the 1×16 vector equal to the number of time steps, which we called

Encoded Features. For example, the size of time steps in our model is 10, therefore this

layer will create 10 copies of the encoded features as a two-dimensional vector 10 × 16.

The output of this layer becomes the input of the LSTM Decoder at each time step,

which means each copy of the encoded features at each time step will be the input of

the next set of LSTM cells. As depicted, the difference of LSTM network between the

Encoder and Decoder is that the output of each LSTM cell at each time step (yt) in

the Decoder cannot be discarded and are outputted as yt. There are two reasons to get

the output of each of the LSTM cells: firstly, for the added layer, TimeDistributed, the

input can be a 3-dimensional vector, which means the output from the LSTM cells has

to be a 3-dimensional vector; and second, to ensure the output of each time step is as

close as possible to the input. Therefore, the LSTM Decoder representations obtained in

low-dimensionality encoding are used as input in the decoder and there are utilised to

reproduce the original input data using the LSTM network. This means the output from

the last set of LSTM cells (copied t times) then becomes the input to the LSTM Decoder

network.

Each 1×16 set is fed as an input to the decoder which creates a 3 Layer network with

10 LSTM cell units. Each LSTM cell unit processes each 1 × 16 encoded feature. These

LSTM units produce an output that represents the result of the learning from the encoded

feature where the output is multiplied with the 1 × 16 vector created by the additional

TimeDistribution layer. At the same time, each LSTM cell unit produces a second output

containing the state of the data processed by the current LSTM cell which is passed to

the next LSTM - with the exception of the last LSTM unit. The matrix multiplication

between the output of each LSTM layer (L) (10 × 16) and the TimeDistributed layer

(16× 1) results in a vector with of size 10× 1 - the same as the size of the input.

The LSTM Decoder (see Fig. 3.1: LSTM-Autoencoder Neural Network) architecture

is defined as follows:

• The encoded feature in the bottleneck layer will be the input of the LSTM Decoder.

• An LSTM Decoder layer consists of 16 LSTM units with ”tanh” activation func-

tions.

• We added a dropout layer (0.2) to prevent overfitting in the Decoder section.
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• Typically, the output of LSTM Decoder has two outputs, including the output

data (traffic flows) (Ot) and the new hidden state (Ht). The output of Ht can be

discarded. Thus, the output from the decoder part is the reconstructed feature of

the same size and dimension as the input data.

The final aim of LSTM-AE is to reconstruct the input from the output, i.e. X̂1 ≈ X1

where X1 indicates the input while X̂1 indicates the output.

LSTM-AE Training: We divide the CICDDoS2019 dataset into a training set (70%),

a validation set (10%), and a testing set (20%). Note that the training and validation

set consists of benign samples only, in order to train the proposed LSTM-AE model.

The testing set consists of both benign and attack samples for detecting anomalies. The

architecture of the proposed LSTM-AE is designed to minimize the reconstruction error

between the original input and the reconstructed output based on time series sequence

traffic flows. This LSTM model aims to learn the patterns in the data. Our motivation for

using the Encoder and Decoder scheme to detect anomalies is the fact that their working

scheme is able to detect anomalies based on the low distribution of normal data. As

such, our training data set consists of only normal sequence data and this is utilized for

training the proposed LSTM-AE model. The LSTM-AE is taught normal traffic behavior,

using the benign samples. Our proposed LSTM-AE is an Encoder-Decoder unsupervised

learning model, and no label is provided in the training phase. The training process is

depicted in Fig. 3.3(a). To address the problem of overfitting, dropout was added in both

the encoder and decoder stages and set to 0.2. For the other settings in our model, ”Adam”

is the optimization method, ”tanh” is used as the activation function, and ”MAE” can

be chosen as a loss function.

(a) LSTM

(b) AE

Figure 3.3: Training and testing phase
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LSTM-AE Testing

Fig. 3.3(b) shows the details of how anomalies can be detected using the

reconstruction-based anomaly detection method. Here, the maximum value of MAE from

the training process can be designated as the threshold. A reconstruction error rate for

each data point from the testing set is compared with this threshold. If the reconstruc-

tion loss value is greater than the threshold η, this data point is noted as an anomaly,

otherwise, it is designated to be normal. This is shown in the following Equation 3.7.

X ′ =

{
X ′i is anomalies, if Score > η

X ′i is normal, otherwise
(3.7)

where X ′ indicates a reconstructed time-series, X ′i is a data point contained in the time-

series, and a score is a result of a reconstruction loss function using MAE.

3.3.4 Reconstruction-based anomaly detection

In order to effectively learn time series DDoS traffic behavior using reconstruction-based

anomaly detection, our LSTM-AE model is trained with a dataset that contains only

benign traffic flows from CICDDoS2019.

3.3.4.1 LSTM-AE for anomaly detection

An anomaly can be defined as an observation diverging from the majority of the data.

A threshold can be set as a decision point to determine how much an observation de-

viates. Any observations that exceed the threshold are defined as anomalies. To better

demonstrate the functionality of reconstruction-based time series anomaly detection, the

LSTM-AE model can be applied to detect anomalies for each input sequence. This al-

lows us to obtain the reconstruction error rates associated with the benign samples of

the DDoS dataset. A backpropagation methodology is applied to adjust the weights and

parameters of the model. We use the Mean Absolute Error (MAE) algorithm, as shown

in Equation 3.8, as the reconstruction error (loss) function.

Loss(MAE) =

∑n
i=1 |xi − x̂i|

n
(3.8)

where n indicates the total number of samples, xi is the representation of the original

input being fed to the encoder, and x̂i is the output produced by the decoder.

Once training is done and the reconstruction error is computed on all samples, the

LSTM-AE model learns a low MAE and sets the maximum reconstruction error as a

threshold. By contrast, if the testing set presents different behavior from the training

process, the resulting MAE will be greater than the threshold and can be considered

an anomaly. To the best of our knowledge of the CICDDoS2019 dataset, there are a few

benign samples in each provided CSV file. In order to learn the normal behaviors of traffic
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Figure 3.4: Computing reconstruction error on multivariate time series

flows, we extract all benign samples from the CICDDoS2019 dataset, and designate 80%

of the benign traffic as the training set, while the remaining 20% of the benign traffic can

be combined with different attack types to be used in the testing set.

3.3.4.2 Reconstruction Error threshold calculation

Our proposed reconstruction-based LSTM-AE model was trained in an unsupervised

manner and aimed to minimize reconstruction error between input and output while us-

ing unlabeled data. In [90], the univariate time series LSTM-AE anomaly detection is

performed using reconstruction error, shown in Fig. 3.4. The figure illustrates how to cal-

culate reconstruction error for each sample contained in the different multivariate time

series sequences. Suppose that there is a dataset containing 5 data samples with 2 features

(shown as Input sequence data) which are 3 time-series sequences of [X1, X2, X3] where

each sequence contains 3 samples with 2 features over 3 different timesteps. For exam-

ple, the first sequence X1 ∈ {[x11 , x12 ], [x21 , x22 ], [x31 , x32 ]}, X2 ∈ {[x21 , x22 ], [x31 , x32 ],
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[x41 , x42 ]}, and X3 ∈ {[x31 , x32 ], [x41 , x42 ], [x51 , x52 ]}. Our model trains these 3 time series

of sequences as inputs and constructs the outputs that map to each sequence X̂1, X̂2,

and X̂3.

Using Equation 3.8, we can obtain the MAE value of each data sample for each

feature. In order to obtain the MAE value of each data sample over multivariate features,

we use the average MAE of each data sample for each feature. For example, in 3 time-

series sequences of [X1, X2, X3]. As such, we obtain the reconstruction error of each data

sample of each feature. As can be seen in Fig. 3.4, with the assumption that each data

sample has two features, we can calculate each data sample for each feature using time

steps. This figure shows the reconstruction error calculation for each feature when the

time step is 3. As an example of one of the data samples of feature 1 (x31), and the

reconstruction error of x31 , the calculation is (|x̂31 −x31 |+|x̂31 −x31 |+|x̂31 −x31 |)/3, and

is defined as x′31 . Similarly, the reconstruction error of feature 2 (x32) is (|x̂32−x32 |+|x̂32−
x32 |+|x̂32−x32 |)/3, and is defined as x′32 . Note that the reconstructed data sample for each

feature can be slightly different, which means each x31 in X1, X2, and X3 are different.

The x32 is presented with the same definition. After we obtain the reconstruction error

of these two features, the total reconstruction error of x3 is calculated by using the

average value of features 1 and 2, illustrated as MAEx3 = (x′31 + x′32)/2 where 2 is

presented two features of x3. When we obtain all the average reconstruction errors for

each data sample on the training set, the maximum average reconstruction error is set as

the threshold. During testing, any samples whose reconstruction error goes beyond this

maximum average reconstruction error are therefore labeled as anomalies.

3.4 Data and Methodologies

3.4.1 CICDDoS2019 Dataset

In this study, we use the CICDDoS2019 [74] dataset which is widely used for DDoS attack

detection and classification. The dataset contains a large number of up-to-date realistic

DDoS attack samples as well as benign samples. The total number of records contained

in the CICDDoS2019 dataset is depicted in Table 3.1.

Table 3.1: The number of records in CICDDoS2019

dataset total benign malicious
Training day 50,063,112 56,863 50,006,249
Testing day 20,364,525 56,965 20,307,560

The CICDDoS2019 dataset contains different DDoS attack types that exploit a wide

range of network and application protocols. In our study, we used DDoS attack types

(i.e., DNS) and benign traffic samples to train and test our proposed LSTM-AE model.

The dataset is broken down as follows:
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• Benign: Benign traffic based on HTTP, HTTPS, FTP, SSH, and email protocols.

• Attacks: These DDoS attacks cover two different categories, Reflection-based and

Exploitation-based. In terms of our CICDDoS2019 dataset, any traffic included in

MSSQL, SSDP, NTP, TFTP, DNS, LDAP, NetBIOS, and SNMP is categorised

as a reflection-based attack. Traffic labeled as SYN, UDP, and UDP-lag in CID-

DDoS2019 belongs to the exploitation-based category.

All CICDDoS2019 data samples from the training day set are depicted in Table 3.2.

Note that all data samples can be counted from different ”CSV” files, which are collected

and saved based on their various attack types. Note that the ”WebDDoS” attack was

collected and saved together with the ”UDPLag” attack file.

Table 3.2: Three reflection-based attack types on training day

Attack Type Malicious Benign Total Flow count Attack times
DNS 5,071,011 3,402 5,074,413 10:52 - 11:05
LDAP 2,179,930 1,612 2,181,542 11:22 - 11:32
SNMP 5,159,870 1,507 5,161,377 12:12 - 12:23

The high-level description of the nature of the DDoS attack used in our study is

summarised in Table 3.3.

Table 3.3: Selected attack types in CICDDoS2019

Attack Type Attack Description

DNS Attack
DNS attacks are a type of amplification DDoS attack that exploits
Domain Name Servers and exhausts the bandwidth of the victims.
This attack can overwhelm the victims and make them inaccessible.

LDAP Attack

LDAP attacks are a DDoS attack associated with exploiting
Lightweight Directory Access Protocol (LDAP) protocol. The
attacker sends a massive number of LDAP requests to the
vulnerable LDAP servers by pretending to be a legitimate LDAP
client using spoofed IP addresses. The LDAP server becomes too busy
to create responses for attackers and becomes unable to respond to
real LDAP clients.

SNMP Attack

SNMP attacks are a volumetric DDoS attack that stands for Simple
Network Management Protocol (SNMP), and these attacks aim to
generate a large number of SNMP attacks utilizing a spoofing IP
address that directed to the victims from multiple networks.

In this dataset, there are 88 features in total, and the best top 5 features of each

attack type and benign traffics have been used based on the RandomForestRegressor

class of scikit-learn which can calculate the importance of each feature in the dataset [74].

Table 3.4 shows the top 5 important features which are employed in this research as well

as a brief description.
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Table 3.4: Selected features in CICDDoS2019

Feature Name Description
Max Packet Length The maximum length of a flow

Fwd Packet Length Max The maximum size of packets in the forward direction

Fwd Packet Length Min The minimum size of packets in the forward direction

Average Packet Size The average size of packets
Min Packet Length The minimum length of a flow

3.4.2 Data Pre-processing

In this section, we discuss the methodologies we used to process our dataset in order to

feed it into our proposed LSTM-AE model.

3.4.2.1 Data Cleaning

The original dataset contained 88 features. As suggested by [74], they depicted the top

5 most important features of each attack type and benign samples based on weight and

mean value calculated. According to these top 5 significant features which were selected,

we also use these top-5 features as our features among different attack types. For example,

we used DNS, LDAP, and SNMP as our analysis attack types, which provide three attack

types (anomalies) as well as benign (normal) samples. We chose these three attack types

because they shared the same top 5 important features based on their weight and the

mean value calculation. There are five important features to be used in this research:

”Max Packet Length”, ”Fwd Packet Length Max”, ”Fwd Packet Length Min”, ”Average

Packet Size”, and ”Min Packet Length”.

3.4.2.2 Label Encoding

We substituted the categorical labels for deep models as they only operate on float/nu-

merical values. One categorical value which was converted was the attack label (benign

or an attack type). For label encoding, ”0” indicates a benign (normal) sample, while ”1”

indicates an attack type (anomalies).

3.4.2.3 Data Normalization

There are several widely used methods to perform feature scaling, including Z Score,

standardization, and normalization. As proposed by [82], we utilize the MinMax-based

normalization for our feature scaling. This method maps the original range of each feature

into a new range using Equation (3.9), as follows:

Zi =
Zi −min
max−min

(3.9)

where Zi denotes all the normalized numeric values ranging between [0-1]; max and

min denote the maximum and minimum values from all data points.
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3.5 Experimental Results

Table 3.5: Implementation environment specification

Unit Description
Processor 3.4GHz Inter Core i5
RAM 16GB
OS MacOS Big Sur 11.4
Packages used tensorflow 2.0.0, sklearn

0.24.1

3.5.1 Experiment Setup

Our experiments were carried out using the system setup shown in Table 3.5.

The hyperparameters used in the training phase are described (with the values for

each parameter) complete with description in Table 3.6.

Table 3.6: LSTM-AE training parameters

Hyperparameters Values Descriptions

Learning rate 0.001 Learning speed (within range 0.0 and 1.0)
Dropout 0.2 No. of neurons ignored

Batch size 64 No. of samples in one fwd/bwd pass
Epoch 30 No. of one fwd/bwd pass of all samples

3.5.2 Performance Matrix

To evaluate the performance of our model, we used the following metrtics: classification

accuracy, precision, recall, and F1 score. Table 3.7 illustrates the confusion matrix.

Table 3.7: Confusion Matrix

Total Population
Predicted Condition

Normal Anomaly

Actual Condition
Normal TN FP

Anomaly FN TP

where;

• True Positive (TP) indicates an anomalous data point correctly classified as anoma-

lous.

• True Negative (TN) indicates a normal data point correctly classified as normal.

• False Positive (FP) indicates a normal data point incorrectly classified as anomalous.

• False Negative (FN) indicates an anomalous data point incorrectly classified as

normal.
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Based on the aforementioned terms, the evaluation metrics are calculated as follows:

TPR(TruePositiveRate/Recall) =
TP

TP + FN
(3.10)

FPR(FalsePositiveRate) =
FP

FP + TN
(3.11)

Precision =
TP

TP + FP
(3.12)

F1− score = 2×
(
Precision×Recall
Precision+Recall

)
(3.13)

Accuracy =
TP + TN

TP + TN + FP + FN
(3.14)

The Area Under the Curve (AUC) computes the area under the Receiver Operating

Characteristics (ROC) curve which is plotted using the true positive rate on the y-axis

and the false positive rate on the x-axis over different thresholds. Mathematically, the

AUC is computed as shown in Equation (3.15).

AUCROC =

∫ 1

0

TP

TP + FN
d

FP

TN + FP
(3.15)

Table 3.8: Three attack types’ performance based on different time window lengths

Attacks w = 10ms w = 50ms w = 100ms
Acc Pre Re F1 Acc Pre Re F1 Acc Pre Re F1

DNS 96.08 99.99 94.30 97.06 95.78 99.99 93.85 96.82 95.83 99.99 93.92 96.86
LDAP 99.96 99.99 99.93 99.96 98.68 99.99 97.28 98.61 99.77 99.99 97.47 98.71
SNMP 96.89 99.99 95.49 97.69 96.86 99.99 95.45 97.67 96.82 99.99 95.40 97.64

Table 3.9: Performance comparison between the experimental results and three attack
types on the CICDDoS2019 dataset

Algorithms
Confusion Matrix

Acc Pre Re F1

ID3 [74] - 0.78 0.65 0.69
RF [74] - 0.77 0.56 0.62

Naive Bayes [74] - 0.41 0.11 0.05
Logistic regression [74] - 0.25 0.02 0.04

Our model
DNS 0.96 0.99 0.94 0.97

LDAP 0.99 0.99 0.99 0.99
SNMP 0.96 0.99 0.95 0.97
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(a) DNS Attack (b) SNMP Attack (c) LDAP Attack

Figure 3.5: Performance of anomaly detection on different DDoS attack types using the
Confusion Matrix

3.5.3 Results and Evaluations

3.5.3.1 Training and testing dataset

The CICDDoS2019 data collection was based on millisecond intervals. We first select

0.5% of the data based on the original millisecond time interval. However, after selection,

there is a large number of malicious (anomalies) samples with only a few benign samples

selected. As mentioned previously, our LSTM-AE model only uses benign samples in the

training stage. Thus, to solve this issue, we first extracted all the benign samples from the

training day collection and separated them into training (80%) and testing (20%) sets.

For the model training, we only use 80% benign samples to train, while the rest of the

benign samples can be used in the testing set. Moreover, We used 0.5% of the original

CICDDoS2019 dataset for each attack type from the training day collection for testing

as it was not feasible to use the full dataset due to performance considerations. Note that

each testing set includes benign samples and different attack types.

We experimented with three attack types in the LSTM-AE model to get initial

anomaly detection results based on the top 5 most important features for each attack

type. Table 3.9 shows the initial anomaly detection results for the three attack types:

DNS, LDAP, and SNMP. The results show that the anomaly detection for LDAP attacks

performed the best in terms of accuracy, precision, recall, and F1-score, based on the

mentioned top 5 features.

Figure 3.5 illustrates the number of records classified for anomaly detection perfor-

mance using the three DDoS attack types.

3.5.3.2 Influence of time window length

Table 3.8 shows the performance of all three attack types based on different time window

lengths. The results show that performance was best for detecting LDAP attacks over

diverse time window lengths, with over 99% in accuracy and precision, recall, and F1-

score, compared with other attack types as shown in Table 3.8. As can be seen in Table 3.8,
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as the time window length increased, the accuracy decreased for all three attack types.

The highest accuracy was achieved at over 96% for a time window length of 10. We

also compared the results with the baseline of other machine learning techniques from

[74], in which the same features are used for testing purposes. In the comparison table

(Table 3.9), the evaluation results show our model performed impressively in terms of

accuracy, precision, recall, and F1-score.

3.5.3.3 Results of batch size

The testing results were evaluated based on different batch sizes while dropout, learning

rate, and epoch remained constant.

DNS attack: For DNS attacks (Table 3.10), the highest accuracy was 96.08% and

required a relatively brief computational time (approximately 12s per epoch) with the

batch size set to 64. We found that the smallest batch size value tested - size 10 - re-

sulted in the lowest accuracy (88.83%) and required a relatively high computation time

at approximately 42s per epoch.

Table 3.10: Batch size performance metrics for detecting DNS attacks

Batch
size

Acc Pre Re F1 AUC-ROC
Time (s)

(µ± σ)/epoch

10 88.83 100 83.71 91.13 91.58 42 ± 1.24

32 93.49 100 90.51 95.02 95.26 12 ± 1.03

64 96.08 99.99 94.30 97.06 97.14 12 ± 0.94

SNMP attack: In the case of SNMP attacks as in Table 3.11, analyzing the perfor-

mances for each batch size demonstrated that the best result was achieved when the batch

size was increased to 64. Comparing this with a smaller batch size of 10, all performance

metrics showed significant improvement at the larger batch size, particularly computa-

tional time. As can be seen in Table 3.11, a batch size of 10 (38s) takes approximately

three times longer than a batch size of 64 (12s), per epoch.

Table 3.11: Batch size performance metrics for detecting SNMP attacks

Batch
size

Acc Pre Re F1 AUC-ROC
Time (s)

(µ± σ)/epoch

10 88.47 99.99 83.29 90.88 91.64 38 ± 1.85

32 96.84 99.98 95.44 97.66 97.71 14 ± 1.31

64 96.89 99.99 95.49 97.69 97.75 12 ± 0.96

LDAP attack: The performance of LDAP attacks for each hyperparameter of batch

size is presented in Table 3.12. When analyzing the performance of each batch size, we can

see that the LDAP attacks are detected with impressive performance across the different

batch sizes, achieving over 98%. However, a batch size of 10 (42s) takes significantly longer

(over three times greater) than a batch size of 10 (12s) per epoch.
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Table 3.12: Batch size performance metrics for detecting LDAP attacks

Batch
size

Acc Pre Re F1 AUC-ROC
Time (s)

(µ± σ)/epoch

10 98.82 99.99 97.57 98.76 98.78 42 ± 1.93

32 98.55 99.99 97.02 98.48 98.51 14 ± 0.80

64 99.96 99.99 99.93 99.96 99.96 12 ± 0.82

3.5.3.4 Results of learning rate

The learning rate of the “Adam” optimizer is set at three candidate rates: 0.01, 0.001,

and 0.00001. This was tested over the three different attack types, while dropout and

epoch values remained constant.

DNS attack: The results of the DNS attacks are shown in Table 3.13, with different

learning rates. The highest performance metrics for accuracy, recall, and F1-score was

achieved at 96.08%, 94.30%, and 97.06% respectively. These results were all using the

learning rate value of 0.001. On the other hand, the smallest learning value at 0.00001

resulted in the lowest accuracy (95.48%), recall (93.41%), and F1-score (96.70%). While

selecting different learning rates has an impact on the results, the time taken is not much

different per epoch.

Table 3.13: Learning rate performance metrics for detecting DNS attacks

Learning
Rate

Acc Pre Re F1 AUC-ROC
Time (s)

(µ± σ)/epoch

0.001 96.08 99.99 94.30 97.06 97.14 10 ± 0.99

0.0001 95.80 99.99 93.88 96.84 96.94 10 ± 0.84

0.00001 95.48 99.99 93.41 96.59 96.70 10 ± 1.05

SNMP attack: In examining the performance of detection on the SNMP attack in

Table 3.14, we can see that the best performance for accuracy was achieved at 96.89%

using the learning rate of 0.001. Moreover, the results of all performance metrics decrease

slightly as the learning rate changed from 0.001 to 0.00001. The processing time did not

vary significantly due to the changes in the learning rate.

Table 3.14: Learning rate performance metrics for detecting SNMP attacks

Learning
Rate

Acc Pre Re F1 AUC-ROC
Time (s)

(µ± σ)/epoch

0.001 96.89 99.99 95.49 97.69 97.75 12 ± 0.96

0.0001 96.82 99.99 95.39 97.63 97.69 12 ± 0.99

0.00001 96.88 99.99 95.48 97.68 97.74 12 ± 1.05

LDAP attack: As shown in Table 3.15, the LDAP attack performed the best over our

experiments when compared to the other attack types. The results of detection overall

metrics - accuracy, precision, recall, F1, and AUC-ROC - provided the smallest variation

over LDAP attacks using the different learning rates, all scores being over 99%. The
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processing times showed there was a slightly greater cost using the smallest learning rate

of 0.00001.

The impact on the different learning rate configurations presents little variation, but

a learning rate of 0.001 gave the best results for accuracy. Similarly, the lowest value for

the learning rate took a long time to converge, which results in a significantly longer time

for computation per epoch.

Table 3.15: Learning rate performance metrics for detecting LDAP attacks

Learning
Rate

Acc Pre Re F1 AUC-ROC
Time (s)

(µ± σ)/epoch

0.001 99.96 99.99 99.93 99.96 99.96 11 ± 0.91

0.0001 99.94 99.99 99.89 98.94 99.95 11 ± 0.90

0.00001 99.96 99.99 99.93 99.96 99.96 12 ± 0.94

(a) time window length: 10 (b) time window length: 50 (c) time window length: 100

Figure 3.6: AUC-ROC visualization

Figure 3.6 shows the AUC-ROC for anomaly detection over our three DDoS attack

types using different time window length selections. Note that all three attack types

achieved over 97% for the AUC, and that the highest value for the AUC-ROC was achieved

for a time window length of 10. Our experimental evidence shows that the proposed model

offers significant potential to detect DDoS attacks effectively.

Table 3.16 shows the performance comparison for our proposed LSTM-AE model with

other similar methods from shallow machine learning and deep learning-based approaches.

As the results demonstrate, our approach offered the best performance of LDAP in terms

of all aspects of evaluation metrics, reaching an average of 99.96% accuracy while pre-

cision, recall, and F1-score all remain very competitive at 99.99%, 99.93%, and 99.96%

respectively.

3.6 Conclusion

In this study, we demonstrate that DDoS attacks can be detected with high accuracy using

a combination of multiple deep learning-based techniques. Our proposed reconstruction-

based LSTM-AE anomaly detection model leverages the benefits of an LSTM model
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Table 3.16: Comparison of CICDDoS2019 with different algorithms

Paper Techniques Accuracy Precision Recall F1-score
[56] LSTM-Fuzzy - 93.13

[14]
DDoSNet 24 features - 91.12 72.91 74.00

DDosNet 82
features + FS

- 91.16 79.41 79.39

[21] DDosNet (RNN+AE) 99 99 99 99

[41]
K-means + Active
Learning Method

90 - - 95

[7] CNN + BiLSTM 94.52 94.74 92.04 93.44
[31] LSTM 98.9 99.47 99.31 99.35
[25] LSTMED 89.7 44.8 88.3 59.4
[72] LSTM(scenario II) 88.5 88.1 87.8 87.0

This study LSTM-AE 99.96 99.99 99.93 99.96

and an Autoencoder in order to detect DDoS traffic anomalies. We use LSTM networks

consisting of multiple LSTM units that work with each other to learn the long short-term

correlation of DDoS traffic within a time series sequence. An Autoencoder is employed to

identify the optimal threshold based on the reconstruction error rates. This can be used

to identify anomalies in traffic. We have demonstrated the impact of different window

lengths for classifying anomalies over different DDoS attack types. Our proposed model

offers potential as an effective DDoS defense tool to assist in detecting a massively growing

number of DDoS anomalies. Our model has been comprehensively and extensively tested

against three different DDoS attack types. The evaluation results demonstrate high levels

of performance on different time window lengths over many performance metrics including

precision (99%), recall (99%), F1-score (99%), and accuracy (99%). Our model performed

best for the LDAP attack detection case against all performance metrics, exceeding 99%

and outperforming other state-of-the-art methods.



Chapter 4

LSTM-Autoencoder based Anomaly

Detection for Indoor Air Quality

Time Series Data

Abstract

Anomaly detection for indoor air quality (IAQ) data has become an important area of

research as the quality of air is closely related to human health and well-being. However,

traditional statistics and shallow machine learning-based approaches in anomaly detection

in the IAQ area could not detect anomalies involving the observation of correlations across

several data points (i.e., often referred to as long-term dependencies). We propose a hybrid

deep learning model that combines LSTM with Autoencoder for anomaly detection tasks

in IAQ to address this issue. In our approach, the LSTM network is comprised of multiple

LSTM cells that work with each other to learn the long-term dependencies of the data

in a time-series sequence. Autoencoder identifies the optimal threshold based on the

reconstruction loss rates evaluated on every data across all time-series sequences. Our

experimental results, based on the Dunedin CO2 time-series dataset obtained through a

real-world deployment of the schools in New Zealand, demonstrate a very high and robust

accuracy rate (99.50%) that outperforms other similar models.

55
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4.1 Introduction

indoor air quality (IAQ) is closely related to human health, productivity, and work ef-

ficiency [36]. Good air quality is even more important for children who spend the vast

majority of their time at school. Providing children with fresh air in their classroom envi-

ronment is of high importance for their health and well-being. However, the formulation

of CO2, which is considered to be the major constituent of indoor air pollutants, can be

easily built up by children studying/playing inside classrooms and also the emission from

floors and other surfaces [51]. Such accumulated CO2 can become the basis of creating

harmful mold and bacteria that could contribute to poor health and degrading academic

performance.

Constant monitoring of indoor air quality including the measurement of the level of

CO2 in school environments has been problematic for many countries including the OECD

as the large-scale monitoring of indoor air quality has proven to be too expensive for

budget-strapped schools. To address this concern, a team of researchers at Massey Univer-

sity developed a low-cost monitoring suite called SKOol MOnitoring BOx (SKOMOBO)

with the National Institute of Water and Atmospheric Research (NIWA) [86, 87, 92]. A

SKOMOBO unit is a small box, approximately the size of 100 × 100 × 100 mm, de-

signed to house a number of low-cost sensors that could capture a number of indoor air

quality-related data such as particulate matter (PM2.5 and PM10), temperature, relative

humidity, carbon dioxide (CO2) and human occupancy in classrooms.

The monitoring of measurable indoor air quality is challenging due to the fluctuation

of IAQ data reading and the question of data quality, for example, deployment in non-

stationary or uncontrolled environments [100]. In addition, rare or consistent contamina-

tion events can also corrupt the data quality (i.e., natural disasters such as fire, flooding,

and thunderstorms). As a result, numerous proposals for detecting anomalous events in

IAQ has been attempted by utilizing the latest advancement in artificial intelligence-

based techniques. For instance, many attempted to use statistical methods (e.g., using

the means, standard deviation, Gaussian q-distribution) [88, 93] and other combinations

of shallow machine learning techniques (e.g., KNN, k-means, regression) [40, 58, 101] to

find the patterns of normal behaviors of IAQ and use that as a basis to detect anomalous

events or for improving forecasting capabilities such as [62, 76]. However, these existing

methods could not detect anomalies where the observation of several correlated data

points are necessary.

In this research, we propose a hybrid deep learning model that combines the capabili-

ties of long short-term memory (LSTM) and Autoencoder (AE) for detecting anomalous

data points in IAQ datasets based on the understanding of long-term dependencies that

exist in data samples.

The main contributions of our proposed model are the following.

Summary of Original Contributions
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• We propose a hybrid deep learning model that utilizes the capacity of LSTM and

Autoencoder (AE). The proposed hybrid model can detect anomalous air quality

data points as a result of analyzing the time-series sequences of the dataset observed

during a certain duration in an automated fashion. Our model uses LSTM networks

comprised of multiple LSTM units each of which works with the other to learn

the long-term dependencies of multiple data points within a time-series sequence.

In addition, our model uses Autoencoder (AE) to reduce data dimension for more

efficient training and also computes an optimal threshold associated with each time-

series sequence. Together, our model is more suited to detect contextual anomalies.

• We apply our proposed model to the Dunedin CO2 Dataset obtained from a real-

world deployment of multiple primary/secondary schools in New Zealand.

• We compare the performance of the proposed model with other similar approaches

that use different aspects of LSTM and/or AE. Our experimental results performed

based on the comprehensive set of evaluation criteria, demonstrate that our pro-

posed model can effectively detect anomalies reaching the detection accuracy that

exceeds 99%.

The rest of this Chapter is structured as follows. Section 4.2 introduces related works

in the field of indoor air quality. Section 4.3 introduces the preliminary of the techniques.

Section 4.4 introduces the details of our proposed model. Section 4.5 and Section 4.6

illustrates the experimental setup and analysis of results evaluated on the Dunedin CO2

dataset. Section 4.7 concludes the paper with the planned future works.

4.2 Related Work

We review the existing state-of-the-art techniques for detecting anomalies in indoor air

quality datasets.

Ottosen et al. [58] introduced two anomaly detection techniques that use k-Nearest

Neighbour (KNN) and AutoRegressive Integrated Moving Average (ARIMA) to detect

both point and contextual anomalies separately in a low-cost air quality dataset. In

their approach to detecting point anomalies, they simply utilized the average Euclidean

distance to compute the similarity with the remaining points and assign an anomaly score

to the individual point. ARIMA was used to detect contextual anomalies by calculating

anomaly scores for each data point between the model and measurement based on the

absolute value of the residual. Both point and contextual anomalies are classified into two

clusters, normal and anomaly, by K-means clustering.

Wei et al. [88] proposed a hybrid model of MSD-Kmeans to detect anomalies with the

indoor PM10 dataset. They first used the statistical method of Mean and Standard De-

viation (MSD) which was used to eliminate noisy data to reduce the impact of clustering
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from the noise. Then they applied the K-means algorithm to achieve better local optimal

clustering. The performance of their proposal showed the detection accuracy (97.6%) and

F1-score (91.9%).

Li et al. [40] proposed clustering-based Fuzzy C-means. In their approach, the authors

used a reconstruction criterion to reconstruct the optimal cluster centers and partition

matrix based on multivariate subsequences data. They also used a reconstruction error

as the fitness function of the Particle Swarm Optimization (PSO) algorithm to define a

level for detecting anomalies in multivariate data. However, the proposed algorithm was

not able to reveal the structure of high dimensional multivariate time series due to the

issue involved in the PSO algorithm trap in local optima.

Sharma et al. [76] proposed a low-cost framework named IndoAirSense to estimate

and forecast indoor air quality in selected classrooms in the university. They first used

Multi-Layer Perceptron (MLP) and eXtream Gradient Boosting Regression (XGBR) to

estimate real-time indoor air quality. Then they used LSTM-wF (Long Short Term Mem-

ory without using the forget gate) to reduce the complexity of LSTM to forecast indoor

air pollutants. Clearly not using the forget gate that keeps the long-term memory, this

model could not detect anomalies in the time series dataset.

Mumtaz et al. [52] proposed an LSTM-based model for predicting the concentration

of different air pollutants to examine the overall quality of an indoor environment. In

their research, they collected the base data through IoT sensors that collect different air

pollutants (e.g., NH3, CO, NO2, CH4, CO2, PM2.5). Their proposed system had the

capability of sending alerts after detecting anomalies in air quality.

Xu et al. [94] proposed an LSTM model with an added error correction model (ECM)

for improving the prediction of indoor temperature in public buildings. In their approach,

an ECM is built when the predicted and measured data are co-integrated in the same

order, then utilized to revise the prediction of the testing dataset. Similarly, Jung et al. [32]

utilized LSTM for predicting the conditions of indoor space for facility management

based on the three IoT sensor datasets that measure the temperature, humidity, and

brightness of a space. LSTM was used to detect anomalous indoor space conditions where

the readings on the combination of three indoor air condition datasets deviating from a

threshold were obtained during training.

Hossain et al. [28] proposed a combined prediction scheme using two variations of the

RNN model (i.e., GRU and LSTM, respectively) to forecast the daily air quality index

(AQI) for two of the biggest cities (i.e., Dhaka and Chattogram) in Bangladesh. In their

proposal, they used GRU and LSTM as the first and second hidden layers respectively

followed by two dense layers as a prediction model. Results reflected that their model

followed the actual AQI trends for both cities and demonstrated that their two models

improved the overall performance when compared to when only a single model of GRU

or LSTM was used.
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We argue that these existing works have several limitations. For example, more classic

time-series approaches such as using ARIMA and regressive machine learning approaches

(such as K-means, or KNN) often rely on manual extraction of features for better pre-

diction of the behavior of the features. This can be time-consuming and require the

intervention of human experts which can be expensive. These existing models are also

often very sensitive to outliers and tend to perform poorly when the underlying dataset

size is large and the probability distribution is unknown.

Using LSTM, the use of time-series forecasting models can predict future values based

on the previous pattern of sequential data which provides greater accuracy for predic-

tion and assists in better decision making such as detecting anomalies. Unlike existing

methods, through the use of Autoencoder, our proposed model can provide much better

results when dealing with complex autocorrelation sequences with large datasets even in

the presence of unpredictable data distribution.

4.3 Preliminaries

4.3.1 LSTM

LSTM stands for long short term memory which is often regarded as an extension of

Recurrent Neural Networks (RNN). RNN provided the capability of “short-term memory”

which allowed the use of the previous information (at a certain point only) to be used

for the present task. Extending from RNN, LSTM architecture provides the capability

of “long-term memory” where a list of all of the previous information (as opposed to a

point of time) is available for the current neural node.

A common LSTM unit, depicted in Fig. 4.1, is composed of a cell, an input gate, an

output gate, and a forget gate. The cell remembers values over arbitrary time intervals

and the three gates regulate the flow of information in and out of the cell.

Note that:

• The Cell State refers to the current long-term memory of the network that stores

the list of previous information.

• The previous Hidden State refers to the output at the previous point in time which

can be seen as short-term memory.

• The input data contains the input value at the current time step.

Step1: Forget Gate - The main purpose of the forget gate is to decide which bits

of the cell state are useful given both the previous hidden state and new input data. If

relevant, it outputs the number closer to 1 otherwise 0 using a sigmoid activation function.

Mathematically, the results (ft) from the forget gate can be presented as:

ft = σ(wf [Ht−1, Xt] + bf ) (4.1)
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Figure 4.1: How LSTM Unit Works

where σ is the activation function, wf and bf are the weights and bias of the forget

gate. Ht−1 and Xt present the concatenation of the hidden state and the current input

respectively.

Step2: Input Gate - The main purpose of the input gate is two folds. The first is to

check if the new information (i.e., the previous hidden state and new input data) is worth

keeping in the cell state. If there are, secondly, it decides what new information should

be added to the cell state. Towards this, the input gate goes through two processes. The

process of deciding how much of the new information, now presented as C̃t, is depicted

in Equation 4.2 as follows.

C̃t = tanh(wc[Ht−1, Xt] + bc) (4.2)

where wc and bc are the weight matrices and the bias of the input gate respectively while

a tanh is used as an activation function in the range of [-1, 1] where the negative values are

used to reduce the impact. Identifying which components of the new input are depicted

in Equation 4.3 as follows.

it = σ(wi[Ht−1, Xt] + bi) (4.3)

where wi and bi are the weight matrices and the bias of the input gate.

These two processes are pointwise multiplied to regulate the magnitude of the new

information. This resulting combined vector is then added to the cell state, resulting in
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the long-term memory of the network being updated, as shown in Equation 4.4.

Ct = ft � Ct−1 + it � C̃t (4.4)

Step3: Output Gate - The main purpose of the output gate is to decide the new

hidden state.

It first applies the previous hidden state and current input data through the sigmoid

activated network to obtain the filter vector ot as shown in Equation 4.5.

ot = σ(wo[Ht−1, Xt] + bo) (4.5)

where wo and bo are the weight matrices and the bias of the output gate.

The cell state is passed through a tanh activation function to force the values into

the interval [-1, 1] to create a squished cell state which is applied to the filter vector by

pointwise multiplication. A new hidden state Ht is created and outputted, along with the

new cell state Ct, as shown in Equation 4.6.

Ht = ot � tanh(Ct) (4.6)

The new cell state Ct becomes a previous cell state Ct−1to the next LSTM unit while

the new hidden state Ht becomes a previous hidden state Ht−1 to the next LSTM unit.

These are repeated until the input data from all time-series sequences are processed by

all LSTM cells involved.

4.3.2 Autoencoder (AE)

An autoencoder is a type of unsupervised neural network that is used to learn efficient

codings of unlabelled data. It learns a representation for a set of input data by training

the neural network to ignore insignificant data (i.e., often termed as “noise”). A typical

autoencoder is composed of an input layer, an output layer, and several hidden layers. The

operations of an autoencoder can be divided into Encoding, Decoding, and Reconstruction

Loss as illustrated in Fig. 4.2.

Step1: Encoding - In the encoding operation, input data x is a m high-dimensional

vector (x ∈ Rm) that is mapped to a low-dimensional bottleneck layer representation (h)

after removing any insignificant features, as shown in Equation (4.7).

h = f1(wix+ bi) (4.7)

where wi is the weight matrix, bi is a bias and f1 is an activation function.

Step2: Decoding - In the decoding operation, the bottleneck layer representation

of (h) is used to generate the output x̂ that maps back into the reconstruction of x, as

shown in Equation (4.8):

x̂ = f2(wjh+ bj) (4.8)
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Figure 4.2: How Autoencoder Works

where f2 is an activation function for the decoder. wj is the weight matrix, bj rep-

resents a bias and x̂ represent reconstructed input sample. Note that wj and bj may be

unrelated to the corresponding wi and bi for the encoder.

Step3: Reconstruction Loss - In a standard autoencoder model, a reconstruc-

tion loss (L) is calculated to minimize the difference between the output and the input,

as shown in Equation 4.9. It is often this reconstruction loss that is used for anomaly

detection task [89,95].

L(x− x̂) =
1

n

n∑
n=1

|x̂t − xt| (4.9)

where x represents the input data, x̂ indicates the output data and n is the number

of samples in the training dataset.

However, this is extended to compute a reconstruction loss of a sample in our model

as follows:

xi =
1

n

n∑
n=1

|x̂i − xi|

s.t. n =

i ≤ N+1
2

N − i+ 1 n > N+1
2

(4.10)
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Figure 4.3: Overview of our proposed model

whereN is the total number of samples, and n dedicates the nth sample,Xi = {x1, ..., xi}.
Then, we compute the reconstruction loss for all samples in time-series as follows.

loss =
1

N

1∑
N=i

xi (4.11)

whereN is the total number of samples, and x indicates a reconstruction loss computed

for a sample.

4.4 Methodology

In this section, we introduce our proposed model that uses the combination of LSTM

and Autoencoder to detect anomalies based on the analysis of time-series data. We first

provide the overview of our proposed model based on the four steps of creating the input

sequence, LSTM Encoder, LSTM Decoder, and anomaly detection. We also provide a

detailed description of the algorithm our model uses in terms of training and testing

phases.

4.4.1 LSTM-Autoencoder

The overview of our proposed model is illustrated in Fig. 4.3. Our LSTM-Autoencoder

utilizes the capabilities of both the LSTM neural network and Autoencoder. In the first

step, the original dataset is converted as the sequence of the high-dimensional input data

as a fixed-size vector. In the second step, the LSTM Encoder creates multiple LSTM

units each of which works together to retain all data points in a time series sequence to

analyze the pattern of features (i.e., the pattern of CO2 values) while keeps reducing the

high dimensional input vector representation into low-dimensional representation until it

reaches the latent space. In the third step, LSTM Decoder reproduces the fixed-size input

sequence from the reduced representation of the input data in the latent space. In the
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last stage of anomaly detection, the reconstruction error rate across the output to the

input is calculated to find an optimal threshold. The threshold is then used in the test

phase to detect a contextual anomaly across different time sequences.

Step1: Input Sequence Data - The original dataset is made as a series of time

sequence [X1, X2, X3, ..., Xn]. Each sequence X with a fixed T-length time window data

[x1, x2, x3, ..., xt] is created where xt ∈ Rm represents anm-features input at time-instance

t. This is then again reshaped into a 2d (2-dimensional) array, representing samples and

timesteps. For example, a sequence of our CO2 data is converted into the 2d array where

each dimension indicates the list of samples at 10 timesteps.

Step2: LSTM Encoder - The main purpose of the LSTM encoder is to act like a

sequence folding layer that converts features to a batch of time-based feature sequences.

It is like convolution operations on timesteps of feature sequences independently. Fig. 4.4

describes the details of how the (AE) encoder interacts with the series of LSTM unit cells

trained to recognize the most relevant features in the input sequence.

Figure 4.4: Details of LSTM encoder

Each time series of Xi contains 10 samples collected on 10 timesteps (of a 1-minute

interval). This one-dimensional dataset is reshaped into a two-dimensional dataset to feed

to the encoder. For example, to unroll the input dataset based on timesteps, the number of

input is coveted as a 2d vector where one dimension contains the 10 timesteps and another

dimension contains the feature (i.e., samples of CO2 reading), presenting as a vector of

10 × 1. This is now fed to the encoder. The encoder creates Layer 1 which contains an

LSTM network with 10 LSTM cells. Each LSTM cell unit processes a sample. 10 LSTM

cells work in a sequential manner where the 1st LSTM unit passes the result of the sample

to the 2nd LSTM. The 2nd LSTM unit decides whether to keep the previous sample from

the 1st LSTM to keep or forget it. If the 2nd LSTM decides to keep it, it writes it in the

long-term memory and passes the information of the sample from the 1st LSTM along

with the feature information processed from the sample it is processing to the 3rd LSTM
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and so on. The last LSTM, the 10th in our model has all samples worth keeping processed

by the 9 previous LSTM cells. The information about all relevant samples is outputted by

the last LSTM cell. This output is now coveted as the 1× 16 vector as encoded features.

Note that we added a RepeatVector as Layer 2 to create the copies of the 1×16 vector

as many as equal to the number of timesteps. For example, the size of time steps in our

model is 10 therefore Layer 2 creates 10 copies of encoded features as a two-dimensional

vector that equals 10× 16.

Step3: LSTM Decoder - The main purpose of the LSTM decoder is to act like a

sequence unfolding layer that restores the sequence structure of the input data after the

sequence folding on timesteps. Fig. 4.5 describes the details of how the decoder interacts

with LSTM cells to reconstruct the outputs.

Figure 4.5: Details of LSTM decoder

Each 1×16 set is now fed as an input to the decoder which creates a Layer 3 network

with 10 LSTM cell units. Each LSTM cell unit processes each 1×16 encoded feature. Each

LSTM unit produces an output that represents the result of the learning from the encoded

feature where the output is multiplied with the 1 × 16 vector created by the additional

TimeDistribution layer. At the same time, each LSTM cell unit produces another 2nd

output containing the state of what has been processed by the current LSTM cell passing

to the next LSTM, except the last LSTM unit. Note that matrix multiplication between

the output of each LSTM layer (L) (10× 16) and the TimeDistribution layer (16× 1) is

calculated which results in a vector with the size of 10× 1 which is the same as the size

of the input.

Step4: Anomaly Detection -

An anomaly can be defined as an observation diverging from the majority of the data.

A threshold can be set as a decision point to decide how much an observation deviates.

Any observations that go beyond the threshold are defined as anomalies.

Applying this threshold-based anomaly detection technique, our model is trained with

the dataset that contains the CO2 values within a normal range. This is to obtain the
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Figure 4.6: Computing reconstruction loss on time series

reconstruction error rates associated with the normal CO2 data points. Once training is

done and all different reconstruction error is computed on all samples, the max reconstruc-

tion error rate is set as a threshold. Once the threshold is decided, we input the testing

CO2 dataset which now contains all ranges of CO2 readings. A reconstruction error rate

of each CO2 value is computed for each sample in the testing set. If the reconstruction

error rate goes beyond the threshold, this sample is considered an anomaly.

Fig. 4.6 illustrates how we calculate reconstruction loss for each sample contained

different time-series sequences. Let’s presume that there are 5 samples [x1, x2, x3, x4, x5]

which are made as 3 time-series sequences of [X1, X2, X3] where each sequence contain-

ing 3 samples on 3 different timesteps where X1 ∈ [x1, x2, x3], X2 ∈ [x2, x3, x4], and

X3 ∈ [x3, x4, x5] - as shown in blue dotted blocks. Our model trains this 3 time-series of

sequences as inputs and construct the outputs that map to each sequence

X̂1 ∈ [x̂1, x̂2, x̂3], X̂2 ∈ [x̂2, x̂3, x̂4], and X̂3 ∈ [x̂3, x̂4, x̂5].

Let’s assume that the original value for the 3 sequences is: X1 ∈ [x1 = 1, x2 = 2, x3 =

3], X2 ∈ [x2 = 2, x3 = 3, x4 = 4], and X3 ∈ [x3 = 3, x4 = 4, x5 = 5] where the mapping

outputs for each time sequence came out as

X̂1 ∈ [x̂1 = 1.1, x̂2 = 2.02, x̂3 = 3.01], X̂2 ∈ [x̂2 = 1.99, x̂3 = 2.99, x̂4 =

3.99], and X̂3 ∈ [x̂3 = 3.01, x̂4 = 4.02, x̂5 = 5.02].

The reconstruction loss for each sample can be calculated as:

x1 = |1.1− 1| / 1 = 0.1

x2 = (|2.02− 2|+|1.99− 2|) / 2 = 0.01

x3 = (|3.01− 3|+|2.99− 3|+|3.01− 3|) / 3 = 0.01

x4 = (|3.99− 4|+|4.01− 4|) / 2 = 0.01

x5 = |5.02− 5| / 1 = 0.02
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The max reconstruction loss is set as a threshold which in our case is set to be 0.1.

During testing, any samples whose reconstruction loss goes beyond 0.1 is now labeled as

an anomaly.

4.4.2 Algorithm

The algorithm for the proposed model is shown in Algorithm in Fig. 4.7. The main goal of

the training phase in our proposed model is two folds. Firstly, the focus of the training is

to minimize the reconstruction error so that the outputs reconstructed from the reduced

representation of the input resemble the input as much as possible. Secondly, our model

obtains the typical reconstruction error rate associated with the normal range CO2 data

points to find an optimal threshold to use for detection during the test phase. The main

goal of the testing phase is to use the threshold to detect anomalies in the test dataset.

Training Phase - The first step in the training phase is to reshape the origi-

nal dataset into time-series sequences, as shown in Algorithm in Fig. 4.7 phase 1: To

sequence. Dataset Xi represents a sequence in the training dataset. In our model, each

sequence contains 10 CO2 samples on 10 timesteps. As depicted in the Phase 2: LSTM-AE

training within Algorithm in Fig. 4.7, the training of the model starts where each se-

quence is fed to the encoder one at a time where a sample in the sequence is trained by a

single LSTM in a sequential manner. Once the training of each sequence completes, the

latent space of the encoder rearranges the concatenation of the (relevant) data points as

a 1-dimensional encoded feature representation. The RepeatVector layer makes multiple

copies of the encoded feature.

The decoder creates an LSTM network with the number of LSTM cells according

to the timesteps (i.e., also matching the copies of the encoded features). Each encoded

feature is processed by a single LSTM cell. The results of the processing by all LSTM

cells are made as a single-dimensional vector at the TimeDistributed Dense Layer which

produces the output.

A reconstruction loss between the output and input is calculated, as in steps 8 to 13.

A backpropagation strategy is applied to adjust the weights and parameters of the model.

We use the Mean Absolute Error (MAE) algorithm, as shown in Equation 4.12, as the

reconstruction error loss function.

Loss(MAE) =

∑n
i=1 |xi − x̂i|

n
(4.12)

where n indicates the total number of samples, xi is the representation of the original

input being fed to the encoder, and x̂i is the output produced by the decoder.

The model trains on all time-series sequences until the reconstruction loss is mini-

mized for all samples. Note that we use 16 neurons in the latent space of the encoder to

capture the output from the 10th LSTM. We used ”tanh” as the activation function in

our proposed model. We also use two Dropout layers (0.2) in the encoder and decoder re-

spectively. We use a RepeatVector layer between the encoder and decoder. An additional
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Figure 4.7: LSTM-AE Algorithem

TimeDistrutedDense layer is used before the output layer. Once training is complete, the

max reconstruction error is obtained as a threshold as shown in Phase 3: Threshold

setting.
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Figure 4.8: The projection of the original raw dataset

Testing Phase - The details of the testing phase of our model are shown in Phase

4: Anomaly detection on testing set. A sequence of time series containing 10 data

points of 10 timesteps is fed to the trained LSTM encoder. Note that this time the 10

data points contain all ranges of CO2 values. The LSTM decoder produces a single time

series also containing 10 data points of 10 timesteps using the encoded (and reduced)

feature representation of the input sample. A reconstruction error rate of each data point

is compared with the threshold. The calculation of the reconstruction loss strategy is the

same as we mentioned in the training phase in Equation 3.8. If the reconstruction loss

value is bigger than the threshold η, this data point is labeled as an anomaly otherwise

labeled as normal. This is shown in the following Equation 4.13.

X ′ =

{
X ′i is anomalies, if ltestarr[i] > η

X ′i is normal, otherwise
(4.13)

where X ′ indicates a reconstructed time series, X ′i is a data point contained in the

time series, and ltestarr[i] is a result of the reconstruction loss function using MAE.

4.5 Data and Data processing

We discuss the details of the dataset we use in our study along with the description of

the data preprocessing strategies we adopted.

4.5.1 Dunedin CO2 Dataset

With the focus on understanding the relationship between the level of CO2, weather con-

ditions, and student performance, 74 units of SKOMOBO boxes were deployed in multiple

primary/secondary schools in Dunedin, South Island, New Zealand. Records containing

the reading of CO2 were collected over a period of four months between 01/01/2018 and

30/04/2018, at a 1-minute interval. The projection of the CO2 reading is shown in Fig.

4.8. As expected, any changes in the CO2 were not observed when there was a school

break (e.g., during January 2018, and the 1st term break in the last two weeks of April

2018. As students occupy classrooms, we observe the changes of CO2 fluctuating a lot
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of which some could be anomalous. The total number of CO2 readings presented in the

dataset was 247,263.

4.5.2 Data Preprocessing

We first clean up the original records. We first removed all duplicate records. For example,

we removed the records containing the CO2 readings with identical timestamps. We also

removed the records where it contained both CO2 and timestamp with NaN values. We

kept the records where the CO2 reading was either an empty value or NaN value but

a timestamp was legit. In this case, we replaced either empty or NaN value with the

numeric 0. After this clean-up, we had a total of 171,067 records.

4.5.3 Training and Test dataset

Two separate datasets for the training and testing phase of our model were prepared as

follows.

Training Dataset - According to [44], the typical CO2 value accepted as the normal

range is between 0 and 968 (PPM).

Figure 4.9: The distribution of CO2 reading according to 3-sigma

Based on our analysis of the dataset, we find that the majority of the CO2 readings sit

if we use the 2-sigma rule of the normal distribution (i.e, around CO2 readings < 968 when

the mean of the CO2 readings is around 488) which can be considered as the acceptable

normal range, as shown in Fig. 4.9.

As the training of the model learns the typical reconstruction error associated with

normal data points, we create a training dataset only to contain CO2 data points within

a normal range. Towards this, we first set aside 3 months of the original dataset (from

01/01/2018 - 31/03/2018). Then we calculate the 2-sigma rule to check each sample if it

sits in the normal range or not. If there are any CO2 readings beyond the 2-sigma rule,

we remove them. The illustration of creating the training dataset is shown in Fig. 4.10.
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Figure 4.10: Creating training dataset

Test Dataset - We used 1 month of the original data (from 01/04/2018 - 30/04/2018)

as a testing dataset. Note that this dataset contains all different ranges of CO2 readings.

We add the numeric 0 as a label if the CO2 reading is within the 2 sigma-rule range,

otherwise, we add the numeric 1. These labels are only used to evaluate the performance

of our model - whether our model is good at detecting anomalous data points to normal

data points. The illustration of adding labels in the test dataset is shown in Fig. 4.11.

4.5.4 Data Normalization

We apply a data normalization technique to eliminate the impacts of different scales

across CO2 readings thus reducing the execution time and computational complexity of

the model training. We use a standard scalar normalization as depicted in Equation (4.14).

Zi =
Xi − µ
S

(4.14)

where Zi denotes all the normalized numeric values ranging between [0-1]; Xi indicates

a data point while µ and S refer to the mean and standard deviation.

4.6 Evaluations

In this section, we provide the details of the experiment including the environment setup,

performance metrics we use, analysis of results, and discussion.
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Figure 4.11: Creating test dataset

Table 4.1: Implementation environment specification

Unit Description
Processor 3.4GHz Inter Core i5
RAM 16GB
OS MacOS Big Sur 11.4
Packages used tensorflow 2.0.0, sklearn

0.24.1

4.6.1 Experiment Setup

Our experiments were carried out using the following system setup shown in Table 4.1.

The hyperparameters used in the training phase are illustrated with the values for

each parameter along with the description in Table 4.2.

Table 4.2: LSTM-AE training parameters

Hyperparameters Values Descriptions

Learning rate 0.001 Learning speed (within range 0.0 and 1.0)
Dropout 0.2 No. of neurons ignored

Batch size 64 No. of samples in one fwd/bwd pass
Epoch 30 No. of one fwd/bwd pass of all samples
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4.6.2 Performance Metrics

To evaluate the performance of our model, we used classification accuracy, precision,

recall, and F1 score as performance metrics. Table 4.3 illustrates the confusion matrix.

Table 4.3: Confusion Matrix

Total Population
Predicted Condition

Normal Anomaly

Actual Condition
Normal TN FP

Anomaly FN TP

where;

• True Positive (TP) indicates anomalous data point correctly classified as anomalous.

• True Negative (TN) indicates normal data point correctly classified as normal.

• False Positive (FP) indicates normal data point incorrectly classified as anomalous.

• False Negative (FN) indicates anomalous data point incorrectly classified as normal.

Based on the aforementioned terms, the evaluation metrics are calculated as follows:

TPR(TruePositiveRate/Recall) =
TP

TP + FN
(4.15)

FPR(FalsePositiveRate) =
FP

FP + TN
(4.16)

Precision =
TP

TP + FP
(4.17)

F1− score = 2×
(
Precision×Recall
Precision+Recall

)
(4.18)

Accuracy =
TP + TN

TP + TN + FP + FN
(4.19)

The area under the curve (AUC) computes the area under the receiver operating charac-

teristics (ROC) curve which is plotted based on the trade-off between the true positive

rate on the y-axis and the false positive rate on the x-axis across different thresholds.

Mathematically, AUC is computed as shown in Equation (4.20).

AUCROC =

∫ 1

0

TP

TP + FN
d

FP

TN + FP
(4.20)

4.6.3 Results

We provide the results of the performance of our proposed model observed from a number

of different evaluation aspects.
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4.6.3.1 Training

Fig. 4.12 shows the trends of the loss at different epoch intervals. The training loss (the

blue line) assesses the error rate of the model during training. We can see that the training

loss stabilizes pretty quickly approximately around 8 epochs. We set aside 10% of the

validation set from the training dataset to assess the performance of our model during

training. As expected, the validation loss is not stabilized before 8 epochs. However, after

8 epochs, the validation loss presents a similar loss rate to the training loss (i.e., the

average of approximately 0.07%). This can be regarded as a good fit and our proposed

model works well (i.e., our model does not overfit or underfit).

Figure 4.12: Training/Validation loss

4.6.3.2 Impact of Model Architecture

We also tested the sensitivity of our model in terms of the model architecture that differs

in the number of the hidden layer (s) and the number of LSTM cell units used. Three

different types of model architects, consisting of 1 hidden layer, 2 hidden layers, and n

hidden layers, at the encoder and decoder were evaluated. The number of hidden layers

at the encoder and the decoder vary while the number of LSTM units used at different

model architectures is the same. The details of the three model architectures we evaluated

are shown in Fig. 4.13.

There were slight differences in terms of the model performance depending on the

number of hidden layers. For example, the model architecture with 1 hidden layer worked

best with the F1-score above 94.68% while the F1-score of 93.48% and 93.31% were
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Figure 4.13: Different model architecture

reached by 2-layer and 3-layer models, respectively. The size of the output vector used

by different architectures had a higher impact on the model performance through the

smallest size of the output vector used by the 1-layer model worked the best in reaching

a 94.68% F1-score, as shown in Table 4.4. Note that the first and the second line both

use a 1-layer model but with a different number of units.

Table 4.4: Performance of different model architectures

No. (Layers) No. (Units) Accuracy Precision Recall F1-score
1 128 99.29 100 85.71 92.31
1 16 99.50 100 89.90 94.68
2 64,16 99.39 100 87.76 93.48
3 128,64,16 99.38 100 87.47 93.31
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4.6.3.3 Impact of Model Parameters

Table 4.5 shows the performance of different model parameters such as different sizes of

learning rate and batch size while dropout and epoch values remain constant.

In the observation of the performance of the batch size, the batch size value of 64

resulted in the best performance with the highest accuracy, recall, and f1-score. Because

there are more data in the bigger batch size, it also contributed to the faster response

time where the time it took to run the proposed model took three times less compared

to when the batch size of 10 was used. In the performance of different learning rates, the

learning rate value of 0.001 showed the best performance while taking the smallest time

to run the model.

Table 4.5: Parameter comparison

Parameters Performances

Batch size Acc Pre Re F1 AUC Time (s) (µ± σ) /epoch

Learning rate:
0.001

10 99.41 100 87.90 93.56 94.0 99.72± 1.48

32 99.45 100 88.52 94.15 94.5 44.37 ± 3.39

64 99.50 100 89.90 94.68 95.0 35.70 ± 1.28

Learning rate Acc Pre Re F1 AUC Time (s) (µ± σ) /epoch

Batch size: 64
0.001 99.50 100 89.90 94.68 95.0 35.70 ± 1.28

0.0001 99.43 100 88.48 93.89 94.2 35.82 ± 1.28

0.00001 99.39 100 87.62 93.40 93.8 35.83 ± 1.14

4.6.3.4 Impact of The Size of Time Sliding Window

The size of the time sliding window that decides the number of timesteps to contain in a

sequence can impact the overall performance as it can affect the way the reconstruction

error rate is computed. Thus we also tested the sensitivity of our model in terms of the

size of the time sliding window and the model performance. We tested our model in terms

of using the size of the time sliding window at 10, 15, 20, 25, 30, 35, and 40. As shown

in Fig. 4.14, the time sliding window at 10 performed best with the highest TPR rate

which contributed to the best F1-score and accuracy. The size of the time window at 15

and 20 worked worst with the lowest TPR rate just above 80%. Above the time sliding

window size 20, we observed that TPR and accordingly F1-score started decreasing as

the number of time sliding windows increased.

4.6.3.5 Model Performance

Fig. 4.15 illustrates the performance of our model based on the confusion matrix. The

total number of test samples = 42,787 containing the normal samples = 40,697 and the

abnormal samples = 2,100 according to our label. Our model was able to detect a total of

1,888 abnorml data points correctly out of the 2,100 abnormal data samples (i.e., 89.90%
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Figure 4.14: Performance comparison of LSTM-AE under different time window length

of accuracy). Our model detected the total number of 40,697 normal data points correctly

out of the 40,697 normal data samples (i.e., 100% of accuracy). Our model had none of

FP by incorrectly classifying the normal samples as abnormal while it had 212 of FN by

incorrectly classifying the abnormal samples as normal. By accounting for all of these,

our model resulted in an accuracy of 99.50%, a precision of 100%, a recall of 89.90%, and

an F1-score of 94.68%.

Fig. 4.16 shows our model performance in terms of the AUC-ROC graph that clearly

demonstrates the trade-off between true positive rate and false-positive rate. The curve

confirms that our proposed model is highly effective in accurately detecting anomalies by

achieving an AUC-ROC score of 95.0%. This result is calculated based on the whole time

series testing dataset. To detect the model efficiency, we also compared different time

window lengths in 1 minutes intervals. We observed that the AUC-ROC curve starts

decreasing as the size of the time window length increases. The best performance was

shown at 95.0% when the size of the time window length = 10 while the worst performance

was shown when the size of the time window length was = 10 and 20. Similar to the

performance of the impact of the time sliding window, the AUC-ROC score decreased

slightly as the size of the time window increased from the size of over 25.
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Figure 4.15: Detection results based on Confusion Matrix

Fig. 4.17 shows where anomalous data points were detected (i.e., see by the red dots)

based on the test dataset. In our observation, the threshold was set at 1.742 when the

training was done. During the test, we also observed that any CO2 readings greater

than 1,000 usually had a reconstruction error rate greater than 1.742 and therefore were

considered anomalous.

4.6.3.6 Comparison to Other Similar Models

Table 4.6 shows the performance comparison of our model evaluated on the Dunedin CO2

dataset with other similar models that use different variations of LSTM Autoencoder. As

the result shows, our approach shows the best performance in terms of accuracy (at

99.50%) and precision (at 100%). The similar model proposed by Yin et al. [97] shows

the most competitive performance compared to ours with similar accuracy and F1-score.

The model proposed by Nguyen et al. [54] shows a higher F1-score (at 96.98%) though

the accuracy of their model is lower than our method. In our further investigation, they

used a One-Class SVM as an additional classifier to reduce the false positives.

4.7 Conclusions

We proposed an LSTM-Autoencoder-based deep-learning technique for detecting anoma-

lies in indoor air quality datasets. Using the latest advancement in time-series data anal-

ysis using an LSTM model, our proposed model provides a great capability to learn a
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Figure 4.16: AUC-ROC visualization

Figure 4.17: Normal and anomalies distribution on the testing set

pattern that exists in the CO2 time sequence data. Together with Autoencoder, our pro-

posed model computes a typical reconstruction error associated with each time sequence

pattern and uses this information for anomaly detection while providing more efficient

model training with data dimension reduced. Our hybrid approach effectively removes

the limitations associated with the existing state-of-the-art by removing the requirement

of having to often manually extract relevant features and be sensitive to the presence of

outliers often contributed to poor performance.

Our proposed model was applied to the CO2 time-series dataset obtained from a real-

world deployment. The experimental results showed that our proposed model is highly
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Table 4.6: Comparison to other similar models

Paper Techniques Datasets Acc Pre Re F1
1 LSTM-AE Yahoo Webscope S5 99.25 97.84 94.16 95.97
2 LSTM-AE ECG 98.57 97.55 97.55 -

3 LSTM-AE
WSNs position

at IBRL
- 89.1 86.9 85.24

4 VAE-LSTM
Ambient temperature - 80.6 1.0 89.2
CPU utilization AWS - 69.4 1.0 81.9
Machine temperature - 55.9 1.0 71.7

5 LSTM-AE
CERT insider
threat dataset

90.17 - 91.03 -

6 LSTM-AE
Numenta Anomaly
Benchmark (NBA)

- 90.8 98.8 94.6

7
LSTM-AE
adversarial

learning

e-VDS 94.16 90.31 88.45 89.37

CCV 83.03 75.08 73.26 74.16

8 LSTM-AE
Break Operating
Unit (BOU) data

94.44 97.94 85.77 91.45

9
LSTM-AE-

OCSVM
Generated dataset 98.36 98.45 99.59 96.98

10 LSTM-AE iforest
simulated data in
Fashion industry

95 100 94 87

Our study LSTM-AE
Dunedin CO2

Dataset
99.50 100 89.90 94.68

efficient for detecting anomalous CO2 values with high accuracy of 99.50% and outper-

forms other similar models.



Chapter 5

Classification and Explanation of

Distributed Denial-of-Service (DDoS)

Attack Detection using Machine

Learning and Shapley Additive

Explanation (SHAP) Methods

Abstract

DDoS attacks involve overwhelming a target system with a large number of requests

or traffic from multiple sources, disrupting the normal traffic of a targeted server, service,

or network. Distinguishing between legitimate traffic and malicious traffic is a challeng-

ing task. It is possible to classify legitimate traffic and malicious traffic and analysis

the network traffic by using machine learning (ML) and deep learning (DL) techniques.

Moreover, ML/DL techniques are faster to identify DDoS attacks and allow for efficient

response and mitigation. However, due to the model’s complexity, especially deep learn-

ing, it was difficult to gain the explanation that produced the reasons behind the model’s

decisions. To this end, Explainable Artificial Intelligence (XAI) can explain the decision-

making of the ML/DL models that can be classified and identify DDoS traffic. In this

context, we proposed a framework that can not only classify legitimate traffic and ma-

licious traffic of DDoS attacks but also use SHAP to explain the decision-making of the

classifier model. To address this concern, we first adopt feature selection techniques to

select the top 20 important features based on a combination of feature importance tech-

niques (e.g., XGB-based feature importance, Permutation feature importance, and SHAP

feature importance). Following that, the Multi-layer Perceptron Network (MLP) part of

our proposed model uses the optimized features of the DDoS attack dataset as inputs to

81
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classify legitimate traffic and malicious traffic. We perform extensive experiments with all

features and selected features in one-to-one (benign vs. one attack type) and one-to-all

(benign vs. multi-attack types) scenarios. The evaluation results show that the model

performance with selected features achieves above 99% accuracy in both one-to-one and

one-to-all classifications. Finally, to provide interpretability, XAI can be adopted to ex-

plain the model performance between the prediction results and features based on global

and local explanations by SHAP, which can better explain the results achieved by our

proposed framework.
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5.1 Introduction

Cybersecurity refers to the aspect of protecting the individual or organization’s net-

work and information systems to defend against cyber attacks, including protecting data

availability, confidentiality, and integrity [71]. In the era of rapid information technol-

ogy development, network security is becoming increasingly important to networks and

computer users. However, the rapid proliferation of innovative technologies and commu-

nication infrastructure brings the potential for cyberattacks and other threats to Internet

users [27, 64, 99]. One of the significant cyber attacks is the distributed denial-of-service

(DDoS) attack. A DDoS attack is a cyberattack that poses serious risks to the network

system service. A DDoS attack is a kind of malicious traffic attempt to disrupt the normal

traffic of the targeted server or network service by sending a flood of malicious traffic,

making the target services unavailable to legitimate users [12, 20, 37, 67]. Cyber-attacks,

especially DDoS attacks can be used to maliciously disable computers, prevent access

to them, steal data, or use a compromised computer as a launching pad for other at-

tacks [12]. As a result, preventing and mitigating DDoS attacks is critical to protecting

the network from significant financial loss [21,68].

In recent years, machine learning (ML) has been proposed and developed by many

researchers for the detection of DDoS attacks. For example, K-Nearest Neghbors (KNN)

[19], Random Forest (RF) [15], Extreme Gradient Boosting (XGBoost) [16], and De-

cision Tree (DT) [34, 38]. In addition, Deep Learning (DL) techniques have also been

used to detect DDoS attacks. These include long short-term memory (LSTM) [12], Au-

toencoder (AE) [68], AE-MLP [89], Convolutional Neural Network (CNN) [27], etc. As

aforementioned, many researchers achieve power in terms of performance and prediction

by using AI techniques, especially ML learning and DL learning in terms of application

in the cybersecurity domain, for example, DDoS attack detection, intrusion detection,

and malicious detection based on benchmark datasets such as NSL-KDD, CICIDS 2017,

CICDDoS2019 datasets [4,29,35,57,61]. This AI-based ML and DL techniques for DDoS

detection can be divided into two categories: white box and black box models. The white-

box decision-making of some of the ML models can be easily explained and trusted by

domain experts based on the interpretable output like linear models. [45, 75]. However,

despite the good performance of the AI-based model, the domain experts were still un-

able to understand the inner workings of some AI-based models and fully trust them,

resulting in a potential loss of security and trust. These models can be referred to as

black-box models in ML and DL models. With the complexity of the AI models being

developed, understanding the good performance of the decisions made by AI-based mod-

els has become an important issue so that domain experts can gain more confidence in

the black-box models. Therefore, it is important to make a correct and transparent in-

terpretative prediction. To address this issue, Explainable Artificial Intelligence (XAI) is

proposed to investigate the interpretability of the inner logic of the model and to explain
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the decision-making behind the model, thereby making the model transparent to user

understanding.

In this study, we propose a framework using the Shapley Additive Explanations

(SHAP) technique to address cybersecurity issues such as misclassification and provide

a transparent explanation for DDoS detection. The goal of this paper is twofold. First, a

combination of XGB-based feature importance (e.g. SHAP feature importance) uses as

a feature extraction to select the top n contributing features that feed into the classifier

model in order to obtain the accuracy and misclassifications of the predictions. Second,

the XAI-based technique, such as SHAP, provides global and local interpretations that

can explain the contribution of the features for the decision-making of the model.

The main contributions of our proposed model are the following.

• We propose a novel framework that consists of two components: DDoS classification

using MLP and XAI-based technique of SHAP for transparency to explain the most

contributing features of the classification of the benign and attack traffics. This work

helps the users trust and have a better understanding of the prediction results of

the proposed model.

• We propose the XAI-based SHAP interpretation framework for the global and local

explanation of the classification result in DDoS attack detection. The global expla-

nation we conduct is based on summary plots and dependence plots. For the local

explanation, we focus the analysis on a single feature in four circumstances, which

are benign and malicious traffic classified correctly, and misclassify traffic, while

other studies only provide the analysis on misclassified traffic.

• We conducted an extensive evaluation using the CICDDoS2019 dataset to find the

most corresponding features, with the explanation attached as the best exploration

of the most contributing features. The evaluation results show that using the feature

selected by the XAI feature importance technique, the classification results show

higher performance as well as without feature selection.

The rest of this Chapter is structured as follows: Section 5.2 introduces related works

in the field of DDoS attack detection and explanation. Section 5.3 introduces our method-

ology. Section 5.4 illustrates the experimental setup and Section 5.5 details the analysis

of our results and evaluated the global and local explanations. Section 5.6 concludes the

paper with the planned future works.

5.2 Related Work

In recent years, ML and DL techniques have been widely used to detect DDoS attacks,

analyze network traffic patterns, and detect normal or abnormal behavior that may detect

DDoS traffic efficiently. However, these techniques are commonly referred to as black-box
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models, which can make it difficult to understand the inner workings of the decisions

behind them. XAI is an area of research that aims to make the results of AI-driven models

more transparent and easier for domain experts to understand. This section discusses some

existing work that addresses DDoS attack detection and explainability.

5.2.1 Machine learning for DDoS

Wang et al. [85] used a dynamic multilayer perceptron (MLP) with 31 optimized sequence

features and feedback mechanism to detect DDoS attacks based on the NSL-KDD dataset,

achieving 97.66% accuracy with the SBS-MLP classifier. Wei et al. [89] proposed a hybrid

deep learning Autoencoder-MLP (AE-MLP) for DDoS detection and classification. They

first used the autoencoder to extract 5 optimal features, which were fed into MLP classi-

fiers to perform multi-class classification of different attack types on the CICDDoS2019

dataset. The evaluation results achieved over 98% accuracy in classifying all attack types.

In addition, Can et al. [14] proposed Distributed Denial of Service attacks based on neu-

ral networks (DDoSNet) to detect and classify DDoS attacks based on a fully-connected

MLP classifier with 24 selected features from the CICDDoS2019 dataset. The proposed

method achieved 99% accuracy for binary classification. Samom et al. [78] used machine

learning models (i.e., Logistic Regression, Random Forest, Multi-Layer Perceptron, etc)

to classify four different attack types (i.e., SYN, NET, Portmap, and UDPLag) with 20

selected features from CICDDoS2019 dataset. The results showed that Random Forest

demonstrated the best performance in classification results. The aforementioned machine

learning techniques achieved higher performance accuracy for DDoS detection and classi-

fication with selected features, but lower performance as they used the entire feature set

for classification.

5.2.2 XAI for models

Kalutharage et al. [33] proposed XAI-based techniques for detecting DDoS attack anoma-

lies on the USBIDS (University of Sannio, Benevento Instrution Detection System)

dataset. The research focuses on instance-by-instance, local and global explanations, and

feature correlations, explaining anomalies by providing Autoencoder and Kernel SHAP

techniques. The proposed method achieves a better accuracy (98%) on HULK attacks

(Hulk No Defense) compared to other detection methods, such as Decision Tree (97%),

and Deep Neural Network (67%). However, this research was implemented in a static

dataset. Antwarg et al. [11] proposed Kenal SHAP for explaining anomalies on the NSL-

KDD dataset by an unsupervised model of Autoencodr. The main focus was on explaining

to the experts the relationship between the impact of reconstruction error features and

high reconstruction error features. The explanation presented the main contribution and

offset the important features of the anomalies. The evaluation of the explanation also

showed that utilizing the SHAP explanation technique to explain the generated subset
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of explanatory features is more robust than the other explanation techniques of LIME.

Šarčević et al. [71] provided both SHAP’s XAI technique and If-then decision tree rules

to extract information from a network attack dataset CIC-IDS2017 to mitigate network

security. The challenges of these two techniques for information extraction were compared

and their use in different situations was pointed out. The limitations of both techniques

were also highlighted. If-then decision tree rules face the challenge of increasing the depth

of the trees and cannot provide transparency in the decision-making of the results, while

SHAP provides an adequate explanation of the model but is less comprehensive.

Tabassun et al. [80] extended their work by employing XAI techniques of SHAP, LIME,

and ELI5 to explain the classification of IoT network attacks (DDoS attacks) based on

machine learning and deep learning models (e.g., DT, RF, Adaboost, ANN, etc). XAI ex-

planation techniques are based on the decision-making of the binary classification results

of 96% accuracy of all models. Using SHAP for a both local and global explanation of the

prediction results based on SHAP values, while LIME provided only a local explanation,

and ELI5 pointed out the most important features both locally and globally. Houda et

al. [3] proposed an XAI framework to explain the decision of deep learning for Internet of

Things (IoT)-related Intrusion Detection Systems (IDSs). They also provide three XAI

techniques, including SHAP, LIME, and RuleFit, to optimize the interpretability of deep

learning decisions through global and local explanations.

In this study, we propose a framework for classifying legitimate traffic (benign) and

malicious (attack) traffic based on a machine learning technique of MLP classifier and

give an interpretable to the trained model using the XAI-based SHAP method. Compared

to the aforementioned methods [14, 85, 89]uses a different feature selection technique to

select the top n features, we proposed a feature selection framework by selecting the top

20 important features based on the combination of XGB-based feature importance, Per-

mutation, and SHAP feature importance (based on the counting frequency of occurrence

of each feature).

5.3 Methodologies

Machine learning models are also regarded as ”black box” models because of the difficulty

to explain and interpret. However, modern interpretability in machine learning has been

improved and implemented from complex ML models, which can be categorized into two

kinds of interpretability: global and local interpretability. Global interpretability aims to

understand the model structure based on its features, while local interpretability wants

to find out the reason for making the decision. SHAP is a method that can be offered

global and local interpretability of the model.In this paper, SHAP interpretability can be

used to extract the most contributed features as a method of feature selection to improve

the classification efficiency and also explained the model. SHAP can be introduced in the

following selection. SHAP commonly connects to the Shapley value, thus, the Shapley

value also can be depicted in this section.
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5.3.1 SHAPLEY value

The Shapley value introduced by Shapely [73], is a method from cooperative game theory

to determine individual contributions among the features. The method can be contributed

to machine learning prediction, weighted, and encapsulated through the contribution of

each feature value. The Shapley value of a feature value is its average contribution to the

prediction in different coalitions:

φj(ν) =
∑

S⊆{x1,...,xp}\{xj}

|S|!(p− |S| − 1)!

p!
(ν(S ∪ {xj})− ν(S)) (5.1)

where:

• S ⊆ {x1, ..., xp}\{xj} represents that S is a subset of p features in the model, x is

the vector of feature value of the instance to be explained, and p is the number of

features.

• ν(S) is the prediction for feature values in set S.

The Shapley value is the sole attribute technique that satisfies four properties: Ef-

ficiency, Dummy, Symmetry, and Additivity. These four properties are required for a

definition of a fair prediction (payout).

Efficiency: The feature contributions have to add up to the difference of prediction

for the average predicted value.

Dummy: The feature j does not modify the predicted value regardless of which

irrespective of feature values it is added to, this should have a 0 Shapley value.

ν(S ∪ {xj}) = ν(S), for all S ⊆ {x1, ...xp}, then φj = 0 (5.2)

Symmetry:If the two features j and i contribute equally to all possible coalition,

then the contributions of these two features should be the same.

ν(S ∪ {xj}) = ν(S ∪ xi), for all S ⊆ {x1, ..., xp}\{xj},

then νj = νi
(5.3)

Additivity: The respective Shapley values for a game with combined payouts ν +

ν+, which can be show as follows:

φj + φ+j (5.4)

5.3.2 Shapley Additive Explanations (SHAP)

SHAP proposed by Lundberg LEE [45], is a unified framework for the interpretation

prediction of models. SHAP aims to explain the prediction of an instance x by computing

the contribution of each feature to the final predictions of the model. This contribution of

each feature can be either positive or negative. One innovation of the SHAP explanation
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Figure 5.1: Overview of our proposed framework

method brings to the table is that the shapley value explanation is represented as a

linear model - an additive feature attribution method. The strength of SHAP can be

computed for any model rather than only a linear model. Moreover, instead of only

explaining local interpretations, the SHAP interprets global interpretation by summing

the attributed value of each input feature and averaging features individually. SHAP

defines the explanation of an instance x can be expressed as follows:

g(z′) = φ0 +

M∑
j=1

φjz
′
j (5.5)

where

• g represents the explanation model.

• z′ represents simplified features, and z′ ∈ {0, 1}M .

• M represents the maximum coalition size.

• φj ∈ R is the shapley value, representing the feature attribution for a feature j.

The Shapley values have two major advantages over other methods. First, the Shapley

values are a method from coalitional game theory. Shapley values are the solutions that

satisfy four properties: Efficiency, Symmetry, Dummy, and additivity. It helps to unify

the field of interpretable machine learning and deep learning models.

5.3.3 Proposed Methodology

The proposed framework is divided into the classification, and model explanation (see

Fig. 5.1).

Before feeding the data into the classifier, selecting the most significant important,

and relevant subset of features is an important step in the optimization process that can
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improve the performance efficiency of the model. Feature selection is an important phase

to select the most important features, which can 1)reduce feature space or dimensional; 2)

reduce the computational time; 3) improve the model efficiency. Several feature selection

techniques are depicted in [24] to gain the most relevant features, including Random

Forest with SHAP-based, and XGB with Permutation-based, SHAP-based, etc. Therefore,

in this work, we adopt a combination method of XBGoost-based feature importance,

Permutation importance, and SHAP feature importance to select the top 20 important

features to feed into the classifier to classify the benign traffic and attacks. Table 5.1

shows the top 20 important features based on XGB-based feature importance methods.

According to the occurrence frequency of each feature, we select the top 20 features

based on the order of most occurrence frequency from high to low. As a result, the top 20

most important features in terms of single feature importance (FI) and multiple feature

importance are shown in Table 5.1. Note that in Table 5.1, three of the top 20 XGB-based

feature importance methods are based on counting single features. The top 20 important

features of each XGB-based technique shown in the figure are based on counting single

features. Similarly, for the single-multiple importance features, the top 20 most important

features of each XGB-based technique of each attack were counted separately, and then

the top 20 were selected from the frequency of occurrence of each feature. For example, we

counted the top 20 important features of each DNS, SNMP, LDAP, and NetBIOS attack

separately, and then selected the top 20 based on the frequency of occurrence of each

feature of each attack. As a consequence, the top 20 important features of one-multiple

feature importance are shown in Table 5.1.

After feature selection, we use the MLP classifier to classify the benign traffic and the

attacks. Note that the benign traffic is classified as 1, while the attack is classified as 0. The

Multi-Layer Perceptron (MLP) is a feed-forward network, it has an input layer, multiple

hidden layers, and an output layer (equal to attacks and benign traffic). The setting of

hyperparameters in this proposed framework is employed to better classify benign traffic

and attacks, which is based on the MLP classifier from [89]. We have experimented with

the best optimized MLP architecture the one that uses 5 layers – 1 input layer, 3 hidden

layers, and 1 output layer. The Hyperparameters of hidden layer size are [23, 15, 10].

Note that the output layer mostly uses a sigmoid function for binary class classification

problems.

After training the classifier model of MLP, then we obtain a trained classifier model

(also refer a black box model), and prediction results. Finally, we use the SHAP expla-

nation technique to explain the model based on the global and local explanation. The

overview of our the proposed framework of classification is depicted in Fig. 5.1. To ex-

plain the trained black box model, we use Kernel SHAP to obtain the global and local

explanation (Fig. 5.1). Kernel SHAP is suitable for the classification model with tabular

data, which can be applied to any model.



90 XAI

T
ab

le
5
.1

:
T

op
2
0

im
p

ortan
t

fea
tu

res
b

a
sed

o
n

th
ree

X
G

B
-b

a
sed

fea
tu

re
im

p
ortan

ce
m

eth
o
d

s

X
G

B
o
ost

F
eatu

re
Im

p
orta

n
ce

P
erm

u
tation

Im
p

o
rta

n
ce

S
H

A
P

F
ea

tu
re

Im
p

o
rta

n
ce

on
e-on

e-F
I

on
e-m

u
ltip

le-F
I

1
B

w
d

P
ack

ets/s
In

b
o
u

n
d

M
in

P
a
cket

L
en

g
th

P
roto

col
P

roto
col

2
P

ro
to

col
P

ro
to

co
l

F
w

d
P

a
cket

L
en

g
th

M
ea

n
U

R
G

F
lag

C
ou

n
t

U
R

G
F

lag
C

ou
n
t

3
In

b
ou

n
d

In
it

W
in

b
y
tes

fo
rw

a
rd

F
w

d
P

a
ck

et
L

en
g
th

M
in

F
low

D
u

ration
In

it
W

in
b
y
tes

forw
ard

4
In

it
W

in
b
y
tes

b
ack

w
ard

U
R

G
F

la
g

C
o
u

n
t

A
vera

g
e

P
a
cket

S
ize

In
it

W
in

b
y
tes

forw
ard

M
in

P
acket

L
en

gth

5
U

R
G

F
la

g
C

ou
n
t

M
in

P
acket

L
en

g
th

F
w

d
P

a
ck

et
L

en
g
th

M
a
x

F
w

d
P

acket
L

en
gth

M
in

F
w

d
P

acket
L

en
gth

M
ax

6
A

C
K

F
lag

C
ou

n
t

F
w

d
P

acket
L

en
g
th

M
a
x

M
a
x

P
a
cket

L
en

g
th

M
in

P
acket

L
en

gth
In

b
ou

n
d

7
T

ota
l

F
w

d
P

a
ckets

B
w

d
P

a
ck

ets/
s

P
ro

to
co

l
F

w
d

P
ackets/s

T
otal

B
ack

w
ard

P
ackets

8
F

low
D

u
ra

tion
M

a
x

P
acket

L
en

g
th

F
low

IA
T

M
ea

n
M

ax
P

acket
L

en
gth

F
low

IA
T

M
in

9
In

it
W

in
b
y
tes

forw
ard

A
C

K
F

la
g

C
o
u
n
t

In
it

W
in

b
y
tes

fo
rw

a
rd

F
low

IA
T

M
in

F
low

D
u

ration

10
F

w
d

P
acket

L
en

g
th

M
in

F
w

d
P

acket
L

en
g
th

M
in

U
R

G
F

la
g

C
o
u

n
t

F
w

d
P

acket
L

en
gth

M
ax

B
w

d
P

ackets/s

1
1

B
w

d
IA

T
T

ota
l

F
low

D
u

ra
tio

n
F

low
D

u
ra

tio
n

A
v
erage

P
ack

et
S

ize
F

w
d

P
ackets/s

1
2

T
o
tal

B
ack

w
a
rd

P
ack

ets
A

verage
P

a
cket

S
ize

F
low

IA
T

S
td

B
w

d
P

ack
ets/s

M
ax

P
acket

L
en

gth

1
3

P
acket

L
en

g
th

S
td

In
it

W
in

b
y
tes

b
a
ck

w
a
rd

F
low

IA
T

M
in

In
b

ou
n

d
In

it
W

in
b
y
tes

b
ack

w
ard

1
4

M
in

P
a
ck

et
L

en
gth

F
w

d
P

a
ck

ets/
s

F
w

d
P

a
ck

ets/
s

In
it

W
in

b
y
tes

b
ack

w
ard

F
w

d
P

acket
L

en
gth

M
in

1
5

A
ctive

M
in

F
w

d
IA

T
M

in
T

o
ta

l
L

en
g
th

o
f

F
w

d
P

a
ckets

A
C

K
F

lag
C

ou
n
t

F
w

d
P

acket
L

en
gth

M
ean

16
F

w
d

P
a
ckets/

s
P

a
cket

L
en

g
th

M
ea

n
F

w
d

IA
T

T
o
ta

l
T

otal
F

w
d

P
ack

ets
A

verage
P

acket
S

ize

1
7

M
ax

P
a
cket

L
en

gth
F

low
IA

T
M

in
T

o
ta

l
F

w
d

P
a
ckets

T
o
tal

B
ack

w
ard

P
ack

ets
P

ack
et

L
en

gth
S

td

1
8

F
low

IA
T

M
in

F
low

IA
T

M
ea

n
T

o
ta

l
B

a
ck

w
a
rd

P
a
ckets

F
low

IA
T

M
ean

P
ack

et
L

en
gth

M
ean

1
9

F
w

d
P

acket
L

en
g
th

M
a
x

S
Y

N
F

la
g

C
o
u

n
t

a
ct

d
a
ta

p
k
t

fw
d

P
acket

L
en

gth
S
td

S
Y

N
F

lag
C

ou
n
t

2
0

A
vera

g
e

P
acket

S
ize

C
W

E
F

la
g

C
o
u

n
t

F
w

d
IA

T
M

ea
n

B
w

d
IA

T
T

otal
B

w
d

IA
T

T
otal



Data and Experiment Setup 91

5.4 Data and Experiment Setup

Our experiments were carried out using the system setup shown in Table 5.2.

Table 5.2: Implementation environment specification

Unit Description
Processor 3.4GHz Inter Core i5
RAM 16GB
OS MacOS Big Sur 11.4
Packages used tensorflow 2.0.0, sklearn

0.24.1

5.4.1 Data Pre-prosessing

In this section, we discuss the methodologies we used to process our dataset in order to

feed it into our proposed model.

5.4.1.1 CICDDOS2019 Dataset

In this study, we use CICDDoS2019 [74] dataset that has been widely used for DDoS

attack detection and classification. The dataset contains a large amount of up-to-date

realistic DDoS attack samples as well as benign samples. The total number of records

contained in CICDDoS2019 is depicted in Table 5.3. Table 5.3 illustrated that all data

was captured in two days: training day and Testing day. Furthermore, all attack types

can be collected from the application layer by using TCP/UDP-based protocols, which

can be separated as reflection and exploitation-based DDoS attacks. The taxonomy of

the CICDDoS2019 dataset is depicted in Table 5.4, including 13 different attack types, in

terms of MSSQL, SSDP, DNS, LDAP, NetBIOS, SNMP, NTP, TFTP, UDP, UDP-Lag,

SYN, PORTMAP, WebDDoS, and its attack time. Note that the ”WebDDoS” attack

was collected and saved together with the ”UDPLag” attack file. In this research, In this

research, we use four reflection-based attack types: DNS, LDAP, NetBIOS, and SNMP

for classification and explanation, which is captured from 10:52 to 12:23 for the training

day on January 12th.

Table 5.3: The number of records in CICDDoS2019

dataset total benign Attacks

Training day 50,063,112 56,863 50,006,249

Testing day 20,364,525 56,965 20,307,560

5.4.1.2 data imbalance

In classification scenarios, Solving data imbalance is a common issue in a kind of machine

learning problem. Table 5.3 shows the number of records in the CICDDoS2019 dataset,
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Table 5.4: The taxonomy of CICDDOS2019 dataset

Collected

Day

DDOS

Attack
Protocol

Attack

Types

Attack

Time

Training

day

Reflection-

based

TCP
MSSQL 11:36-11:45

SSDP 12:27-12:37

TCP/UDP

DNS 10:52-11:05

LDAP 11:22-11:32

NetBIOS 11:50-12:00

SNMP 12:12-12:23

UDP
NTP 10:35-10:45

TFTP 13:35-17:15

Exploitation-

based

UDP
UDP 12:45-13:09

UDP-Lag 13:11-13:15

TCP SYN 13:29-13:34

Testing

day

Reflection-

based

TCP/UDP

PortMap 09:43-09:51

NetBIOS 10:00-10:09

LDAP 10:21-10:30

TCP MSSQL 10:33-10:42

Exploitation-

based

UDP
UDP 10:53-11:03

UDP-Lag 11:14-11:24

TCP SYN 11:28-17:35

which can be seen as having an uneven distribution of the number of records. For example,

benign samples have a lower number of records (56,863), while attacks have a large number

of records (50,006,249) on training day collection. In this research, we use a DSN attack

as a one-to-one classification, including benign traffic (labeled as 1) and a DNS attack

(labeled as 0), and a one-to-multiple classification, including benign traffic (labeled as

1) and four attack types (malicious): DNS, LDAP, NetBIOS, SNMP attacks (labeled as

0). In both two scenarios, all benign traffic has been extracted first, then combined with

0.1% four attacks separately as the classification and explanation dataset.

5.4.1.3 Data Cleaning

The original CICDDoS2019 dataset contained 88 features. As suggested by [8], we also

removed the features not contributing to detecting DDoS attacks. These include the
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feature such as ”Unnamed”, ”Flow ID”, ”Source IP”, ”Destination IP”, ”Source Port”,

”Destination Port”, ”Timestamp”, ”Flow Bytes”, ”Flow Packets”, and ”SimilarHTTP”.

After the exclusion of these 10 features, we have 78 features to work with. Following the

recommendation of the work by [13,69], we cleaned up the values containing NaN (not a

number), redundant, and infinity values, which can significantly affect the data modeling

efficiency and data knowledge discovery.

5.4.1.4 Label Encoding

We substituted the categorical labels with deep models as they only operate on float/nu-

meric values. LabelEncoding is one approach to achieve this, where each unique category

is assigned a numeric value. After employing LabelEncoding, we have obtained the label

of the DDoS traffic flow as either benign traffic (1) or malicious traffic (0). Note that a

one-to-one scenario represents benign and malicious (DNS attack traffic), while a one-

to-all scenario represents benign and malicious (including DNS, LDAP, NetBIOS, and

SNMP four attack types and labeled as malicious).

5.4.1.5 Data Normalization

The CICDDoS2019 datasets contain some features with very high variance in terms of

value between the minimum and the maximum (e.g., ”Min Packet Length”, ”Flow Dura-

tion”, ”URG Flag Count”, ”Fwd Packet Length Mean”, etc.). We applied a normalization

strategy to eliminate the impacts of big variance of the values across the features thus

reducing the execution time for model training and improving accuracy. There are sev-

eral widely used methods to perform feature scaling, including Z Score, standardization,

and normalization. As proposed by [82], we use MinMax-based normalization for our fea-

ture scaling. This method maps the original range of each feature into a new range with

Equation (5.6)

Zi =
Zi −min
max−min

(5.6)

where Zi donates all the normalized numeric values ranging between [0-1]; max and

min donate the maximum and minimum values from all data points.

5.4.2 Performance Matrix

To evaluate the performance of our model, we used the following metrics: classification

accuracy, precision, recall, and F1 score. Table 5.5 illustrates the confusion matrix.

where;

• True Positive (TP) indicates an anomalous data point correctly classified as anoma-

lous.
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Table 5.5: Confusion Matrix

Total Population
Predicted Condition

Normal Anomaly

Actual Condition
Normal TN FP

Anomaly FN TP

• True Negative (TN) indicates a normal data point correctly classified as normal.

• False Positive (FP) indicates a normal data point incorrectly classified as anomalous.

• False Negative (FN) indicates an anomalous data point incorrectly classified as

normal.

Based on the aforementioned terms, the evaluation metrics are calculated as follows:

• True Positive Rate (also known as Recall) estimates the ratio of the correctly pre-

dicted samples of the class to the overall number of instances of the same class.

TPR(Recall) =
TP

TP + FN
(5.7)

• False Positive Rate (FPR) presents the proportion of data points correctly classified

as anomalous.

FPR =
FP

FP + TN
(5.8)

• Precision (Pre) measures the quality of the correct predictions.

Precision =
TP

TP + FP
(5.9)

• F1-Score computes the trade-off between precision and recall.

F1− score = 2×
(
Precision×Recall
Precision+Recall

)
(5.10)

• Accuracy (Acc) measures the total number of data samples correctly classified.

Accuracy =
TP + TN

TP + TN + FP + FN
(5.11)

The Area Under the Curve (AUC) computes the area under the Receiver Operating

Characteristics (ROC) curve which is plotted using the true positive rate on the y-axis

and the false positive rate on the x-axis over different thresholds. Mathematically, the

AUC is computed as shown in Equation (5.12).

AUCROC =

∫ 1

0

TP

TP + FN
d

FP

TN + FP
(5.12)
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Table 5.6: Performance matrix based on benign and attack

Attack Types
One-to-one One-to-one-FS

Precision Recall F1-score Precision Recall F1-score
Benign 99.91 99.83 99.87 100 99.91 99.95
Attack 99.80 99.90 99.85 99.90 100 99.95

One-to-all One-to-all-FS
Precision Recall F1-score Precision Recall F1-score

Benign 99.93 99.81 99.87 100 99.91 99.95
Attack 99.90 99.96 99.93 99.90 100 99.95

5.5 Experimental Results

The experiment results are evaluated based on the performance matrix, in terms of ac-

curacy, precision, recall, and F1-score. The confusion matrix of accuracy refers to the

degree of closeness of a given set of traffic samples and its true samples, while F1-score

is evaluated the classifier performance. Furthermore, we also give an explanation of the

decision-making of the classifier model based on global and local explanations.

5.5.1 DDoS Binary Classification

Table 5.6 shows the experimental results of the proposed model, which achieved over

99% of all performance metrics in terms of over 99.91% of all precision, 99.83% recall,

and 99.87% F1 score for benign traffic, while attacks achieved over 99.80% of all precision,

99.90% recall, and 99.84% F1 score. Furthermore, the feature selection results achieved

better performance in terms of precision, recall, and F1 score in both one-to-one and one-

to-all scenarios than the performance of using all features. Moreover, Table 5.7 shows that

the total performance of accuracy of feature selection performed better than the accuracy

results of using all features. For example, one-to-one and one-to-all scenarios with feature

selection achieved 99.95% accuracy, while one-to-one and one-to-all scenarios with all

features achieved 99.86% and 99.91% accuracy separately.

Table 5.7: Total performance matrix

Performance Accuracy Precision Recall F1-score AUC

One-to-one 99.86 99.91 99.83 99.87 99.99

One-to-one-FS 99.95 100 99.91 99.95 100

One-to-all 99.91 99.93 99.81 99.87 99.95

One-to-all-FS 99.95 100 99.91 99.95 99.99
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5.5.2 Model Explanation

In order to establish the trustworthiness of the prediction results of the proposed model,

we use SHAP to explain the decision-making of the prediction results and to explain why

DDoS traffic flows are classified as benign traffic or attacks. As mentioned above, SHAP

is a method to generate an interpretation of the classifier’s prediction based on Shapley

values and the most important features. The explanation of SHAP can: 1) represent the

importance of the features based on the SHAP values and presented in decreasing order

from high to low; 2) provide insight into the contribution of high or low feature values

to the prediction outcomes. We employ SHAP to investigate how the classifier correctly

makes the classification decision between benign and malicious traffic by global and local

explanations.

5.5.2.1 Global Explanation

Global explanation aims to be explained the feature contribution of the prediction results.

In this study, we use the test set, which consists of a subset of approximately 0.001% of

the DDoS dataset, to generate explanations in the form of Shapley values. The global

explanation of the prediction outcomes contains two scenarios between one-to-one and

one-to-all explanations accompanied by all features and selected features separately. Note

that the top 20 important features shown in the figure (e.g. Fig. 5.2a and Fig. 5.3a)

are plotted using all features. Thus, we select the top 20 important features for feature

selection based on the proposed feature selection method shown in Fig. 5.2c and Fig. 5.3c).

Global SHAP explanation is commonly presented in two visualization plots. One of

the most important plots in the explanation is the summary plot (Fig. 5.2b and Fig. 5.3b).

A dependence plot is another common global interpretation visualization plot (Fig. 5.4

and Fig. 5.5).

Summary Plot

Fig. 5.2a and 5.2c show SHAP values in bar plots visualizing the one-to-one scenario

based on the global importance of each feature with or without feature selection, where

the global importance of each feature takes the mean absolute value for that feature across

all given samples. Fig. 5.2b shows the visualization of the summary plot of the SHAP

values for the top 20 contributing features by using all features from the testing DDoS

dataset, while Fig. 5.2d depicts the summer plot by using the top 20 selected features.

The most contribution of the top 20 features is shown on the left in descending order

from high to low.

In the Fig. 5.2b and Fig. 5.2d of the summary plots, a single point is plotted for each

traffic flow (a dot represents a traffic flow). The SHAP values that fall on the left side

of the x-axis have a negative impact on the prediction results, lowering the predicted

values down and increasing the chances of being benign traffic. The values shown on

the right side of the x-axis have a positive impact, increasing the predicted values and
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(a) Mean plot with all features (b) Summary plot with all features

(c) Mean plot with selected features
(d) Summary plot with selected features

Figure 5.2: One-to-one (Benign vs. DNS): the explanation of SHAP values

bringing them closer to the malicious traffic. In addition, the left vertical axis represents

the feature names, ranked in descending order of all feature importance, while the right

vertical axis represents the original value as it appears in the dataset and is colored in

dots to represent high (red) or low (blue). Note that the horizontal values represent the

SHAP values of the predictions that are associated with high or low predictions, while

the vertical axis above point zero (0.0) represents no impact on the prediction results.

For example, a SHAP value of zero (0.0) represents no impact on the prediction results,
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or close to zero represents low-quality predictions, while high-quality predictions, where

SHAP values are far away from zero, also indicate either positive or negative correlations.

One-to-one classification explanation: Fig. 5.2a and 5.2c show the mean SHAP

value of all traffic flows, which represents the importance of features in decreasing order

from high to low. The largest mean SHAP value had the highest importance among the

others, which is a significant predictive feature for the prediction results of the proposed

model. For example, the Inbount feature is the most globally important feature in classi-

fying DDoS traffic when using all features or the top 20 selected features. Although the

URG Flag Count is the fifth most important feature in the classification of the prediction

results when using the top 20 selected features (Fig. 5.2c), it is the third most important

feature in classifying benign and malicious traffic when using all features (Fig. 5.2a). How-

ever, it is less important with the SHAP value of 0.05 in Fig. 5.2a than with the SHAP

value of 0.07 in Fig. 5.2c. In addition, the feature Flow Duration is the least important

feature in Fig. 5.2a. However, in Fig. 5.2c, Flow Duration is more important than among

other features that fall under the Flow Duration. Finally, In Fig. 5.2a and Fig. 5.2c, the

value of the feature Inbound is more important than about twice of the feature Min

Packet Length on the prediction result. Overall, the importance of each feature has a

smooth decreasing order in Fig. 5.2a, while the influence of feature importance decreases

sharply from the sixth feature in Fig. 5.2c.

The Inbound feature has the largest impact on both using all features and the selected

top 20 feature classifications in Fig. 5.2b and 5.2d. Higher values (red) have a negative

impact on the prediction results, pushing them toward benign, while lower values (blue)

have a positive impact on the prediction results, pushing them toward malicious. The

Min Packet Length, Average Packet Size, Fwd Packets/s and Fwd Packet Length Min

features have a similar impact tendency as Inbound, but these features have a different

contribution impact order in Fig. 5.2b and 5.2d with or without feature selection.

The higher SHAP values of the URG Flag Count feature have a higher positive impact

on the prediction results, pushing it towards malicious, while the lower SHAP values have

a negative impact, pushing them towards benign, as shown in both Fig. 5.2b and Fig. 5.2d.

Furthermore, in the feature selection scenario, the URG Flag Count feature has a smaller

impact than the use of all features.

In Fig. 5.2b, the smallest contribution of Flow Duration has the least impact on the

classification prediction results because the SHAP values are closer to zero and have a less

significant effect. However, the least impact feature Total Fwd Packets shown in Fig. 5.2d

has no impact or less impact than most of the top 20 features in Fig. 5.2b because this

feature is outside the range of the largest contribution of the top 20 features (this feature

only shown in Fig. 5.2d, and not shown in figure Fig. 5.2b).

One-to-all classification explanation: Fig. 5.3 shows the mean SHAP value plot

and the summary plot of the traffic flows in the one-to-all scenario, which also represents
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(a) Mean plot with all features (b) Summary plot with all features

(c) Mean plot with selected features (d) Summary plot with selected features

Figure 5.3: One-to-all (Benign vs. Four Malicious): the explanation of SHAP values

the feature importance and the most contributing features separately in decreasing order

from high to low.

Fig. 5.3a and Fig. 5.3c show the global feature importance in bar plots, representing

the importance of the features in decreasing order from high to low by using all features

and selected features respectively. A large mean SHAP value on the x-axis illustrates

the most predictive features for the classification. The features Inbound, Min Packet

Length are the top 2 important predictive features for the classification predictions in
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both Fig. 5.3a and Fig. 5.3c. The features Inbound is the largest important feature, and

the mean SHAP value is greater than 0.12. However, the importance of the feature Min

Packet Length with all features plotted is not as significant importance as with the selected

features. This is because the mean SHAP value in the plot of all features is 0.07, compared

to 0.09 in the plot of the selected feature. Similarly, the importance of each feature has

a smooth decreasing order from the feature Min Packet Length in Fig. 5.3a, while the

influence of feature importance decreases sharply from the fifth feature in Fig. 5.3c. The

least important feature is Min seg size forward in Fig. 5.3a, while the SYN Flag Count

feature is the least important feature in Fig. 5.3c.

The summary plot of the one-to-all scenario shows in Fig. 5.3b and 5.3d. The top 5

most contributing features (except feature URG Flag Count) in Fig. 5.3b and 5.3d have

a greater impact on the prediction results. Higher values have a negative impact on the

prediction results, pushing them toward benign, while lower values have a positive impact

on the prediction results, pushing them toward malicious. In contrast, the feature with

a higher impact on the prediction result is URG Flag Count. The higher values have a

positive impact, pushing it toward malicious, while lower values have a negative impact,

pushing it toward benign.

The higher value of the Packet Length Mean feature has a negative impact in

Fig. 5.3b, whereas it has a small positive impact in Fig. 5.3d. The higher values of the

Init win bytes forward and Init win bytes backward have a higher positive impact on the

prediction results in Fig. 5.3d, pushing them towards to malicious on the prediction de-

cision. However, the feature Init win bytes forward in Fig. 5.3b have a negative impact

on the prediction results, pushing them towards benign, while Init win bytes backward

have a positive impact, and push them towards malicious. Overall, those two features

contribute more impact on the prediction results in selected features shown in Fig.5.3d,

compared to the contribution in Fig.5.3b.

Dependence plot

The dependence plot is an important plot that can provide more information about

the relationship between the feature values and the corresponding SHAP values for each

traffic flow. A SHAP dependence plot is a scatter plot that illustrates the impact of a

single feature on the predictions made by the proposed model. Each point represents

a single prediction from the entire dataset. The horizontal axis represents the value of

the features, while the left vertical axis illustrates the SHAP value of the corresponding

feature, representing how much of the features impact the prediction results. The right

vertical axis represents the effect of the interaction with the horizontal plot feature,

highlighted in red color (Note that this interaction feature is chosen automatically).

Fig. 5.4 shows the most and least important features before and after feature selection

in a one-to-one scenario. The SHAP dependence plot with and without feature selection

for the top 1 importance feature of Inbound are shown in Fig. 5.4a and 5.4b. In these

two figures, the negative value of SHAP values (e.g. -0.1) with the Inbound value (0)
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(a) All features: top 1 important feature
(b) Selected features: top 1 important fea-
ture

(c) All features: bottom 1 feature (d) Selected features: bottom 1 feature

Figure 5.4: Global explanation: One-to-one (Benign vs. DNS) dependence plot

has a great impact on the malicious. Meanwhile, there are a large number of positive

SHAP values (e.g. 0.1) localized with the Inbound feature value (1), as shown in Fig. 5.4a

and 5.4b, which has a large impact on the benign traffic. In contrast to the top one feature

impact of the prediction results, Fig. 5.4c and 5.4d show the lowest botten (bottom 1)

influence of the prediction results. The dots are distributed around the SHAP values of

0.0, which has a small influence on the prediction results.

In a one-to-all scenario, the dependence plots of the top 1 important feature with and

without feature selection are shown in Fig. 5.5a and 5.5b separately. The most contribut-

ing feature Inbond has both negative and positive SHAP values, corresponding to Inbond

values of 1.0 and 0.0, which have influenced and pushed toward benign and malicious

traffic respectively. Similarly, the interaction feature Min Packet Length takes the value

1 attached as the Inbound value of 1.0, which is likely to be benign traffic. In contrast

to the top 1 contributing features, the bottom one impacted features shown in Fig. 5.5c

and 5.5d. there is a large number of dots distributed closer to the SHAP value of 0.0,

which has a smaller influence on the prediction results.
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(a) All features: top 1 important feature
(b) Selected features: top 1 important fea-
ture

(c) All features: bottom 1 feature (d) Selected features: bottom 1 feature

Figure 5.5: Global explanation: One-to-all (Benign vs. Four Malicious Types) dependence
plot

5.5.2.2 Local Explanation

The local explanation can explain the local interpretability, provide an explanation for

each individual sample and point out the contribution of features in explaining how a

model makes decisions - based on Shapley values computed by SHAP, which can make the

proposed model more convincing for the prediction results. Each feature value represents

a force that either increases or decreases the prediction results.

Force Plot

One of the most important plots in the local explanation is the force plot. The force

plot allows us to visualize the contribution of the features to the classification prediction

results for a particular traffic flow. In the force plots, the base value is the average of all

the prediction result values, starting from the baseline (the boundary between red and

blue). The red color represents features that push the prediction results toward higher,

while the blue color represents features that push the prediction results toward lower. The

length of the feature under the horizontal line determines the magnitude of the impact

(e.g. the larger arrow block of the color, the greater impact of the feature on the prediction

results).
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(a) DNS: Predicted DNS

(b) DNS: Predicted Benign

(c) Benign: Predicted Benign

(d) Benign: Predicted DNS

Figure 5.6: Local explanation: One-to-one (Benign vs. DNS) with all features

In this study, we use the SHAP explanation for interpreting the prediction of a specific

traffic flow. The explanation can be divided into two scenarios to explain.

One-to-one scenario: Fig. 5.6 shows the force plot on the one-to-one scenario using

all the features from the test set of the DDoS dataset, which can explain the contribution

of each feature to the prediction results. The base value here is 0.62. Fig. 5.6a shows a

malicious (DNS) sample, where the traffic is correctly predicted to be malicious (DNS),

while Fig. 5.6c is a benign sample, which is correctly classified as benign. Furthermore,

in Fig. 5.6a, the top 3 features (in order of their values) Inbound (1), Min Packet Length

(0.9728), URG Flag Count (0) have the most negative impact (blue) on the prediction

results, pushing it towards to malicious (0), while the top 3 features Inbound (0), URG

Flag Count (1), Min Packet Length (0) have the most greater positive impact (red),

pushing it towards benign (1). However, Fig. 5.6b and Fig. 5.6d show that the traffic flow

cannot be classified correctly. For example, in Fig. 5.6b, the traffic flow is malicious, but

it has been misclassified as benign, with the largest positive impact features (Inbound
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(a) DNS: Predicted DNS

(b) Benign: Predicted Benign

(c) Benign: Predicted DNS

Figure 5.7: Local explanation: One-to-one (Benign vs. DNS) with feature selection

(0), Min Packet Length (0.3533), etc, pushing it towards benign (1). Similarly, a benign

sample has been misclassified as malicious, because the features, including Inbound (1),

URG Flag Count (0), etc have a negative impact and push it towards malicious(0).

In the feature selection scenario, Fig. 5.7a and 5.7b show that the traffic flows are

correctly classified as malicious (DNS) and benign traffic separately. In Fig. 5.7a, the

most significant impact features are negative impacts (blue), including Inbound (1), Min

Packet Length (1), etc., which increase the prediction result and push it towards malicious

(0.00). Similarly, Fig. 5.7b shows the positive impact (red) of the features, including the

features Inbound with the value of 0, Min Packet Length with the value of 0.02242, etc,

which push it toward benign (1.00). Furthermore, Fig. 5.7c is one of the benign traffic

misclassified as malicious with the positive impact features, including the feature Inbound

with the value of 1, URG Flag Count with the value of 0, etc, which pushes it toward

malicious (0.00). Note that all malicious traffic can be correctly classified as malicious.

One-to-all scenario: Fig. 5.8 shows force plots of a one-to-all scenario based on local

explanation with all features, explaining benign and malicious traffic separately.

Fig. 5.8a and 5.8c show that the traffic flows are correctly classified as malicious and

benign separately using all features. The negative impact is shown in blue color in Fig. 5.8a

which pushes the prediction result towards malicious (0.00). The feature that contributes

the most to increasing the prediction value is Inbound with a value of 1. The other

higher contribution comes from the following features, including URG Flag Count (0),
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(a) Malicious: Predicted Malicious

(b) Malicious: Predicted Benign

(c) Benign: Predicted Benign

(d) Benign: Predicted Malicious

Figure 5.8: Local explanation: One-to-all (Benign vs. Four Malicious Types) with all
fearues

Fwd Packet Length Min (0.4654), etc. Similarly, the positive impact is shown in red color

(Fig. 5.8c), which pushes the prediction towards benign (1.00) with the features Inbound

(0), URG Flag Count (1) and Min Packet Length (0), etc. In contrast, Fig. 5.8b and 5.8d

show that the traffic flows are misclassified. For example, the largest contribution of the

Inbound in Fig. 5.8b with a value of 0 can cause this malicious traffic to be misclassified

as benign. Fig. 5.8c shows a similar impact tendency (the largest impact feature Inbound

with a value of 1) to cause the malicious traffic to be misclassified as benign.

Fig. 5.9a and 5.9b show that in the feature selection scenario, the traffic flows are

correctly classified as malicious and benign separately. The features Min Packet Length

(0.9837), Fwd Packet Length Min (0.8448), and Inbound (1), etc have a negative impact

(blue), and push the prediction results toward malicious (0.00). Whereas, in 5.9b, the

features Inbound (0), Fwd Packet Length Min (0.02275), and Min Packet Length (0.02649)

have a greater positive impact (red) on the prediction results, pushing it toward benign

(1.00). Furthermore, in Fig. 5.9c benign traffic is misclassified as malicious traffic because
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the larger contributing features have values that push it towards malicious (e.g. the

features Inbound (1), and URG Flag Count (0), etc push it toward malicious).

(a) Malicious: Predicted Malicious

(b) Benign: Predicted Benign

(c) Benign: Predicted Malicious

Figure 5.9: Local explanation: One-to-all (Benign vs. Four Malicious Types) with feature
selection

5.6 Conclusion

In this study, we propose a framework that can efficiently classify legitimate traffic and

malicious traffic of DDoS attacks and use Kernel SHAP to provide an interpretation of the

decision-making of the prediction results of the MLP classifier. In our proposed frame-

work, we first select the top 20 important features based on three XGB-based feature

importance techniques and create a subset of optimized features from the CICDDoS2019

dataset. The MLP classifier can be applied to classify legitimate traffic (benign) and ma-

licious traffic by using the subset data of optimized features. We evaluated two binary

classification scenarios: 1) one-to-one classification, which classifies legitimate traffic and

a type of malicious traffic; and 2) one-to-all classification, where legitimate traffic and

malicious traffic (including multiple types of DNS, LDAP, SNMP, and NetBIOS traffic

labeled as malicious) of DDoS attacks are classified. The evaluation results show that

the classification model achieves a high performance of over 99% accuracy in both two

scenarios with the top 20 selected important features. To provide interpretability, we use

SHAP values to explain the prediction results of the classification, which is important to
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understand how the MLP classifier model classifies and identifies DDoS traffic. Further-

more, the explanation method aims to: 1) bring the feature contribution in decreasing

order from high to low for the prediction results in the global explanation, while the local

explanation provides explanations for a specific instance that the feature contribution in

both legitimate traffic and malicious traffic separately, 2) present a visual explanation

of the most influential features, 3) analyze the feature contribution in both legitimate

traffic and malicious traffic separately, and 4) depicts a visualization of the influence of

individual features on the prediction results.

This study provides an efficient model for binary classification and a visual explanation

of the decision-making process of the classification model. In future work, we plan to

provide an explanation for the multi-class classification [89].





Chapter 6

Conclusions and Future Directions

The research aimed to detect DDoS attacks using AI-based machine learning and deep

learning techniques to perform classification and anomaly detection, which is used to

identify and mitigate DDoS attacks on computer networks and online services. We first

investigate DDoS classification detection approaches that can classify DDoS network traf-

fic as either benign or different types of malicious. We then conduct research to detect

unusual traffic patterns also known as malicious or anomalous traffic detection, such as

one or more sudden increases in requests from a particular IP address or botnet. Lastly,

we employ Explainable Artificial Intelligence (XIA) techniques to explain the decision-

making behind the machine learning or deep learning classification models. In this thesis,

we use a state-of-the-art CICDDoS2019 dataset in the detection of classification and

anomaly detection.

In Chapter 2, we propose a novel approach namely AE-MLP, which combines two

deep learning approaches AE and MLP for effective detection and classification of DDoS

attacks. AE provides an effective feature extraction that finds the most relevant features,

while MLP classifier provides better classification based on the optimal features - the

compressed and reduced features produced by AE to detect different types of DDoS

attacks. Our proposed model can better extract the relevant features that improve the

classification performance. Our proposed model, comprehensively and extensively tested

against many subsets of large DDoS attack samples, demonstrates high performance

against many performance metrics.

In Chapter 3, we propose a hybrid time-series anomaly detection architecture that

leverages reconstruction-based LSTM-AE for efficient detection of DDoS anomaly attacks.

The LSTM networks are comprised of multiple LSTM units to learn the long short-term

correlation of DDoS traffic within a time-series sequence. The AE technique is applied to

identify the optimal anomaly threshold based on the reconstruction error rates evaluated

across all time-series sequences. Our proposed combination model LSTM-AE can not only

learn delicate sub-pattern differences in attacks and benign traffic flows but also minimize

reconstructed benign traffic to obtain a lower range reconstruction error, while attacks

109
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present a larger reconstruction error. The evaluation results demonstrate high levels of

performance on different time window lengths over many performance metrics.

In Chapter 4, to explore whether the proposed hybrid deep learning-based anomaly

detection is more promising, we apply the aforementioned hybrid reconstruction-based

LSTM-AE anomaly detection technique based on time-series sequence analysis, to the

real-world IoT sensor data - SKOMOBO dataset deployed in the classroom in New

Zealand for indoor air quality detection. Our experimental results performed based on

the comprehensive set of evaluation criteria, demonstrate that our proposed model can

effectively detect anomalies, reaching a high detection rate. We demonstrate the pro-

posed hybrid deep learning-based techniques that can effectively detect anomalies in the

large-scale IoT dataset.

In Chapter 5, we introduced the XAI-based SHAP explanation framework to explain

the model’s classification decision. This framework consists of model classification and

explanation. We conduct the classification evaluation with and without feature selection

using the MLP classifier. Among the feature selection, The combination of XGB-based

feature importance is applied to select the most important features for the classification.

For model explanation, we employed the SHAP approach to explain model decisions

based on global and local explanations. The explanation aims to: 1) bring the feature

contribution in decreasing order from high to low for the prediction results in the global

explanation, while the local explanation provides explanations for a specific instance that

the feature contribution in both benign traffic and malicious traffic separately, 2)present

a visual explanation of the most influential features, 3) analyze the feature contribution in

both benign and malicious traffic separately, and 4) depicts a visualization of the influence

of individual features on the prediction results. Finally, the evaluation results show that

using the feature selected by the XAI feature importance technique, the classification

results show higher performance than using all features. This work helps the users to

trust and have a better understanding of the prediction results of the proposed model.

Currently, this research focuses on multivariate time series anomaly detection in three

types of attacks and explained in a binary classification model. Furthermore, the SHAP

explanation is computationally intensive and slow to run. Looking ahead, the current

research can be extended to the future directions:

• Apply the proposed classification and anomaly detection models to additional cy-

bersecurity datasets for the detection of unseen or unknown attacks.

• Explore the extension of SHAP to multivariate time-series classification for the

purpose of detecting malicious attacks.

• Investigate an extension where combinations of SHAP not only reduce computa-

tional time but also provide valuable insights into the detection and explanation of

malicious attacks, enhancing robustness against DDoS attacks.
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