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ABSTRACT Detecting malicious activities in network environments poses a challenge that attracts
significant attention due to its complexity and importance. Advances in the field have led to the development
of several algorithms that approach the problem under the view of a data stream machine learning task. This
task involves a set of steps: data collection or choice of public datasets, data pre-processing, data reduction,
development or application of data mining techniques, and evaluation methodology. However, these steps
must address the inherent issues of dynamic environments such as data streams and intrusion detection
systems. These issues include, but are not limited to, the continuous influx of data, changes in both normal
and attack class distributions, the emergence of new attack types, and the scarcity of labeled data examples
to update the decision models. This survey provides an overview of intrusion detection systems (IDS) using
data stream machine learning techniques, characterizing the literature approaches according to the classic
steps of the data mining task. In addition, we discuss recommendations for practical IDS development and
highlight datasets and tools that can aid in detecting malicious behavior. Finally, we outline potential avenues
for future research and open questions in the field.

INDEX TERMS Computer networks, cybersecurity, data-stream, intrusion detection systems, machine-
learning.

I. INTRODUCTION
The cyber-threat landscape is expanding in both scale and
complexity. Recent reports [1], [2], [3] highlight ransomware
as the dominant threat for the last years, driven by the
financial motivations of cybercriminals. Additionally, Dis-
tributed Denial of Service (DDoS) attacks are evolving to
become more targeted, persistent, and multivector, often
exploiting Internet of Things (IoT) devices to target critical
sectors like healthcare and transportation. Mobile malware
is also a rising concern, with Kaspersky data [4] showing
an increase in attacks on mobile devices in 2023. These
threats range from adware to sophisticated trojan bankers,
which steal banking credentials. Some malware variants
employ obfuscated memory techniques [5] to hide their
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presence and activities, often using phishing emails or mim-
icking e-commerce websites to deceive victims. To address
these challenges, companies and academic institutions are
turning to machine learning-based cybersecurity solutions,
with intrusion detection systems (IDS) being a notable
example.

According to [6], IDS is a mechanism whose main task
is to detect malicious activities in host and/or network
environments. Using the data provided by the IDS (usually
alerts triggered by the system), cybersecurity professionals
could analyze the activity to discover, identify, and mitigate
ongoing attacks. Given IDS’s role in the current cybersecurity
infrastructure, the research and industrial community have
developed several types of IDS utilizing various methods.
Among these methods, data mining techniques, particularly
ML, have become a primary approach to enhance IDS
capabilities [7].
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These systems, often called ML-based IDS, aim to dis-
tinguish normal from malicious behavior. There is extensive
literature on developing intrusion detection models using
data mining algorithms for network-related data. However,
as pointed out by [8], ML-based IDS research typically
focuses solely on applying data mining algorithms to network
datasets. There is little discussion regarding the particularities
of employing ML techniques in the intrusion detection
problem, such as the type of data, the performance in terms
of response time, or whether the detection/learningmodel can
be easily updated to detect new threats.

For example, the learning process of most ML-based IDS
found in the literature is typically done using batch learning
mode. This means that the ML algorithm is applied once to a
static training dataset, and after that, the built model is used
to make predictions for incoming data. As discussed in [8],
54 out of 70 surveyed works use this approach to create the
intrusion detection model.

Despite the increasing tendency of ML-based IDS to adopt
batch learning models (batch-based IDS), these algorithms
do not address the challenges posed by real-world intrusion
detection environments. First, the continuous generation of
network traffic at high rates poses a challenge, making it
impractical to scan the data as most batch-learning algorithms
propose repeatedly. In this case, only part of the data can
be stored for a given period, or statistical data summaries
are maintained. Second, the decision model is static and
induced only once in the batch-learning scenario. However,
intrusion detection is characterized by a non-static scenario
in which concepts can evolve, making it critical to detect
changes and update the decision model accordingly. Intrusion
detection systems that address the continuous data generation
and update of the model are known in the literature as
data stream-based IDS. In the context of this paper, we use
ML-based IDS to denote the systems that use any ML
techniques (batch or not) and data stream-based IDS for
the systems that use data stream techniques for intrusion
detection.

Recently, some studies have addressed the data stream-
based intrusion detection task using incremental or adaptive
learning algorithms [9], [10], [11], [12], [13], [14], [15]
allowing the decision model to be continuously updated to
reflect changes in the data distribution of the network traffic.
Some of these works have proposed mechanisms to forget
outdated data, which no longer contributes to classifying
new data. Updating the decision model is a challenging task
that has been approached using unsupervised, supervised,
or semi-supervised techniques.

Several studies have also proposed a taxonomy to organize
the literature on ML-based IDS. Most of these surveys are
focused on the batch-learning scenarios [16], [17], [18], [19].
The studies presented in [7] and [8] discussed challenges
more relevant to real-world intrusion detection environments.
However, they did not conduct an in-depth investigation
on data stream-based IDS. This information is corroborated
in [20]. The authors conducted a study to understand which

data stream methods for IDS, such as active learning and
concept drift detection, were discussed in 21 review or survey
papers. Their results indicate that no high-quality reviews or
surveys focus on data stream methods for IDS. Our work
aims to fill these gaps by conducting a literature review of
intrusion detection systems built upon data stream methods.
As discussed in Section II, this is the first survey to approach
this issue.

This article proposes a survey of the main data stream-
based IDSs, which consider network traffic as a continuous
stream of data instances and use adaptive or incremental
learning algorithms. Our contributions can be summarized as
follows: i) a problem formulation that describes the intrusion
detection task as a data-stream classification task; ii) a
taxonomy to organize the data stream intrusion detection
works under the perspective of knowledge discovery from
data (KDD); iii) an identification of the main gaps, open
questions, and future directions for data stream-based IDS;
iv) a discussion of the main challenges of ML-based IDS,
such as non-uniformity of data distribution over time, cost
of labeling, and update delay; v) recommendations for
developing data stream-based IDS; vi) a critical analysis of
public intrusion detection datasets and computer tools useful
for data stream-based IDS research.

The rest of this paper is organized as follows. Section II
discusses recent relevant reviews on ML-based IDS and
examines the differences between the proposed study and
previous surveys. Section III provides a formalization
for the intrusion detection problem in data stream-based
scenarios. Section IV presents the research methodology
and the proposed taxonomy. Based on the analysis of
the surveyed studies, Section V highlights several chal-
lenges for building and deploying data stream-based IDS.
Section VI introduces guidelines for assisting the IDS
research community focused on helpful computer tools and
public intrusion detection datasets. Finally, in Section VIII,
we present some concluding remarks and future research
possibilities.

II. RELEVANT REVIEWS
Over the recent years, several review articles have been
published on ML-based IDS [7], [8], [16], [17], [18], [19],
[21], [22], [23], [24]. Next, we will discuss and compare such
articles to our proposal.

The authors in [16] provide a classification and summary of
batch-based IDS proposed until 2019. They aim to outline the
main ideas of applyingmachine learning to security problems
and analyze the current challenges and future advances. They
argue that the previous surveys [25], [26], [27] primarily
focus on how different machine learning algorithms are
applied to IDSs. While this may be helpful for machine
learning researchers, it does not address how to solve IDS
domain issues using machine learning. To address this gap,
they define a taxonomy based on detectionmethods (anomaly
detection and misuse detection) and data sources (host-based
IDS and network-based IDS). For network-based IDS, they
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identify three data sources: packets, flows, and sessions. They
also categorize three types of anomaly detection models:
statistical, machine learning, and time series. They focus on
studying machine learning models, especially the algorithms
used to build ML-based IDS. One important conclusion in
the paper relates to the lack of practical ML-based IDS. The
authors argue that practical IDS needs to have high detection
accuracy, run-time efficiency, and interpretability. We believe
that data stream models can be better suited to develop
ML-based IDS.

In their paper, [17] explore the application of deep learning
(DL) methods for building ML-based IDS. The authors
present a taxonomy of recent research papers on deep
learning methods for intrusion detection and conduct an
empirical evaluation of deep learning models using newer
datasets such as CIC-IDS2017, CIC-IDS2018, and legacy
datasets (KDD 99, NSL-KDD). Regarding the proposed
taxonomy, the authors considered the machine learning
practitioner’s point of view (supervised instance learn-
ing, supervised sequence learning, semi-supervised instance
learning, and other learning paradigms) rather than just
providing a conceptual classification of machine learning
models. Focusing on this point of view, especially on the
learning component, theywant to help researchers in practical
tasks such as conducting data processing and building the
model learning pipeline. The authors suggest two directions
for future research when exploring novel machine learning
paradigms and methods in the intrusion detection domains:
transfer learning methods and interpretable machine learning
techniques. A general issue of DL models is their high
computational cost. Given the general idea of using several
epochs to reach a global minimum, it becomes challenging
to quickly update DL models with new data and provide
good predictive performance. In this context, data stream
methods that update their models according to the latest
data are expected to provide better predictive perfor-
mance because of the dynamic environment of intrusion
detection.

The work in [8] points out that most surveys partially
cover the steps necessary to perform intrusion detection from
network traffic analysis. They argue that while data mining
is the most addressed phase, steps such as data collection,
processing and transformation, and detector updates are
frequently overlooked in the literature. To address this gap,
they propose a review of ML-based IDS proposals using
the Knowledge Discovery in Databases (KDD) process,
focusing on policies for learning models and keeping them
updated. They investigated two approaches: batch learning
and incremental learning, with the latter being less common
but more suitable for continuous learning with new data. The
authors observe that most incremental ML-based IDS are
based on unsupervised approaches, but only a few proposals
are based on supervised methods. However, they conclude
that incremental approaches still need more maturity in
the early stages of learning. We aim to investigate these
incremental approaches in-depth and understand how this

paradigm can enhance the development of data stream-based
IDS.

In [18], the authors conducted a literature survey on using
neural network algorithms in batch-based IDS. Unlike [17],
they did not empirically evaluate neural network algorithms.
Instead, they organized the reviewed papers according to the
number of citations, dataset, neural network method, and IDS
focus. However, they did not provide in-depth discussions
or comparisons of the selected papers, and the research
directions are generic. One interesting finding is that neural
network algorithms have been used during the pipeline of
several ML-based IDS.

Reference [19] surveys recent intrusion detection
approaches focusing on the evaluation datasets and machine
learning techniques employed. The authors note that most
investigated studies use supervised or unsupervised learning,
with only a small number of studies (5 out of 26) utilizing
incremental learning techniques. There is no in-depth
discussion regarding the impact of incremental learning
techniques or directions for deploying ML-based IDS in real-
world scenarios. The authors argue that the unavailability of
efficient intrusion datasets is a significant issue for the field.
However, there is no indication of future research directions
concerning this issue.

Finally, [7] presents a survey focused on nine main
challenges related to ML-based IDS or, as they denomi-
nate, data-driven network intrusion detection systems. They
divide the challenges into the following groups: Lack of
Real-World Network Data, Noisy Data, Redundant Data,
Weakly Correlated Data, Too Few Labeled Data, Imbalanced
Data, Dynamic Data, Big Data, and Small Data. For
each challenge, they present a list of recent methods that
might be used to resolve them. The solution for two of
the challenges related to the instance-based challenges -
‘‘Dynamic Data’’ and ‘‘Big Data’’ - involves using data
stream models and incremental learning. The main challenge
here is to figure out how to use adaptive models to handle
the changing landscape of cybersecurity. The authors briefly
discuss how some ML-based IDS proposals use data stream
models and incremental learning to tackle this issue. Despite
acknowledging the importance of such a topic, there is no
in-depth discussion or taxonomy about the proposals that
adopt adaptive models or recommendations for developing
practical ML-based IDS.

Some recent surveys [21], [22], [23], [24] have studied
ML-based IDS from various perspectives. However, none
have examined the surveyed works from the data stream
perspective. Reference [21] focused on the method used by
the IDS to identify an attack (signature, anomaly, or hybrid).
For anomaly-based IDS, they discussed characteristics such
as datasets, classifiers, evaluation metrics, and some pros
and cons. Reference [22], on the other hand, only addressed
ML-based IDS and proposed a taxonomy based on the
learning approach: supervised, unsupervised, and ensemble.
Similarly, [23] studiedML-based IDS schemes and examined
the algorithms, evaluation metrics, datasets, attacks, and
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performance accuracy. Reference [24] follows a similar
approach to the previous reviews but also discusses some
interesting issues, such as feature detection, sources of
features, and certain shortcomings. In discussing future
research perspectives, they pointed out concept drift as a
promising direction.

Regarding data stream-based IDS, the only study that
somewhat discusses certain concepts presented here is [28].
The authors use Online machine learning (OL) instead of data
stream to refer to an incremental learning-based algorithm
that receives data sequentially, builds a model, and updates it
frequently with new data. They investigated the adoption of
OL techniques applied to computer networks, especially in
the IoT domain. According to the authors, concept drift and
the lack of labeled data are significant challenges when using
batch/offline learning algorithms in computer networks.
The authors described some state-of-the-art solutions for
tackling these issues, such as adaptive learning methods
(e.g., ensemble learning). Finally, the authors empirically
evaluated several online ensembles and tree-based algorithms
for network traffic classification. To this end, they used three
public datasets for intrusion detection: UNSW-NB15, NSL-
KDD, and UNSW 2018 IoT Botnet. They concluded that
tree-based algorithms achieved better performance in terms
of accuracy when compared to ensemble algorithms.

Table 1 summarizes the past reviews. The idea of
data stream-based IDS is either not mentioned or only
superficially addressed in these studies. For example, [19]
found that a few studies use incremental learning techniques.
[8], on the other hand, states that batch learning IDS are
not explicitly designed for streaming scenarios as they
do not evolve with time. Based on this idea, the authors
provide an initial discussion about data stream-based IDS
(as they mention as ‘‘Incremental learning NIDS’’) focused
only on the learning side: supervised or unsupervised.
On the other hand, [28] highlighted the importance of using
data stream techniques in the network domain and even
conducted some experiments using several IDS datasets.
However, they did not investigate the relationship between
data stream methods and the intrusion detection problem.
Here, we aim to fill this literature gap by investigating the
current state of the art for stream-based IDS and providing
an in-depth study about some specific characteristics of
this paradigm, such as the model update and evaluation.
We also provide recommendations and practical guidelines
for developing data stream-based IDS. Finally, we argue
that the data stream-based IDS concept would help solve
several challenges of ML-based IDS [9]: non-uniformity
of data distribution over time, cost of labeling, and update
delay. Therefore, to our knowledge, our work proposes the
first survey using data stream methods to develop intrusion
detection systems.

III. INTRUSION DETECTION: PROBLEM FORMALIZATION
Recent changes in network data collection due to the
popularization of IoT sensors and wearable devices and the

growth of network traffic have generated massive amounts
of data at high velocity, which requires real-time analysis
to identify malicious activity. Under the machine learning
perspective, identifyingmalicious behavior and its distinction
from normal access can be formalized as a classification task
that aims to categorize network traffic as a normal pattern or
an attack.

Each network traffic object Oi represents raw data
extracted from each packet or an aggregated summary from
packets, named flow data. A flow is defined as a set of IP
packets passing an observation point in the network during
a specific time interval. All packets belonging to a particular
flow have common properties [29]. The object Oi comprises
d attributes, which store numeric or nominal values. Some
examples of packet attributes include source and destination
port, header length, time to live (TTL), and TCP ack number.
Some examples of flow attributes include total packets, the
total size of packets, and the mean time between two packets
sent in the flow.

When considering intrusion detection as a binary clas-
sification task, each data object Oi of network traffic is
classified in one of two classes in the set Y , where Y =

{normal, attack}. This task aims to learn a target function f
that maps each object Oi to one of the predefined classes Y ,
f (Oi) → Y .
Most of the intrusion detection works use supervised

approaches that learn the target function (or classification
model) from a set of labeled objects T , named Training
Set, where T = {(O1, y1), (O2, y2), (O3, y3), . . . , (Ol, yl)}.
The classification model f induced from T is then used
to classify new examples of the Test Set. Semi-supervised
approaches can also be used when few labeled examples are
available.

The intrusion detection can also be faced as a multiclass
classification task, where the set of class labels Y is extended
to Y ′, where Y ′

= {normal, attack1, attack2, . . . , attackn},
where attacki represents different types of malicious traffic
and n is the number of possible attacks. In this scenario, it is
important to identify the specific attack type and distinguish
between normal and attack traffic.

According to [8], IDS that implement these strategies
are also known as Misuse-based systems, in which the
classification of a new instance corresponds to a potential
class learned during the training phase.

When considering intrusion detection as a one-class
classification task, only data objects of the normal traffic
are available to induce the classification model. Thus, the
model can explain new data objects and then classify them as
normal traffic; otherwise, they are classified as an attack (an
abnormal behavior). This strategy is commonly used in the
literature and referenced as anomaly detection or anomaly-
based detectors [8]. In this case, unsupervised learning
techniques are commonly used.

Considering data stream-based IDS deployed in real-world
scenarios where new data objects are continuously captured
from network devices, new types of attack can appear without
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TABLE 1. Summary of past surveys and its respective topics and data-stream mentions.

prior knowledge of the number of unique types n. In such
cases, the classification model must be updated when a
new attack is identified. In addition, the normal and the
known attack behavior can change over time, a phenomenon
known in the literature as concept drift, indicating that
the data distribution has changed. Therefore, more than
merely learning a function f to achieve a good performance
in such a dynamic environment, the classification model
must be regularly updated to reflect changes in the data
distribution and the emergence of new types of attacks.
However, it is infeasible to train a new model each time the
data distribution changes, or a new attack type is identified,
making incremental learning algorithms a common strategy
to address these challenges. Nevertheless, these techniques
must do more than increment the classification model
according to new classes and data distribution changes. They
must also forget old concepts that no longer represent recent
data objects of the network.

In the next section, we investigate the stream-based IDS
literature regarding the characteristics discussed in this
section: data source, classification task (binary/multiclass),
learning strategies, and model update.

IV. RESEARCH METHODOLOGY AND TAXONOMY
We proposed a method composed of five steps for conducting
the literature review of IDS studies using data stream mining
techniques:

1) Creation of a boolean string search;
2) Submission of the string to different digital libraries

and export the results to the Parsifal, a tool to perform
systematic literature reviews1;

3) Removal of papers from lower impact conferences,
i.e., conferences that do not appear in the following
rankings: CORE2 and QUALIS3;

1https://parsif.al
2https://www.core.edu.au/
3https://ppgcc.github.io/discentesPPGCC/pt-BR/qualis/

4) Manual insertion of papers;
5) Reading each paper’s title and abstract.

First, we crafted the following string as input for our search
strategy.

(‘‘intrusion detection’’ OR ‘‘intrusion detection system’’ OR
‘‘network intrusion detection’’) AND (‘‘data mining’’ OR
‘‘machine learning’’ OR ‘‘novelty detection’’ OR ‘‘anomaly
detection’’) AND (‘‘online learning’’ OR ‘‘data streams’’ OR

‘‘data stream’’ OR ‘‘stream-based’’ OR ‘‘incremental
learning’’ OR ‘‘streaming learning’’ OR ‘‘stream learning’’
OR ‘‘adaptive learning’’) AND (‘‘computer networks’’ OR

‘‘computer network’’)

We attempted to find data stream-based IDS studies by
using the following terms: ‘‘online learning’’ OR ‘‘data
streams’’ OR ‘‘data stream’’ OR ‘‘stream-based’’ OR ‘‘incre-
mental learning’’ OR ‘‘streaming learning’’ OR ‘‘stream
learning’’ OR ‘‘adaptive learning’’. In the second step,
we found 670 papers across the following datasets: ACM
Digital Library, IEEEDigital Library, ScienceDirect, Scopus,
and Springer Link. After performing the first three steps,
we obtained 54 papers related to specific studies about
data stream-based IDS. For example, we removed papers
that apply data stream-based mining techniques to generic
anomaly detection solutions.
We organized every work regarding the following KDD

steps: data source, data preprocessing, data reduction, data
mining, and interpretation and evaluation. Those first-level
attributes were partially based on the taxonomy proposed
by [8]. Fig. 1 illustrates the proposed taxonomy, and Tables 2,
3, and 4 summarize the investigated efforts to design data
stream-based IDS. Data type attribute refers to packet, flow,
or event data. Data preprocessing refers to normalization,
conversion, or anonymization. Data reduction refers to
feature or sample reduction. Data mining refers to i)
supervised or unsupervised models, ii) binary or multiclass
detection models, iii) the mechanism that triggers the update
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TABLE 2. Summary of data stream-based IDS studies ordered by publication year.

(implict or informed by a change detection method), and iv)
the availability of labeled instances (total feedback, partial

feedback or no feedback). Interpretation and evaluation refer
to the evaluation methodology (holdout, online or offline)
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TABLE 3. Summary of data stream-based IDS studies ordered by publication year (cont).

and evaluation measures such as Accuracy, Recall, Precision,
or other metrics. Cells with ‘‘-’’ represent an unspecified

attribute. Next, we discuss the surveyed works according to
the proposed taxonomy.
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FIGURE 1. Proposed taxonomy for data stream-based IDS.

A. DATA SOURCE
Network traffic data is essential for data stream-based IDS
because the learning process is based on data patterns.
Therefore, it is important to understand the main data types
and how researchers obtained and used them. For instance,
datasets containing normal and anomalous networking pat-
terns, labeled (or not) by human specialists or other IDS,
can be used to build, update, or evaluate intrusion detection
models. Although some old intrusion datasets have been used
for over one decade (or more) for benchmarking algorithms
and techniques, they have become outdated.

Given the constantly evolving nature of network traffic,
it is imperative to keep intrusion detection datasets up-to-date
with newly emerging attack patterns and recent normal traffic
patterns. Doing so is crucial to building accurate intrusion
detection models for real-world security. More than simply
detecting novel intrusion patterns is required for robust
IDSs. Instead, they must quickly detect intrusion patterns to
allow for effective countermeasures. Therefore, datasets that
include transient behavior observed in contemporary traffic
within datasets could be highly beneficial.

Our primary focus here is to discuss the main datasets used
for building and evaluating data stream-based IDS and the
different data types.

1) DATA TYPES
Intrusion detection datasets may contain different types of
traffic data. The most fine-grain data type, packet data,
can be captured from network devices or hosts through
popular programs such as tcpdump, Wireshark, Nmap, and
others. Such programs use packet capture libraries (PCAP)
implemented by several operating systems to collect a copy
of transmitted packets. Packet data allows the discovery of

traffic patterns by inspecting header fields of any protocol
(e.g., IPv4, IPv6, TCP, UDP, ICMP, and others) carried out
by packets. Among the reviewed papers, packet headers are
the data source in [10], [30], [32], [38], [39], [40], [44], [56],
[57], [69], [72], [74], and [77].
Flow level data contain a set of features (e.g., counters,

statistics) extracted from network communication between
hosts or services. The NetFlow protocol was initially
introduced as a feature implemented by Cisco routers
and switches to collect management and statistical flow
information. Later, similar technologies were implemented
by other manufacturers of networking devices. A flow is
an abstraction for a unidirectional sequence of packets
transmitted between two end-points (i.e., that share the same
source and destination addresses, source and destination
ports, and the same type of service). Flow level data is the
most common data type in the reviewed studies, being used
in [9], [11], [12], [14], [15], [31], [33], [34], [36], [37], [41],
[42], [43], [45], [46], [47], [48], [50], [51], [52], [53], [54],
[55], [58], [59], [60], [61], [62], [66], [67], [68], [70], [71],
[73], [75], and [76].

Other data types may be used to compose datasets,
including activity logs such as sessions, service requests,
etc. For instance, [63] combines measurements of voltage,
current, and the status of system devices of an industrial
system with data from the control panel and Snort alerts.

Figure 5 summarizes the studies by data type. It is
possible to see that most data stream-based IDS references are
associated with flow-level data. This behavior seems to be an
increasing trend in the last years due to several factors [78],
[79]: i) inspecting the complete payload is computationally
costly, ii) deep packet inspection is challenging to implement
when network traffic is encrypted, iii) flow data can be
collected from multiple locations across the network without
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TABLE 4. Summary of data stream-based IDS studies ordered by publication year (cont).

TABLE 5. Data stream-based IDS studies organized by data type.

any additional cost, and iv) several recent datasets provide
flow data adjusted toML algorithms. However, it is important

to note that some studies [13], [77] have shown that
it is possible to develop a data stream-based IDS using
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packet-level data (packet header) and achieve an equivalent
detection performance to a flow-level IDS. This result can be
used to explore other implementations of data stream-based
IDS without converting packets to flows.

2) DATASETS
Typically, IDS evaluation is conducted using test datasets.
These datasets, whether standard benchmarks or custom-
made, are constructed using the collection techniques and
data types mentioned earlier. They play a crucial role in
the field of cybersecurity, providing a foundation for the
development and testing of intrusion detection systems. The
configurations of the classes in the dataset, as mentioned
in III, are diverse. If the dataset includes both normal and
attack instances, it usually maintains the actual ratio of
normal usage and attack attempts. The features present in the
dataset can vary depending on the type of attack one wants
to defend against. For instance, a Web Application IDS will
require additional data in the form of the requests made by
the user to classify the behavior correctly. In most of these
datasets, the majority of samples are background traffic, with
attacks injected according to the specific purpose (e.g., DDoS
attacks will have manymalicious samples in sequence). Next,
we present the datasets used among the 49 related works,
providing information about availability, attack types, and
data sources.

The most widely used is the KDD99, a dataset created for a
knowledge discovery competition where the participants had
to build a model to detect network intrusions. The models
should distinguish between malicious and normal network
traffic. This dataset contains attacks simulated in a military
network environment, which can be grouped into four big
groups: Denial of Service (DoS), user to root (u2r), remote
to local (r2l), and probing (probe). KDD99 was built from
network flows. Therefore, it contains identification features
from the basic TCP connections and a set of generated or
extracted features that uses a sliding window to calculate.
Despite its age, it is still being used today [30], [31], [32],
[33], [34], [36], [37], [41], [42], [43], [45], [48], [49], [51],
[54], [59], [61], [62], [66], [67], [70], [74], [76]. Given its
widespread usage, the KDD99 dataset has been the subject
of extensive investigation and improvement. Researchers
have found ways to enhance the dataset, such as reducing
the sample size (i.e., exclusion of redundant samples). The
NSL-KDD dataset, which has overcome this issue, has been
adopted in numerous studies.

The CTU-13 is a collection of public cybersecurity datasets
that are not only widely used for benchmarking but also hold
practical relevance. This dataset represents several scenarios
of Botnet attacks, with the following botnets being used:
Neris, Rbot, Virut, Menti, Sogou, Murlo, and NSIS.ay.
The datasets are available in the packet captures (PCAPs)
format, allowing the researchers to choose their preferred data
type between PCAPs and flow data. The CTU-13 datasets

contain four labels: background, botnet, C&C channels, and
normal.

MAWIFlow is a dataset that contains real and labeled net-
work traffic records with 158 features each. It was extracted
from 15-minute-long daily traces spread over a year of real
network traffic.MAWIFlow comprises over 6 billion network
flows with almost 8 TB of data. This dataset presents network
anomalies like portscan, network scan, DoS, and DDoS.
The studies in the literature that used this dataset mention
its extensive size and span-period as strong points [10],
[65], [72].

Researchers from Kyoto University created the Kyoto
2006+ dataset. The authors used honeypots composed of
many devices like servers, printers, and IP cameras, which
capture malicious data using three software, making the
dataset multiclass and multilabel. This dataset was used
in [14] and [46].

Many applications require specialized datasets in the
field of cybersecurity. For example, Web Applications
need the request header and body. Two datasets contain
this kind of data: ECML-PKDD 2007 HTTP and CSIC
HTTP 2010. Both are public and multiclass and were
utilized in [39]. The first (ECML-PKDD) was created
for a challenge to build a model for multiclass con-
textual classification in seven different attack patterns.
The latter (CSIC) was created based on real requests
to an e-commerce application with synthetic anomalous
traffic.

ISCX-IDS, CIC-IDS2017, and CSE-CIC-IDS-2018 were
built by the Canadian Institute for Cybersecurity (CIC) at
the University of New Brunswick. The ISCX-IDS intrusion
detection evaluation dataset consists of packet captures that
present normal activity and four different types of attacks:
Network infiltration, HTTP DoS, DDoS with Botnets, and
Brute Force SSH. This dataset was used in [50] and [76].
The CIC-IDS2017 dataset contains benign and the most
up-to-date common attacks, resembling true real-world data
(PCAPs). It also includes the results of the network traffic
analysis using CICFlowMeter with labeled flows based on the
time stamp, source, destination IPs, source and destination
ports, protocols, and attack (CSV files). The implemented
attacks include Brute Force FTP, Brute Force SSH, DoS,
Heartbleed, Web Attack, Infiltration, Botnet, and DDoS.
Authors in [9], [68], [74], [75], [76], and [77] used this
dataset. The CSE-CIC-IDS-2018 includes seven different
attack scenarios: Heartbleed, Brute-force, Web attacks, DoS,
DDoS, Botnet, and network infiltration from inside. One
notable difference from the CIC-IDS2017 dataset is the
network topology, with the attacking infrastructure consisting
of 50 machines, while the victim organization includes
420 machines and 30 servers. This dataset was used in [76]
and [77]. Besides these public datasets, the rest of the datasets
used to evaluate the built models in related works were either
created by the authors or used by only one work [35], [38],
[40], [44], [45], [50], [55], [56], [57], [58], [63], [64], [71],
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TABLE 6. Data stream-based IDS studies organized by datasets.

[73]. These works can be found under the MISC category in
Table 6.

Table 6 summarizes the datasets used by data stream-based
IDS studies. Most studies still use KDD99 or NSL-KDD
to evaluate intrusion detection systems. Our results are
consistent with other surveys investigating the distribution of
ML-based IDS datasets. Reference [80] shows that almost
70% of studies (85 IDS articles) use either KDD-99 or NSL-
KDD. A similar ratio (82%) was found in [81]. This result
indicates that the IDS research community is still unaware
of the problems associated with these datasets. As discussed
in [82], DARPA-derived data, used in both KDD99 and
NSL-KDD, is nearly 25 years old and seems unlikely to
contain event distributions (malicious or benign) that are
representative of today’s deployment contexts. Therefore,
both datasets should be considered obsolete for current
IDS research purposes. It would be important to see data
stream-based IDS studies evaluated on more sophisticated
and well-maintained datasets such as UNB CIC IDS,4

UNSW-15,5 and Stratosphere Laboratory Datasets.6

B. DATA PREPROCESSING
Data preprocessing is a preparation procedure applied to data
before using it in the data mining step. This step aims to
increase the data quality and ensure it is representative and
reliable regarding the task one wants to perform. Despite the
importance of this step for data mining algorithms, several

4https://www.unb.ca/cic/datasets/index.html
5https://research.unsw.edu.au/projects/unsw-nb15-dataset
6https://www.stratosphereips.org/datasets-overview

TABLE 7. Data stream-based IDS studies organized by data preprocessing
techniques.

studies have either not applied preprocessing techniques
(using the data as provided by the datasets) [9], [10], [11],
[12], [30], [33], [37], [41], [42], [47], [48], [51], [53], [54],
[62], [64], [65], [66], [69], [74], [75], [76], [77] or not
mentioned it [35], [38], [55], [56], [58], [71].

Many factors can influence this behavior. For example,
achieving a good result without performing any preprocess-
ing technique might be enough for authors to skip this step
altogether. Another reason is the intersection between two
extensive areas: network security and ML. While network
security researchers have domain expertise, they may lack
an understanding of adequately applying preprocessing
techniques, leading to using the ‘‘raw’’ dataset. On the
other hand, ML researchers may not understand the data
in the datasets, which hampers the effectiveness of applying
preprocessing techniques as the process turns into a implict
trial and error.
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FIGURE 2. Taxonomy for the preprocessing step of the data stream-based IDS studies.

Three of the important preprocessing tasks found in the
surveyed works are: i) standardize the data to avoid unwanted
bias, ii) convert nominal data into binary data, and iii) data
anonymization (IP address). Table 7 shows the summary of
studies that employed such techniques.

While the importance of preprocessing techniques for
enhancing classification performance is widely acknowl-
edged, it is surprising to note that a significant number of
the surveyed studies either did not employ such techniques or
failed to disclose the ones they used. This lack of attention to
the preprocessing step is a notable gap in the current research
landscape. Among the studies that utilized preprocessing
techniques, the focus was primarily on standardizing the
data and converting attributes. Notably, to the best of our
knowledge, none of the studies explored the potential benefits
of incremental preprocessing techniques.

Scaling is one of the most used normalization techniques
that transform numeric features to eliminate big discrepancies
in their values. For example, when calculating Euclidean
distances, if one feature has a 100x bigger range than the
rest, it will have a bigger weight in the distance calculation.
Scaling techniques were used in [14], [30], [36], [45], [57],
[59], and [67].

One-hot encoding is one of the most used techniques
to transform nominal data into binary fields, where each
possible nominal value of a feature will become a binary
feature. Authors in [14], [36], [43], [46], [59], and [67] use
this technique.

Other studies might have used normalization or conversion
methods. However, we have not found an explicit mention of
them. We believe that this is a bad practice when developing
ML-based IDS since it harms reproducibility.

Among the surveyed papers, only [60] explicitly lists data
anonymization as a process performed in the data. In this
case, the authors developed a mechanism based on flow
aggregation to anonymize specific IP addresses. Although
most studies used the samples provided by the dataset,
making this preprocessing technique implicit, some studies
use proprietary datasets and do not mention anonymization
techniques.

Notably, the surveyed studies did not address two funda-
mental preprocessing techniques in machine learning: noisy
data and missing values. There could be many reasons for
this omission, such as the possibility that the data used for
the Intrusion Detection problem is naturally free of noise or

missing values. Additionally, it is plausible that the authors
resolved these issues with more sophisticated techniques,
such as feature reduction, aggregation, or extraction.

It’s worth noting that intrusion detection is highly unbal-
anced, with the attack class significantly underrepresented.
While oversampling and undersampling techniques have
been employed in batch-based IDS to address class imbal-
ance, their application in data stream scenarios is a pressing
and crucial question that has yet to be thoroughly explored
for IDS. This underscores the importance of future work in
this area.

C. DATA REDUCTION
Given the enormous amount of data generated by computer
networks, data reduction is an important step in the KDD
process that aims to remove irrelevant and correlated
information and reduce the training time of the models.

In essence, data reduction means removing something
based on criteria. We consider that the filter can be performed
in either ‘‘axis’’ of the data, which means one can filter
the samples [14], [70], or the features [14]. For example,
authors may want to focus on only one attack type from
a dataset that contains multiple attack classes. In this case,
they must filter the other attack types from the dataset.
On the other hand, if the authors notice that some features
are deteriorating the classification performance or increasing
the processing requirements without providing predictive
performance benefits, theymaywant to remove those features
from the data.

We found the following data reduction approaches in the
surveyed works: Feature Reduction and Sample reduction.
The feature reduction consists of selecting a set of features
and eliminating mainly irrelevant or correlated data, thus
improving the models’ performance. The works used the
following types: manual, filter, and wrapper. On the other
hand, sample reduction consists of selecting a representative
sample of the population (here, named sampling) or simply
aggregating the data. Figure 3 represents the taxonomy of
data reduction, and Table 8 organizes each article in its
corresponding data reduction category.

1) FEATURE REDUCTION
There are several types of feature reduction techniques that
are widely used in machine learning models [83]. However,
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FIGURE 3. Taxonomy for the data reduction step of the data stream-based IDS studies.

TABLE 8. Data stream-based IDS studies organized by data reduction approaches.

only a subset of these techniques is used in theML-based IDS
literature.

As shown in Table 8, manual feature reduction is the most
common method, involving the manual removal of features.
Some features are removed due to the variable type; for
example, in [41], categorical variables were removed because
the algorithm only works with numerical data. In other cases,
a specialist manually selects the most relevant information
and removes the irrelevant features, as seen in [15], [31], [73],
and [77].
Another common method of selecting features is the

application of filters, which occurs before the data mining
step. Usually, the features are ranked based on statistical
metrics or correlation with the target feature. References [45],
[46], and [61] use this method. References [45] and [61] use
the principal component analysis (PCA) technique, and [46],
[77] uses correlation and consistency-based feature selection
techniques.

The study [52] uses the wrapper method, which consists of
evaluating a subset of features by training a machine learning
model and evaluating its results. Ultimately, the set of features
with the best performance is chosen.

There are other methods for feature reduction, such as
the embedded type. This technique selects the optimal set
of features while the model is being trained. Classification
algorithms like decision trees are embedded approaches
because they choose the most relevant features during tree
building. Although several IDS proposals use tree algorithms
(such as RandomForest, Hoeffding Tree, and ensemble
methods) [10], [11], [14], [15], [49], [55], [65], they do not
discuss which features are selected during model building.

2) SAMPLE REDUCTION
Sample reduction is a step that aims to remove irrelevant
samples to speed up the training process and reduce compu-
tational costs without degrading classification performance.
It is an important process for building ML-based IDS due
to the high volume and velocity of network packets. The
surveyed studies use two types of sample reduction: sampling
and aggregating.

Aggregating, in the scope of network traffic management,
is the process of summarizing packets in an information flow.
In this case, we no longer use raw packet information but
statistics of a set of packets. When using flow data, one
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has to summarize all packets exchanged in a connection
(i.e., measure statistics like bytes sent and bytes received
and derive features from them). Flows can be much smaller
than raw packets, as they do not need to store the payload
information, making the data more concise and training much
faster than the original information. A disadvantage would be
the loss of some information due to aggregation. However,
it is widely used, as seen in Table 8. Sketch, another way to
summarize data, is a family of probabilistic data structures
employing hashing technology for summarizing traffic data
used in [38] to provide the network summary.

Another type of sample reduction is sampling, which
involves extracting samples for model training. Table 8
shows that many authors use this strategy, varying between
percentage sampling and fixed amounts. The choice between
these techniques is typically based on the analyst’s experience
rather than the technique itself. Another approach combines
both strategies: first, aggregating the data samples and then
selecting a subset of them. Several studies [11], [45], [48]
employ this method.

D. DATA MINING
Data mining is the main step in the ML-based IDS develop-
ment process. Here, preprocessed packet or flow-level data
(for NIDS) is fed into algorithms to detect malicious events.
Our proposed taxonomy differs from previous surveys. First,
we discuss the nature of the algorithm in terms of the learning
aspect (supervised and unsupervised) and the number of
algorithms (single classifier and ensemble). Next, we study
the classification task, in other words, whether the detection
model provides only binary classification or multiclass.
Finally, we discuss an aspect specific to stream-based IDS:
the model update. For model update, we consider different
aspects: i) Availability of labeled instances; ii) Delay in
obtaining labeled instances to update the model; iii) Type
of update, i.e., if the strategy to update the model occurs
online or offline; iv) The mechanism triggers the update, i.e.,
informed by a change detection method or blind (implicit),
at regular time intervals.

1) ALGORITHM
Different strategies have been used to handle the intru-
sion detection task considering the algorithm aspect. First,
we have the learning aspect: supervised or unsupervised.
Next, we have the number of classifiers: single or ensemble.
Figure 4 shows the proposed taxonomy to organize the
algorithms used in the data mining step, and Table 9
summarizes the studies according to the characteristics of the
data mining algorithms.

Supervised algorithms aim to train a decision model using
a set of labeled instances. In this case, the dataset can contain
examples of normal and attack classes, where different attack
types can be described, and each one is considered a different
class. Most data stream-based IDS studies use this strategy or
a hybrid one (semi-supervised), as shown in Table 9.

On the other hand, few data stream-based IDS studies
adopt unsupervised learning solutions. In general, unsuper-
vised models treat the intrusion detection problem as an
anomaly detection task [32], [40], [42], [48], [56], [73]. In this
case, a set of non-malicious examples (normal traffic) is used
to induce a decision model. The examples not explained by
this model are classified as an anomaly (or attack). Some
work has recently used a different approach for unsupervised
learning in data-stream IDS. They use unsupervised models,
like clusters, but on a labeled dataset. In this case, each class
of the problem is represented by a set of clusters, and each
cluster is associated with a class. During the test phase, new
clusters (different attack types, for example) can emerge,
or clusters can evolve without using labeled instances, thus
facilitating the model update.

Another important factor in data stream classification
algorithms is the number of classifiers used. There are two
basic approaches: using a single classifier or an ensemble
of classifiers. Single-classifier methods involve training only
one decision model, which must be updated as new examples
arrive [10], [11], [12], [15], [31], [36], [37], [38], [44], [46],
[49], [51], [53], [54], [55], [56], [59], [61], [63], [65], [69],
[70], [71], [72], [74], [75], [76]. On the other hand, ensemble
classifiers involve building a set of classifiers used to classify
a new instance [10], [14], [15], [34], [39], [41], [49], [50],
[52], [55], [59], [60], [65], [70], [71], [75], [77]. Ensemble
methods can be divided into two types: homogeneous and
heterogeneous. The homogeneous ensemble is composed
of members that share a single base learning algorithm.
In contrast, the heterogeneous ensemble consists of members
with diverse base learning algorithms, including K-NN,
SVM, and tree-based algorithms. It is interesting to see
that most proposals focus on homogeneous ensemble. Due
to the nature of network traffic data, using heterogeneous
ensemble methods might be an interesting approach for data
stream-based IDS.

While single-classifier approaches facilitate model updates
and allow online updating, ensemble approaches must train
a new model, which must replace one of the ensembles
(e.g., the oldest or the one with the worst performance). It is
important to note that although ensembles have achieved
good performance in the IDS scenario, training a new
model is a time-consuming task that must be done in batch
mode.

When considering the algorithms used, one can note a
variety of proposals. Recently, several literature studies have
used decision trees, especially Hoeffding trees and their
variations (including ensembles), since they are incremental
algorithms [10], [11], [15], [49], [55], [61], [65], [70],
[71], [77]. Other examples of incremental algorithms include
online sequential extreme learning machine (OSELM),
feature adaptive OSELM (FA-OSELM), and knowledge
preservation OSELM (KP-OSELM) [76]. It is important
to see that the number of data stream-based IDS studies
that use incremental algorithms is still low compared to the
other approaches. Finally, other algorithms include neural
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FIGURE 4. Taxonomy for the algorithms (data mining step) of the data stream-based IDS studies.

TABLE 9. Data stream-based IDS studies organized by the characteristics of data mining algorithms.

TABLE 10. Data stream-based IDS studies organized by the number of classes of the data mining step.

networks [46], [59], [69], SVM [12], [31], [36], [37], [53],
[61], [70], logistic regression [61], and KNN [54], [70].

2) NUMBER OF CLASSES (BINARY X MULTICLASS)
Most data-stream IDS studies treat the intrusion detection
task as a binary classification task, in which new instances are
classified as normal or attack [10], [11], [14], [15], [31], [34],
[36], [38], [39], [40], [41], [42], [43], [46], [47], [49], [50],

[51], [54], [55], [56], [57], [58], [59], [60], [63], [64], [65],
[67], [68], [69], [70], [71], [72], [73], [77]. While this is an
effective strategy, it can also be valuable to identify the type
of attack in various contexts. Therefore, some approaches
treat the intrusion detection task as a multiclass classification
problem, including a normal class and separate classes for
each type of attack [9], [12], [32], [33], [37], [44], [46],
[48], [52], [53], [59], [61], [62], [66], [74], [76]. One of
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the reasons for using multiclass approaches is that different
types of attacks may require specific actions. Additionally,
new attacks can differ from the already known ones (such
as different DoS types), and appropriate strategies must
be created to mitigate them. Table 10 shows the studies
according to the number of classes used by the data mining
algorithms.

Another important point to be addressed by both binary and
multiclass classification approaches concerns the evaluation
of models. In the case of multiclass models, different error
types need to be thoroughly investigated. Some types of errors
may be more critical than others. For instance, classifying an
attack instance as an incorrect type of attack has less impact
than classifying this instance as normal (non-malicious).
Therefore, it is crucial to consider appropriate evaluation
measures for the problem.

Finally, domain experts can identify which attack classes
the model performed better when considering the multiclass
classification task. They can also determine which types
of attacks the model is not prepared to deal with and
how different decision models can handle different types of
attacks.

3) MODEL UPDATE
Model updates are crucial in data stream-based IDS,
as network behavior can change over time due to new
attacks or shifts in non-malicious traffic. To maintain an
accurate decision model, it is essential to use the most recent
instances for updates. Both instance-incremental and batch-
incremental learning approaches are used for this purpose.
Instance-incremental methods, like incremental decision
trees, update themodel with a single instance at a time. Batch-
incremental methods, such as ensembles of trees, update the
model using batches of training instances. This flexibility
allows us to choose the most suitable approach for the
intrusion detection scenario, giving us control over the model
update process.

Regarding the strategy for deciding when to update the
decision model, one approach is to update it every time
a new labeled data instance arrives. In contrast, other
approaches incorporate a drift detector method and update
the model upon detecting a drift. In both cases, labeled
instances are a prerequisite for supervised model updates.
However, a major challenge in data stream-based IDSs is
managing real-world scenarios in which not all data instances
will be labeled, and labels will often be obtained with a
delay.

Figure 5 shows the main aspects to be considered in the
model update. The update occurs with the arrival of new data
instances after the decision model classifies them. Different
types of feedback can be considered in the model update:
total, partial, and no feedback. Table 11 summarizes the
studies according to the model update feedback.

Most works assume that after their classification, the
instances will have their label available [10], [11], [12],
[14], [15], [34], [36], [37], [38], [39], [41], [46], [49], [50],

[54], [55], [59], [61], [63], [65], [69], [70], [71], [72], [75],
[76], [77] (total feedback). Although this was the approach
used by the first data stream classification works, it becomes
impractical for IDS scenarios since having a domain expert
available to label such instances is impossible. On the other
hand, some works update the decision model without using
labeled instances (no feedback). Thus, the model is updated
using only the data [12], [14], [30], [32], [33], [35], [36], [40],
[42], [45], [47], [48], [53], [54], [56], [57], [58], [62], [64],
[66], [67], [68], [69], [73], [74]. A common approach is to
use cluster-based models that can update summary statistics
such asmean and standard deviationwithout knowing the true
label.

While unsupervised strategies can be interesting because
they do not require labels, the predictivemodel’s performance
can generally suffer as many changes in the data flow happen,
especially with the emergence of new types of attacks (zero-
day attacks, for example). Recent approaches to address the
problem of decision model updates assume that a subset of
labeled instances may be available (partial feedback). Semi-
supervised approaches can be used here to evolve the model
using both labeled and unlabeled instances [9], [37], [43],
[53]. Another category of strategies involves using active
learning techniques [14], [31], [49], [52], [53], [60], [77],
which aim to choose the best instances to be labeled by the
expert for updating the model and improving its predictive
performance. However, an important point yet to be explored
is that the domain expert is not always an oracle. The
instances they label may contain errors that directly impact
the model.

Even when a domain specialist is available to label
instances, an important aspect that needs to be explored is
the delay in labeling instances. Domain experts are typically
involved in various daily tasks, and labeling packets or
network flows is challenging and takes time. However,
most approaches assume that the label of instances will
be immediately available [10], [11], [12], [14], [15], [15],
[34], [36], [37], [38], [39], [41], [46], [49], [50], [54],
[55], [59], [61], [63], [65], [69], [70], [71], [72], [75],
[76]. Consequently, few studies [14], [77] have considered
that instances used to update the model may arrive with a
delay, which can directly impact the identification of similar
instances. More details on evaluating data streams with
delayed labels can be found in [84].

When developing IDS for real-world scenarios, addressing
the complexity and time required for updating the model is
crucial. Many data stream algorithms have both an online and
offline phase. The offline phase is a batch task requiring more
computational. The model update occurs during the online
phase when the network traffic is being classified. Updating
a model can be a low-complexity task, such as creating a new
branch in a tree using the Hoeffding Tree algorithm [11], [15],
[65], [71]. However, it becomes more complex when training
a new model for an ensemble of classifiers [10], [59], [65],
[70]. The literature still needs to explore the complexity of
updating decision models in data stream-based IDS.
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FIGURE 5. Taxonomy for the model update (data mining step) of the data stream-based IDS studies.

TABLE 11. Data stream-based IDS studies organized by the model update feedback.

Another important aspect of updating the decision model
concerns the timing of the update. In data stream clas-
sification, two approaches are used: blind (implicit) and
informed. Table 12 summarizes the studies according to the
type of update. Implict approaches assume that the decision
model will be updated whenever new instances are available,
regardless of any indication of a change in the probability
distribution [10], [11], [12], [14], [30], [31], [32], [33], [34],
[36], [37], [39], [44], [46], [47], [49], [51], [52], [53], [55],
[56], [57], [58], [60], [61], [64], [65], [66], [68], [72], [73],
[74], [75], [77]. Some works, like [65], set a periodicity for
such updates. On the other hand, a group of works uses
guided strategies (informed), which update the model only
when there is evidence of a change in the data [9], [15], [35],
[38], [40], [41], [42], [43], [45], [48], [49], [50], [54], [59],
[62], [63], [67], [69], [70], [71], [76], [77]. In this case, the
appearance of a new attack would be an example of a scenario
in which the model should be updated. Algorithms in this
category generally use a change detection strategy. Widely
used approaches in the literature, such as OzaBagAdwin, use
the Adwin method for change detection [10], [15], [65], [70],
[71], [77].

E. INTERPRETATION AND EVALUATION
Regardless of the learning task used (e.g., supervised or
unsupervised), evaluating how well the built model can gen-
eralize its representation is essential to classifying new data.
In addition, evaluation stages aid in detecting problems in
the model before deploying it in the production environment.
Numerous strategies exist to perform this task, which can vary
significantly in the evaluation method or measure used. Next,
we present the techniques used in the 50 reviewed papers to
validate their models.

1) EVALUATION METHODOLOGY
The classical method to evaluate a model in batch learning
uses a K-fold Cross-Validation (CV) strategy that divides
the dataset into k folds, creating k different configurations
(training and test sets) to evaluate the model. This means
that the algorithm uses k − 1 folds to train the model
and test it using the one left out, repeating enough times
to use every fold as a test set once. In this method,
a significant difference between a specific fold and the global
(average) accuracy indicates a model that overfits the training
data.
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FIGURE 6. Taxonomy for the interpretation and evaluation step of the data stream-based IDS studies.

TABLE 12. Data stream-based IDS studies organized by the type of the update.

The CV was the only technique used in some studies [30],
[42], [44], [46], [66], [75]. Although using CV in data
streaming scenarios is usually not a good idea because of
the limited processing time and memory restrictions, several
authors in the field have used ingenious ways to leverage the
advantages of the CV while adhering to the data streaming
scenario requisites. For example, the authors in [48], [60],
and [51] used a two-phase approach to create an offline phase
where CV can be applied before using the rest of the data in
a streaming fashion (online phase).

Two entirely separate dataset files are expected in batch
scenarios: the train set and the test set. While the two files
contain the same features and data distribution, the idea is
that data from the test set should not exist in the train set.
This strategy is known as train/test in the batch community,
while the online community usually calls it holdout, and it
guarantees that the model uses unseen data for evaluation.
Initially, the Holdout technique was intended as a method that
continuously provides instances for training with eventual
chunks of data being used for testing once in a while [85].
Nonetheless, some of the reviewed papers use holdout with
a single division, transforming the method into a two-phase
one. In such cases, the second phase is the test phase, which
usually employs prequential evaluation.

Given its popularity, there is a wide variance in the
proportion used in the splits, which we will discuss next.

In [14] and [51], the authors use 10% of the dataset to train
the model and the other 90% to test (i.e., a 10/90 train/test
split). It is also possible to find more evenly distributed
splits in the literature like an 80/20 split [76], 75/25 [53],
70/30 [60], 60/40 [34], [36] and even a 30/70 holdout [48].
In [74], a distinct form of holdout is employed. To assess
the efficacy of an incremental transfer learning approach,
the authors randomly chose percentile subsets of data for
various test iterations. There are numerous reasons why each
author uses a different split, such as data that is hard to model
or algorithms with a high degree of complexity, which can
increase the amount of training data needed, as it takes longer
for the model to capture the behavior pattern correctly.

Regarding purely streaming evaluation methods, there is
the Prequential [86], also known as Interleaved-Test-Then-
Train. In this case, instances usually arrive individually,
and then the model uses each instance for two processes.
First, the model outputs a prediction, and second, the model
updates itself using a single instance of the stream. If the
algorithm is not purely incremental, a widely used strategy is
to create windows where the ‘‘batch’’ processing can happen
but has reduced latency; such strategy was named windowed
prequential in [86]. This strategy allows replicating estab-
lished offline methods to build and evaluate the models with
wrappers, reducing development time. Another benefit of this
approach is the capability to use algorithms more realistically
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without dealing with incremental restrictions. Unfortunately,
most studies that use the prequential evaluation method
assume that all labels are instantly available, which is too
optimistic considering real scenarios. For more realistic
cases, some studies try to address the problem of delayed
labeling and semi-supervised learning [9], [10].

The authors in [11], [15], [38], [40], [41], [49], [51],
[58], [63], [68], [70], and [71] used prequential evaluation
without the addition of windows or fading factors, while the
windowed prequential evaluation method was used in [9],
[43], [47], [56], [59], [67], [72], and [77]. Similar to holdout,
different algorithms and datasets require different window
sizes to achieve the best performance. The window varies
between 100 and 5000 instances among the current selection
of works.

Finally, some studies did not provide information regarding
this aspect [12], [32], [35], [39], [50], [52], [64], [65] and
therefore were not included in any of the previous categories.

2) EVALUATION MEASURES
Depending on the objective of the task, the bias of the
problem, the type of model employed, and the characteristics
of the data, specific measures will be better in assessing
performance. For example, the majority classifier assigns all
instances to the most common class. This can achieve high
accuracy in datasets with significant class imbalances, as is
often the case with intrusion detection datasets. Therefore,
it would be better to use measures like Recall or Precision,
which can evaluate the performance of the minority class.

One can divide the measures according to the extraction
method and the measures themselves to better understand
and organize them. The extraction methods are relative to the
granularity used to calculate the measures, like incremental
statistics or windows. On the other hand, the measures are
usually mathematically tested and designed to measure a
specific task.

Whenever an algorithm divides the stream into windows to
build the model, it usually means that the evaluation measure
will also assess the performance inside such a window.
Among the many window configurations, the usage of sliding
windows is widespread since it allows the evaluation of the
latest chunk of data [32], [38], [40], [41], [47], [54], [56],
[57], [62], [71], [72], [75]. It is assumed that all other studies
use incremental statistics.

Table 13 presents the references for each used measure.
Next, we define each measure and provide a little background
for them. When considering a binary IDS problem with only
two classes, there are four possible prediction outcomes: true
positives (TP), true negatives (TN), false positives (FP), and
false negatives (FN). In such cases, negatives are usually
related to the ‘normal class,’ while positives are associated
with the ‘attack’ class. On the other hand, true and false tell
whether the prediction was correct or incorrect according to
the actual label of each instance.

One of the most widely used measures to evaluate the
correctness of the decision models is the accuracy measure,

which states the number of correct classifications among all
the predictions.

The accuracy metric is defined by Eq. 1:

ACC =
TP+ TN

TP+ FP+ TN + FN
(1)

Next, we define Recall, also known as sensitivity, hit rate,
or True Positive Rate (TPR). Recall indicates the detection
ratio among all positive instances. The Recall is defined
according to Eq. 2:

Recall =
TP

TP+ FN
(2)

Precision (or Positive Predictive Value) is a measure that
reflects the correctness of all the positive predictions and is
defined by Eq. 3:

Precision =
TP

TP+ FP
(3)

The False Alarm Rate (FAR) or False Positive Rate (FPR)
calculates the model’s rate for wrong positive predictions and
is defined in Eq. 4:

FAR =
FP

FP+ TN
(4)

The ROC curve (Receiver Operating Characteristic curve)
is a chart showing the performance of a classification
model by plotting TPR vs. FPR. The chart shows the
relationship between the two metrics, which are usually
inversely proportional. In addition, the ROC curve can be
evaluated in a two-dimensional space, also known as Area
Under the ROC Curve (AUC). The AUC metric provides an
aggregate performance measure across all possible steps of
the ROC curve. AUC ranges in value from 0 to 1. A model
whose predictions are 100% wrong has an AUC of 0.0, while
one whose predictions are 100% correct has an AUC of 1.0.

The Fmeasure, F-value, or F-score is ameasure of accuracy
given by the harmonic mean of precision and Recall.
Fmeasure is defined in Eq. 5:

Fmeasure =
TP

TP+
(FP+FN )

2

(5)

in binary cases, but it is also employed in multiclass
scenarios. In multiclass scenarios the Fmeasuremacro is
calculated according to Eq. 6:

Fmeasuremacro =
Fmeasureclass_1 + . . . + Fmeasureclass_n

n
(6)

The Kappa (Cohen’s Kappa) statistic measures the level of
agreement for categorical items. This means that Kappa can
handle multiclass and imbalanced class problemswhere other
metrics like accuracy, precision, and Recall are insufficient.
Kappa is defined by Eq. 7:

k =
p0 − pe
1 − pe

= 1 −
1 − p0
1 − pe

, (7)
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where p0 is the observed agreement, and pe is the expected
agreement.

Some predictive performance measures were used by only
a few works like the Energy Consumption [69], the Equalized
Lost Accuracy (ELA) [60], False Negative Rate (FNR) [49],
FNEW [14], and MNEW [14]. For the sake of completeness,
we are adding their definition in the following equations..

ELA =
A0% + Ax%

A0%
+

100 + A0%
A0%

, (8)

where A0% is the accuracy of the classifier with a noise level
0%, andAx% is the accuracy of the classifier with a noise level
x%.

FNR =
FN
P

=
FN

FN + TP
= 1 − TPR (9)

FNEW =
FP ∗ 100
N − Nc

(10)

where Nc is the number of examples belonging to the novelty
class in the stream.

MNEW =
FN ∗ 100

Nc
(11)

Some works approached the performance evaluation
differently, considering memory consumption, energy con-
sumption, running time, and throughput. These metrics
are not related to the IDS’s predictive performance for
malicious attacks but may be essential to assess a system’s
computational performance. Since the IDS is a real-time
system, such metrics can indicate the feasibility of employing
the solution in specific environments. For example, a high-
volume networkmight perform better using a high throughput
but a slightly less accurate model, as the predictions must be
fast.

V. CHALLENGES FOR BUILDING AND DEPLOYING DATA
STREAM-BASED IDS
Based on the analysis of the surveyed studies, we identified
several challenges for building and deploying data stream-
based IDS. This section summarizes these challenges into
the following groups: data source, model building and
updating, decision model, scalability, and performance.
Next, we discuss these challenges and provide insights on
overcoming them.

A. DATA SOURCE
In the last decade, building ML-based IDS using network
flow records has gained widespread popularity to the
point where most literature on the subject does not even
discuss the existence of other data sources. This trend
can be attributed to several factors, including the speed of
flow-based intrusion detection as compared to packet-based
inspection, the ability to inspect encrypted network traffic
using summarized information from packet headers, the
prevalence of evaluation datasets that provide only network
flow files, and the possibility of achieving near-real-time
response times [78]. However, using network flow data,

which provides only a summarized representation of a set
of network packets, may pose challenges to detecting a
wide range of attacks. For instance, flow-based IDSs cannot
detect attacks injected into packet payloads, such as SQL
injection and cross-site scripting. The flow export interval’s
value can also impact the system’s performance. For example,
minimal time intervals may overload the system, while
large intervals may result in undetected short-timed attacks.
Therefore, deploying flow-based IDSs without considering
the specifics of the system can be risky, especially in real-
world scenarios. To overcome these limitations, combining
flow-based techniques with Deep Packet Inspection or using
stream mining classification techniques in packet-level data
(header and/or payload) are promising alternatives. As dis-
cussed in [13], such techniques offer similar performance
to flow-based methods and operate directly on packet-level
data, requiring no infrastructure for processing network
flows.

Considering flow-based data sources, generating network
flows from raw packets is common using tools like
CICFlowMeter and NFStream. In general, such tools also
create a list of statistical flow features, making feature extrac-
tion another crucial aspect of ML-based IDS. A common
approach to ML-based IDS proposals, including incremental
ones, uses a fixed set of features selected from the generated
list. However, using a fixed set of features can lead to
redundant and insignificant data that does not contribute to
the model’s predictive power. To tackle this issue, researchers
have developed techniques to remove redundant features
based on their importance to the model.

According to [7], more rigorous methodologies for
feature selection and feature removal would improve the
reproducibility of studies and aid in conducting more
reliable intrusion detection evaluation. However, the dynamic
nature of cyberattacks could impose limitations on robust
feature engineering methods for IDS. For example, what
happens when a new attack type arises and an attribute
or a set of attributes important to detect it is removed in
the feature selection process? Such a situation demands
non-static solutions within the scope of data stream-based
IDS. However, there is a lack of studies in this area. Some
examples of adaptive preprocessing techniques proposed for
IDS include the dynamic discretization feature method at
training time [87] and online feature selection [88], [89].

B. MODEL BUILDING AND UPDATING
The choice between supervised and unsupervised algorithms
for network traffic classification is a complex decision,
particularly in the context of data stream-based IDS where
labeled examples are not always readily available. When only
examples of normal traffic are at hand, it is common to resort
to unsupervised approaches, simplifying the problem to one-
class classification. This allows new examples to be classified
as normal and used to update the model in an unsupervised
manner. Any examples that the model fails to classify are
labeled as potential attacks.
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TABLE 13. Data stream-based IDS studies organized by evaluation measures.

When a set of normal and attack examples are available,
an initial classification model can be induced using super-
vised or semi-supervised approaches. However, the decision
model must be constantly updated to incorporate the data
distribution changes due to the concept drift and concept
evolution phenomena (described in Section III). In this case,
supervised approaches require a domain specialist to label
new examples for the model updating. Combining supervised
and unsupervised learning techniques provides an interesting
approach. The classification model uses unlabeled samples
to update itself without external feedback, but it can also
integrate new labeled examples when they become available.
Alternatively, researchers have yet to extensively explore
important topics like data summaries that can use labeled and
unlabeled data to update their models.

Considering that supervised approaches can result in more
accurate models and address the binary and multiclass
classification of network traffic, its main disadvantage is
that obtaining labeled examples is costly. The presence of
a specialist to manually label all data stream examples is
impracticable and inefficient, as studies show that a small
set of carefully chosen examples is enough to improve the
model’s performance at a significantly lower cost. Although
recent works show how the choice of a small representative
set of examples to be labeled impacts the performance
of the classification model, some issues still need to be
solved. Randomly choosing examples to be labeled is a
naive approach that tends to favor the majority class (normal
traffic) instead of choosing decision boundary samples
(which usually provide themost significant benefit). Here, the
choice of samples based on the classification probability [90],
distance to the already labeled samples, and detection of an
element in density regions [91] are possible approaches.
Even if the number of samples to be labeled by a specialist

is small, the process is still manual and laborious to scale

up, as it is subject to the work hours of the specialist. Such
constraints can increase the delay between the arrival of
a sample and its respective label, impacting the model’s
performance. The faster the samples are labeled, the faster
the model is updated and can react to changes. A fast update
is crucial when attack behaviors are constantly changing or
new attacks (such as zero-day attacks) emerge. For such
scenarios, the novelty detection approaches can be used to
identify changes in the data distribution or appearance of new
concepts and, thus, trigger alarms for domain specialists.

Several studies have discussed incremental model updating
for network traffic classification. On the other hand, few
studies have addressed the issue of how to forget old concepts
learned by these models. The trade-off between having an
updated model with the most recent data and having a model
with sufficient information about the past to avoid retraining
is a crucial question to be addressed. In practice, decay factors
are commonly used mechanisms for forgetting old concepts.
Still, selecting the appropriate decay factor is directly related
to the rate of changes in a specific network and cannot be
easily identified in advance.

C. DECISION MODEL
In most IDS studies, binary classification algorithms have
been used to distinguish between normal traffic and an
attack. Alternatively, one-class classification strategies have
been proposed in which only the normal concept is learned.
However, neither of these approaches can identify the specific
type of attack that has occurred.

Knowing the specific type of attack can aid domain
specialists in taking action to contain the damage caused by
the attack. As such, several studies have employed multiclass
classification algorithms to classify the network traffic in the
normal class or one of the known attack types. This method
poses another challenge in the form of the emergence of new
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attack types. In such cases, the model needs constant updates
to keep the correct representation of the data.

Model interpretability is also crucial when developing
data stream-based IDS. Interpretable models are valuable in
scenarios where an IDS alert prompts a domain specialist
to understand how the attack was detected and which key
variables were involved before making a decision. In these
scenarios, closed-box models are inadequate because they
only identify an attack, but it is impossible to understand
how the model can reach such a result. One of the most used
interpretable models for intrusion detection is the decision
trees and their variants (for example, random forest and
Hoeffding Tree). However, as the intrusion detection datasets
contain continuous attributes, choosing between binary and
multi-way splits of these attributes is an issue few have
explored in the literature. In addition, the interpretability
of a tree is linked to its size. Deeper trees with more leaf
nodes generate more complicated rules that are difficult to
understand.

Recent works have used eXplainable AI (XAI) for ML-
based IDS [92] to improve the control and trust in detecting
new types of attacks. Due to the importance of XAI in the
current scenario, this could be a challenging research area that
needs further investigation.

D. SCALABILITY AND PERFORMANCE
According to [6], there are two types of metrics for IDS
evaluation: security-related and performance-related metrics.
The former focuses on quantifying the accuracy of attack
detection, while the latter quantifies the non-functional
properties of an IDS, such as capacity and resource con-
sumption. Regarding ML-based IDS, it is common to use the
confusion matrix as the source of security-related metrics,
such as true-positive rate, false-positive rate, etc. Themajority
of ML-based IDS literature focuses on security-related
evaluation. Aside from straightforward performance metrics
collected in batch scenarios, such as model training/testing
time and memory/CPU consumption during training/testing,
this type of IDS evaluation is rarely discussed in papers.
Several other questions should be addressed if we consider
using data stream-based IDS.

When developing data stream-based IDS suitable for real-
world environments, the time spent classifying a sample is
crucial. An intrusion detection system that perfectly classifies
all samples but takes unreasonable time will not be helpful
for most organizations, as a single attack can be distributed
across multiple network packets and flows. Therefore, the
classification time of each sample must lie within acceptable
constraints that allow for the swift deployment of security
policies. In this sense, evaluating the relationship between
the complexity of the classification algorithm and the time
taken to classify a sample, especially in data stream-based
IDS, is paramount for the system’s performance.

Additionally, in data stream-based IDS, the time required
to update the classification model is also a critical metric.

Although incremental models offer a more comprehensive
approach to building robust IDSs, it is vital to assess whether
the time required to update the model in such cases is
reasonable. For example, suppose that a new unlabeled
sample arrives. After obtaining the label of such a sample,
the IDS would need some time to update the decision model.
How many samples of this new label were misclassified until
the end of the update process? This information might give us
an idea about the ‘‘reaction time’’ of IDS when dealing with
unseen attacks.

Finally, despite the extensive study of security-related
metrics conducted in [6] and the wide adoption of confusion
matrix metrics, there is one topic that should be considered
when data stream-based IDS are being used in real-world
environments: what range of values are acceptable for IDS
evaluation metrics (precision, recall, and false positive rates,
for example)? The values found in IDS literature, where
training and testing samples usually belong to the same
dataset, are usually very high. However, it is unclear whether
the same result holds when the intrusion detection model
faces challenging scenarios, such as training an IDS using a
public/labeled dataset and testing it using real-world network
traffic samples.

VI. PRACTICAL GUIDELINES: COMPUTER TOOLS, PUBLIC
INTRUSION DATASETS, AND RELEVANT DATA
STREAM-BASED IDS
Section V summarized a series of challenges for building and
deploying data stream-based IDS. In this section, we want to
provide some practical guidelines to support the development
of the upcoming generation of ML-based IDS. Due to the
diversity of available solutions, we focus on two topics:
computer tools and public intrusion datasets. First, we discuss
the computer tools for building and evaluating stream models
(Subsection VI-A). Next, we examine computer tools for
handling network packets and flow (Subsection VI-B) and
present some guidelines for selecting the most appropri-
ate public intrusion dataset (Subsection VI-C). Finally,
we discuss some relevant data stream-based IDS studies
(Subsection VI-D).

A. TOOLS FOR BUILDING AND EVALUATING MODELS
In this survey, we presented several studies that proposed
novel algorithms to address data stream-based IDS. Most
surveyed works employed publicly available algorithms in
data stream mining tools. Next, we present some of these
tools.

• MOA [85]: is an open-source Java framework for data
stream mining, which includes a set of algorithms for
different machine learning tasks such as classification,
clustering, regression, and outlier detection. Many of
the tree-based classification algorithms used in data
stream-based IDS are available at MOA, especially
different strategies of the ensemble of classifiers. This
framework also includes a set of evaluation methods for
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data stream classification as interleaved-test-than-train,
windowed and prequential, and different evaluation
measures. Another important functionality available in
MOA is the possibility of performing experiments using
active learning strategies, which allows for evaluating
the intrusion detection task from a more realistic point
of view.

• SAMOA [93]: the intrusion detection task faces impor-
tant challenges, such as the high volume and velocity
of the data. To overcome these challenges, experiments
must be performed using distributed streaming algo-
rithms. SAMOA provides a collection of distributed
streaming algorithms for different machine learning
tasks. In addition, it allows the development of stream
mining algorithms and their execution in multiple
Streaming Processing Engines (SPE) such as Apache
Storm, Apache S4, and Apache Samza.

• River [94]: is a Python library to build online machine
learning algorithms, which are essential to data streams.
Here, several algorithms, evaluation methods, and
evaluation measures are available. An important feature
of this tool is its ability to deal with feature evolution,
which means considering that features of the dataset
can appear or disappear over time. Although the feature
evaluation strategies are challenging, they have yet to be
explored in IDS works.

Another tool to perform experiments using fast streaming
decision trees is STREAMDM C++ [95], a library in C++

containing tree-based algorithms and ensembles and eval-
uation methods for data streams. ADAMS [96] (Advanced
Data Mining And Machine Learning System) is a flexible
workflow engine to quickly build and maintain data-driven,
reactive workflows, easily integrated into business processes.
This library uses operators/actors in a tree-like structure to
define the workflow. It can integrate several other software
such as WEKA, MOA, MatLab, Excel, and SQL databases.

B. TOOLS FOR HANDLING NETWORK PACKETS AND
FLOWS
As discussed in Section IV, the feature extraction for
ML-based IDS could be done on two levels: network traffic
data and event logs. In both cases, several computer tools
can be used to facilitate the data-gathering process. Since
the event logs are usually related to host-based IDS and
depend on the target system, we will discuss some tools for
handling network traffic data. First, we present tools focused
on handling raw packet data and then show tools associated
with flow-level data.

• Tcpdump [97]: is command-line packet analyzer. Van
Jacobson originally wrote it as part of an ongoing
research project to analyze and improve the performance
of Internet protocols such as TCP. Tcpdump runs in
a single computer and prints the contents of network
packets. It can read packets from a network interface
card or a previously created saved packet file. All public

network intrusion datasets surveyed here use Tcpdump
(or some variant, such as Wireshark) to capture network
traffic data.

• Gulp [98]: is a remote packet capture tool based on
Tcpdump. Corey Satten wrote the tool, focusing on
dropping fewer packets than similar tools and having a
higher capture rate. Gulp reads packets from the network
card and flushes its buffer if nothing has been written in
the last second. After receiving an interrupt, Gulp stops
filling the buffer but writes the remaining buffered data
into the disk.

• Zeek [99]: is a network traffic analyzer initially designed
by Vern Paxson. The main goal of Zeek is to inspect
network traffic and generate different types of logs
associated with the detected activity. The tool consists of
an event engine that is triggered by various events in the
network traffic. One common functionality is converting
raw network traffic into logs summarizing TCP and
UDP data.

Some relevant tools to manage network flow level data
include:

• CicFlowMeter [100]: is a network traffic flow generator
and analyzer developed by the Canadian Institute for
Cybersecurity at the University of New Brunswick.
The tool can generate bidirectional flows by reading
a packet capture file (PCAP) or sniffing a network
interface in real-time. More than 80 statistical network
traffic features, such as Duration, Number of packets,
Number of bytes, Length of packets, etc., can be
calculated separately in the forward and backward
directions. Currently, two versions are available: Java7

and Python.8 Several public network intrusion datasets
use CICFlowMeter. It is also common to see ML-based
IDS studies that use CICFlowMeter to generate network
flows from PCAPs.

• Argus [101]: is an open-source tool that processes packet
data and generates summary network flow data. The
Argus tool consists of an Argus server and Argus clients.
While the Argus server writes/processes PCAP files of
receiving packets, the Argus client extracts the features
from the Argus files. The tool runs on Mac OS X,
Linux, Unix, or Cygwin-enabledWindows systems. The
UNSW-NB15 dataset, for example, used Argus to create
its features.

• Nfstream [102]: is a recent open-source multi-platform
Python framework providing flexible and expressive
data structures designed to work with online (live-
capture) or offline network traffic data (PCAP files).
Flow features are derived from the IP, TCP, and
UDP packet headers. It includes post-mortem statistical
features (e.g., minimum, mean, standard deviation,
and maximum packet sizes and inter-arrival time) and
early flow features (e.g., sequence of first n packets

7https://github.com/ahlashkari/CICFlowMeter
8https://pypi.org/project/cicflowmeter/
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sizes, inter-arrival times, and directions). Besides, new
features can be written using NFPlugins. Due to the lack
of standardization in previous related tools, their goal is
to provide a unified network data analytics framework,
increasing data reproducibility across experiments.

C. GUIDELINES FOR USING PUBLIC INTRUSION
DETECTION DATASETS
Here, we provide some practical guidelines for using public
intrusion detection datasets. We evaluated five attributes
in each of the datasets described in Section IV-A2. It is
important to see that Table 6 contains only network-based
intrusion datasets.

1) Label - refers to the availability of labels for each
instance in the dataset. We also identify whether
the label is related to a binary problem (normal
traffic/attack) or a multi-class problem (attack type 1,
attack type 2, and so on);

2) Data source - there exists three types of data: packet
level data (PCAP or other formats), flow level data
(usually a CSV file), or other (a set of event logs, for
example);

3) Environment - real, emulated, or synthetic [79]. Real
stands for real network traffic captured within a
real-world network environment. Emulated indicates
that real network traffic was captured within a testbed
or emulated network environment. Synthetic denotes
that the network traffic was created synthetically and
not captured by a real (or virtual) network device.

4) Network traffic type - usually, we have two traffic
types: normal and malicious.

5) Variety of attack types - [82] studied the different
attack types presented in public intrusion detection
datasets using the following taxonomy: reconnaissance
(REC), authentication (AUT), Denial of Service (DoS),
spam (SPM), worms (WRM), cross-site scripting
(XSS), SQL injection (SQL), backdoor (BCK), rootkits
(RTK), shell (SHEL), secure shell (SSH), masquerade
(MSQ), data manipulation (DAT), honeypots (HON),
domain (DNS), buffer overflow (BUF) and other
features (OTH). Our idea is to discuss the number of
attack types in each dataset.

Table 14 summarizes the relationship between each dataset
in our survey and the five attributes above. It is possible
to see that if a researcher wants to work with flow-level
data, CTU-13, MAWIFlow, ISCX-IDS, and CIC-IDS2017
are well-suited. One can also use network flow tools such as
Nfstream to create network flows by using the PCAP files
available in such datasets.We can also see that all investigated
datasets, except Kyoto2006+ and MAWIFlow, can be used
to evaluate intrusion detection models tailored for specific
attacks since they provide labels for different attack types.

Mixing data from different datasets can be a very
interesting strategy. For example, will a model trained with
real and emulated normal network traffic perform better

when tested in a real-world environment? The same logic
applies to mixing different attack types. The studied datasets
can be used for this purpose. Finally, despite the wide
variety of attack types and widespread usage, KDD99 and
NSL-KDD are outdated datasets and should be considered
obsolete [103]. For example, the underlying network traffic
for both sets dates back to 1998. Therefore, using modern
intrusion detection datasets such as UNB CIC IDS,9 UNSW-
15,10 and Stratosphere Laboratory Datasets11 should be
a pivotal principle to evaluate data stream-based IDS.
References [79] and [82] provide further details about these
and other public intrusion datasets.

D. RELEVANT DATA-STREAM BASED IDS
In this section, we discuss some examples of relevant
data stream-based IDS proposals found during the survey.
We selected six studies: [9], [15], [49], [65], [76] and [77].
The main goal here is to illustrate how these studies
tackled the different issues associated with the design and
implementation of data stream-based IDS.

In [9], authors propose INSOMNIA (Incremental training
iNtrusion System Over tiMe-stamped Network traffIc dAta),
a semi-supervised data stream-based IDS that combines
incremental, active, and transfer learning. According to
the authors, the proposal aims to overcome a set of open
challenges that limit the practicality of current ML-based
IDS: the non-uniform distribution of network traffic over
time, the high cost of labeling, latency during model updates,
and the need for explainability. The system initially learns
an intrusion detection model from a limited amount of
labeled instances. The new unlabeled instances are classified
as benign or attack using the knowledge from the initial
model and are aggregated into batches of a specific size.
An oracle mechanism also labels the new instances using
a different algorithm. Once a batch is complete, the model
update process begins. The idea here is to update the
initial model using an active learning strategy based on
an uncertainty sampling query. In other words, the least
certain predictions from the initial model are labeled using
the oracle mechanism. Using this strategy, the intrusion
detection model would be updated using the ‘‘pseudo-
label’’ obtained from a set of new instances. The authors
evaluated the method using a revised version of CIC-
IDS2017 [104]. They trained the initial model with the
first two days of the dataset. The performance, in terms
of F1 score, was around 80% when using a 50% selection
rate for uncertainty sampling. This means that only the top
50% most uncertain predictions were used to update the
model.

INSOMNIA is an excellent example of data stream-
based IDS. The authors developed an end-to-end system that
handles the continuous data generation and model update

9https://www.unb.ca/cic/datasets/index.html
10https://research.unsw.edu.au/projects/unsw-nb15-dataset
11https://www.stratosphereips.org/datasets-overview
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TABLE 14. Summary of public intrusion detection datasets found in the surveyed studies. b=binary; m=multiclass; p=packet; f =flow; o=other;
n=normal; a=attack.

and simulates a more realistic scenario for evaluating ML-
based IDS. Interestingly, the obtained performance differs
from other batch-learning proposals that can reach F1 score
values higher than 95% [105]. This shows the difficulty of
deploying ML-based IDS when we do not assume that traffic
data is stationary. Researchers can use INSOMNIA’s ideas
to develop more robust ML-based systems. Two topics can
be further investigated here: i) improve the model update
process to decrease the update latency time and ii) use
cross-evaluation dataset strategies (train the initial model on
dataset A and test the model on a different dataset B).

While in INSOMNIA [9], the authors tackle the drift
during the model update process by using the least certain
predictions and the idea of ‘‘pseudo-label’’ from an oracle,
[76] proposes the use of specific drift detectors (Drift
Detection Method, in their case) combined with online
sequential extreme learning machine (OSELM) to build
stream based-IDS. The Drift Detection Method (DDM)
assumes the data comes from a stationary process and detects
changes in data distribution by monitoring the error rate
over time. It calculates the classifier’s average error rate and
variance, updating them as new data points arrive. When the
error rate exceeds a threshold determined by the Hoeffding
bound, the algorithm signals a drift [106].
The streaming data passes through a data balancing block,

which updates non-balanced data with previously stored
data from minority classes. The intrusion detection model
is updated with each new data batch. Then, the DDM is
responsible for deciding whether to update the model. The
results are promising for various drift types and datasets
(KDD Cup ’99, CICIDS-2017, CSE-CIC-IDS-2018, and
ISCX2012). For the CICIDS-2017, for example, the authors
reach a F1 score of 89%. Despite using an interesting
technique to deal with concept drift and, consequently, the
unseen attacks, the proposed data stream-based IDS uses a
total feedback approach for the model update, which means
that the ground-truth labels are readily available during the
incremental learning. It would be important to see other
studies combining different concept drift technique variants
with partial or no model feedback.

BigFlow [65] is another example of data-stream-based IDS
proposed in the literature. It uses the concept of classification
with rejection, in which the classifier can reject an instance
based on the confidence of its classification. If the classifier
has low confidence in classifying an instance, it rejects it,
making the administrator aware that a possible change can
occur. After a period, the reject instances are labeled by a
specialist or a tool and used to update the model. If a reject
instance is not labeled as an attack after a long period, it is
deemed a normal event. Although classifying with the reject
option is an interesting approach to dealingwith concept drift,
if the model is not updated for a long period, its confidence
in the classification of new instances can be outdated and not
reflect the current state of the stream. Thus, mechanisms of
unsupervised continuous updates of the decision model are
also important to intrusion detection.

Finally, the studies conducted in [15], [49], and [77] are
particularly relevant as they compare various data-stream
classification algorithms using public IDS datasets. Table 15
summarizes each study, detailing the computational tools,
selected algorithms, datasets, and key performance results.
It can be observed that all of them employ tree-based
ensemble models and utilize the MOA framework. In terms
of results, the initial benchmarking studies indicate strong
performance (precision and recall), even when dealing with
limited labeled instances and delayed data availability.

VII. DISCUSSION, LIMITATIONS, AND FUTURE RESEARCH
DIRECTIONS
The findings of this survey indicate that research inML-based
IDS is shifting from merely applying batch-based models
to public datasets toward more in-depth discussions on real-
world implementation challenges. These include issues such
as the lack of labeled data, model updating, concept drift, and
data quality. This paradigm shift acknowledges that intrusion
detection must account for the continuous nature of network
traffic and the evolving behavior of attackers. Using data
stream techniques in IDS implementation and evaluation is
crucial, enabling models to be evaluated under conditions
resembling real-world scenarios.
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TABLE 15. Summary of some benchmarking studies found in the surveyed work.

Although many works focus on intrusion detection in com-
puter networks using classical or data stream-based machine
learning techniques, several issues remain unresolved. Key
areas that need attention include the development of online
pre-processing methods, the management of unbalanced data
sets in real-time, and the ability to update models with only
a few labeled examples. In particular, these studies must also
consider the requirements for developing intrusion detection
systems (IDS) that are suitable for real-world applications.
This means that such systems cannot assume immediate
labeling and must account for delays in the arrival of labels,
often resorting to self-supervision techniques.

A. LIMITATIONS
Among the limitations of the proposed work, it is important to
note that it focuses only on reviewing intrusion detection sys-
tems within the context of computer networks, as evidenced
by the search string described in Section IV. However, while
the principles of intrusion detection can be applied in other
contexts, the requirements differ significantly. For instance,
the task of securing vehicles against unauthorized access will
have to cope with a stronger constraint on computational
power and memory capacity. Examples of research in this
area include [107] and [108]. Accordingly, a promising
research direction is exploring how data-stream IDS are
being adopted in specific application domains such as vehicle
networks and controller area networks.

Another limitation of the proposed work is that important
aspects of machine learning for data streams, including
how to deal with online pre-processing and unbalanced
classification, are only superficially discussed due to lack
of representation in the reviewed studies. Although recent
studies have addressed these issues in data stream scenarios,
they are yet to be explored in the context of network IDS.
Therefore, we highlight them as future directions for the
field.

B. FUTURE RESEARCH DIRECTIONS
While several studies have been proposed to address data
stream-based IDS, important challenges remain unaddressed.
Here, we outline key challenges that future research should
tackle.

1) PREPROCESSING
despite being a critical stage in ML-based IDS, the research
community needs to pay more attention to it [7], and
most studies need more details regarding their procedures.
Besides hindering reproducibility, this behavior prevents
understanding the proper impact of different preprocess-
ing techniques on intrusion detection model performance.
To address these issues, researchers should propose two
types of experimental studies: i) identifying the relationship
between different preprocessing techniques and the predictive
power of the intrusion detection model and ii) evaluating
the use of preprocessing techniques tailored for data-stream-
based IDS solutions. The authors in [109] discussed this issue
and conducted some preliminary tests in non-IDS-related
scenarios. They discovered that when selecting preprocessing
methods for data streammining, one must consider the model
performance and the computational costs associated with
such methods.

2) FEATURE EXTRACTION
network-based IDS can be built using packet header, payload,
or network flow features. However, despite their smaller size
than raw packets, the ML-based IDS research community
often uses network flow features without proper motivation
or justification. Thus, it is important to understand the
advantages and drawbacks of each data source and its ability
to detect different attack classes. Furthermore, commonly
used methodologies that perform feature extraction from the
network flow, feature selection, and model evaluation can be
rendered ineffective since features can have varying impor-
tance in online scenarios where network traffic behavior can
change over time. Therefore, researchers should consider
using feature evolution methods [110] when designing
ML-based IDS for real-world scenarios.

3) MODEL EVALUATION MEASURES
the classical strategy of evaluating a decision model by
computing evaluation measures after processing all data
instances must be adapted to IDS. Identifying the moment
when new attacks appear and the time taken to adapt the
decision model and incorporate these new concepts is crucial.
In addition, in the presence of concept drift, where the known
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concepts evolve, it is important to evaluate the adaptation
of the decision model. Considering supervised models, some
issues to be considered in evaluating data stream-based IDS
include the number of labeled instances used to update the
model and the delay in obtaining the true label of these
instances.

4) CONCEPT DRIFT
the rationale behind using adaptivemodels that can learn from
new data is based on the assumption that intrusion detection
involves non-stationary data distribution due to inherent
changes in network traffic over time. Such changes can be
categorized as abrupt, gradual, incremental, or recurrent.
While specific detectors may perform well in the face of
sudden or gradual changes, it is essential to explore further
the various types of changes that occur in intrusion detection
and determine the appropriate methods to handle them.

5) ACTIVE LEARNING
active learning strategies have been employed in the machine
learning field to reduce the number of labeled instances
required to update the decision model. However, their
application in IDS is yet to be extensively explored. Several
issues remain open, including the delay associated with
obtaining true labels, the presence of uncertainty in the
labeling process, the specialist’s availability to label new
instances, the knowledge of the specialist, and the time
taken to label different types of attacks. Although some
recent works have attempted to address these questions, they
generally assume that specialists are always available to label
instances and can label all selected instances constantly.
They also assume the delay in obtaining the true label of all
instances is fixed. Additionally, these works consider that the
predictions of the specialist are always correct. Most of these
assumptions may not be realistic for real-world scenarios.

6) IDS DEPLOYMENT
the ML-based IDS literature is not focused on solving
practical issues associated with the system operation. Some
relevant questions include: i) in which hardware architecture
should the system be installed? ii) will all the required data
sources be available when deploying the IDS? For example,
IDS based on network flows requires a flow processing tool
for incoming/outgoing network packets. Which tool will be
used for that? Can this tool be deployed along with the IDS?
How will the incoming/outgoing packets be processed? iii)
How will the IDS be managed? Is there a GUI for the final
user? How will the alerts be shown to the final user? iv) How
will the final user include labeled samples in the system in
online scenarios?

7) EMPIRICAL EVALUATION
given the importance of empirical evaluations and compar-
ative performance analyses in IDS research, a key direction
for future work is to conduct empirical studies comparing the
different data stream-based IDS reviewed in this work and

assessing how effectively they address the main challenges of
data stream scenarios. This was initially explored in studies
such as [15], [49], and [77]. However, as shown in Table 15,
these studies lack key elements required for a comprehensive
benchmarking analysis, such as a broader selection of
algorithms, datasets, and evaluation metrics. We encourage
researchers to further explore data-stream algorithms for
ML-based IDS, following the approach of benchmarking
batch-based IDS using the CICIDS2017 dataset [105].
Furthermore, a detailed examination of implementation tools
and their practical usage is a crucial task that must be
undertaken to enhance the practicality and effectiveness of
data-stream-based IDS.

8) ADDITIONAL ML TECHNIQUES
other ML techniques might be worth exploring within the
IDS scenario. For example, Novelty Detection [111] tries
to detect new emerging concepts from the stream as they
are happening. Such techniques can be combined with
Active Learning and specialist feedback to compose a robust
IDS framework, as they can reduce the amount of data
that requires specialist attention. Another example is the
Continual Learning [112] technique, which tries to learn
a model for many sequential tasks without forgetting the
old concepts. Usually, only data from the new tasks are
available when learning them, and the new tasks represent
classes from a problem that shares the same feature space.
These techniques havemechanisms resembling the apparition
of new attacks in the IDS scenario and might provide
suitable future work venues. It’s worth noting that most of
the surveyed studies have used tree-based algorithms or an
ensemble of trees. VFDT (Very Fast Decision Tree) and its
variants are the most commonly used algorithms. Although
these have shown promising results for data-stream based
IDS, it is crucial to thoroughly investigate other algorithms,
such as SVM, KNN, and neural networks.

VIII. CONCLUSION
Over the past two decades, the intrusion detection sys-
tems (IDS) literature has advanced significantly with the
integration of machine learning techniques. Nevertheless,
many studies fail to address key characteristics of real-
world environments, such as the continuous arrival of
new data instances, the emergence of previously unseen
attack types, and the scarcity of labeled samples. Data
stream-based IDS approaches tackle these challenges through
incremental learning, active learning, novelty detection,
and concept drift detection. In this work, we present a
comprehensive survey on data stream-based IDS. In addition
to proposing a detailed taxonomy, we offer an updated
formalization of the IDS problem, review relevant datasets
and software tools, and provide practical recommenda-
tions and guidelines for developing data stream-based IDS
solutions.

Our findings indicate that robust data stream-based IDS
can effectively overcome several limitations of conventional
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ML-based IDS, such as handling concept drift (allowing for
the detection of zero-day attacks), reducing dependence on
large amounts of labeled training data, and mitigating delays
in obtaining ground-truth labels. Future research directions
include conducting empirical evaluations or benchmarking
data-stream algorithms in ML-based IDS, analyzing the
impact of network traffic variations on their performance,
exploring active learning strategies, and tackling practical
challenges in deploying data stream-based IDS.
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