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Keeping the gates closed: the effect of conflict management styles, anxiety, and 
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ABSTRACT
Using personal mobile phones for work-related purposes is an increasingly common trend in 
organisations yet adding to cyber security concerns. It is vital to identify employees’ 
characteristics that impact security noncompliance behaviours when using mobile phones at 
work, as it could open a channel for cyber-attacks in the enterprise’s IT systems. Using the 
unique context of personal smartphones and building on the theoretical framework of the 
Dual-Concern Model, this study identifies key characteristics of employees’ intention to engage 
in security noncompliance activities. Through a scenario-based survey of 391 mobile phone 
users in the United States, we examined the impact of personal characteristics (specifically 
conflict management style, context-specific anxiety, and technological skills) in explaining 
people’s intention to demonstrate security noncompliance behaviours. Younger individuals, 
those with higher conflict approach tendencies, and those with online communication 
apprehension tend to show higher noncompliance with information system security policies. 
Also, technical skills were found to moderate the association of online communication 
apprehension with increased noncompliance with security policies. The findings offer a range of 
theoretical implications and practical insights for strengthening organisations’ cyber security.
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1. Introduction

The widespread adoption of the Bring Your Own Device 
(BYOD) policy has led to significant changes in organ
isations (Palanisamy, Norman, and Mat Kiah 2024). 
BYOD offers numerous benefits to both employees 
and organisations, including saving costs (Aguboshim 
and Udobi 2019), increasing productivity and enhan
cing efficiency (Doargajudhur and Dell 2020). BYOD 
has become indispensable for organisational success, 
especially since the COVID-19 pandemic necessitated 
remote and hybrid work environments. The BYOD 
market has demonstrated significant growth, with a 
compound annual growth rate (CAGR) of 15.4%. This 
expansion has seen the market value increase from 
$70.1 billion in 2023 to a projected $239.5 billion by 
2032 (Munde 2024; Palanisamy, Norman, and Mat 
Kiah 2020). However, the BYOD practice introduces 
additional security risks to organisations (Chen et al. 
2021; Ratchford et al. 2022), including data leakage 
and malware risks, necessitating robust device security, 
employee training, and policy enforcement to mitigate 

threats posed by outdated operating systems, malicious 
applications, and device loss or theft (Yacono 2023).

Individuals using personal devices often prioritise 
convenience over security, leading to higher levels of 
security noncompliance (Ratchford et al. 2022). More
over, the specific risks associated with employees using 
their BYOD devices (including mobile phones) at 
work extend beyond mere convenience concerns. 
Employees may inadvertently expose sensitive organis
ational data to potential threats through unsecured per
sonal devices (Ratchford et al. 2022). For instance, 
accessing work-related documents on personal devices 
might occur in less secure environments, increasing 
the likelihood of data breaches or unauthorised access. 
This problem is exhilarating because organisational IT 
services have less control over personal devices than 
organisational devices, resulting in BYODs lacking the 
necessary security configurations or software updates 
to adequately protect sensitive organisational data. 
This lack of control introduces a heightened level of 
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risk and creates a conflict of noncompliance with Infor
mation System Security Policies (ISSP) as employees 
strive to balance smooth and efficient work processes 
with the need for conscious attention to security and 
data preservation (Ratchford et al. 2022; Vorakulpipat 
et al. 2017). Reports show that employees’ ISSP compli
ance behaviour remains a challenge in organisations 
(Ogbanufe, Crossler, and Biros 2021; Parsons et al. 
2017), especially in the government and public sector 
due to weak enforcement (Teoh, Kamil Mahmood, 
and Dzazali 2018). To address this problem, it is critical 
for organisations to develop targeted strategies to man
age noncompliance with ISSPs, promote responsible 
BYOD usage, and ultimately mitigate the risks associ
ated with it. To achieve those goals, organisations 
need to identify relevant employee characteristics 
associated with noncompliance in the context of Infor
mation Technology (IT) usage.

We investigate user characteristics at two context (i.e. 
broader context and narrow context). First, our broader 
context (i.e. IT use) points towards the relevance of 
anxiety as a potential antecedent of noncompliance 
with ISSP. Namely, Online Communication Apprehen
sion (OCA) and Digital Technology Anxiety (DTA) are 
two forms of anxiety associated with the use of IT. OCA 
is the anxiety one endures during actual or anticipated 
online communication (Ledbetter 2009), while DTA is 
defined as the fear of working with technology, also 
known as computer anxiety, technophobia, and tech
nology anxiety (Scott and Rockwell 1997). Previous 
research has shown that OCA decreases the use of 
new technologies, especially the more complicated 
ones (Scott and Timmerman 2005) while DTA know
ingly affects the decisions and perceptions of technology 
use (Celik and Yesilyurt 2013) such as associations with 
security system anxiety in organisational settings 
(Hwang et al. 2017). Based on previous research, we 
reason that those forms of IT-related anxiety affect 
decision-making and compliance behaviours and inten
tions (D’Arcy, Herath, and Shoss 2014; Lee, Lee, and Lee 
2022) and the likelihood of ISSP noncompliance. 
Second, in our narrower context, the nature of personal 
mobile devices used for work purposes and its associ
ated need for ISSP points towards a conflict between 
employees’ (i.e. the self) needs for convenience (linked 
to noncompliance), and employers’ (i.e. others) need 
for security (linked to compliance). Adapting the Dual 
Concern Model (DCM) (Cai and Fink 2002), we predict 
that employees conflict management style impacts non
compliance. The ISSP-IT context points towards confl
ict management styles and online anxiety (OCA and 
DTA) as a potential leverage point for intervention 
that has the potential to impact ISSP noncompliance.

Further, existing literature points towards the impor
tance of technical skills in manging ISSP noncompliance 
(LaRose 2010; Nwokeji et al. 2019; Sundar 2008; Vish
wanath 2016). Technical skills, defined as proficiency 
in utilising security features and understanding security 
protocols, are also crucial for users’ ability to adhere to 
security measures and safeguard organisational infor
mation (Tsohou and Holtkamp 2018). We propose 
that individuals with advanced technical skills are 
more likely to use heuristics compared to users with 
less advanced technical skills. Those cognitive heuristics 
(and the associated deployment of mental shortcuts) 
can impact the way they deal with the cognitive burden 
caused by the convenience/security conflict. Conse
quently, the application of heuristics could ‘cognitively 
handicap’ them (Hinds 1999), making them neglectful 
in adhering to ISSP protocol.

Despite the importance of ISSP compliance for organ
isations, no research has identified and tested the critical 
context-relevant variables that can potentially influence 
ISSP compliance. Namely, no study has comprehensively 
investigated how (1) IT-associated anxiety (OCA and 
DTA) and (2) conflict management style associated with 
BYOD impact ISSP compliance. Furthermore, no research 
has looked at the role of (3) technical skills in the inter
actions between conflict management styles, OCA, and 
DTA with the intention to noncomply with information 
systems. We address this gap in the literature by drawing 
on cognitive psychology theory (MacLeod 1996) and the 
DCM (Cai and Fink 2002). Our study investigates the 
impact of anxiety associated with IT, conflict management 
style, and their interaction with technical skills on ISSP 
compliance in the context of BYOD.

Our research makes several distinct contributions to 
extant literature. Fist, we contribute to the literature on 
ISSP compliance by identifying and testing key variables 
associated with noncompliance. Second, we contribute to 
the literature on DCM (Cai and Fink 2002) and its appli
cability to ISSP compliance in the context of BYOD. The 
DCM is a widely utilised and efficient framework for 
comprehending and addressing conflicts across diverse 
contexts such as education (Miller 2022), intercultural 
management (Li, Worm, and Xie 2018), construction 
management (Musenero, Baroudi, and Gunawan 2021), 
and finance (Awadallah 2018) to name a few. The 
model identifies different conflict management styles, 
including approaching and avoiding styles. These styles 
have different implications for the outcomes and 
relationships of the parties involved in the conflict and 
significantly influence how individuals respond to secur
ity-related situations when conflict is present.

The remainder of this paper is organised as follows. 
First, the primary constructs will be reviewed, and the 
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hypothesis and research questions will be presented. 
Then, the sample and measurement scales will be intro
duced and the test results of measurement validation 
and hypotheses using confirmatory factor analysis and 
structural equation modelling will be reported. Follow
ing the method section, the study will discuss the main 
findings, theoretical and practical implications, and pre
sent the limitations and conclusions.

2. Literature review and research model

2.1. ISSP noncompliance

Noncompliance is explicated as the manifestation of 
conduct that deviates from established norms or pre
scribed behaviour within a specified time frame 
(Lipschultz and Wilder 2017). Previous studies showed 
that negative feelings and reactance (Tatum, Olson, and 
Frey 2018), cultural orientation, and personal character
istics (Golish 1999), such as education (Rahmani et al. 
2021), could influence noncompliance. ISSP Noncom
pliance is a counterproductive behaviour that under
mines organisational goals, values, and norms, causing 
negative outcomes for both individuals and the organi
sation (Greenberg 2003; Klotz and Buckley 2013; Mar
cus and Schuler 2004).

Various theories have been employed to study ISSP 
noncompliance. Khatib and Barki (2020) applied 
activity theory, highlighting that contradiction and 
conflict among components like subjects, community, 
rules, division of labour, tools, and objects contribute 
to ISSP noncompliance. General deterrence theory 
emphasises the lack of anxiety about sanctions as a 
cause of noncompliance (D’Arcy, Herath, and Shoss 
2014). Protection motivation theory builds on deter
rence theory, incorporating self-efficacy and social influ
ence in assessing ISSP threats (Vance, Siponen, and 
Pahnila 2012). Neutralisation theory suggests employees 
justify noncompliance through various strategies (Sipo
nen and Vance 2010), while moral reasoning theory 
posits that internalised ISSPs create a sense of obligation 
to comply, thereby reducing the likelihood of noncom
pliance (Jaeger, Eckhardt, and Kroenung 2021). Social 
and contextual circumstances and cognitive elements 
such as cost and benefit analysis related to ISSP non
compliance are further explained by the rational choice 
theory (Balozian, Leidner, and Xue 2022), the theory of 
reasoned action (Siponen, Adam Mahmood, and Pah
nila 2014), and the theory of interpersonal behaviour 
(Pee, Woon, and Kankanhalli 2008).

Previous research has explored individual character
istics, organisational policies, and social influences that 
affect counterproductive behaviours (Pee, Woon, and 

Kankanhalli 2008; Ratchford et al. 2022), which could 
also be attributed to ISSP noncompliance. The reviewed 
literature encompasses various variables and categories 
that significantly contribute to understanding infor
mation security policy compliance. Deterrability is a 
key focus, with Jaeger, Eckhardt, and Kroenung (2021) 
challenging traditional theories and emphasising the 
role of sanctions. Protection Motivation Theory 
(PMT) is examined by Mou et al. (2022), revealing 
nuances in its predictors, the mediating role of fear, 
and the impact of cultural factors and context. McLeod 
and Dolezel (2022) investigate factors influencing end 
users’ capitulation, including privacy loss, vulnerability, 
distrust of security, and self-efficacy. Ifinedo (2014) inte
grates the theory of planned behaviour, social bond the
ory, and social cognitive theory, highlighting the 
importance of socialisation, influence, and cognition 
in shaping ISSP compliance intentions. Hwang et al. 
(2017) identify factors influencing noncompliance, 
extending the health belief model and protection motiv
ation theory. Hadlington et al. (2019) explore individual 
differences, linking locus of control, work identity com
mitment, work identity reconsideration, and demo
graphic factors to information security awareness. 
Cram, Proudfoot, and D’Arcy (2021) introduce security 
fatigue, identifying antecedents (inconvenience, per
ceived legitimacy, quantity, and method of communi
cation of security policy requirements) and 
consequences (ignoring requirements, utilising work
arounds, minimising security effort), challenging the 
traditional compliance dichotomy.

The consequences of ISSP noncompliance are well- 
documented in prior research. Noncompliance can 
also result in increased security risks, compromised 
data, and vulnerability to cyber-attacks (Hwang et al. 
2017; Kim and Kim 2017; Siponen, Adam Mahmood, 
and Pahnila 2014) as well as diminished job perform
ance, impaired decision-making, decreased job satisfac
tion, and elevated levels of negative emotional responses 
(D’Arcy, Herath, and Shoss 2014; Lee, Lee, and Kim 
2016; Trang and Nastjuk 2021). Furthermore, ISSP non
compliance can result in data loss or theft (Puhakainen 
and Siponen 2010; Siponen and Vance 2010) increased 
errors in detecting and preventing security incidents 
(Cram, Proudfoot, and D’Arcy 2021), reputational 
damage to individuals and organisations, compromised 
intellectual property, and negative impact on perform
ance and innovation (Balozian, Leidner, and Xue 
2022; Pee, Woon, and Kankanhalli 2008).

Research suggests diverse strategies to address coun
terproductive behaviours and ISSP noncompliance. 
Bauer, Bernroider, and Chudzikowski (2017) emphasise 
a comprehensive, long-term approach in Information 
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Security Awareness (ISA) programmes, tailoring inter
ventions to user groups. Chang and Seow (2019) intro
duce scales for measuring IT vision conflict and suggest 
user-focused communication strategies. Karlsson, Kolk
owska, and Petersson (2022) provide requirements for 
ISSP compliance research, proposing short-term use of 
user stories and mid-to-long-term efficiency improve
ments. Khatib and Barki (2022) highlight the role of per
ceived noncompliance rewards, recommending 
management strategies. Kim and Kim (2017) stressed 
the role of organisational efforts in creating a compli
ance culture. Kolkowska, Karlsson, and Hedström 
(2017) advocated the value-based compliance (VBC) 
method to analyze rationalities related to information 
security. Martin, Wellen, and Grimmer (2016) explore 
attitudes towards surveillance and suggest mitigating 
negative effects through work empowerment. Puhakai
nen and Siponen (2010) offer insights from an IS com
pliance training programme, emphasising systematic 
training, personal relevance, continuous communi
cation, and management support as key elements for 
improving compliance with IS security policies. 
Amankwa, Loock, and Kritzinger (2018) showed that 
top management support, education, awareness, ISSP 
acceptance, IS leadership, and user involvement reduce 
ISSP noncompliance.

While the current research on ISSP noncompliance 
has investigated the various organisational decision- 
making processes, the impact of the personal character
istics and emotional profile of the involved parties on 
ISSP noncompliance tendencies are understudied. 
ISSP noncompliance of BYODs provides a particular 
context that can help identify such characteristics. 
Hence, we identify conflict management style (due to 
the conflict of using a personal device in a corporate set
ting), anxiety related to IT, and technical skills as 
characteristics that are likely to impact ISSP compliance. 
Conflict management style in its associated DCM has 
the potential to explain the possible outcomes related 
to convenience/security conflict related to the use of 
BYODs in organisations.

2.2. Conflict management styles in the context of 
BYOD

Conflict, defined as ‘the perceived and/or actual incom
patibility of values, expectations, processes, or outcomes 
between two or more parties’ (Ting-Toomey 1994, 360), 
decreases cognitive flexibility and creative thinking (De 
Dreu and Weingart 2003), and freezes cognitive sche
mas (Bar-Tal, Kruglanski, and Klar 1989). Various 
conflict management styles may have cognitive conse
quences, such as approaching conflict, which is 

characterised by a self-focused and explicit communi
cation style with high concern for one’s own interests 
and a lack of interest in others’ concerns, or avoiding 
conflict, which is marked by low cooperativeness and 
assertiveness with no interest in either party’s concerns 
(Elgoibar, Euwema, and Munduate 2017; Zhang et al. 
2017). Although individuals may employ different 
conflict management styles based on situational factors, 
previous studies suggest a connection between personal
ity differences and specific conflict management styles 
(Ayub et al. 2017; Moberg 2001). This implies that, not
withstanding occasional variations, individuals tend to 
consistently manage conflicts in specific styles. This ten
dency may extend to both interpersonal and intraperso
nal conflicts. The cognitive impact of engaging in and 
managing conflicts can impact the decisions made 
about security compliance because online interaction 
entails processing an increasingly massive amount of 
data coming from diverse sources and contents, which 
could cause information overload (i.e. cognitive over
load or communication overload) (Schmitt, Debbelt, 
and Schneider 2018).

The application of technology in organisations 
entails making social choices that can continuously cre
ate interpersonal and intrapersonal conflict (Kling 
1996). Previous studies also showed that conflicting 
values, such as the conflict in information availability 
and confidentiality (Hedström et al. 2011) and between 
functionality and IS goals (Albrechtsen 2007), can hin
der ISSP compliance because employees are more leni
ent toward least-effort work rather than preventing 
information loss (Sundaramurthy et al. 2017). Also, 
organisational conflict and anxiety impair effective 
decision-making (Kuhn and Poole 2000). Barki and 
Hartwick (2001) showed that interpersonal conflict 
could cause disagreement and dissatisfaction in Infor
mation System Development (ISD) process, and various 
conflict management styles influence the ISD outcomes 
in organisations. However, conflict management posi
tively affects the various forms of organisational compli
ance, such as budget and schedule compliance (Barki 
and Hartwick 2001; Robey, Smith, and Vijayasarathy 
1993). Abraham and Chengalur-Smith (2011) found 
out that while conflict can cause a delay in implemen
tation of ISSP, it could benefit the organisation by bring
ing pragmatism to security policies, and approaching 
conflict increases positive IS organisational outcomes.

Despite the important role of conflict in shaping 
ISSPs, previous research on the impact of various confl
ict management styles on noncompliance is relatively 
scarce yet contradictory. Previously, Carnevale and 
Probst (1998) showed that the decreasing impact of 
being competitive (i.e. approaching conflict) on 

4 D. RAHMANI ET AL.



cognitive flexibility is mediated by (a) the level of arou
sal and anxiety one feels during a conflict and (b) atten
tional overload as it takes away cognitive resources and 
shrinks the possibility of finding the optimal solution. 
While a study of social network sites showed that 
approaching conflict increases privacy risk and avoiding 
conflict has no significant effect on it (Zhang et al. 2017), 
another one showed approaching conflict increases 
behavioural compliance, and both approaching and 
avoiding conflict decrease attitudinal compliance (Cen
kci 2018). The DCM explains the various styles of confl
ict management across two dimensions, concern for 
oneself and concern for others, and it is particularly rel
evant in the context of BYOD.

Conflict management styles in the context of BYOD 
are crucial due to the potential conflicts arising from the 
integration of personal devices into the workplace. 
Research emphasises the significance of managing 
conflict effectively to ensure satisfactory outcomes 
(Wertheim 2011). Effective conflict management styles 
can significantly enhance the adoption and success of 
BYOD practices by reducing stress and work-life confl
icts among employees (Chen et al. 2021). Moreover, 
conflict management styles play a vital role in determin
ing employees’ willingness to adopt BYOD practices, as 
information security-related conflict can lead to infor
mation security fatigue, hindering BYOD adoption 
(Chen et al. 2021). Additionally, implementing conflict 
resolution algorithms that integrate operational trans
formation and multi-versioning can help address confl
icts that arise from shared document modifications in 
BYOD environments (Citro, McGovern, and Ryan 
2007).

2.3. Dual-concern model

According to DCM, higher concern for one’s own inter
ests increases one’s approach to conflict, while higher 
concern for other’s interests increases the accommodat
ing and integrating styles (Cai and Fink 2002; Sorenson, 
Morse, and Savage 1999). The DCM has been used to 
investigate conflict in various contexts, such as public- 
private partnership in infrastructure projects, where it 
showed partial adaptability and proved useful in devel
oping a framework integrating behavioural aspects into 
conflict management for this context (Musenero, Bar
oudi, and Gunawan 2021). Previous studies employing 
the DCM explored the impact of communication traits 
(e.g. argumentativeness, aggressiveness, benevolence, 
and attitude certainty) on conflict management (Guer
rero and Gross 2014; Rios, DeMarree, and Statzer 
2014). These studies demonstrated that attitude cer
tainty affects conflict management styles, influencing 

the perceptions of partners based on their exhibited 
traits. The observed traits go beyond the predictions 
of the dual-concern model, highlighting the significance 
of individual and interactive traits in shaping conflict 
styles. A study of family business management revealed 
that three key concerns, i.e. relationship, interpersonal 
and family norms, and collective interest, strongly influ
ence the selection of conflict management styles (Yan 
and Sorenson 2004). A DCM approach to organis
ational management showed that older workers exhibit 
strengths in applying constructive conflict management 
strategies and demonstrate well-developed emotional 
competence, contributing to effective conflict manage
ment (Beitler, Scherer, and Zapf 2018).

While the DCM hasn’t been directly studied regard
ing human compliance, prior research suggests that 
cooperative and conciliatory conflict resolution styles 
enhance trust and cooperation, fostering willingness to 
comply. In contrast, competitive styles may prompt 
resistance, reducing the likelihood of adherence (Elgoi
bar, Euwema, and Munduate 2017). The competitive 
conflict management style is characterised by an 
approach to a conflict marked by a high concern for 
one’s own interest (in the context of this study higher 
convenience) while disregarding the interests of others 
(in this context of this study, higher security). In con
trast, the avoiding conflict management style is 
defined by a lack of interest in both one’s own concerns 
and those of others, indicating neither a focus on secur
ity nor convenience (Cai and Fink 2002; Sorenson, 
Morse, and Savage 1999). Thus, applying the DCM to 
the context of this study, it is anticipated that a higher 
approaching style would be associated with increased 
noncompliance and a preference for convenience. Con
versely, due to the lack of interest in the concerns of 
either side, an increase in avoiding styles should not 
be linked to changes in noncompliance. This conceptu
alisation is visually represented in Figure 1.

According to the DCM, the approaching conflict 
management style is characterised by a high concern 
for one’s own interests while neglecting the interests 
of others, associated with enhanced privacy risk 
(Zhang et al. 2017). Individuals with an approaching 
style are likely to prioritise noncompliance with 
ISSP. These individuals either seek a balanced solution 
that satisfies both personal and organisational needs 
or prioritise personal convenience over organisational 
security, leading to higher noncompliance levels. In 
contrast, the avoiding conflict management style is 
defined by a lack of interest in both one’s own con
cerns and those of others (Cai and Fink 2002; Soren
son, Morse, and Savage 1999), with no implications 
for the convenience/security conflict (Zhang et al. 
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2017). This style is not associated with ISSP noncom
pliance intention, as these individuals tend to disen
gage from the conflict altogether rather than actively 
choosing to comply (prioritise organisational security) 
or not comply (prioritise personal convenience). 
Therefore, it is expected that a higher approaching 
style would be correlated with increased noncompli
ance. Conversely, due to the lack of interest in the 
concerns of either side, an elevation in avoiding styles 
is not expected to be associated with changes in 
noncompliance. Thus, the following hypotheses are 
proposed:

H1: A higher level of approaching conflict management 
style is associated with a higher level of ISSP noncom
pliance intention.

H2: Avoiding conflict management style is not associ
ated with ISSP noncompliance intention.

2.4. Anxiety in the context of IT use

Anxiety decreases information processing capacity and 
impairs cognitive system performance concerning 
mathematic competence, verbal skills, and reasoning 
abilities (MacLeod 1996). Previously, D’Arcy, Herath, 
and Shoss (2014) showed that security-related stress, 
including cognitive overload, task complexity, and 
uncertainty, affects cognitive rationalisation and 
increases ISSP noncompliance. Khatib and Barki 
(2020) proposed that the anxiety and contradiction in 
the relationship among the different organisational sta
keholders influence ISSP noncompliance.

There are different types of anxiety related to 
online communication, including OCA and DTA. 
Online communication apprehension is the anxiety 
one endures during actual or anticipated online com
munication (Ledbetter 2009). DTA is defined as the 
fear of working with technology, also known as com
puter anxiety, technophobia, and technology anxiety 
(Scott and Rockwell 1997). OCA in organisations 
causes lower performance among virtual team mem
bers and more social-oriented messages than more 

effective task-oriented messages (Fuller, Vician, and 
Brown 2016). It also decreases the use of new technol
ogies, especially the more complicated ones (Scott and 
Timmerman 2005). Previous studies showed that 
anxiety generally reduces the intention and attitude 
to use technology and work efficiency and negatively 
affects security compliance (Hwang et al. 2017). Fur
thermore, as anxiety has cognitive consequences 
(D’Arcy, Herath, and Shoss 2014; MacLeod 1996), it 
is likely that OCA, similar to approaching conflict, 
divides cognitive resources between dealing with the 
anxiety-creating situation and making the right ISSP 
decisions. As such, it is likely to increase the ISSP 
noncompliance. Therefore, the following hypothesis 
is proposed: 

H3: A higher level of online communication apprehen
sion is associated with a higher level of ISSP noncompli
ance intention.

Also, DTA affects the decisions and perceptions of tech
nology use (Celik and Yesilyurt 2013). The effect of 
DTA on ISSP compliance has yet to be studied, but 
similar constructs, such as security system anxiety, 
showed a decreasing influence on ISSP compliance in 
organisational settings (Hwang et al. 2017). Previous 
studies showed that DTA negatively correlates with 
computer self-efficacy, computer knowledge, math and 
logic skills, attitude toward computers, and perceived 
ease and usefulness of computer use (Powell 2013). 
Therefore, DTA has cognitive effects and is likely to 
impact the proper security decision-making in online 
communication. Accordingly, the following hypothesis 
is proposed: 

H4: A higher level of digital technology anxiety is 
associated with a higher level of ISSP noncompliance 
intention.

2.5. Technical skills

Technical competence is the cognitive ability to solve 
issues and problems related to using technology (Nwo
keji et al. 2019). In working with mobile technology, 
expertise and technical skills are integral to organising 

Figure 1. Implementation of the dual-concern model in the current study.
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and decision-making (Verhulst and Rutkowski 2018). 
In this study, the extent of technical skills refers to indi
viduals’ proficiency in fundamental IT and IT security 
concepts, such as advanced search, PDF, spyware, 
wiki, cache, and phishing. These skills are important 
as they are essential for effectively managing security 
in online communication. Previous studies showed 
that technical skills are associated with ISSP compliance 
(Chen and Benusa 2017; Vance, Siponen, and Pahnila 
2012). Technical skills, especially in cases of higher cog
nitive overload, facilitate the mental shortcuts one could 
take to process information, for example, via heuristics 
and habitual patterns (Sundar 2008; Vishwanath 2016). 
The heuristic facilitates online information processing 
via already memorised judgmental rules that function 
as mental shortcuts and cues to make online infor
mation processing more feasible (Sundar 2008), and 
habitual patterns reduce the need for constant effortful 
attention (LaRose 2010). In dealing with high-risk situ
ations, individuals make decisions not only by cost– 
benefit analysis but also using previous experiences 
and pattern recognitions (Okoli et al. 2016), such as 
their technical skills (Rosen, Shuffler, and Salas 2010). 
Importantly, previous research suggests that experts, 
when relying on heuristics, may sometimes struggle to 
leverage their superior knowledge effectively. This 
reliance can lead to cognitive biases, resulting in incor
rect judgments (Hinds 1999). Therefore, technical skills 
are proposed to negatively impact ISSP compliance, and 
we propose the following hypothesis: 

H5a: A higher level of technical skills is associated with 
a higher level of ISSP noncompliance intention.

Furthermore, we propose that technical skills moderate 
the impact of conflict management styles on noncompli
ance with ISSP. Employees with higher technical skills 
are more likely to use heuristics. Using heuristics can 
reinforce existing cognitive patterns and biases (Kahne
man 2011). Heuristics simplify decision-making pro
cesses, leading individuals to rely more on ingrained 
cognitive frameworks. Consequently, these employees 
might exhibit more pronounced behaviours aligned 
with their established conflict management styles. There
fore, we hypothesise that high technical skills amplify 
behaviours associated with conflict management styles. 
We previously hypothesised that the approaching style 
increases noncompliance with ISSP. Using heuristics 
(i.e. employees with high technical skills) should inten
sify this behaviour. Hence, we propose: 

H5b: Approaching conflict management enhances ISSP 
noncompliance intention more when technical skills 
are high (as compared to low)

Further, we theorised that avoidance style alone does 
not significantly alter ISSP compliance, due to a lack 
of interest in one’s own or the other party’s interests. 
However, we argue that the use of heuristics in conjunc
tion with avoidance style can trigger these behaviours. 
Therefore, we propose the following hypothesis: 

H5c: Avoiding conflict management style enhances 
ISSP noncompliance intention more when technical 
skills are high (as compared to low).

Next, we propose that technical skills moderate the 
impact of anxiety on noncompliance with ISSP. As pre
viously argued, anxiety can impair cognitive abilities 
and decision-making in the context of ISSP (Hwang 
et al. 2017). When employees with high technical skills 
rely on heuristics, the combination of anxiety and heur
istic use can further undermine their ability to make 
sound judgments, such as adhering to ISSP 
requirements. Thus, we propose the following hypoth
esis:

H5d: Online communication apprehension enhances 
ISSP noncompliance intention more when technical 
skills are high (as compared to low).

H5e: Digital technology anxiety enhances ISSP non
compliance intention more when technical skills are 
high (as compared to low).

2.6. Age

This study will control for the impact of age on making 
proper ISSP decisions. Human cognitive ability 
increases with aging to its peak in the mid-thirties (Ger
mine, Duchaine, and Nakayama 2011). Previous studies 
investigated the impact of age on ISSP compliance in the 
organisational and instructional context and found 
mixed results of no effect (Siponen and Vance 2010), 
and significant correlation (Nord et al. 2020). Pre
viously, Clarke et al. (2020) showed that middle-aged 
users are more concerned with computer security than 
younger and senior users while communicating their 
healthcare information. Studies of medical compliance 
among patients with type 2 diabetes showed that 
younger age is correlated with a higher possibility of 
noncompliance because the importance of adherence 
at a younger age is not immediately understood (Yang 
et al. 2009). Thus, the following hypothesis is proposed: 

H6: Higher age decreases the intention of noncompli
ance with ISSP.

Figure 2 depicts the model incorporating the study 
propositions and hypotheses.
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3. Method

3.1. Participants

After obtaining approval from the ethics committee, we 
invited individuals to voluntarily participate in the 
study. The recruitment process involved utilising the 
services of Qualtrics, a reputable international panel 
data company. Participants themselves decided to take 
part in the study and were provided with online survey 
questionnaires, which included Likert-type scales. The 
surveys were accessible on various platforms, such as 
PCs, tablets, and smartphones. To ensure data quality, 
Qualtrics conducted checks to exclude participants 
who exhibited excessive response speed or demon
strated straight-lining behaviour. As a result, we 
obtained a complete sample of 395 participants who 
successfully completed the survey. Subsequently, to 
establish multivariate normality, 4 outliers were 
removed, and 391 participants were retained for data 
analysis (Males = 116 (29.6%), Females = 274 (70.1%), 
other = 1 (<1%), 18 ≤ age ≥79, Mage = 37.79, SDage =  
13.8). During data collection, Qualtrics continued the 
process until the required quota of quality participants 
was achieved. Previous research showed Qualtrics is a 
reliable method of data collection when demographic 
variability is sought (Boas, Christenson, and Glick 
2020). Upon completing the questionnaire, participants 
received financial incentives from the company. Partici
pants also answered questions about their highest- 
achieved educational degree. Engagement in online 

communication was the inclusion criterion for this 
study. A summary of the participant’s demographic 
information is presented in Table 1.

3.2. Measurements

3.2.1. Conflict management style
Conflict management styles were measured using a two- 
dimensional 16-item Likert-type scale of the Attitude 
Toward Conflict Scale (ATCS) developed by Bresnahan 
et al. (2009), ranging from (1) Strongly disagree to (7) 
strongly agree. ATCS has two factors: approaching 
conflicts (9 items) and avoiding conflict (7 items). An 
example of the statements in approaching conflicts is, 
‘I believe conflict is healthy because it forces people to 
face their problems’. An example of the statements in 

Figure 2. The theoretical model of the study.

Table 1. Demographic information of the sample.
Variable N (391) % M SD Min Max

Age 37.79 13.8 18 79
Age groups 18–29 128 32.7

30–39 117 29.9
40–49 65 16.7
50 and above 81 20.7

Gender Female 274 70.1
Male 116 29.6
Other 1 0.3

Education lower than HD 9 2.3
HD 160 40.9
Bachelor 161 41.2
Master 50 12.8
Doctorate 11 2.8

Note: HD: High school diploma.
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avoiding conflict is, ‘I usually avoid open discussion of 
my differences with others’.

3.2.2. OCA
OCA was measured using a unidimensional 8-item 
Likert-type scale of Measure of Online Communication 
Attitude (MOCA) developed by Ledbetter (2009), ran
ging from (1) Strongly disagree to (7) strongly agree. 
An example of the statements used in this scale is ‘I 
feel awkward when communicating online’.

3.2.3. DTA
DTA was measured using 8 items of the adapted format 
of the Computer Anxiety Scale (CAS), which is a Likert- 
type scale developed by Cohen and Waugh (1989), ran
ging from (1) strongly disagree to (7) strongly agree 
with items like ‘I feel anxious whenever am using 
smartphones’.

3.2.4. Technical skills
Technical skill was measured using a unidimensional 
6-item Likert-type scale of Web-Use Skills developed 
by Hargittai and Hsieh (2012) that asked the partici
pants to evaluate their knowledge of advanced search, 
PDF, spyware, wiki, cache, and phishing ranging from 
(1) not familiar at all to (5) extremely familiar.

3.2.5. Noncompliance intention
Noncompliance intention was measured using a unidi
mensional 2-item Likert-type scale developed by 
Piquero and Piquero (2006), ranging from (1) Strongly 
disagree to (7) strongly agree. The participants were 
asked to indicate their intention to follow a hypothetical 
scenario where a gender-neutrally named person 
(Casey) commits one of the three major ISSP violations 
(Hur and Shamsi 2017; Kaspersky), namely insecure 
WiFi connection, insecure application installation, and 
insecure smartphone password. Following Moody, 
Siponen, and Pahnila (2018), several Ph.D. academics 
in a business school at a New Zealand university were 
consulted to prepare the scenarios. As Siponen and 
Vance (2010) suggested, noncompliance intention was 
measured after a consensus over the relevance, realism, 
and readability of the scenarios was achieved. The data 
collection platform used in this study randomly ascribed 
each scenario to one-third of the participants. Using 
scenarios instead of a direct question of intention to 
noncompliance allows (a) indirect measurement of 
unethical or socially undesirable behaviours or inten
tions such as violation of ISSP, (b) incorporation of 
important decision-making situational details, and (c) 
prospective measurement of unethical or socially unde
sirable behaviours or intentions, such as violation of 

ISSP (Siponen and Vance 2010). An example of the 
statements used in this scale is ‘There is a high chance 
that I would do what Casey did in the described 
scenario’.

4. Analysis

The data analysis process involved several steps. Firstly, 
the normal distribution of the data was examined to 
ensure its suitability for further analysis. Next, Confi
rmatory Factor Analysis (CFA) was conducted to vali
date the measurements employed in the study. 
Structural Equation Modeling (SEM) was employed to 
assess the relationships among the variables. SEM is a 
statistical technique for modelling complex relation
ships between observed variables and latent constructs 
(Byrne 2010). CFA and SEM analyses were performed 
using IBM SPSS AMOS Graphics software, specifically 
version 27, which provided the user-friendly implemen
tation of advanced SEM analyses. AMOS enhances SEM 
by delivering more precise analysis for models with 
multiple dependent and mediating variables, surpassing 
the capabilities of standard multivariate statistical 
methods (Do-Thi and Do 2022).

4.1. Measurement validation

A test of normality by investigating skewness and kurto
sis of the items was performed using IBM SPSS statistics 
27, which did not reveal any item exceeding the ±2.2 
threshold, indicating a normal distribution of data (Spo
sito, Hand, and Skarpness 1983). Furthermore, to 
ensure the multivariate normal distribution, Mahalano
bis’ distance test was run using SPSS statistics 27, which 
yielded a maximum amount of 29.08. The critical Chi- 
square value for the degree of freedom = 5 and p  
= .001 is 20.52, and 4 outliers with Mahalanobis dis
tances exceeding this critical number were removed 
from the sample (Tugtekin and Koc 2020). A sub
sequent Mahalanobis’ distance test yielded an accepta
ble maximum amount of 18.72.

The factorial structure of the initial model was 
assessed using Confirmatory Factor Analysis (CFA). 
However, the results showed an unsatisfactory fit for 
the model, as indicated by the following statistics: 
χ2(687) = 1648.95 (chi-square statistic), p < .001, CFI  
= .89 (Comparative Fit Index), SRMR = .07 (Standar
dised Root Mean Square Residual), RMSEA = .06 
(Root Mean Square Error of Approximation), and 
PClose = .000 (p-value for the RMSEA test of close 
fit). The CFA statistics were compared against the estab
lished thresholds for model fit, where excellent fit is 
indicated by CMIN/DF between 1 and 3, CFI > 0.95, 
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SRMR < 0.08, RMSEA < 0.06, and PClose > 0.05. Alter
natively, an acceptable fit falls within the range of 
CMIN/DF between 3 and 5, CFI between .90 and .95, 
SRMR between .08 and .1, RMSEA between .06 and 
.08, and PClose between .01 and .05 (Hu and Bentler 
1999). Based on these criteria, the initial model did 
not meet the standards for an acceptable or excellent 
fit. In the CFA stage, we employed Modification Indices 
(MI) to identify misspecifications in the model and 
improve model fit. Following Kaplan (1990), who 
argued for prioritising the removal of potentially signifi
cant specification errors, and Sörbom (1989), who high
lighted the utility of modification indices in detecting 
misspecifications, we iteratively removed items with 
the highest MI. After this iterative process, 6 items 
from the approaching conflict factor, 4 items from the 
avoiding conflict factor, and 1 item from the technical 
skills factor were removed. As a result of these adjust
ments, an acceptable model fit was achieved (Latent 
Model), indicating that the retained items effectively 
captured the underlying constructs in the study: 
χ2(390) = 815.39, p < .001, CFI = .94, SRMR = .05, 
RMSEA = .05, PClose = .17.

In order to establish the distinctiveness of the con
structs, particularly in light of the relatively high corre
lation (exceeding .8) between OCA and DTA, we 
conducted a comparison of models. Specifically, we 
compared our preferred Latent Model with two alterna
tive models: the Alternative Latent Model and the 
Single-Factor Latent Model. In the Alternative Latent 
Model, we combined the items of OCA and DTA to 
load on a single latent factor. However, this model did 
not demonstrate an acceptable fit to the data: χ2(395)  
= 1438.13, p < .001, CFI = .86, SRMR = .06, RMSEA  
= .08, PClose = .000. Similarly, in the Single-Factor 
Latent Model, all items were loaded onto the same fac
tor, but this model also yielded a poor fit: χ2(405) =  
3449.36, p < .001, CFI = .53, SRMR = .13, RMSEA = .14, 
PClose = .000. These results indicate the superiority of 
our preferred latent model, where OCA and DTA are 
treated as separate and distinct constructs.

We assessed the convergent and discriminant val
idity, as well as the reliability of the Latent Model. To 
assess the convergent and discriminant validity, we uti
lised an AMOS plugin (Gaskin 2019) to compute several 
validity indicators. These included the Average Var
iance Extracted (AVE), the Maximum Shared Variance 
(MSV), the square root of AVE, the maximum likeli
hood estimation of inter-construct correlation, and the 
HeteroTrait-MonoTrait Ratio of Correlations (HTMT) 
for each variable. These measures are essential for eval
uating the reliability and distinctiveness of the con
structs in the model. AVE amounts higher than .5 

indicated that the model has convergent validity (Hair 
et al. 2014). The discriminant validity of the model 
was tested and proved as MSV for each construct was 
less than its correspondent AVE, the square root of 
AVE for each construct was higher than the inter-con
struct correlations for it, and the HTMT amounts were 
less than .85 (Hair et al. 2014; Henseler, Ringle, and Sar
stedt 2015). Also, Cronbach α, Composite reliability, and 
maximum reliability (MaxR(H)) for each factor yielded 
amounts higher than .70. Thus, the measurement is 
reliable (Hair et al. 2014). The details of measurement 
validation tests are presented in Table 2.

Moreover, to address the potential common method 
bias in our data collected using a single method, we con
ducted a Common Latent Factor (CLF) test. The CLF 
test compared the standard estimation weights of the 
model items with and without CLF. The results indi
cated that there was no significant item-wise difference 
(>.20) (Serrano Archimi et al. 2018). Additionally, we 
examined the latent variable correlations, as presented 
in Table 3, and found no correlations above .9, which 
could indicate common method bias (Pavlou, Liang, 
and Xue 2007).

Furthermore, the Variance inflation factor (VIF) and 
tolerance statistics were checked to detect collinearity in 
the data. The VIF statistics were below 5, and the toler
ance amounts were over .1, which shows the lack of col
linearity in the data (Field 2009). The details of the 
collinearity test are presented in Table 4.

Also, due to the significant difference in the number of 
male and female participants, scalar invariance tests of 
measurement weights, intercepts, covariances, and 
residuals were run. The study models generated from 
males and females did not significantly differ in measure
ment weights. Also, after removing the 8 biggest intercept 
differences and 6 highest residual differences between the 
models, scalar invariances of the intercepts, covariances, 
and residuals were established. Thus, the study results 
were not significantly affected by the difference in the 
gender composition of the sample. The details of scalar 
invariance tests are presented in Table 3.

4.2. Path model analysis

In this study, the regression-weighted factors for 
approaching conflict, avoiding conflict, OCA, technical 
skills, and DTA were computed. Additionally, age was 
included as a control variable in the model. Further
more, the interactions of technical skills with approach
ing conflict, avoiding conflict, OCA, and DTA were 
added as additional exogenous variables. The dependent 
variable in the model was Noncompliance Intention 
(NCI). Structural equation modelling was used to 
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analyze the resulted path model. To assess the assump
tion of homoskedasticity and ensure valid regression 
results, the White Test for Heteroskedasticity was con
ducted (White 1980). The test revealed significant het
eroskedasticity in the model (χ2(55) = 105.50, p < .001), 
indicating that the assumption of constant variance of 
errors in ordinary least squares (OLS) regression was 
violated. To address this issue, Generalized Least 
Squares (GLS) estimates were employed for the path 
model analysis, providing more robust and accurate 
estimates when dealing with heteroskedastic data 
(Wooldridge 2016). Using GLS aimed to obtain more 
reliable and efficient estimates, reducing potential bias 
introduced by heteroskedasticity and improving the val
idity of the findings. The path model showed an accep
table fitness, χ2(19) = 86.01, p < .001, CFI = .91, SRMR  
= .11, RMSEA = .07, PClose = .03. The GLS analysis 
results are presented in Table 5.

5. Findings

The data analysis revealed that the approaching conflict 
management style exhibited a positive association with 
ISSP noncompliance intention (β = .21, p < .001), sup
porting H1. However, the avoiding conflict management 
style did not significantly influence noncompliance 
intention (β = .06, p > .05), leading to the non-support 
of H2. Moreover, the study found a positive correlation 
between a higher level of OCA and noncompliance 
intention (β = .15, p < .05), providing support for H3. 
On the other hand, the effect of DTA on noncompliance 
intention was found to be marginally significant (β = .13, 
p = .088), partially supporting H4. Additionally, the 
analysis indicated that higher levels of technical skills 
were not significantly correlated with noncompliance 
intention (β = .08, p > .05).

The results of the study suggest that, with the excep
tion of the interaction between technical skills and 

Table 2. Validity and invariance measurements of the study models.
Model invariance tests

CMIN DF CMIN/DF CFI SRMR RMSEA PClose

Initial Model 1648.50*** 687 2.40 0.89 0.07 0.06 0.00
Alternative Latent Model 1438.13*** 395 3.64 0.86 0.06 0.08 0.00
Single-Factor Latent Model 3449.36*** 405 8.52 0.53 0.13 0.14 0.00
Latent Model 815.39*** 390 2.09 0.94 0.05 0.05 0.17
Path Model 86.01*** 19 4.53 0.91 0.11 0.07 0.03 

Construct validity measurements √AVE (on diagonal), Correlations (blow diagonal) & HTMT 
Measurements (above diagonal)

α CR AVE MSV Max(H) 1 2 3 4 5 6

1. DTA 0.94 0.94 0.67 0.63 0.95 0.82 0.80 0.01 0.11 0.20 0.34
2. OCA 0.93 0.93 0.63 0.63 0.94 .79*** 0.80 0.02 0.21 0.20 0.34
3. Technical Skills 0.86 0.86 0.56 0.05 0.87 0.01 −0.01 0.75 0.10 0.23 0.11
4. Avoiding Conflict 0.8 0.80 0.51 0.04 0.82 0.07 .19*** −0.1† 0.71 0.17 0.06
5. Approaching Conflict 0.75 0.75 0.50 0.07 0.76 .19*** .20*** .22*** −.17** 0.71 0.28
6. NCI 0.92 0.92 0.85 0.12 0.96 .34*** .35*** 0.13* 0.03 .27*** 0.92 

Scalar invariance tests

CMIN DF p

Measurement weights 26.90 30 0.63
Measurement intercepts 68.49 52 0.06
Structural covariances 82.71 67 0.09
Measurement Residuals 114.22 91 0.05

Note: CMIN: Minimum Discrepancy; DF: Degree of Freedom; CFI: Comparative Fit Index; SRMR: Standard Root Mean Square Residual; RMSEA: Root Mean Square 
Error of Approximation; PClose: Probability of Close fit; DTA: Digital Technology Anxiety; OCA: Online Communication Apprehension; NCI: Noncompliance 
Intention; SQR: Square Root; AVE: Average Variance Extracted; α: Cronbach’s Alpha; CR: Construct Reliability; MSV: Maximum Shared Variance; MaxR(H): Maxi
mum Reliability; HTMT: HeteroTrait-MonoTrait Ratio of Correlations; †: p < .1; *: p < .05; **: p < .01; ***: p < .001.

Table 3. Means, standard deviations, and two-tailed Pearson correlations.
N Mean SD (1) (2) (3) (4) (5) (6) (7)

(1) Digital Technology Anxiety 391 1.73 .97
(2) Online Communication Apprehension 391 2.00 .96 .81**
(3) Technical Skills 391 3.03 .93 .01 −.01
(4) Avoiding Conflict 391 3.61 .91 .09 .21** −.11*
(5) Approaching Conflict 391 3.48 .88 .23** .22** .27** −.20**
(6) ISSP Noncompliance Intention 391 2.16 .98 .35** .36** .14** .04 .31**
(7) Age 391 37.80 13.80 −.13** −.12* −.14** .09 −.07 −.18**
(8) Gender 391 1.71 .46 −.16** −.08 −.13** .20** −.11* −.12* −.02

Note: **: p < .01, *: p < .05.
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avoiding conflict management style, which shows 
marginal significance at p < .1, there is no statistically 
significant moderation effect in the model for the inter
actions of technical skills with approaching conflict 
(β = .05, p > .05), avoiding conflict (β = −.05, p > .05), 
OCA (β = .10, p > .05), and DTA (β = −.06, p > .05). 
Despite the lack of statistical significance in most 
cases, we decided to further investigate the interaction 
effects by employing two-way interaction plots, as 
shown in Figure 3. Incorporating estimation graphics 
alongside traditional statistical tests enhances data com
prehension, aids in identifying treatment effects, and 
facilitates a more comprehensive analysis of the study 
(Ho et al. 2019; Wolfe et al. 2019). Interestingly, we 
observed a crossing line of effect, indicating that technical 
skills may moderate the relationship between OCA and 
ISSP noncompliance intention. Consequently, H5d is 
supported, while the remaining hypotheses (H5a to 
H5e) were not supported. Getting older has a decreasing 
correlation with noncompliance intention (β = −.12, 
p < .05). Thus, H6 is supported. Finally, the presented 
model could explain 15% of the variance in NCI.

6. Discussion

This research explores the application of the DCM in 
understanding the relationship between conflict man
agement styles, anxiety, technical skills, and ISSP non
compliance among smartphone users. The study 
confirmed the applicability of DCM in the context, 
establishing a positive correlation between approaching 
conflict and ISSP noncompliance intention while 
finding no significant association between avoiding 

conflict and noncompliance intention as hypothesised. 
Additionally, the study supported the hypothesis of a 
significant positive association between OCA and the 
intention of ISSP noncompliance. However, contrary 
to expectations, no correlation was found between 
DTA and noncompliance. Additionally, while higher 
technical skills are not directly associated with higher 
ISSP noncompliance intention, they do moderate the 
correlation between OCA and ISSP noncompliance 
intention. However, technical skills do not moderate 
the correlations of either form of conflict management 
styles or DTA with ISSP noncompliance. These findings 
align with prior research indicating that competitive 
behaviour during conflicts can deplete cognitive 
resources required for decision-making (Carnevale 
and Probst 1998). Additionally, previous studies have 
demonstrated that anxiety, in a broader sense, can 
lead to reduced compliance with ISSP (Hwang et al. 
2017). The results have significant theoretical and prac
tical implications for promoting information security 
compliance among smartphone users.

6.1. Theoretical implications

The application of the DCM in the study is crucial as it 
validates the theoretical framework within the context 
of ISSP noncompliance among smartphone users and 
enhances the overall theoretical robustness of the 
research. Successfully predicting associations between 
conflict management styles and ISSP noncompliance 
provides a structured framework to interpret the 
observed behaviours. It also offers a deeper understand
ing of why certain styles, such as approaching conflict, 
are positively correlated with noncompliance, while 
others, like avoiding conflict, may not show significant 
associations. This validation contributes to the advance
ment of knowledge in conflict management literature 
and offers empirical support for the DCM’s utility in 
explaining real-world behaviours related to ISSP non
compliance. The findings also have implications for 

Table 4. Collinearity statistics.
Tolerance VIF

Conflict Approach 0.83 1.21
Conflict Avoidance 0.88 1.14
Technical Skill 0.92 1.09
Online Communication Apprehension 0.32 3.17
Digital Technology Apprehension 0.33 3.00

Dependent Variable: ISSP Noncompliance Intention.

Table 5. Summary of study findings.
Proposition Research Finding Path Unstandardized Estimate Standardised Estimate p

H1 Supported ConAp* → NCI 0.24 0.21 <.001
H2 Supported ConAv → NCI 0.06 0.06 0.252
H3 Supported OCA → NCI 0.17 0.15 0.046
H4 Not Supported DTA → NCI 0.14 0.13 0.088
H5a Not Supported TS → NCI 0.08 0.08 0.108
H5b Not Supported TS x ConAp → NCI 0.04 0.05 0.389
H5c Not Supported TS x ConAv → NCI −0.05 −0.05 0.362
H5d Visually Supported** TS x OCA → NCI 0.10 0.10 0.241
H5e Not Supported TS x DTA → NCI −0.06 −0.06 0.486
H6 Supported Age → NCI −0.01 −0.12 0.012

Note: * ConAp: Approaching Conflict Management Style; ConAv: Avoiding Conflict Management Style; DTA: Digital Technology Anxiety; OCA: Online Communi
cation Apprehension; NCI: Noncompliance Intention; TS: Technical Skills; ** Supported via visual analysis of the two-way interaction plot in Figure 3.
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future research and interventions targeting noncompli
ance issues in this specific domain.

The study’s first two hypotheses aimed to explore the 
relationship between conflict management styles and 
ISSP noncompliance intention. The analysis provided 
support for both hypotheses (H1), indicating a positive 
association between approaching conflict and ISSP non
compliance intention, and (H2) proposing no associ
ation between avoiding conflict and noncompliance 
intention. A plausible explanation for these findings 
could suggest that the cognitive engagement and focus 
required during conflicts prevent individuals from 
fully comprehending the potential risks associated 
with noncompliance. Also, these findings may highlight 
that individuals’ perceptions of security risks could be 
influenced differently depending on their conflict man
agement styles. This could impact their ISSP compliance 
intentions. This is in line with the previous research 
showing that individual characteristics and traits could 

influence decision-making in conflict management 
(Carnevale and Probst 1998; Köther et al. 2021; Wu 
et al. 2022). Previous research suggests conflict manage
ment styles influence how individuals perceive and react 
to security-related conflicts (Barki and Hartwick 2001; 
Moody and Siponen 2013; Moody, Siponen, and Pah
nila 2018; Siponen and Vance 2010).

Furthermore, these findings affirm the relevance of 
the DCM within the study’s context. DCM proposes 
that various conflict management styles could be 
defined as the interaction of two forms of concern for 
one’s own interest and for another’s interest (Elgoibar, 
Euwema, and Munduate 2017). According to DCM, 
the approaching conflict management style, character
ised by a heightened concern for one’s own interest 
and a lack of interest in others’ concerns, here translated 
as a preference for convenience over security. Conver
sely, individuals favouring the avoiding conflict man
agement style, as per the DCM, passively evade 

Figure 3. Two-way interaction plots.
Note: OCA: Online Communication Apprehension; ConAv: Conflict Avoidance; ConAp: Conflict Approach; DTA: Digital Technology Anxiety.
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conflict without consideration for either party’s con
cerns, making them indifferent to adhering to higher 
security compliance or the convenience of noncompli
ance (Cai and Fink 2002; Sorenson, Morse, and Savage 
1999). This finding underscores the significance of cog
nitive processes in shaping organisations’ ISSPs. A shift 
in employees’ perception of what constitutes their inter
ests and prioritising security over convenience may 
motivate compliance with ISSP for personal benefits, 
mitigating potential risks to both personal devices and 
organisational security. A preceding study indicated 
that variations in the perception of security risks con
tribute to differences in noncompliance with ISSPs 
(Pham, El-Den, and Richardson 2016).

Our study’s third and fourth hypotheses proposed 
that there would be a positive association between 
OCA and DTA with ISSP noncompliance intention. 
The analysis indeed supported the third and refused 
the fourth hypothesis, indicating that OCA plays a sig
nificant role in increasing the risk of ISSP noncompli
ance intention. This finding is in line with previous 
research showing that OCA can have cognitive effects 
(Brown, Fuller, and Vician 2004) and the counterpro
ductive behaviour studies emphasising that stress and 
anxiety lead to information overload in decision-mak
ing (Klotz and Buckley 2013) and lead to negative 
emotions and consequently to counterproductive beha
viours (Fox, Spector, and Miles 2001).

The divergence in associations between OCA and 
DTA with noncompliance among smartphone users 
may stem from the nuanced nature of these psychologi
cal factors. OCA taps into individuals’ discomfort or 
unease in engaging with others through digital plat
forms, which could directly impact their willingness to 
comply with ISSP (Ledbetter 2009). This apprehension 
might be rooted in concerns about potential conflicts, 
negative interactions, or misunderstandings in the 
online realm. On the other hand, DTA centres more 
on a general discomfort or fear related to using technol
ogy (Scott and Rockwell 1997) but is not necessarily tied 
to specific interpersonal interactions or security-related 
considerations. Individuals with DTA may harbour 
concerns about their ability to effectively use technology 
rather than experiencing apprehension about the social 
dynamics within the online space. Moreover, this 
finding may indicate that, for smartphone users, con
cerns about technology use do not directly translate 
into noncompliant behaviour with ISSPs. This could 
suggest that, while users may have reservations about 
technology use, these concerns might not extend to 
intentional violations of security protocols.

This finding underscores the significance of the social 
and psychological dimensions of ISSP within 

organisations, aligning with previous research advocat
ing for a holistic understanding of these aspects. Pre
vious research emphasised the importance of more 
effective ISSP compliance approaches that move away 
from sanction and fear-based models and advocated 
for systems that combine employees’ personal resources 
with organisational resources and appropriate security 
demands (Pham, El-Den, and Richardson 2016). In 
such systems that prioritise employee engagement and 
provide adequate resources while minimising burnout 
and overload, employees experience enhanced self-con
trol and autonomy in complying with ISSP (D’Arcy, 
Herath, and Shoss 2014; Vance, Siponen, and Pahnila 
2012). This aspect becomes even more critical in the 
case of personal devices, where most ISSP activities 
are performed by employees themselves without the 
support of IT services in organisations.

In the fifth hypothesis, we explored the potential 
influence of technical skills on the relationships between 
anxiety, conflict management styles, and ISSP noncom
pliance intention. The analysis revealed that technical 
skills only mediate the association between OCA and 
ISSP noncompliance intention. Specifically, individuals 
with high technical skills are more likely to exhibit non
compliance intention with ISSP when they experience 
higher levels of OCA. This could be attributed to over
whelming technology options, fear of misusing technol
ogy, perceived expectations, technological complexity, 
cybersecurity concerns, social anxiety, and contextual 
factors, which may lead to cognitive overloading, dis
traction, and noncompliance intention. However, 
more research is needed to investigate these possible 
reasons. This finding emphasises the importance of vig
ilance in online interactions, especially among those 
relying on their technical skills to avoid online security 
risks.

Hypothesis 6 examined the association of age with 
ISSP noncompliance. The study found a negative 
impact of age on noncompliance intention, which 
further supports the idea that cognitive resources may 
be affected when dealing with conflicting and stressful 
situations. Previous research has shown that cognitive 
competence typically peaks in the mid-30 s (Germine, 
Duchaine, and Nakayama 2011). Given that 62.6% of 
the participants in this study were between 18 and 39 
years old, it is likely that older users with more devel
oped cognitive abilities make less risky decisions regard
ing information security. Future studies could delve 
deeper into the relationship between age and noncom
pliance intention in the context of ISSP. Understanding 
how age influences users’ decision-making processes 
can provide valuable insights for improving information 
security practices.
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6.2. Practical implications

The findings of this study offer a spectrum of impli
cations and insights for organisations seeking to address 
the potential occurrence of security noncompliance 
behaviours among employees using personal mobile 
phones for work-related tasks. The results underscore 
the significance of adopting a comprehensive perspec
tive on personal device security, one that factors in the 
psychological and individual attributes of technology 
users. This approach advocates for acknowledging the 
diverse functionalities inherent in technology and 
recognising the distinct personal outcomes arising 
from its utilisation. As organisations navigate the com
plexities of personal device security, integrating this 
multifaceted understanding can pave the way for more 
effective strategies and policies.

First, our results demonstrated a connection between 
individuals’ style of conflict management and their like
lihood to engage in noncompliant security behaviours. 
We unveil a substantial link between individuals who 
adopt an ‘approaching conflict’ style – characterised 
by assertively addressing conflicts – and their heigh
tened likelihood of demonstrating noncompliant secur
ity behaviours while using personal mobile devices at 
work. In view of these findings, managers and organis
ational leaders are advised to incorporate conflict 
resolution training within cybersecurity awareness pro
grammes. Such training should empower employees 
with constructive conflict management skills, enabling 
them to address security concerns assertively and col
laborate effectively. By nurturing a workplace environ
ment that encourages open discourse and equips 
employees with conflict-resolution competencies, man
agers can foster both a culture of security compliance 
and productive conflict engagement.

Second, our results highlighted the significant role of 
anxiety – characterised by the instantiation of OCA in 
the context of our study – in the propensity to engage 
in noncompliant security intentions. The findings 
underscored that managers and organisational leaders 
should recognise the pivotal role of OCA in shaping 
employees’ security intentions. To mitigate the potential 
increase in noncompliant security behaviours driven by 
OCA, managers can implement multifaceted strategies. 
These may include tailored training programmes that 
not only enhance employees’ cybersecurity skills but 
also provide guidance on effective and secure online 
communication practices, fostering a sense of famili
arity and confidence. Furthermore, cultivating an open 
and non-punitive organisational culture that 
encourages individuals to voice their communication 
apprehension and seek assistance can contribute to 

reducing the likelihood of noncompliant security 
actions. By addressing the psychological barriers posed 
by communication apprehension, managers can culti
vate a more resilient cybersecurity posture while nurtur
ing a workforce that is both technically adept and 
psychologically equipped to navigate secure online 
environments.

Finally, contrary to prevailing assumptions, our 
empirical analysis challenges the conventional wisdom 
that higher levels of technical proficiency inherently 
lead to greater adherence to secure behaviours. We 
found that the level of technical skills alone exhibits 
no discernible impact (direct or indirect) on staff mem
bers’ inclination to undertake noncompliant security 
actions. This unexpected outcome underscores the mul
tifaceted nature of cybersecurity attitudes and highlights 
the significance of psychological, cultural, and organis
ational factors that may significantly influence security 
intentions beyond mere technical competence. Man
agers and organisational leaders are advised to adopt a 
more nuanced approach to enhancing cybersecurity 
practices among staff members. While technical training 
remains essential in any situation, it is imperative to 
recognise that fostering a secure organisational culture 
goes beyond technical skills alone. Managers should 
prioritise non-technical initiatives such as emphasising 
the importance of shared responsibility, clear communi
cation of security policies, and the alignment of security 
goals with broader organisational objectives.

7. Future areas of research

The study’s outcomes pave the way for future research 
to further explore and build upon the insights gained 
with specific considerations. Firstly, while DCM studies 
have identified five distinct conflict management styles, 
this investigation solely focuses on two of these styles. 
Future research should consider incorporating a 
broader range of conflict management styles to offer a 
more comprehensive understanding of this theoretical 
framework. Second, the overall explained amount of 
variance in the dependent variable and the impact size 
of independent variables are relatively small. Thus, it 
is likely that other constructs not included in this 
study have more significant impacts on NCI. For 
example, Technostress defined as 

the phenomenon of stress experienced by end users in 
organizations as a result of their use of ICTs […] caused 
by an individual’s attempts to deal with constantly evol
ving ICTs and the changing physical, social, and cogni
tive responses demanded by their use (Ragu-Nathan 
et al. 2008, 417–418)
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might have an impact of noncompliance in the context 
of BYOD. Third, the scope of our conclusion on the 
effect of habits on IS decision-making is limited, as tech
nical skills are a specific type of habit. Habits could also 
include other behaviours that are independent of tech
nical skills independent behaviours. Broader future 
studies on the role of habits in ISSP implantation 
could further develop this finding. Fourth, there are 
specific constraints related to the cross-sectional self- 
report survey-based research. Common method var
iance may inflate correlations among variables despite 
our efforts to mitigate it through robust survey design 
and statistical controls. The reliance on self-reported 
measures introduces limitations, with respondents 
referring to hypothetical rather than actual behaviour. 
Additionally, the study lacks data on actual mobile 
phone use at work, specific job roles, and organisational 
policies, limiting the contextualisation of our findings 
within the organisational landscape.

8. Conclusion

Motivated by the importance of managing the cyberse
curity risks associated with using personal mobile 
devices, this study delved into the intricate interplay 
between individual psychological attributes of conflict 
management styles and anxiety, technical skills, and 
noncompliance intentions within the realm of personal 
mobile device usage. The insights garnered shed light on 
the multifaceted dynamics that influence employees’ 
ISSP decisions. This study reveals the nuanced 
relationship between psychological attributes, conflict 
management styles, anxiety, technical skills, and non
compliance intentions in the context of using personal 
mobile devices for work tasks. The findings underscore 
the importance of conflict resolution training to 
address noncompliance driven by an ‘approaching 
conflict’ style. They emphasise the need for training 
that alleviates communication apprehension and pro
motes secure online practices to mitigate the impact 
of anxiety. Surprisingly, technical skills alone do not 
significantly influence noncompliance intentions, 
emphasising the need for a comprehensive approach 
that includes cultural and organisational aspects. Over
all, this research provides insights that can guide 
organisations in fostering secure behaviours and build
ing a resilient cybersecurity culture in the age of digital 
connectivity.
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