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Abstract 

In computing, the management of information resources is done through access control, a 

process by which authorized users are granted permission over resources. The last decade has 

witnessed the emergence of socio-technical systems (STS) like Facebook, Twitter, and 

YouTube, where millions of users interact with each other and share billions of resources on 

daily basis. Access control for a STS is different from traditional systems in having to satisfy 

the social requirements of the community as well as the technical requirements of the system.  

The problems traditional access control models face today are firstly the complexity of 

mapping millions of users to billions of resources, and secondly the social requirements of 

users who want to own the resources they post. Current access control models for STS 

manage access through rule semantics, roles, trust, history management or contents. However, 

there is no general logical scheme that allows users to allocate rights, covering not just transfer 

and delegation but also joint and several ownership.  

The trend from centralized to distributed access control demands a general model to manage 

rights allocation for users having heterogeneous privacy policies. The model's validity derives 

from socio-technical design, where social requirements like ownership, freedom and privacy 

give technical access axioms. The aim is to satisfy not only technical but also social 

requirements, over which the success of today’s software depends.  

This research first proposes the social access control model for supporting local 

administration, dynamic asymmetric relationships and object privacy classification. This core 

model is then used as a basis of various rights allocation models. The research further 

illustrates a rights allocation framework based on various properties of STS and presents a 

reduction approach to design the model. This framework reduces all the possible rights 

allocations into four basic models: Replace, Revoke, Share and Merge, which can manage every 

tweet, every post, and every single communication on any STS. The proposed rights allocation 

models are demonstrated on various current and hypothetical use-cases of current STS to 

show that it can be used in any system that has social interactions, and where users want to 

control their resources. This research extends the online social interactions in STS to new 

horizons which are currently restricted due to the limitations posed by current technology. 
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Terms used in formulae  

Admin –  Administrator of a system 

AC –  Attestation Certificate 
AU – Active Users 

Ben – Beneficiary 

D/C –  Don’t Care condition 

Dge –  Delegatee 
Dgr –  Delegator 

E – Entity 

GP – General Public 

JBen –  Joint Beneficiary 
JO – Joint Owner 

LR – Local Role 

MR – Meta-Right 

Mrg – Merge 
NS –  Namespace 

O – Object 

OC – Object Class 

Opr – Operation 
PO – Primary Owner 

R – Right 

Rep –  Replace 

Rev – Revoke 
S – Subject 

SH – Stakeholder 

Shr – Share 

SO – Secondary Owner 
VU – Virtual User 

UR – Use-Right 

 

  


