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The guerrifia fights the war of the flea, and his military

enemy suffers the dog's disadvantages: too much fo defend;
too small, ubiquitous, and agife an enemy to come fo grips with.
if the war continues fong enough — this is the theory — the dog
succumbs fo exhaustion and anaemia without ever having found
anything on which to close his jaws or to rake with his claws.

The War of the Flea, Robert Taber
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Chapter 1

Introduction

Throughout history, terrorism has provided the conduit through which the
ideclogical or religious zealot can make a statement in order to become the
focus of their intended audience. This statement manifests itself as violent act s
affecting the emotional state of the audience who maybe forced to recall their
cultural and religious origins'. Terrorism, in this sense, acts as a strategy to
inspire the people’s conscience into effecting political change®. This strategy
compensates for the terrorists weaker political and economic resources and
underscores a manner of acting conducive to the doctrine of asymmetry.

Eaton’s description of asymmetry states,

In the realm of military affairs and national security asymmetry is acting,
organising and thinking differently then opponents in order to maximize one’s
own advantages, exploit an opponents weakness, attain the initiative, or gain
greater freedom of action®.

The asymmetric context bounds terrorism, not \n;'ithin the international rules of
war, but within the objectives and re-defined cultural values of the terrorist®,
Objectives and values transform into acts of indiscriminate viclence against
innocents, signalling the terrorist’s raison d'etre, to cause fear. Hence, the

nature of terrorism makes its study even more significant.

The study of terrorism, while muitidisciplinary in nature, lacks cohesion between
its various disciplines. The tertiary faculties of social sciences and humanities

house the principle disciplinags that study terrorism. However, terrorism studied

' Dingley, J and Kirk-Smith, M., ‘Symbolism and Sacrifice in Terrorism’, Smafl Wars and
insurgencies, 13:1 (2002}, p. 123.

“ Taber, R., The War of the Flea: Guerilla Warfare Theory and Practice, St Albans, UK: Paladin
Frogmere, 1885, p. 19.

3 Eaton, J., ‘The Beauty of Asymmetry: An Examination of the Context and Practice of
Asymmetric and Unconventional Warfare from a Western/Centrist Perspective’, Defence
Studies, 2:1 (2002), pp. 51-82, p. 51.

? Taber, p. 19.



within the asymmetric context, which includes political, civilian, paramilitary and
military responses suggests the discipline of Defence and Strategic studies may
offer a practical conduit to consolidate the various disciplines®. The areas of
ethics, definition, motivations and justifications, internal structures and
operations, counter-terrorism and the future of terrorism are the more prolific of
topics in existing literature. While analyses of terrorist organisations might
suggest organisational and operational similarities, few authors have attempted
to delve deeper to corroborate their claims. The ulitmate objective of this thesis
1s to help fill a perceived knowledge vacuum in comparative studies of terrorist

organisations and cellular systems in particular.

This thesis systematically and comparatively analyses the celiular systems of
the Provisional Irish Republican Army (PIRA), Spanish ETA and Palestinian
Hamas terrorist organisations to identify interconnectedness between their cells,
organisational formations and operational patternss. Essentially, the
decomposition of each cellular system into constituent components produces
the necessary data to detect interconnectedness and facilitate their
reconstruction into a singie generic product. The resulting generic model will
assist in identifying predictors to enable forecasting of cellular systems and
intends 1o offer a basis for the digital profiling of cellular systems. Chapter 2 will
next examine the literature reviewed for this research and the methodology

used to analyse the data extracted.

® This statement does not intend to devalue the contribution of other disciplines to the field of
terrorism. Rather, it proposes that the discipiine of Defence and Sirategic studies is well suited
to encompass the theories and findings of these disciplines and codify those deemed fundtional
for practical use.

® Taber identifies terrorism as urban guerriliaism. White some of these organisations might be
regarded as guerrilla organisations, such as the PIRA, this research proposes by primarily
deploying cellular systems and employing terrorism (as per this researches definition) these
organisations can be regarded a step down from the organisational and operational
characieristics of guerrilla organisations. However, this research in utilising the term ‘terrorist
organisation’ acknowiedges the common causal links between terrorist and guerrilla, many of
which are identified in this thesis.

Source: Taber, p. 29, 90.



Chapter 2

Literature Review and Methodology

The literature review consisted of the following four tasks: first, to establish an
historicai framework for the terrorist cellular system; second, to identify
behavioural and organisationai theories relative to the celiuiar system; third, to
establish the method of data analysis; and fourth, tc exiract data relevant to the
analysis of the PIRA, ETA and Hamas terrorist organisations.

Literature Review for Historical Organisational Structures

Over the last century, the history of terrorism has been characterised by
Laqueur in A History of Terrorism as changing in character, identified by
changing methods, aims and the character of people'. Laqueur divides the
history of terrorism into two periods. The first period dates from approximately
1879 and is characterised by the systemic use of terror®. This includes the
earliest and most well known practitioners, the Sicarii (66-73) and Assassin’s
(1080-1275).

The Sicarii were a highly organised Jewish religious sect with a nationatlist anti-
roman ideclogy® who, through assassination and other means, nspired three

popular uprisings against Rome”. In contrast, the Assassin’s were a Shi'a based
religious organisation which, according to the International Encyclopedia of
Terrorism, were a terror cult dedicated to spreading the views of fsmaili Islam®
through assassinations and martyrdom®. However, the French revolution (1793-

1794) signifies the first period of terrorism from which the first

! Laqueur, W., A History of Terrorism, New Brunswick, USA: Transaction Publishers, 2001, p. 4.
2 Laqueur, p. 11.

3 Laquewur, p. 7.

* Rapoport, ., ‘Fear and Trembling: Terrorism in Three Religicus Traditions’, The American
Political Science Review, 78 (1984), pp. 8658-677, p. 869.

> Morgan, D., ‘The Assassins: A Terror Cult' in /nfernational Encyclopedia of Terrorism, London:
Fitzroy Dearborn Publishers, 1997, pp. 40-41, p. 40,

® Rapoport, p. 865.



definition of terrorism originates. In 1798, the Dictionnaire of the Academie
Francaise defined terrorism as Systeme, regime de la terreur (Reign of
Terror)7, In summary, terror during this first p eriod was applied more as the rule
rather than the exception and, in this sense, exponents of terror had littie
requirement for specialised organisational formations, such as the terrorist cell.
In contrast, the period following the second half of the 19" century Russian
revolutionaries introduced specialised organisational structures to carry out

systematic campaigns of terror for political reasons®.

Rapoport, in Assassinafion and Terrorism, evaluates the importance of the
Russian revolutionary movement beiween 1878 and 1881, and its use of
terrorism to engender political change®. The formation of Narodnaya Volya (the
will of the people), in 1879, represents the first terrorist organisation in Russid®,
and arguably the world to organise along cellular lines. The International
Encyclopedia of Terrorism traces Narodnaya Volyas beginnings io the
Anarchism of Mikhait Bakunin whose extremist views were committed to the
total destruction of the Russian Tsarist regime”. Bakunin, while in exile,
developed links with Sergei Nechayev who returned to Russia in 1869 and set
up the non-violent Narodnaya Rasprava (the People’'s reckoning)'?. The
government suppression of this and other organisations caused Nechayev to
turn to terrorism. Rapoport describes Nechayev's organisational plan and re-
produces his Revolutionary Catechism" providing an insight into the early

systematic erganisational foundations of ferrorist movements.

" Laqueur, p. 6.

8 Lagueur, p. 11.

® Rapoport, D., Assassination and Terrorism, Toronto, Canadian Broadcasting Corporation,
1971, p. 44. ;

Y Otte, T., "Russian Anarchist Terror’ in International Encyclopedia of Terrorism, London:
Fitzroy Dearborn Publishers, 1997, pp. 56-57, p. 56.

" ibid.

2 ibid.

3 Rapoport, Assassination and Terrorism, pp. 79-84.



Nechayev’'s Revolutionary Catechism comprises an organisational structure and
tactics for a theoretical terrorist movement founded on instigating a revelution to
destroy the state, including its roots, traditions and entire social order'®. He
recognised that ‘propaganda of the deed’ or bold dramatic action woulid
establish a movement’s status'. The action he describes is part of a strategy

‘...to attack the masses, the very people he wants to liberate, but to attack them

in such a way that it is the government which appears to be their enemy.’*®

Nechayev's cellular system represented the vehicle o achieve this objective

and is summarised as follows:

¢« The movement must be organised into cells of several members of lesser ranks
underneath the command and control of a cell leader. The cells are arranged in
a hierarchical top down structure with links mainiained between cells from
above and below by a member belonging to both cells*’.

« Solidarity within the cell is crucial to providing the strength necessary to
complete objectives'®. Nechayev assigns revoiutionary capital to each member
of the cell based on commitment. In this sense, the cell leader is not
expendable but cell members are™.

s The leadership prowdes general direction allowing the cell to operate with
flexibility and initiative®®. Leadership identifies various categories of human
targets, such as those targeted for death or exploitation?'. Actions by celis are
decided in terms of their uitimate long-term success for the revolution®?

s A candidate’s recruitrment is achieved through common agreement within the
organisation, which ulimately rests on the candidate’s commitment®. The
mermber cnce recruited must be isclated from the existing social order to
develop the commltment necessary to destroy the classes of people the
movement rejects

Narodnaya Volya employed Nechayev's suggestions but with limited success.

VVon Borcke commenis in his article Violence and Terror in Russian

Rapopor’t Assassination and Terrorism, p. 23.
o Rapopor’s Assassination and Terrorism, p. 47.
[bld
Rapopor’t Assassination and Terrorism, p. 52,
Rapopoﬁ Assassination and Terrorism, p. 80,
I Rapopon Assassination and Terrorism, p. 81.
20 Rapopoﬁ Assassination and Terrorism, p. 52.
Rapoporﬁ Assassination and Terrorism, pp. 82-83.
Rapoport Assassination and Terrorism, p. 81.
= ibid.
* Rapoport, Assassination and Tersorism, p. 79.




Revolutionary Populism: The Narodnaya Volya 1878 — 83, following eight
attempts on the Tsar the government responded with a sirategy of selective
repression or mass arrests to isolate the revoluticnaries™. The Narodnaya
Volya finally succeeded in assassinating Tsar Alexander [l but negative public
reaction resulted in the collapse of Narodnaya Volya®™. The failure of Narodnaya
Volya reveals the fremendous gap between revolutionary theory and practice.
For example, Von Borcke comments that Narodnaya Volya's lack of popular
support denied it of safe houses and finances®’. To better understand why such
a gap exists, the literature review moves on from developing a historical

framework to developing an organisational and behavioural framework.

Literature Review for Theories of Organisation and Behaviour
Heberle’'s 1951 book Social Movements: An Infroduction to Political Sociology
and Crossley's 2002 book Making Sense of Social Movemenis each
respectively contribute to the understanding of social movements and their
social networks. Heberle underlines the importance of solidarity as a source of
group identity in order to bring about changes to the social order?®. Moreover,
Heberle identifies constitutive ideas as symbolising the justification for the
movement and the deliberate vagueness of these ideas combined with clarity of

objectives in order to unite its members®,

Crossley thecrises on the importance of social networks in movement formation

and subsequent mobilisation. Sccial networks provide effective avenues for

» \fon Borcke, A., ‘Violence and Terror in Russian Revolutionary Populism: The Narodnaya

Volya, 1879-83" in Mommsen and Hirshfeld {eds), Social FProtest, Violence and Terror in

Nineteenth and Twentieth Century Europe, London: The Macmillan Press Ltd, 1982, pp. 48-62,
. 53

% Otte, p. 57.

“" Von Borcke comments that three assassination attempis on the Tsar cost the organisation

30,000 to 40, 000 rubbles.

Source: Von Borcke, p. 58.

% eberie, R., Social Movement: An intreduction to Political Sociology, New York: Appleton-

Century-Crofts Inc, 1951, p. 7.

¥ Herberle, p. 24.



recruitment with existing bonds of solidarity making them more amenable to
mobilisation®. For example, churches produce social networks that mobilise
through intense social interactions such as the singing of hymns®'. Continuing
mobilisation is via a feedback loop. Each act commits the member to
increasingly more risky and costly acts resulting in increasing neiwork
integration, ideological affirmation and commitment to their new identity®2. Both
Heberle and Crossley’s analysis are evideni in Tarrow's 1994 book, Power in
Movement, which provides a Key behavioural thesis applicable to terrorist

organisations.

Tarrow describes a behavioural theory for social movements b ased on cultural,
organisational and personal sources. Movement's comprise four empirical
properties: collective challenge through direct action®; common purpose
comprising of common ciaims against opponent834; solidarity through
recognition of common interest™; and sustaining collective action, which Tarrow
theorises as taking advantage of political opportunities®. For example, changes
in state strength or forms of repression allow the movement to exploit the
vulnerability through collective action®’. These opportunities quickly close but,
while open, collective actions such as violent acts affect short and long-term

consequences.

In the short-term, ‘Movemenits that continue to repeat the same actions run the
risk of losing support and being ignored...”® If the movement responds by
radicalisation they run the risk of splintering whereas following the path of

=0 Crossley, N., Making Sense of Social Movements, Buckingham: Open University Press, 2002,
.94,

511 ibid.

* crossley, p. 1189.

23 Tarrow, S., Power in Movement, Cambridge, U K: Cambridge University Press, 1994, p. 4.

ibid.

* Tarrow, p. 5.

3 Tarrow, p. 98.

> ibid.

* Tarrow, p. 116.



convention runs the risk of being compromised. In the long -term, the movement
absorbs innovations that work, such as controlled violence, to avoid gove rmment
repression and build solidarity®® Movements respond to these political

opportunities through collective actions.

Collective actions combine challenging actions that threaten a cost, threaten
uncertainty and engender solidarity”®. In this sense, violence reduces
uncertainty giving the state a mandate for repression‘”, However, innovations
such as controiled violence reduce this effect to some degree. To mobilize the
movement’'s supporters to collective action the movement's leader uses cultural

or constructed symbols*.

The interaction between leader and supporters frames the movement and
orientates it *...towards action, fashioned at the intersection between target
populations’ culture and their own vaiues and goals.’® To be effective, the
feader must overcome competition, adapt a balance to retain both militants and
non-violent supporters, and present views as the members would see them™®.
Moreover, the movement’s strategy must be orientated towards generating
issues in such a way they are broadcasted. The media outlets in this sense act
as a diffuse mechanism to gather consensus™®. For the leader to mobilize
supporiers for collective action at times of political opportunity an effective

organisational formation must frame the movement.

Tarrow argues, ‘The most effective forms of organisation are based on

autonomous and interdependent social networks linked by loosely coordinating

* ibid.

“ Tarrow, p. 102.

“ Tarrow, p. 104.

2 Tarrow, p. 122.

:j Tarrow, p. 123.
ibid.

4 Tarrow, p. 126.




mobilizing structures.*® The organisational model consists of the following three

mechanisms:

s A formal organisation that identifies goals and the means to implement them
« The form which collective action iakes
o Connective mobilizing structures that link leaders to supporters?

Organisational models need to be ‘.. sufficiently robust o stand-upto
opponenis but flexible enough to change with new circumstances.’® Flexible
systems, such as innovations in collective action, produce opportunities to

increase the survivability of the movement. Social relays link the leaders to the

sources of mobilisation at the hase.

The social relay’s key feature is allowing partial or total autonomy at the base

providing for a decentralised model of control*

. Even though, decentralisation
discourages coordination, it strengthens links of solidarity through social
networks composed of a collective identity encouraging collective action and
longevity. Ultimately, Tarrow states, ‘Sustaining a movement is the resulf of a
delicate balance between suffocating the power in movement by providing too
much organisation and leaving it to spin off useles sly away through the tyranny
of decentralization.” Consequently, organisations must continually fine-tune
their apparatus to maintain support, such as adjusting tactics. Conflicts that do
occur are often characterised by leadership disputes iriggered for various
reasons, such as ideological schisms, resulting in alternative centres of power

forming®'.

Tarrow examines cultural, organisational and individual scurces of the power of
movement to support a theory of collective action based on political opportunity.

In contrast to the behavioural approach, Crenshaw offers instrumental and

 Tarrow, p. 126.
7 ibig.
5 ibid.
 Tarrow, p. 149,
*® Tarrow, p. 190.
> Tarrow, p. 155.



organisational theories in her 1985 paper Theories of Terrorism: Instrumental

and QOrganisational Approaches.

Crenshaw offers two contrasting theories. The Instrumental approach ascribes
the environment as the instrument to guide intentions™. The terrorist’s
intentions rely on the availability of rescurces to determine the intensity of the
engagement and ideological or religicus beliefs to identify the opportunity and
availability of symbolic targets®. Intentional violence in this sense is a means to
a political end™®. Crenshaw contrasts this approach with an organisational thesis
originally published in her 1885 paper, An Organizational Approach to Political

Terrorism *°.

Terrorism, in the organisational sense derives not from the environment but
from a business-like organisational formation and behaviour, whose primary

concern is its survival®

. survival is determined through the interaction of long-
term politics and short-term incentives™ . Internal politics lay out objectives that
appeal to supporters long-term. However, short-term incentives, such as shori-
lived issues, ultimately sustain the organisation engendering solidarity and
hence, cohesion of the organisational model™. For example, a terrorist cell
threatened by infiltration would relegate ideological aspirations in favour of
ensuring group survival by isolating itself thereby increasing solidarity**. The

organisational model is organised along the five following themes:

%2 Crenshaw, M., ‘Theories of Terrorism: Instrumental and Organisational Approaches’, Inside
Terrorist Organisations, ed. Rapoport, D., London: Frank Cass Publishers, 2001, pp. 13-31, p.
13.
%% Crenshaw, p. 15.
> Crenshaw, p. 13.
> Crenshaw, M., ‘An Organizational Approach to Political Terrorism’, Orbis, 29:3 (1885}, pp.
465-489,
% Crenshaw, p. 22.
2; Crenshaw, p. 21

ibid,
> ibid.

10




» There must be a demand for the organisation

» The organisation must operate with a sense of entrepreneurship as incentives
are manipulated to ensure group efficacy

« The organisation operates with 3 sense of efficiency, by continually assessing
the organisation against others and prebing for state weaknesses

s The organisation has capable leaders

« The organisation has access to immediate resources®

Sensitivity to members is particularly vital in this model correlating directly to
organisational survivabilitys‘. Subsequently, outlets are constructed to voice

dissent and provide avenues for voluntary exit™.

Leaders attempt to counter voice and exit by constructing solidarity through
social relations, by expressing collective goals, by using ideclogy or religion o
foster loyalty and sometimes by applying coercion, such as the irreversibility of
initiation costs®. The formation of the organisation is crucial in this respect and
as Crenshaw points out ‘... centralized, secretive, and compartmentalized

organisations are less [ikely to be the least tolerant of dissent.”®

Crenshaw focuses on the formation of organisations, their business-like
structures and the incentives that sustain them. In contrast, Tarrow examines
the movement that underlies the organisation and the political opportunities that
sustain it. However, both Crenshaw and Tarrow acknowledge the importance
of. skilled leaders, decentralisation through cellular autonomy, sclidarity through
social networks, incentives through ideclogy or religion, and flexibility in
organisational formation. While there are some differences between the two
theories, each contains useful concepts for understanding underlying
organisational models when analysing particular cell formations, operaticnal
patterns and their interaction with counter-terrorism measures. Both the
historical and organisational frameworks outline precepts with which to

6? Crenshaw, p. 22.
& inid.
&2 inid.
:i Crenshaw, p. 23.
ibid.
11



determine a compatible research methodology. The next section reviews
literature relevant to the research methodology employed in this thesis in

addition to presenting a primitive test case io demonstrate its applicability.

Literature Review for Systems Decomposition and Localisation

The 2002 Rand study Deferrence & Influence in Counferterrorism by Davis and
Jenkins undertakes a system based decomposition process to uncover
influences that help mitigate terrorist acts employed by the al-Qaeda terrorist
organisation®. This study provided the stimuius for employing the

decomposition and localisation process of analysis in this study.

Bechtel and Richardson’s 1993 book Discovering Complexity: Decomposition
and Localization as Strategies in Scientific Research and the 1868 textbook
Principle of Systems by Jay Forrester represent key literature sources for this

studies research methodology. Forrester defines a system as:

...a grouping of parts that operates together for a common purpose. An
automobile is a system of components that work together to provide
transportation. An autopilot and an airplane form a system for flying at a
specified altifude. A warehouse and loading plaiform is a system for delivering
goods to trucks®.
Bechtel and Richardson identify and describe both integrated and self-
regulating systems as comprising feedback mechanisms that adapt to changing
environments integral to the functioning of the system as a whole®”. Forrester
defines feedback mechanisms as influences caused by past behaviours that
result in either negative or positive actions® These feedback loops maybe

single or coupled®. For example, a positive single feedback loop might be

& Davis, P and Jenkins, B., Deterrence & Influence in Counterterrorism: A Component of the
War on al Qaeda, Rand Corporation, 2002, retrieved 10 March May 2003, from www.rand.com
® Forrester, J., Principles of Systems, Cambridge, Massachusetts: Wright-Allen Press Inc,
1868, p. 1-1.
5 Bechtel, W and Richardson, R., Discovering Complexity. Decomposition and Localization as
Strategies in Scientific Research, Princeton, New Jersey; Princeton University Press, 1993, pp.
23-286.
® Eorrester, p. 1-5.

12



described as follows: new terrorists are located and trained by existing
terrorists; the larger the terrorist organisation the more terrorists that can train
new terrorists; consequently, the terrorist training rate depends directty on the
number of salesman terrorists™. By coupling a growth modification process to
this feedback loop comprising another feedback loop made up of a recruitment
filtering process, such as identifying situational and character markers, it
becomes a coupled feedback icop. To achieve this level of understanding within
a cellular system requires using the decomposition and localisation process of

analysis.

Bechtel and Richardson describe decomposition as the subdivision of an
activity so that it becomes manageable and intelligible”. It assumes that one
activity of the whole sysiem is the product of a set of subordinate functions or
components’?. Direct localisation identifies these componenis and then carries
out analysis on the link between the behaviour of the system and the influence
of the components’. The process for analysing components is to identify what
they are and what they do™. Bechiel and Richardson assign components to a

higher locus of control and their constituent parts to lower loci of control™. |

n
essence, these component parts are responsible for what the system does.
Using Bechtel and Richardson’s description of decomposition and localisation
the celi represents a system within the greater system of the terrorist

organisation that carries out activities, which determine the cells effectiveness.

Cell effectiveness is, the qualitative capability of a ferrorist cell to operate as
part of a much larger terrorist organisation. To determine cell effectiveness
requires identifying the influences that alier a particular qualitative capability of

&9 Forrester, p. 1-5.
" Example modified from Forrester's salesman example.
Source: Forrester, p. 2-3.
" Bechtel and Richardson, p. 23.
2 ibid.
"% Bechtel and Richardson, p. 24.
" Bechtel and Richardson, p. 18.
> Bechtel and Richardson, p. 64.
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the cell. The quaiitative capability of a cell represents its cell capital whose
primary constituent components are.

Compartmentalization
Commitment
Leadership
Organisationat formation:
4.1. Popular support
4.2, Recruitment
4.3. Training
5. Operational Patterns:
5.1. Logistics
5.2. Intelligence
5.3. Attacks
8. Counter-Terrorism measures

LN

These components derive from the historical and organisationat frameworks,
and from the test case described later. Moreover, Taber's authoritative work
The War of the Flea Guerrilia Warfare Theory and Practice, Guevara's Guerrilla
Warfare, Asprey’s two volume set War in the Shadows and Kiesler's The
Psychology of Commitment. Experiments Linking Behaviour to Belief lend
crucial guerrilla and psychological thecries amenable to understanding these
components. Taber in particular summarises important guerrilla theorists
including Che Guevara, Mao Tse-tung and Vo Nguyen Giap, whereas Kiesler

provides an extensive research monograph focusing on commitment.

To identify influences affecting the components of cell capital requires taking a
terrorist organisation, collating its data into common component groups and
constituent parts, summarising this data showing key influences and then
extrapolating these influences into a decomposition table. The decomposition
table derives from Tarrow's interpretation of movements matched to cell capital

as shown below:
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o Solidarity includes:
o Compartmentalization
« Collective action includes:
o Commitment
+« Mohbilising actions includes:
o Leadership
o Organisationa! formation
o Operational pattems
o Counter-Terrorism meagsures

Each influence is applied to the constituent paris of the 10 components of cell
capital and a decision based on existing facts determines if the cellular capital
ncreases or decreases. Ultimately the decomposition table will identify intra and
inter-component links within the cell providing for an accurate translation into

decomposition diagrams.

To develop decomposition diagrams using a systematic decomposition and
localisation, a snapshot of the organisation is taken and the cellular system
broken down into its components and their constituent parts. For example, the
Davis and Jenkins Rand study broke down the al-Qaeda terrorist organisation
into three parts. First, the classes of actor influencing the parts; second,
influences resulting from terrorist actions and deterrent feedbacks; and finally,

the lifecycle of a terrorist identifying feedback loops™.

Systems decomposition offers two advantages. First, a systems approach can
uncover competing or different influences that act upon particular processes
making the analysis more thorough. Second, a systems approach can expose
vulnerabilities at the lowest levels of the target analysis. In order to liken
systems decomposition to the objectives of this thesis and to examine this

method’s utility a simple decompositicn was completed.

Figures 1,2 and 3 describe a system’s decomposition of the Uruguayan

Tupamarocs, a nationalist-socialist organisation who during the early 1870s used

"® Davis and Jenkins, pp. 14-20.
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the cellular system with such great effectiveness they nearly toppled the
government’’. The Tupamaros’ clear organisational formation and precise
application of the cell has engendered some European terrorist organisations’,
such as the PIRA™, to copy their organisational model. Since the mid 1970s,
the Tupamaros have become an organisational benchmark for various terrorist

organisations.

Figure 1 shows the major actors and their classes within the Tupamaros
organisation. It represents the divisions of labour within the Tupamarcs system.
The actors are its leaders In the executive commitiee, the covert foot soldiers
represented by a cell leader, periphery members and overt supporiers. In order
to think about the cell as a system (see Figure 2) a decomposition of major
actors lets one contrast actors with one another and consequently better identify
the influences each actor has on the constituent components and parts of cell

effectiveness.

Executive Committee

Commando Cell Leader Service Cell Leader

Cell Members

Periphery Mernbers

Popular Support

Figure 1: Actors in the Tupamaros Cellular System
Source: adapted from Porzecanski, A., Uruguay’s Tupamaros: The Urban Guerrifla, New York:

Praeger, 1973.

Figure 2 shows the effectiveness of a Tupamaros cell by identifying various
influences. There are six colour-coded quadrants representing the components
of cell capital. White delimits compartmentalization, biue delimits leadership,

green delimits commitment, gold delimits organisational formation, plum delimits

& Calvert, P., ‘Terrorism in Uruguay' in Infernational Encyclopedia of Terrorism, London: Fitzroy
Dearborn Publishers, 1997, pp. 468-472, p. 468.
" Laqueur, p. 176. :
® Gearty, C., Terror, London: Faber, 1991, p. 118.
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operational patterns and grey delimits counter-terrorism measures. An arrow
from one item to another indicates either a positive (no sign) or a negative
influence (- sign) on the second item. For example, in the bottom right hand
corner as targeting becomes increasingly controlled by leadership the terror
becomes more selective which consequently increases the effectivengss of the
cell. Selective terror protects the organisation from unnecessary civilian
casuallies guaranteeing continued support from overt supporters. In contrast, as
selective terror increases the government response to terror increases, causing
an over response increasing the counter-terrorism threat and hence, reducing
cell effectiveness. Overall, counter-terrorism measures tend to decrease cell
effectiveness, logistics and intelligence increase cell effectiveness, a clear
Ideology increases commitment and recruitment and compartmentalization
shows there is somewhat of a trade-off between limiting infiltration and reducing
coordination between cells. Each of these six areas defines the boundary for

this system.

17



Compartmentalization Cell

) Specialisation

l =
Familiarity of
Capability to Cell Members

Facilitate
Coordination

Sponsorship,
Background
Checks

Capability to
Recruit

Recruitment of

Familiarity of
Cell Members

Searches

Proxy Terrorism

—>
> Use of Torture Training in
Paramilitary
Skills

Government Response

ToTerror —

Figure 2: Systematic Perspective of the Tupamaro Cell

Source: adapted from Porzecanski, A., Uruguay’s Tupamaros: The Urban Guerrilfa, New York:

Praeger, 1973.
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Figure 3 shows the lifecycle of a Tupamaro terrorist. It is recognised that not
every terrorist’s lifecycle may fit into this particular lifecycle pattern however, by
showing the parts of the lifecycle as feedback loops the cell as a system may be
better understood when considering counter-terrorism and

compartmentalization issues.

Disaffection | Sponsorship T
followed by: i ecruitmen
Exposure to \

Nationalism/

Socialism Filtering:
Background Checks

Paramilitary
Training/
Bonding

Termination:
Capture/
Death

Figure 3: Lifecycle of a Tupamaro
Source: adapted from Porzecanski, A., Uruguay’s Tupamaros: The Urban Guerrilla, New
York: Praeger, 1973.

The techniques of systems decomposition can identify influences and determine
links between organisational formation, operational patterns and counter-
terrorism measures. Figure 2 becomes a crucial step when identifying the
interconnectedness between terrorist cells with Figures 1 and 3 acting as
supporting structures. This methodology uncovers similarities and differences
between terrorist organisations. For example, Tupamaro cellular patterns are
highly autonomous which reduces the counter-terrorism threat but disrupts the
organisational capacity to coordinate cells. However, these diagrams while
demonstrating the efficacy of the method lack the complexity of the
organisations in this research. Subsequently, some diagrammatic optimising will

be necessary to clearly show each component of cellular capital. For a systems
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decompaosition to be effective, the data input into this process requires wide

ranging searches for data relating to the components of cellular capital.

Literature Reviews for the PIRA, ETA and Hamas

The following literature reviews extract data relevant for determining cell
effectiveness using as a bhasis for analysis the components of cellular capital.
Each review consists of broad sweeps across open literature sources
examining key pieces of literature, supporting books and articles, and when

necessary completing interviews.

The PIRA, without a doubt, represents the most widely written terrorist
organisation in this study. This literature review takes a snapshot of the PIRA
cellular system for 1985. General key sources are Urban's 1992 book Big Boys
Rules: The Secret Struggle Against the IRA, Coogan’s 1987 book The IRA and
O'Brien's 1883 book The Long War: The IRA and Sinn Fein 1985 to Today.
Urban maintains a security force perspective, whereas both O'Brien and
Cocgan examine the conflict from the PIRA perspective. Both Urban and
O'Brien reference key statistics used in this research. There are three key
sources for understanding compartmentalization and commitment within PIRA

cells.

A 1991 ethnographical study of Irish terrorism by Feldman, Formations of
Violence: The Narrative of the Body and Political Terror in Northern freland
identifies links between solidarity and British counter-terrorism measures.
Dingiey and Kirk-Smith’'s 2002 article Symbolism and Sacrifice in Terrorism
analyse Irish Nationalism with an emphasis on Catholicism. Wright's 1990 book
Terrorist Propaganda: The Red Army Faction and The Provisional IRA 1968 —
1986 discusses the use of propaganda to engender solidarity and cohesion.
There are three key sources for understanding operational patterns and

counter-terrorism measures.
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Greer's 1995 book Supergrasses: A Study in Anti-Terrorist Law Enforcement in
Northern Ireland discusses the widespread use of informers and supporting
legislative structure. Geraghty’s 2000 book The frish War: The Hidden Conflict
Between the IRA and British Intelfigence discusses innovation and technology
within the PIRA. O’'Day’s (ed) 1987 book Dimensions of irish Terrorism provides
various articles ranging from violence and its effect on the community, Irish
security force casualties and intelligence, and psychological warfare operations.

Of particular importance to the overall review are reprints of internal documents.

The PIRA terrorist handbook the Green Book found in Dillon's The Dirty War
and the leaked 1879 British Army intelligence document Northern ireland:
Future Terrorist Trends found in Cronin's Irish Nationalism each respectively
provides insights into internal PIRA operations and how the British security
forces viewed the PIRA threal. The vast wealth of books on the PIRA i1s
indicative of its cultural origins and age of the organisation. In contrast, the
literature reviews of the ETA and Hamas are hampered by various cultural

constraints, particularly l[anguage barriers.

The data extracted for the ETA literature review takes a snapshot of ETA's
cellular system for 1984. Clark's 1984 book The Basque Insurgents ETA, 1952
- 1880 provides a detailed analysis of the Basque movement and is the key
source of research for the ETA. However, some statistics and deductions made
by Clark are open to dispute and therefore require some critical analysis o
interpret. Subseguently, statistics dating back to 1874 on the Spanish Ministry
of Interior’s Internet website provide an alternative source for comparison. In

addition, four additional key sources are referenced o support Clark’'s analysis.

Irvin's 1999 comparative study of Sinn Fein and Herri Batasuna activists Militant
Nationalism: Between Movement and Party in lreland and the Basque Country
provides useful statistics and paths to membership of ETA’s politicai wing.

Sullivan’s 1288 book ETA and Basque Nationalism: The Fight for Euskadi 1890-
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1986 provides a detailed description of ETA strategy. Alexander, Swetnam and
Levine’s 2001 bock ETA: Profile of a Terrorist Group provides an organisational
analysis of the ETA primarily constructed from media reports. Mata's translated
2002 article A Long History at the Limits of legality Batasuna: The Strategy of
insurrection provides a Spanish interpretation of ETA’s strategy. There are
three key sources for understanding compartmentalization and commitment
within ETA cells.

Zuiaika’s 1988 ethnographical study Basque Viclence Metaphor and Sacrament
of the Basque viilage Itzair and its local ETA cell describe the traditions and
rituals that pervade Basque terrorism. Khatami's 1997 article Between Class
and Nation: Ideology and Radical Basque Ethnonafionalism discusses the
ETA’s working class origins and its popular Basque support base. Mees 2001
article Between Votes and Bullets: Conflicting Ethnic Identities in the Basque
Country references Tarrow's theory of social movements and discusses both
Basque nationalism and social networks in villages and small towns. There are

two key sources for understanding Spanish counter-terrorism measures.

Woodworth's 2001 book Dirfy War, Clean Hands: ETA, the Gal and Spanish
Democracy provides a detailed examination of the Spanish governments use of
state directed terrorism to combat the ETA during the pre and post Franco
periods. Vercher's 1888 Ph D thesis British and Spanish Measures to Deal with
Terrorism: A Comparative Study with some Reference fo the EEC Framework
provides a comprehensive comparative study, discussing the Spanish

governments legislative approach to countering terrorism.

The data extracted for the Hamas literature review takes a snapshot of Hamas’
celluiar system for 2001. Mishal and Sela’s 1996 book The Palestinian Hamas,
Vision Violence, and Coexistence is the key source of research for Hamas. This
book is premised on Tarrow's interpretation of movements and provides an
inside look at Hamas’ organisation and decision making processes. Statistical
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data is extracted from the International Centre for Terrorisms (ICT) Internet
website. Data used to support Mishal and Sela’s analysis comes from three

additional key sources.

Hroub’s 2000 book Hamas provides a pol itical emphasis from an Arab
perspective in its analysis of Hamas, although it lacks the level of crganisational
discussion inherent in Mishal and Sela’s analysis. Alexander’'s 2002 book
Palestinian Religious Terrorism: Hamas and [slamic Jihad provides an
analytical description of Hamas, although its descriptions tend to be brief and
sometimes dubious. In addition, Eshel’'s 2002 article Hamas Resists Prassure
as Israel Targets Arafaf reviews Hamas' organisaticnal structure, presence in
the Gaza Strip and financial support. There are four key sources for

understanding compartmentalization and commitment within Hamas cells.

Litvak’'s 1996 paper The Islamization of Palestinian identity: The Case of
Hamas emphasises the importance of Islam in providing a nat ional identity and
how, along with nationalism, it is used to engender Palestintan patriotism.
Schbley’s 2002 article Defining Religious Terrorism: A Causal and Anthological
Profile presents a study of Shi'a terrorists identifying various psychological
characteristics which provide some correlation to the Sunni militants of Hamas.
In addition, two articles, the first by Butler in 2001, Suicide Bombers Dignity,
Despair, and the Need for Hope: An interview with Eyad El Sarraj Mishal, the
second by Moghadam in 2003, Palestinian Suicide Terrorism in the Second
intifada. Motivations and Organizational Aspects each produce an analysis of
the mentality and indoctrination process of Hamas suicide bombers. There is
one key source for understanding Israeli counter-terrorism measures, however

various suppoerting sources are also referenced.

Katz's 1999 book The Hunt for the Engineer. How Israeli Agents Tracked the
Hamas Master Bomber provides a thorough examination of the Hamas bomb

maker Yehiva Ayyash and [sraeli efforts to track him down. While emphasising
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Israeli counter-terrorism measures, this book also provides key information on

commitment, organisational formations and operational patterns. To supplement
the lack of counter-terrorism literature, over 20 articles from Jane’s intelligence
Review and Jane’s Foreign Report have been reviewed. Many of these articles

have provided key information on israeli intelligence and counter-terrorism
strategies. The next section discusses the processes invelved in inputting the
data extracted from these literature reviews into the systems decomposition and

localisation methodology.

Methodology

The methodology for this thesis employs a process of systematically analysing
cellular systems of the PIRA, ETA and Hamas terrorist organisations. In order to
do this effectively a roadmap described below details the problem, prescribes
the boundaries of this research and documents an incremental approach for its

analysis.

Statement of the Problem

The intent of this thesis is to analyse the terrorist cellular system within the
context of the larger terrorist crganisation. Research will identify common
cellular formations, operationa! patierns and counter-terrorism measures
between terrorist organisations. The consolidation of these factors form key
informational components. These companents contain generic features that
represent reliable predictors of cellular activity and hence, may contribute in
some way to fine-tuning intelligence production activities. In preference to
focusing on the senior leadership structures of terrorist organisations, a focus
on terrorist cellular structures will take pricrity. The principle objectives of this
study are:
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1 To identify cellular interconnectedness between the PIRA, ETA and Hamas
terrorist organisations

2 To determine if cellular profiling is feasible using cellular interconnectedness

3 To determine the effectiveness of the systems methodology of analysis used in
this study

In order o achieve these objectives this thesis asks the following research

guestions:

1. To what extent do common factors influence the cells organisational formation?

2. Towhat extent do common ¢rganisational formations link to common
cperational patterns?

3. To what extent do common counter-terrorism measures act to counter commen
operational patterns?

4. To what extent can common organisational formations and cperational patterns
act as effective predictors in countering terrorist activities?

5. How effective is the systems approach in decomposing the terrorist cell?

[n order to address these key questions, the scope of terrorist organisations to
be analysed and the restrictions placed on their analysis requires defining.

Boundaries and Limitations

Boundaries and Iimitations establish the viabiiity of the organisations
encompassed within this study as candidates for the systems method of
decomposition and localisation.

The following organisational requirements ensure the organisations chosen are,
at a minimum, terrorist organisations per this thesis’ definition of terrorism® and

maintain sophisticated and viably decomposable infrastructures:

% Some might regard the organisations in this study as freedom fighters and the term terrorism
negative in its use, however the intent of this thesis is not to debate this issue but to analyse
celluiar systems. The term terrorism as applied within the context of this thesis is recognised as
containing state characterisations with accompanying bias and subsequently accounted for to
ensure objectivity during analysis.
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1. Trans-national cperations, whether logistical or offensive, have been carried out
by the terrorist organisation

2. The terrorist organisation must use a cellular organisational structure

The following research requirements ensure the analysis encompasses both
ideological and religious based crganisations and they have extensive literature

sources for research:

1. This study will examine terrorist organisations in Europe and the Middle East
each originating from separate countries

2. Atleast three key literature sources available for each terrorist organisation

However, many important agpects of terrorism remain outside the scope of this
thesis. The leadership structure, political branches and historical aspects of
terrorist organisations represent subject areas described in summary terms in
preference to retaining the primary focus on the terrorist cell. Unless political
and legal solutions to terrorism represent standalone counter-terrorism
solutions, their examination will be restricted. For example, the Spanish
government’s policy of repeniant terrorists is a standalone counter-terrorism
measure because it was instrumental in dismantling several ETA cells.
However, supporting political and legal structures in relation to the counter-
terrorism measures they buttress, such as the British supergrass system,
remain relevant to this research. These boundaries and limitations, which
encompass the PIRA, ETA and Hamas terrorist organisations, enable the

application of the foliowing methodology with a high degree of efficacy.
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Research Methodelogy

The method in this study consists principally of a descriptive expioratory
analysis of the relevant literature. The literature consists of primarily non-
govemment sources, however, any government documenis referenced are
sourced from the public arena. Moreover, specialised intelligence pericdicals
including Jane’s Intelligence Review and other publications specialising in
conflict and terrorism, international security and international relations are aiso
referenced. To facilitale an adequate systematic and comparative analysis
within an imposed time-period and content limit requires that only facts relevant
to the objectives of this study will be considered. It is believed this will not

detract from the clarity and quality of the result.

The vast wealth of terrorist literature has acted as a handicap to those who
study terrorism. Many books and articles have tended to rehash information in
similar ways without providing any new perspectives on the data available. The
clandestine nature of terrorism's key actors namely, the terrorists and security
forces, restrict the availability of information resulting in some speculation in
particular areas, such as counter-terrorism measures. Ultimately, some
information is not available. To produce reliable information for this study
requires reviewing as many resources as possible to clarify any conflicting
versions of facts that may present. Where a fact is relevant to this study and the
source is suspect, such as statistics based on media reports, it will be indicated
as such within this study. in addition to suspect sources, the consideration of

facts must also allow for bias.

Many works of terrorism literature originate from the west, from both
government and non-government sources. This presents the foliowing two key
problems: inherent bias, and public and private stakes. Inherent bias occcurs
when culturally derived values are applied in contexts that generally involve
complex culiural issues between various parties. This may result in a loss of
objectivity limiting the quality of the information. For example, terrorism as a
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concept is considered highly immoral by the west, yet socio -political orientations
may vary the degree this viewpoint translates into the written word. Hence, the
manifestation of this bias in the form of sympathy or exaggeration clouds
objectiveness within the cultural context. In order to address inherent bias the
best solution is to actively understand the writer's motivations for presenting the
information and the ranges of bibliographic scurces referenced and, when

necessary, use corroborating evidence to verify facts.

Subjects that afford the highest level of public importance, such as terrorism,
inherently attract various private and public stakes. Public stakes resulting from
bureaucratic and legisiative changes, for example the 2002 creation of the
United States Homeland Security Department, may result in more bureaucratic
red tape and more extranecus information being produced attaching these
interests to terrorism. Moreover, these public organisations develop their own
cultures whose very survival is dependent on stopping terrorist acts. The
clandestine nature of government operations may subsequentiy result in a loss

of transparency ultimately clouding sources of terrorism data.

In a similar sense, some private interests may develop with similar motivations
but with a greater emphasis on survival and in this respect offer opinions that
imbue it with the government. For example, as government and media sources
use academic institutions as sources of advice and commentary, academics
have an increasing potential to view personal prestige and business interests
ahead of the free exchange of ideas and advancement of terrorism as a
discipline in its own right. Inevitably, little can be done regarding the
manipulation or withholding of information by public and private interests,
consequently the best solution 1s to realise that it exists and by examining the
context in which the information is presented be able to distinguish speculative

and ameliorating information from verifiable facts.
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Once data collation is complete, the three terrorist organisations in this study
will each be analysed using a systems decomposition and localisation process
to produce visual representations. Refer back to Figures one, two and three for
a simpie example of this process. Snapshots of each arganisation according to
the previously mentioned literature reviews are as follows: IRA (1985}, ETA
(1984) and Hamas (20071)%".

Once the decomposition of the three terrorist organisations’ cellular systems is
completed, a four-step analysis process will occur. This approach will
comprehensively identify elements of cellular interconnectedness that cross
time, spatial and cultural spaces. First, a comparative analysis between the
PIRA, ETA and Hamas cellular systems identifies common actors and
constituent parts for each component of cellular capital. Second, generic
feedback loops for the components of cellular capital are develeped using the
identified commen constituent parts and actors. These generic feedback loops
represent cellular interconnectedness. Third, the generic feedback Icops are
attached to one ancther according to their organisational or operational
orientation in order to construct two central pictures of cellular
interconnectedness. For example, the component recruitment is attached to
popular support as part of arganisational formation. Finally, both the
arganisational and operational feedback loops are integrated tc represent the
big picture of cellular interconnectedness from which predictors may be
determined and the utility of cellular profiling assessed. This methodology 18

organised into eight chapters.

Chapter 1 presents a descriptive theme of terrorism for this study and identifies
vacuums within the existing terrorism literature that this thesis hopes to

contribute. Chapter 2 examines the literature reviews and methodology of the

¥ These snapshot dates are approximations. The range of data available results in slippage
within approximately plus or minus five years of each date. Mowever, the integrity of each
analysis has been maintained by ensuring cellular formations, operations and counter-terrorism
measures retain consistency in relation to the snapshot date.
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research. The literature reviews consists of examining: historical and theoretical
aspects of terrorist cells, movements and organisations; the systems
decomposition and localisation method of data analysis; and the key sources of
data used to anchor the subsequent data analysis. The methodology outlines
the scope of this research and discusses the steps involved in evaluating the
data. Chapters three to five display and explain analysed and consolidated data
using the systems decomposition and localisation methodology for the PIRA,
ETA and Hamas organisations respectively. Chapter € utilises the analysis from
the previous three chapters to construct comparative tables from which generic
patterns can be established, Chapter 7 assesses the previcusly determined
generic patterns to identify celiular interconnectedness between organisational
formation, operational patterns and counter-terrorism measures. It then
consolidates cellular interconnectedness intc an overall structure to identify
predictors to assist in cellular profiling and additionally, assess the efficacy of
the systems decomposition and localisation method of data analysis. Finally,

Chapter 8 summarises the entire thesis.

Summary

The methodology comprises three deconstructions and a comparative analysis,
followed by, reconstructing interconnected values into models using the
common cellular qualities identified. This process depends on the Integrity of
the extracted data to identify causal relationships between the constituent parts
of each component. Subsequently, the literature reviews are crucial for justifying
the utility of this research. Chapter 3 will initiate the first of a series of three

deconstructicns by decomposing and localising the PIRA cellular system.
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Chapter 3
The Cellular System of the PIRA

This chapter deconstructs a snapshot taken of the PIRA cellular system from
1985 to assess celiular effectiveness. To do this, a contextual history detailing
the environment in which the cell operates will identfy strategic, operational and
cultural inflections followed by localising each component of cellular capital. In

addition, the intent of this chapter is to formulate data for later analysis.

The Contextual History of the PIRA

The arrival of British forces in Northern Ireland during 1989 in response to
sectarian viclence sparked a split in the Irish Republican Army {IRA} from which
the Provisional irish Republican Army (PIRA) emerged. Between 1969 and
1985, evolving British counter-terrorism  policies and PIRA  strategies
perpetuated the Irish conflict. Figure 4 summarises some of the most significant

milestones from which will be constructed a relative historical framework.

The PIRA’s primary area of operations comprises the six Northern Ireland
counttes of, Londonderry, Antrim, Down, Armagh, Fermanagh and Tyrone, and
the five border counties of the sovereign Southern Republic of Ireland made up
of Donegal, Leitrim, Monagham, Louth and Cavan'. Additionally the remaining
21 counties in the Southern Republic acted in various supporting roles. In 1981,
Northern Ireland had a population of approximately 1.5 million composed of 40
percent Catholic and 57 percent Protestant”.  The conflict has been

concentrated in Belfast, which in 1987 made up 20 percent (228,000) of the

entire Northern Ireland electorate®. Nationalists are concentrated in Belfast

' O'Brien, B., The Long War: The IRA and Sinn Fein 1985 to Today, Dublin: The O'Brien Press,
1993, p. 108.
2 'Northern Ireland Demographics’, retrieved 10" August 2003, from
hitp:/mww.geocities.com/pdni/demog.htm!
®Irvin, C., Militant Nationalism: Between Movement and Part in lrefand and the Basque Country,
Minneapolis, MN: University of Minnesota Press, 1898, p. 190.
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West making up 89 percent (53,177) of the local electorate, whereas Unionists
dominate the other three Belfast electorates®. Between 1969 and 1989, both
Belfast North and West sustained 38 percent (1,088) of all Northern Ireland
casualties (2,763)°.

1972 March, Westminster

takeover from Stormont
1972, Militarisation of the
conflict

1969 British
Army enter
Northern Ireland

1979, Thatcher
Conservative
Government takes
power

1973, Criminalisation of the conflict
1973, Northern Ireland Assembly formed

1974, Data
computerised on
population

1981-1986,
Supergrasses

1979 August,
Mountbatten and
Warrenpoint attacks

1984 September,
Brighton bombing

1977, PIRA
re-organisation

1977, June Long War
strategy adopted

1981 March-
October, PIRA
prisoner
hunger strikes

Political
Context
1971-1973 1973, Police led
Internments counter-terrorism
campaign
Counter-
Terrorism
Context
1972, January 30" Bloody Sunday
1972, Detention Order
1972, Military led counter -terrorism
campaign
1970, PIRA fire on 1974 December — 1975
Unionists for first time September PIRA ceasefire
PIRA
Context
1971, Irish Terrorism in 1973, Irish
Great Britain begins Terrorism in
Europe begins
Figure 4: PIRA Contextual History, 1969-1985
4 ibid.
® ibid.
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Britain’s initial counter-terrorism strategy in Northern Ireland originated from
earlier counterinsurgency strategies employed from Malaya to Dhofar between
the late 1930s and early 1970s. These strategies focused on ‘Hearts and Minds’
to win popular support predicated on possessing accurate and timely
intelligence {o defeat the insurgents. However, the British organisational

I

structure described by Newsinger as, ‘...an integrated repressive apparatus
combining police, army and civil administration...”®, caused varying degrees of
alienation among the population. As a result, coercive measures inciuding in-
depth interrogation methods and internments inevitably surfaced in the Northern

Ireland conflict’.

A toned down British counterinsurgency strategy emerged in Northern Ireland
as the role of the British Army deteriorated from peacekeeping fo
counterinsurgency. Between 1970 and 1973 house-to-house searches®,
internments and interrogations in-depth® alienated the Catholic community.
However, these measures also provided foundation intelligence for future
development. The ensuing spiralling escalation of viclence forced
Westminster's intervention in March 1972, These evenis initiated a transition
from a military led counterinsurgency strategy to a police led criminalisation

strategy.

The criminalisation of the Northern Ireland conflict from 1973 onwards reflected

a political shift from a foreign colonial flavour to cne prosecuted in a highly

8 Newsinger, J., British Counterinsurgency. From Palestine fo Northern Irefand, New York:

Palgrave, 2002, p. 121.

" 8luka, J., ‘For God and Ulster; The Culture of Terror and Loyalist Death Squadsin Northern

Ireland’ in Siuka, J (ed.), Death Squad: The Anthropology of State Terror, Philadelphia, USA:

University of Pennsylvania Press, 2000, pp. 127-157, p.134.

® Between 1971 and 1984, 325,000 Catholic houses were searched,

Source: Vercher, A, ‘British and Spanish Measures to Deal with Terrorism: A Comparative

Study with Some Reference.to the EEC Framework’, PhD Thesis, Cambridge University, 1988,
. 68,

EIn 1871, 12 out of 342 PIRA suspects arrested underwent interrogation in depth. This usually

involved physica!l and mentai pressure being applied.

Source: Charlers, 1., ‘Intelligence and Psycholeogical Warfare Operations in Northern {reland’ in

O'Day, A {ed.), Dimensions of Irish Terrorism, New York: G.K. Hall, 1987, pp 377-382., p. 37%.
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visible democratic environment led with a variant of the ltalian [egal system of
pentiti'®. This strategy acted to normalise the conflict as a criminal rather than
political issue with the aim of containing'' and isolating the PIRA. The Northern
Ireland Emergency Provisions Act 1973 (NIEPA) introduced the Diplock courts
as a replacement for internment. Greer states, ‘The net effect of the Act was to
create a confession based prosecution process centred on single-judge non-
jury courts serviced by extensive police and army powers.'*? The Diplock courts

were instrumental in prosecuting the supergrass trials between 1981 and 1986.

The supergrass trials were the result of a well-defined strategy™ utilising the
State’s modified capacity to detain and interrogate to gather intelligence’.
Greer comments that supergrasses allowed ‘... the carsfully cultivated results of
sophisticated police-intelligence-gathering systems fo be presented in court for
the purpose of convicting large numbers of suspected terrorists...”’ From
November 1981 to November 1883, 600 arrests were made using evidence
supplied by 18 PIRA and seven Loyalist supergrasses'®. Eventually, the
fairness of the Diplock courts came under increasing scrutiny as numerous

appeals eroded the credibility of the British Criminal Justice System (CJS)

within the Catholic community. In response to the State’s evolution of counter-
terrorism strategies, the PIRA evolved both operationally and strategically.

The PIRA began as a traditionalist Republican movement after breaking away

from the radical and socialist IRA in 1968, Their cbhjectives were in the short-

® The system of the repentant terrorist was premised on the terrorist being given leniency by
authorities in return for confessing and renouncing his cri mes, and providing information. This
system or variants of said sysiem were used toc dismantle the Red Brigade, fight the Mafia in
ltaly and used by the Spanish government to combat the ETA.
Source: Vercher, p. 276 and 295.
" Containment of the PIRA implies consistently employing successful interdiction operations
against the PIRA ensuring the level of violence never spirals out of control.
' Greer, ., Supergrasses: A Study in Anti-Terrorist Law Enforcement in Northern ireland,
Oxforg: Oxford University Press, 1995, p. 38.
> \ercher, p. 115.
"“ Vercher, p. 117.
15 Greer, p. 12.
8 Irvin, C., Militant Nationalism: Between Movement and Part in lreland and the Basque
Country, Minneapolis, MN: University of Minnesota Press, 1999, p. 185.
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term to remove the British presence from Northern Ireland and in the long-term
achieve self-determination for a unified Ireland. According to Cronin, the
traditionalist has the sirongest nationalist strand and is often identified with both
the Catholics and Gaelic Ianguage”‘ In contrast, radical republicanism has the
weakest nationalist strand stressing there can be no change without social
revoiution'®. Physical-force nationalism'® is entrenched in the traditionalist
2,

concept, but less so in the radical concep Subsequently, nationalism

maintained these general characteristics throughout the armed struggle 2

From 1870 — 1976, the PIRA was organised along the lines of a traditional army
structure but aligned along community lines to facilitate contact with the
community for cohesion. A Brigade consisted of three battalions, each battalion
comprised of three companies with each company allocated a specific
geographical area®. For example, the Belfast Brigade’s three battalions
covered the Upper Falls, Lower Falls and the rest of the city23. However, large
numbers of volunteers associated io this structure, estimated at 1,000 during
the 1970s** and a lax security environment™ resulted in high attrition rates.
These problems forced an organisational re-evaluation during the mid to late
1970s.

The PIRA Integrated the cellular system inic is organisational structure
between 1976 and 1977. lvor Bell, an imprisoned P!RA officer, devised it using

examples of Lalin American organisations, such as the Uruguayan

:; Cronin, S., Irish Nationalism, Dublin: The Academy Press, 1980, p. 3.

ibid.
*® The Republican fraditionalist evolved from the Republicanism of the United Irishmen, a
product of both the American and French revolutions and referred to by Cronin as physical-force
nationalism with socially conservative characieristics.
Source: Cronin, p. 3.
0 Cronin, p. 4.
21 oBrien, p. 122.
2 Wright, J., Terrorist Propaganda: The Red Army Faction and The Provisional IRA 1968 -
1886, New York: St Mariin's Press, 1990, p. 153,
2 Wright, p. 153.
2 Bishop, P and Mallie, E., The Provisional IRA, London: Corgi, 1987, p. 308.
» O'Ballance, E., IRA Leadership Problems’ in Wilkinson, P {ed.), British Perspectives of
Terrorism, London: Allen & Unwin, 1981, pp. 73-82, p. 78.
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Tupamaros®. This re-organisation repiaced companies with cells resulting in
volunteer membership dropping to approximately 250 by the mid-1980s%’. This
system was supplemented by the PIRA’s official handbook known as the
‘Greenbook’, which described the movements constitution and operational
framework to which each volunteer was expected to adhere®. The long war

strategy immediately followed the PIRA's re-organisation®.

The long war strategy de-emphasised occupying liberated areas in favour of
provoking the British into overreaction using mobile strike cells®. Moreover, this
strateqy addressed the need for greater integration between the PIRA and its
political wing Sinn Fein, this link legitimised by Danny Morrison in the 1881 Ard
Fheis {Sinn Fein Annual Conference): ‘But will anyone here object if with a
ballot paper in this hand and an Armalite in this hand we take power in

Ireland?!

The historical framework ending in 1985 offsets the British criminalisation
strategy against the PIRA's long war strategy. Moreover, this framework
dentifies the PIRA’s use of the cellular system as an issue of long-term
survivability as implied by its strategy. The next three sections will use this
framework to assist in the deconstruction of the PIRA celiular system. See

appendix A for research definitions associated to these three sub-sections.

% Gearly, C., Terror, London: Faber, 1881, p. 118.

" Bishop and Mallie, p. 308.

# Dillon, M., The Dirty War, London: Arrow Books, 1891, p. 482.

% Urban, M., Big Boys Rules: The Secret Sfruggle Against the IRA, London: Faber and Faber
Limited. 1992, p. 25.

* Murray, R., ‘Killings of Local Security Forces in Northern Ireland 1969-1981 in O'Day, A {(ed)),
Dimensions of Irish Terrorism, New York: G.K. Hall, 1984, pp 105-146., p. 135.

¥ O'Brien, p. 127.
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The Main Actors of the PIRA

During 1985, the PIRA organisaticnal structure reflected a five-tier consiruct
(see Figure 5) heavily influenced by its previous military style structure™. This
section will first examine the organisational structure of the PIRA cell and

second. the actors that influence it™>,

The PIRA’'s cells are organised intc company cells and Active Service Units
(ASUY*. Company cells are designated two primary functions. First, they act as
local enforcement within the Catholic community, which includes policing and
punishment roles®. Second, company cells carry out supporting iogistical roles.
These roles include planning tasks, such as purchasing and fetching weapons,
providing intelligence and organising getaway cars. They also include attack
phase tasks such as acting as lookouts and post attack phase tasks such as

forensic cleanup™®. In contrast, ASUs operated primarily in attack roles.

The standard Active Service Unit (ASU) comprises one third of a battalion of a
three-battalion brigade®. Adams, Morgan and Bambridge suggest there were
12 ASUs in Ulster, two in the South and one operating in Europe, organised into
15 battalions in six Brigades located in Belifast, Londonderry, Donegal, Armagh,
Dublin and the counties of Tyrone and Fermanagh®. The ASU in most cases

consisted of three {o five volunteers with a designated ASU commander and

2 The PIRA actually maintains six tiers. Above the Army Council sits the Army Executive,
however it is not included in this analysis because it is considered too high in the chain of
command to influence PIRA celis directly.
= Loyalist groups are not considered in this analysis. These groups and the seciarian violence
they perpetrated wouid have no doubt acted as recruiting sergeants for the PIRA. However,
their influence on PIRA cells is difficult 10 determine with some speculation regarding their proxy
use by security forces. However, within the context of the PIRA and security forces, they are
considered a much lesser threat and subsequently it is believed leaving them out of this
analysis will not detract from the quality of this chapter.
* Bishop and Mallie, p. 314.
% adams, J, Morgan, R and Bambridge, A., Ambush; The War Between the SAS and the IRA,
London: Pan Books, 1988, p. 30.
% Adams, Morgan and Bambridge, p. 30.
7 Wright, p. 153.
% adams, Morgan and Bambridge, p. 30.
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adjutant®™. Within each ASU, volunteers were designated specific roles based
on learned skilis or operational requirements, for example snipers and iookouts.
In additicn to providing command and control responsibilities (C?) the ASU
commander moreover, acted as a liaison to the battalion commander who

coordinated operational tasking and support services for the ASU*,

The battalion commander had a high degree of responsibility for the ASU. His
military administration was composed of a Quartermaster for managing
weapons supplies, an intelligence officer for planning operations and a
paymaster for allocating running costs*. The battalion commander operated
with a high level of autonomy in raising funds and planning operations, without
needing to notify higher echelons®. Nevertheless, the battalion commander still
reported to Northern command for operational tasking as required.

The Northern command operated in what O'Brien terms the war zone®, which
included the six counties of Northern Ireland and five border counties of the
Southern Republic. lis structure was similar to the battalion structure, which
included a brigade commander, adiutant, quartermaster, intelligence officer and

paymaster®®. However, by 1980 it had incorporated an internal security section
in an attempt to stem the flow of informers®. The Northern command met
regularly and authorised local operations. The Southern command operated in
the 21 counties of the South employing a single brigade in a ‘quartermaster role’
maintaining arms dumps, weapons supply lines and sometimes intelligence
collection®®. One tier above the Northern and Southern commands is a seven

member Army council operating from the South.

* ibid.
40 Urban, p. 30.
“"'Coogan, T, The IRA, London: Fontana/Collins, 1987, p. 578-580.
2 Bishop and Mallie, p. 247.
“ O'Brien, p. 158.
* Bishop and Mallie, p. 247.
“* Bishop and Mallie, p. 321.
% O'Brien, p. 158.
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The Army council administered regulaticns to ensure the Army operated as

efficiently as possible‘”. ts primary purpose was to propagate or sanction
particular operations and develop foreign relationships“a. The Army council had
an appointed Chief of Staff supported by a General Head Quarters staff (GHQ)
consisting of 12 volunteers® which included eight departments including
quartermasters, engineering, publicity, operation's, finance, intelligence,
security and training®®. Moreover, GHQ would put ASUs together for special
operations™. In contrast to the organisational construct, PIRA prisoners were
particularly influential as a visible symbol of British repression in conirast to the

secrecy of the cellular system™.

Wright comments that prisoners and martyrs hold a prestigious place In
Republican ideology contributing to a rich history of Republican persecution™.
They epitomise Irish Nationalism, by speaking Gaelic, organising miiitarily and
carrying out highly visible protests, including hunger strikes, which Sluka
equates to the Celtic tradition of martyrdom®. The PIRA prisoners projected
valuable propaganda appeal primarily to encourage popular support and new
recruits®. Subsequently, prisoners are arguably part of the PIRA’s
organisational construct, but external to its C? element. In contrast to the
prisoner’s symbolism and visibility, both periphery members and popular

supporters acted in varying supporting roles.

Periphery members of the PIRA, such as prisoners’ families, represent

extensions of company cells offering indirect support such as renting houses for

" Dillon, p. 485.
“® Bishop and Mallie, p. 308.
‘_’9 Adams, Morgan and Bambridge, p. 28.
% O'Brien, p. 158.
" O'Brien, p. 159.
2 |rvin, p. 147.
53 Wright, p. 166.
5 Sluka, p. 42.
> Sluka, p. 44.
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use as safe houses or even offering intelligence™. Periphery members provide

valuable suppaert services, which principally influence logistics and intelligence.

Most terrorist organisations strive for popular support and attempt to maximise it
through their strategies®. The PIRA is particularly dependent on securing a
deep support base to insulate itself against counter-terrorism measures and
sustain iiself long-term. The armed struggle becomes critical as a means to

manipulate the supporter's commitment. The degrees of commitment may vary
and extend to carrying out disruptive indirect action, such as disturbing the
forensic evidence of a crime scene. Therefore, popular support becomes a
barometer for the success of the sirategy. Consequently, popular support
primarily influences leadership and recruitment. While popular support is crucial
for the PIRA’s armed struggle, the PIRA’s association to Sinn Fein provides an

alternative organisation to retain members.

Sinn Fein while expressing support for the PIRA’s armed struggle offers an
alternative para-political strategy of activism to lrish Republicanism. Essentially,
Sinn Fein provides an additional exit route for volunteers who have outlived
their usefulness as combatants. O’Ballance comments that the PIRA practice is
not to retain a volunteer against his will since it is recognised that terrorism is a
young man's game™. According to Irvin's study of Sinn Fein activists at least 38
percent from the interview sample originated from the PIRA>®. Consequently,

Sinn Fein mainly influences the lifecycle of the volunteer (see Figure 12).

The organisational construct, prisoners, periphery members and popular
supporters represent major actors influencing an ASU. Sinn Fein is a minor
actor being somewhat less influential but remaining vital in the overall cellular

system. These actors represent the major sources of dynamic influences

* Jrvin, p. 189.
" Irvin, p. 45.
% o'Ballance, p. 74.
* Irvin, p. 145.
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shaping the PIRA organisation. The foliowing six sections further project the

influence of each actor as each component of cell effectiveness is localised.

Army

Council

GHQ
Nefthern Southern
Command Command

Battalion Commander

ASU Cell Company Cell
Commander Commander

Cell Volunteers

Periphery
Members

Prisoners Papular Suppart Sinn Fein

Figure 5: Actors influencing the PIRA Cellular System

Compartmentalization and Discipline

This section primarily examines solidarity and how it shapes internal
compartmentalization {see Figure 8). In addition, both operational and territorial
compartmentalization are each addressed when examining communications
discipline. These factors assist in shaping the cells secrecy, which contributes
to cell effectiveness. Within an ASU, sclidarity has the following primary
bonding characteristics: experience of repression and discrimination, symbolism

and the armed struggle.

The ASU comprises working class volunteers who have experienced state
repression first hand, including detention, viclence or discriminatory

unemploymentso. Irvin's profile of Sinn Fein activists *. .. suggests that youth and

 Jrvin, p. 152.
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its correlate, a reduced fear of social sanction, along with personal experiences
of discrimination based on ethnic identification and prior experience of state
repression are significant factors in motivating an individuals participation in
militant nationalist organisations.”® Irvin identifies the level of despair as a
determinant in the type of activist recruited®. Essentially, PIRA volunteers will
have each experienced a common degree of repression and discrimination in
contrast to that experienced by Sinn Fein activists. In addition to prior
experiences, funerals and martyrs strengthen solidarity between volunieers.

Funerals are set piece acts of solidarity that confirm the status of the
Republican movement in the community®™. The images of the mask and gun,

displays of the Republican flag, the military salute to a fallen comrade are all
part of a solidarity building process turning the fallen comrade into a martyr and
consequently a common symbol of the armed struggle. The funeral of Bobby
Sands, the first Republican to die in the 1881 Long Kesh hunger strikes
attracted approximately 100,000 people and as commented by Urban his
sacrifice ‘... appealed o the Irish people’s deep respect for martyrdom, Sands
had won near universal acclaim among Repubiicans,’64 In conirast, the armed
struggle provides environmental conditions derived from attacks and threats to

strengthen solidarity.

The armed struggle influences solidarity in twoe major ways. First, a successful
operation increases the morale within the ASU inculcating the volunteers with
increasing professionalism®™. Second, security pressures isolate the ASU
reducing the influence of external propaganda sources and sympathisers
heightening the common interest shared by the volunteers®™. Security force

casualties averaging 33 per year between 1980 and 1985 implies some

" frvin, p. 141.
62 irvin, p. 187.
% Urban, p. 82.
* Utban, p. 132.
® Gearty, p. 120.
% Irvin, p. 45.
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consistency in operational success *’. Moreover, high profile attacks such as the
1984 assassination attempt on Prime Minister Thatcher have symbolic
connotations, which elevate the power of the crganisation. In this sense, the
threshold for operational success is reduced to a single successful high profile
attack countering numerous other frustrations. However, while environmental
conditions are somewhat amenable to strengthening solidarity, communications

discipline represents an unpredictable cultural influence.

The 'need to know’ philosophy determined the extent of volunteer discipline®.
The communications discipline of the volunteer while regulated, remained
somewhat nebulous in practice. The ‘Greenbook’ states in Genera!l Order No. 5,
Part 5: ‘Volunteers who engage in loose talk shall be dismissed.’® Furthermore,
‘Code of Conduct’ prerequisites for acceptable behaviour include warnings
regarding drinking and its detrimental effect on security’®. However, the ASUs
enforced separation from sympathisers in many ways did not appeal to the
cultural aspects of the large Catholic matriarchal families” and Irish way of life.
Moreover, the PIRA practice of swapping volunteers between ASUs, such as

intelligence officers, generated operational weaknesses’. This practice while
possibly used to supplant skills weaknesses was also likely used to ensure
secrecy. The 1981-1986 supergrass trials reflected these weaknesses. For
example, in 1983 the testimony of Christopher Black, a low-level volunteer of
the Belfast Brigade, convicted 35 alleged volunteers ™. Although, 18 convictions
were later repealed’ the fact remains a low-level volunteer was still able to

name more people than just those in his ASU™.

57 O’Brien, Table of Fatalities in Northern Ireland from 1960 to September 1993,
% See Appendix A on Commitment, for a definition of the ‘need to know’ philosophy.
% Dillon, p. 487.
"® billon, p. 493.
" o'Ballance, p. 80.
2 Adams, Morgan and Bambridge, p. 30 and O’'Brien, p. 159.
” Urban, p. 134.
" Greer, p. 282.
> The roles of some of those convicted included, the commander and second in command of
Blacks ASU, two quartermasters, an operations officer and finance officer for the Belfast
Brigade, and a recruiting officer.
Source: Greer, p. 72.
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Feedback Influences and Assessment

The following summarises the feedback influences for compartmentalization:

—

l.eadership flexibility hetps avoid schisms which reinforces solidarity

2. Leadership allowed a high degree of low-level selective targeting to avoid
schisms and to re-enforce the volunteer’'s mentality, which following successful
attacks generated pride and reinforced solidarity

3. Commitment increases solidarity through the ineffective over reaction of
security forces

4. Recruitment filtering reinforced solidarity through common experience

5. Indoctrination and irrevocable acts during training produced high initiation and
exit costs, resuiting in greater isolation, which increased solidarity

6. Effective operational in telligence, abundant weaponry and tactical variety
increased attack effectiveness, which reinforced solidarity

7. Effective counter-terrorism measuras increased the isolation of cells, which

increased solidarity

Republican martyrs, levels of despair and environmental conditions combined to
generate solidarity. However, communications discipline within both a cultural
and operational context suggests a degree of weaknessin
compartmentalization. To some extent, the low-level autonomy assigned to
ASUs in exchange for constraints on voice alleviated this problem, however this
solution may also act to accentuate -the problem™. Overall,
compartmentalization positively influences cell effectiveness to a moderate

degree.

® The balance between too much control and too little is both & cultural and operational issue,
which requires more research {o determine if the PIRA had the correct balance to counter
disciplinary digressions.
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Figure 6: PIRA Systems Decomposition of Compartmentalization

Leadership and Schisms

This section will primarily examine ‘the leadership’s role in determining
decentralisation of control (see Figure 7). In addition, selective targeting is
examined as a manifestation of the organisation’s strategy and subsequently,
the survivability of the ASU. These factors focus on leadership influences that
shape cell formation and operation, which helps determine cell effectiveness.

The PIRA’s five-tier leadership structure suggests a high degree of

decentralisation of control. Leadership centralisation determines leadership
stability and subsequently, the manifestation of ideology into strategy resulting
in devolution of operational control. Leadership stability is essentially dependent

on leadership proximity to the war-zone and its composition.
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The core leadership of the PIRA are located in Dublin® in the Southern
Republic of [reiand and remain scmewhat insulated from the conflict. The PIRA
is essentially a working-class’® organisation from which experienced
intellectuals have risen to positions of command™. According to Cronin, the
PIRA leadership from 1969 — 1979 represented physical-force traditionalists but
from 1979 onwards, they developed an increasingly radical flavour®,
Consequently, the composition and proximity of leadership to the war-zone
developed a high degree of leadership stability. However, the PIRA’'s multi-tier
leadership structure and its external proximity {o the war-zone necessitated the

fine-tuning of the organisational construct.

Essentially, decentraiising control acts to fine-tune the organisational construct.
The multi-tier leadership structure in this sense allows greater flexibility in
manipulating the degree of control assigned fo lower levels. Subsequently,
decentralisation of conirol is transmitted from the Dublin based Army Council by
codifying ideology into strategy.

The PIRA’s strategy connects abstract beliefs from its Nationalist ideology with
concrete actions. The resulting long war strategy strives to maximise popular
support by causing the state to overreact through short-term tactics of
provocation. It sets geographical boundaries and targeting direction. The
assignment of geographical areas of operaticn designates areas as either war
or supply zones. For example, Belfast is a war zone whereas coastal counties,
such as Donegal, represented supply zones®. Targeting direction reflected the
strategic emphasis on attrition to sustain long-term commitment, which required

the organisation to maintain popular support while absorbing counter-terrorism

" The executive committee and Army council areboth located in Dublin.
"8 Cronin, p. 342.
" Urban, p. 32.
¥ physical force traditionalists tend to be Catholics, often Gaelic and socially conservative and
use the United lrishman as justification for physical force.
Source: Crenin, pp. 3-4.
1 O'Brien, p. 145.
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responses, Consequently, leadership centralisation, primarily its proximity to the
war-zone, and the long war strategy emphasising attrition, are crucial factors in

determining the degree of control decentralised to ASUs.

The decentralisation of control correlates to the maintenance of organisational
cohesion and fiexibility. The PIRA while allowing for exit via retirement or entry
into Sinn Fein uses auionomy in the selective targeting of low profile targets
from the battalion down as a trade-off for averting schisms®. General order No.
14 allows the volunteer to resign from the organisation as long as the volunteer

does not join other mifitant organisation383. Moreover, General orders No. 10
and 13 in the ‘Greenbook’ restrict volunteers from speaking out regarding the
organisation84. In this sense, the control assigned to selective targeting acts as

a barometer for the cohesion and flexibility of an ASU.

Tactical limitations placed on targeting direction incorporate personal safety and
long-term survivability of the organisation into targeting determination. Primarily,
this is a reflection of what Crenshaw views as a necessary sensitivity to the
members of the organisation correlating directly to survivability®. Cronin states,
‘Irish Terrorists have usually been careful to preserve their personal safety, and

the strength of the organisation during the next 5 years is likely 1o remain such
that the leadership will wish to aveid action that could put large numbers of its

k.'® The tactical doctrine of the PIRA, particularly its use of standoff

men at ris
weapons such as mortars and remotely detonated explosives, implies risk
mitigation®”. Within this context, targeting can be categorised into high, low and

symbolic levels of profiling.

82 Bell, J. Bowyer., IRA tactics and Targets , Dublin, lreland: Poolberg, 1880, p. 48.
% Dilion, p. 489.
5 Dillon, p. 488.
® Crenshaw, M., ‘Theories of Terrorism: Instrumental and Organisational Approaches’ in
Rappori, D {ed.}, Inside Terrorist Organisations, London: Frank Cass Publishers, 2001, pp. 13-
31, p. 22.
% Cronin, p. 347.
¥ Cronin, p, 350.
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High profile targeting transmits the PIRA’s ideclogical message, demonstrates
its commitment and intends to guarantee a disproportionate response. High
profile targeting is an indication of the targets recognition, not their power®.
Therefore, high profile targets are alse symbolic. High profile targeting included
judicial, mititary and political targets in addition to informers, which the PIRA
leadership considered treasonous®. The Army Council and Northern Command
authorised high profile targeting, with planning usually more sophisticated vis-a-
vis low profile targets, for example the planning for the assassination attempt on
Prime Minister Thatcher during September 1984 started in 1982%.

Low profile targeting through the systematic targeting of security forces
maintained the PIRA’s strategic tempo and visibility. Bell recognises this
category of targeting as managing the IRA in the short -term for the long-term®’.
The targeting of local security forces was an element of selective targeting
recognised from 1976 onwards®™. For example, during 1983, five British Army,
10 Ulster Defence Regiment (UDR) and 18 Royal Ulster Constabulary {RUC)
members were killed®. The autonomy assigned to the battalion level selection
of low profile targets contributed to the survivability of local ASUs. For example,
ASUs tended to target off-duty UDR soldiers either in rural or Catholic areas

t94

who besides being regarded a security threat™, were moreover softer targets

vis-a-vis four man armed UDR patrois®.

Symbolic fargeting projecis a message of power to specific audiences. The
propaganda value of PIRA symbolic targeting highiights that its normal posture
shows restraint rather than weakness®. The Army Council and Northern

% Bell, p. 37.
% Dillon, p. 487.
% Bishop and Mallie, p. 338.
“ Bell, p. 112,
°2 Bishop and Mallie, p. 258.
% Urban, p. 188.
o Murray, p. 138.
% In contrast to UDR soldiers, RUC two man patrols were more vulnerable until the start of joint
Army/RUC patrolling.
% Cronin, p. 348.
48



command authorise symbalic targeting, which is a combination of choosing a
target based on association or jocation andf/or the weaponry employed. For
example, a lumberyard might be targeted for supplying wood to confractors who
are repairing damage caused by PIRA bombings®. Symbolic targets also
included the British and £uropean mainland. Pluchinsky comments overseas
attacks on British servicemen intended to *.._keep Ireland cn their minds so that
it haunts them and they do something about not wanting to go back.'™®
Moreover, symbolic weaponry, such as high-calibre weapons, either contributed

significantly 1o the success of an attack or acted as props for cheoreographed
operations. For example, high-calibre machine guns while displayed were never
utilised by the PIRA mainly because of the risk to the local population®™. While
leadership are extremely influential in managing strategy, they were also crucial

for developing foreign relationships.

Leadership dictated the formation and maintenance of foreign relationships. The
United States connection provided an early network of supporters, which
continued at least into the late 1980s, principally through PIRA logistics cells
working with U.S supporters of Irish descent'®. During the early 1970s, the IRA
used the Basque terrorist organisation ETA to orchestrate links with Middle
Eastern contacts for the purpose of obtaining arms and financial funding.'”’ The
Libyan connection was the most lucrative of these contacts'®. Morecver,
contacts with the Palestinian Liberation Organisation provided additional

sources of weapons and exchange of ideas ™.

&7
Bell, p. 39.
* Pluchinsky, D., 'Political Terrorism in Western Europe: Some Themes and Variations’ in
Alexander, Y and Myers, K (eds), Terrorism in Europe, London: Croem Helm, 1882, pp. 40-78,
. 50.
& Cronin, p. 351.
"% stoney, J., ‘liish Terrorism Investigations’ in O'Day, A (ed.), Dimensions of rish Terrorism,
New York: G.K. Hall, 1987, pp 371-376, p. 372
"0 Dillon, p. 431.
02 yBrien, p. 162,
% Gronin, p. 341,
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Feedback Influences and Assessment

The following summarises the secondary influences for leadership:

1. Local leaders can more accurately assess local conditions by using popular
support as a barometer

In summary, leadership ensures the long-term stability of the organisation by
orchestrating security force overreaction through short-term actions, which

reflect the sensitivities of both popular supporters and volunteers. Management
of short-term actions requires maintaining strategic consistency using a mix of
selective targeting dependent on the decentralisation of control and construction
of foreign relationships. Overall, leadership positively influences cell

effectiveness to a high degree.

1. Popular Support

Legend:

Contributory Parts: Top Lines
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Grey: Counter-Terrorism Measures

Figure 7: PIRA Systems Decomposition of Leadership
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Commitment and the British Threat

This section primarily examines the ideclogy of the PIRA and to what extent it
translates into commitment (see Figure 8). In this analysis, the volunteer's self-
concept of the British threat represents a central motivating factor of cell

effectiveness.

In 1980, the objectives of the PIRA were primarily to remove the British
presence from Ireland and create a socialist, self-determining and unified
Republic of Ireland'®. Justifications for these objectives derived from a
centinuing legacy of repression and discrimination of the Catholic community by

the British.

General order No 8. Part 4 of the ‘Greenbook’ states, ‘At all times Volunteers
must make it clear that the policy of the army is to drive the British Forces of
occupation out of Ireland.”'® The British presence in Northern Ireland is
symbolised as the central antagonist behind the ongoing discrimination of Irish
Catholics'®. The British have been reguarly associated with the historical
repression of the Republican or Catholic community dating back at least to the
Anglo-lrish war (1819-1821) from which the Irish Republican Army (IRA)

emerged'”. The British connection has been interpreted as disadvantaging the
Catholic community through brute force while concurrently favouring the
Protestant community'®. In this sense, the armed struggle is simply considered
the last resort’®. Internments and interrogations, and perceived security force
shoot-to-kill policies during the early 1280s reinforce this perception and give
credibility to the oppressed state of the Catholic community'*®. Consequently,
this objective is considered the first step towards Irish unification. Associaied

with the Irish legacy of British repression are Republican prisoners and martyrs

%% Cronin, p. 340.
'S Dillon, p. 488,
"% Irvin, p. 160.

97 wiright, p. 220.
"% \wiright, p. 228.
"% Beil, p. 10.

"% wWright, p. 233.

51



whose symboelic value of both persecution and inward locking Celtic nationalism

provides a link to Irish Nationalism.

The unification of Ireland is designed to instigate a social transformation into a
single Irish people through a socialist framework defending ‘... civil and religious

11 Moreover,

liberties and equai rights and equal opportunities for all citizens.
a further objective is to promote the revival of the Gaelic language. However,
the mixed ethno, religious, socialist and nationalist message of unification has
been labelled confusing by some authors including Wright who detects
incompatibilities. For example, a genuine socialist ideoiogy is incompatible with
Roman Catholism'™®  In this sense there is a degree of propaganda or
manipulation associated to the unification message. Whereas, there is an

element of ethnic-religious struggle inherent In unification the PIRA tends o

distance itself from the ethnic aspect. [rvin suggests ethnicity has been
redefined in terms used to characterise class positions''”®. Social class rather
than an ethno-religious siruggle transmits a ciearer message o the Catholic
community. Subsequently, the focus of the PIRA remains on removing the
British using controllable vioclence in conirast to the conflict degenerating into a
sectarian civil war. The non-sectarian nature of the PIRA is emphasised by the
Code of Conduct in the ‘Greenbook’ which threatens to discipline anyone
*...promoting sectarianism or displaying sectarian attitudes...’''* Consequently,
the forces of class and nation drive socialism and nationalism as the basis of

vnification and self-determination.

The overali message of the nationalist ideclogy is in destroying the British
connection to free the nation''. The armed struggle aims particularly at the
uncommitied audience, using the ongoing brutality by the British to legitimise

viclent acts, in which the lesson of Republican history has shown that force

" Dilion, p. 482.
"2 wright, p. 227.
3 |rvin, p. 152.
" Hillon, p. 495,
"5 gell, p. 10.
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weakens colonizers''®. The nationalist ideclogy provides a foundation of core
beliefs that pledge the volunteer to particular acts. In pariicular is the tendency
to de-emphasise the emotive religious etement within its core belief structure

but emphasise it in other situations. Subsequently, ethno-religious manipulation

17

can be regarded as a control feature in which commitment can be

manipuiated to meet particular short-term goals, for example 1o create high
initiation costs during the indoctrination process. The religious deprivation at the
core of the PIRA belief system suggests that the rational calculation that

satisfies the volunteer at an emotional level is constrained''®. For example, the

i

PIRA regard death resulting from aclive operations as a ‘.. pragmatic

inevitability whose efficiency is easy to identify in its coniributions to the
Republican struggle.”'™® Consequently, pragmatism is the underlying premise of
the PIRA ideology.

Feedback Influences and Assessment

The following summarises the feedback influences for commitment:

1. The PIRA’s strategic tempo and ineffective overreaction by the security forces
reinforced the commitment o f the volunteers

Deceniralisation of control or volition helps justify the act to the volunteer
Selective targeting signifies the importance of the act to the volunteer
reinforcing commitment

4. The recruitment period of a velunteer incrementally increases @mmitment
using irrevocable acts and indoctrination

Tactical variety increases attack effectiveness reinforcing commitment
Perceived and actual state abuses strengthens distrust of the British reinforcing
commitment

SN

® o

The belief system at the foundation of the PIRA is primarily a nationalist based
ideciogy combined with elements of ethnicity, religion and socialism that are
each manipulable to appeal and conirol the internal membership and external
audience. These beliefs are franslated into varying degrees of commitment,

" irvin, p. 157.

" Dingley, J and Kirk-Smith, M., ‘Symbolism and Sacrifice in Terrorismy’, Smail Wars and
Insurgencies, 13:1 (2002), pp 102-128, p. 115.

% Dingley and Kirk-Smith, p. 117.

"9 Feldman, A., Formations of Violence: The Narrative of the Body and Pofitical Terror in
Northern irefand, Chicago: The University of Chicago Press, 1991, p. 105.
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which can be described by the incremental adjustment of commitment from
uncommitted, to supporter and finally to volunteer. Overall, commitment

positively influences cell effectiveness to a moderate degree.

4. Recruitment

Legend:

Contributory Parts: Top Lines
Feedback Influences: Side Lines
Output Parts: Bottom Lines

White:  Compartmentalization
Sky Blue: Leadership
Green:  Commitment

Gold: Organisational Formation
Plum: Operational Patterns
Grey: Counter-Terrorism Measures

Figure 8: PIRA Systems Decomposition of Commitment

Popular Support and Urban Integration

This section will primarily examine the extent of the PIRA’s popular support and
how this translates into sanctuaries (see Figure 9). In adition, the PIRA’s
integration of urban social networks is examined as a key factor in generating

sanctuaries to maintain cell effectiveness.

The PIRA is an ethno-nationalist organisation depending entirely on a single
ethnic group made-up of predominantly Catholic-Republican supporters'®. This
exclusivity allows the cultural interlinking of community and terrorist through

social and family networks making it difficult to disentangle one from the

120 Coogan comments that there were some Protestants in the PIRA but mainly in rural areas.

Source: Coogan, p. 604.
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other'®'. Support for Sinn Fein is somewhat indicative of support for the PIRA.
During the May 1985 National elections Sinn Fein won 11 per-cent of the overall
vote and 40 per-cent of the nationalist vote'*>. Moreover, support for Sinn Fein
candidates in various elective forums between 19882 and 1985, ranged from

approximately 30 to over 50 percent'®

. Subsequently, the Catholic-Republican
community contains elements more inclined ‘than others to participate in

revolutionary organisations.

Irvin's study of Sinn Fein activists showed, ‘...the great majority of Sinn Fein
members became active in Sinn Fein as a result either of their family
background, or their involvement in organisations explicitly opposed to the
existing regime or supportive of those engaged in the armed struggle against
the state.’’* Subsequently, variations in family backgrounds can condition the
integration of terrorist and community. Ultimately, the degree of integration
determines the exient volunteers may use their community as urban

123

camouflage (tc hide and blend in with)' < and the level of causal responsibility

attributed to the organisation from targeting miscalculations'®.

The singling out of the Catholic-Republican community ensures a common
understanding and legitimisation of symbolic acts. For example, the 10

Republican martyrs of the 1981 Long Kesh prison hunger strikes correlates with
a history of Nationalist hunger strikes between 1920 and 1976'%7. However, the
introduction of the cellular system in 1977 resiricted volunteer's external
interactions entailing what Feldman comments, a dramatic re-organisation of

the interface between the PIRA organisation and supporters'®. The high

"' Dingley and Kirk-Smith, p. 1086.
122 :

lrvin, p. 185.
23 o'Brien, p. 197.
2 rvin, p. 144.
" ibid.
"% Dingley and Kirk-Smith, p. 121.
27 Eeldman, p. 232.
"2 Feldman, p. 293.
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visibility of Sinn Fein somewhat alleviated this problem'®, as did an arguable
apparent lack of concern for discipline (see the analysis of the
compartmentalization component). The level of integration and legitimisation of
acts within the Catholic community are vital elements of popular support that

determine the availability of sanctuaries.

Sanctuaries reduced the operational need for resources, provided safe havens
for training and for engineering new weapons. For example, Belfast's Catholic
community experienced a high degree of sectarian and state vioclence and
subsequently offered safe houses, vehicles or intelligence with a low risk of
betrayal'™. Moreover, the Southern Republic'™, South Armagh and Tyrone
became increasingly more important to the PIRA as security improved in urban
areas'>>. For example, the Southern Republic, which did not recognise

extradition to the North'™

t1 34

. generated safe havens for training and logistics
support'®". Overall, sanctuaries reduced the pressure on ASU operations, which

subsequently increased the life expectancy of volunieers.

Feedback Influences and Assessment

The following summarises the feedback influences for popular support:

1. The semi-autonomous operation of battalion contrelled ASUs increases the
awareness of the local Cathelic community to the PIRA cause
2. Selective high and low profile targeting did not specifically target Catholic or
Protestant civilians, which contributed to the maintenance of popular support
. The PIRA attracted supporters with a broad range of commitment

3

4. State security abuses reinforced the popularity of the PIRA
In summary, popular support generated within the Cathotic-Republican
community is representative of the composition of the PIRA and ensuing

integration of community and volunteer. The effectiveness of integration and the

"2 Wiright, p. 154.
% Cronin, p. 342.
" Urban, p. 220.
2 Urban, p. 34.
"33 Cronin, p. 345.
34 Wiright, p. 220.
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legitimisation of the organisation are representative of the available sanctuaries
in the Catholic-Republican communities in Belfast and in the South. Even
though popular support does vary, this nevertheless indicates the manipulative
power of the PIRA strategy. Overall, the PIRA retained a solid core of popular
support, which had a positive effect on cell effectiveness to a high degree.

Recruitment and the Working Class

This section examines the PIRA’s recruitment process, particularly its situational
and character filtering mechanism (see Figure 9). In addition, the PIRA’s
attrition rate will be analysed to gain some sense of filtering with regards

recruitment rate,

The situaticnat fiitering and character marker mechanism identifies recruits with
common experiences. The following three main situaticnal and character
markers are associaied with volunteers: working-class atiributes, regular

exposure to viclence and prior exposure to activism.

Volunteers were overwhelmingly Catholic, generally employable but most likely
unemployed and of working-class origins'>®. For example, between 1971 and
1988, Irvin comments that Catholics on average were twice as likely as
Protestants to be unemployed'®. Voiunteer's mainly came from areas exposed
to the worst of sectarian and state violence: predominantly urban inner city
ghettos. Based on prisoner statistics Irvin concluded that many recruits came
from Belfast, which is plausible considering the extraordinary amount of
violence the city experienced'’. For example, irvin shows that the North, South,
West and Eastern areas of Belfast between 1968 and 1989 contributed to 48
percent of all Northern (reland deaths ' In 1987 alone, Nationalists made up

" Dingley and Kirk-Smith, pp. 104-105.
8 rvin, p. 139.
7 Irvin, p. 189.
38 |pvin, p. 190.
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89 percent of all deaths in Belfast West'.

In addition to the omnipresence of
violence, the past history of the volunteer would in most cases have had some
exposure to activism, whether through family background, civil rights

movements, feminist movements or trade unions'.

The potential recruit would initiate the recruitment process, using contacts within
the close-knit Catholic community te find the local PIRA recruitment officer. This
would show willingness considered vital for long-term stability: “To Force young
men and women inic the [RA or to compe! them fo stay against their will was
not only inimical to the intense comradeship that bound the Republican
Movement together but was considered counterproductive and dangerous.’!
Following the contact phase, a period of weeks or months occurred before a

2 Puring this phase, recruits attended

discouragement phase began
ideological themed meetings that attempted to dissuade them frem joining"‘a,
Recruits were sworn into the PIRA once they demonsirated an appropriate

degree of commitment.

The filtering, contact and discouragement phases of recruitment optimise
numbers for entry into the cellular system. The tfargeting of working-class
recruits with technical skills, such as arc welding or fathe operating, ensures
compatibility with the level of technology employed'*. Moreover, the recruits
pre-existing relationship with activism and viclence reduces the degree of
indoctrination required during and post training. Overall, the PIRA appears to
avoid mixing social classes in preference to increased solidarity through

common experience'*.

"> ibid.
"0 |1vin found that 10 percent of the Sinn Fain interview sample had no prior activism.
Source: frvin, p. 144,
::‘ Taylor, P., Behind the Mask: The IRA and Sinn Fein, New York: TV Books, 1997, p. 89.

% ibid.
142 Only Taylor refers 10 the discouragement phase in the PIRA recruitment process.
Scurce: Taylor, p. 88,
"4 Geraghty, T., The Irish War: The Hidden Conflict Bewteen the IRA and British Inteiligence,
Baltimore: John Hopkins University Press, 2000, p. 197.
" Jpvin, p. 152.
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Feedback influences and Assessment

The following summarises the feedback influences for recruitment:

1. The use of symbolism, ideclogy and the British threat increase commitment and
move the recruit from supporter ioc volunieer

2. The PIRA’s social integration into Catholic ghettos provides for a constant flow

of recruits

The security department screens recruits to detect infiltration **

Attack effectiveness both produces and aitracts new recruits

The effectiveness of counter-terrorism measures increases the perceived threat

to the recruits survivability lowering the recruitment rate (-)

o W

In summary, the effectiveness of the PIRA’s recruitment process derives from
the PIRA’s capacity to sustain its atiriion rate. This requires measuring the
replacement rate of volunteers exiting the organisation, which is somewhat
problematic'. Exit through death appears to be less significant versus capture
and imprisonment. For example, between 1980 and 1885, volunieer deaths
averaged seven per year . However, imprisonments during the same period
were much higher due in large part to the supergrass trials. For example,
Republican supergrass informers helped convict 66 PIRA volunteers of which
38 convictions remained extant following appeals'®.  Additionally, the re-
employing of imprisoned volunteers or ready-to-go-terrorists following a

debriefing'™®

helped shortcut the recruitment process. However, while attractive,
recruiting ready-to-go-terrorists increased the risk of re-employing compromised
volunteers. Nevertheless, the sense of efficacy attributed to the recruitment
process appears capable of maintaining the PIRA’s approximately 250
volunteers'®'. Consequently, recruitment positively influences cell effectiveness

to a high degree.

"8 The screening of recruits was not identified in any of the texts reviewed. Subsequently, this is
an assumption based on the known practicality of the PIRA.
"7 The intent of this calculation is to gain some sense of the efficacy of the recruitment process,
Available data does not aliow a more accuraie calculation.
"8 Urban, p. 249.
"® Greer, p. 287.
' coogan, p. 602.
5! Bishop and Mallie, p. 308.
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Training and Mentoring
This section will examine the PIRA’s informal training processes (see Figure 9).
This analysis will show that training reflects operational survivability, which

contributes to cell effectiveness.

The training of volunteers intended to instil a code of conduct that collectively
would maximise the success of the long war strategy. The implications for an
undisciplined cadre are inherent in the following statement by a Sinn Fein
activist: ‘Elections do have a part to play in our strategy, but only if we ensure
that we use them properly. That requires that we deveiop a disciplined

movement guided by well-defined and cohesive revolutionary strategy.’'>?

The volunteer’s training primarily consisted of mentoring by senior volunteers. |t
was the responsibility of the mentor {0 ensure the new volunteer received
instruction from the ‘Greenbook’™®. During this period, lectures on various
operational aspects, including resisting interrogations and breaking the forensic

link, prepared the volunteer for operations. Moreover, the volunteer completed
increasingly complex tasks until adequate skills were developed to upgrade the

volunteer to gun carrying status'®*,

The training curnculum derived from debriefings, primarily from ex-prisoners
and past ASU operations. For example, new volunteers would be educated in
the use of safety devices during interrogations, such as undermining the
method of interrogation used by the interrogator'™. Specialist training seems
more haphazard with the training of bomb makers according to Urban, a form of
natural selection'®. For example, between 1869 and 1981 there were 105

deaths linked to bomb making, termed own-goals by the British'®’. During this

52 \rvin, p. 161.
'3 Taylor, p. 247.
'S4 Coogan, p. 578 and Cronin, p. 342.
%5 Eeldman, p. 141.
15? Urban, p. 33,
37 o'Brien, p. 157.
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period, a process of indoctrination arguably took place building on and

manipulating the new volunteer’'s existing belief system'®,

The indoctrination process instilled sclidarity and commitment within the
organisation using symbaolic links, particularly a religion and/or a culture under
threat. In conirast to the ideclogical message delivered to popular supporters
the message to the volunteer during recruitment phase may have had a greater
religious-ethnic and consequently emotive content (see discussion on
commitment). Dingley and Kirk-Smith describe this elevated content as
equating nation to religion and then nation to sacrifice using concepts of images
and symbols with notions of sacrifice'™®. Sacrifice in the volunteer's context is
that made by sacrificing ones past life to become a terrorist and isolating
oneself from the community by increasing ones dependence on the

organisation.

Feedback Influences and Assessment

The following summarises the feedback influences for training:

1. Links with foreign organisations and countries have contributed operationall
information io the PIRA's knowledgebase

2. Constructed sanctuaries along border areas provided safe havens for informal
fraining

3. The abundant supply and standardisation of weaponry allows training to be
simplified and more focused

4. Operational inteliigence obtained through debriefings updates training programs

In summary, informal training using indoctrination and irrevocable acts
incrementally produces high initiation and exit costs. However, the lack of
formal training camps potentially detracts from the effective knowledge-transfer

" There appears little documented cn the PIRA process of indoctrination. Mao Tse Tung
highlighted its imporiance by incorporating it into the Guerrilla doctrine of trading time for space
and using time 1o generate will. Subsequently, based on the PIRA’s organisational structure,
which included an education officer, some form of continuing indoctrination would likely have
taken place. Subsequently the descripiion, which follows, is based on the previous discussion of
commitmient.
Source: Taber, R., The War of the Flea: Guerrilla Warfare Theory and Practice, St Albans, UK.
Paladin Frogmore, 1985, p. 47.
'3 Dingley and Kirk-Smith, p. 117.
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of tried and tested techniques and specialised skills, such as bomb-making,
resulting in a system reliant on the experience of the mentor. Between 1980 and
1985, seven volunteers were killed in accidents, whereas six were executed as
informers'™. However, the low number of volunteers (18)'® killed by security
forces between 1980 and 1985 relative to the estimated total number of
volunteers (250)"%? implies that the training process was sufficient to buttress
the organisation’s attrition rate. While the training process appears to have
lacked a formal process of kriowledge fransfer, the system of mentoring seems
to have suited the local security environment. Overall, the training component

positively influenced cell effectiveness to a high degree

0 Jrban, p. 249,
87 inid.
162 Urban, p. 32
62



Ethnicity

Popular |
Support
Sanctuary
Informal
Training
-/ Training

2. Sanctuary

Situational
Filtering and
Markers

Recruitment

/

2. Popular Support

5. Counter-Terrorism

m] Measures

Number of Volunteers

Legend:
Contributory Parts: Top Lines
Feedback Influences: Side Lines
Output Parts: Bottom Lines
White:  Compartmentalization

Sky Blue: Leadership

Green: Commitment

Gold: Organisational Formation
Plum: Operational Patterns
Grey: Counter-Terrorism Measures

Figure 9: PIRA Systems Decomposition of Organisational Formation
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Logistics and Attrition

This section examines the extent of supply sources in the PIRA’s logistics
apparatus (see Figure 10). This analysis will show that these supply sources
ultimately determine the utility of the strategy and capacity of the cell to remain

effective iong-term.

The PIRA Is a low cost organisation, which is essentially indicative of its cellular
infrastructure. Its major running costs appear to have been voluniser expenses

and costs associated with its [ogistics infrastructure.

Bishop and Mallie estimated that the Belfast brigade in 1983 cost the
organisation £2,500 per week'®®. Unemployed full ime members were paid £20
per week, whereas part-time and employed members were not paid'®*.
Moreover, considering there were approximately 1,000 PIRA prisoners in
1988'%, payments to their families would have likely outnumbered those to
volunteers'®®. Subsequently, the PIRA’s funding and arms purchases benefited

from its low cost infrastructure.

The PIRA utilised the following three principle sources for both fund raising and
arms purchases: local sources, Irish-American and Middle-Eastern
sympathisers. Local sources provided hard cash and employed volunteer’s
technical expertise to facilitate the engineering of weaponry specific to the
security environment. Various legal and illegai sources helped raise funds. In
particular, social clubs, private drinking clubs, and fraud and protection rackets
provided a regular fiow of income'®. For example, Bishop and Mallie comment
that in 1886 the PIRA ran 28 social clubs in which a large club could earn

'3 Bishop and Matlie, p. 312.

* ibid.

'S Adams, Morgan and Bambridge, p. 188.

"% values of payments made by the PIRA to support prisoner’s families were not established.
However, Coogan in discussing PIRA clubs highlights the Prisoner's Defence Fund Club and
comments on the weifare of prisoner’s relatives.

Source: Coogan, pp. 536-537.

ST wiright, p. 222.
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between £100,000 and £200,000 per annum '®. Moreover, fraud and protection
rackets ranged from elaborate to primitive, such as charging black cab drivers
£15 weekly levies'®, but were also in many cases aimed at de -legitimising the

staie.

L.ocally engineered weaponry allowed PIRA hit and run tactics to adapt more
effectively 1o counter-terrorism measures. PIRA innovations principally
increased standoff range and the capacity of ASUs to fight in urban conditions.
For example, bomb composition and detonation mechanisms progressed from
unstable commercial explosives to more stable larger fertiliser based explosives
or smalier military based explosives, such as semtex, detonated remotely via
impact, command wire, radio control or delayed timers '°. Moreover, the PIRA
arms making factories developed a homemade mortar, which from 1972 - 1996
evolved from a MK-1 to MK-15 model'”’. However, locally engineered weaponry

remained dependent on foreign sources for materiefs, such as semtex.

From 1972 - 1985, sympathisers in North America were the principie weapons
sources for the PIRA'2 North Americans of irish Descent (NORAID) were
instrumental in supplying large numbers of Armalite (AKM) rifles to the PIRA'™.
Moreover, between 1979 and 1881 NORAID gave an estimated four million
pounds in donations to the PIRA' However, during the early 1980s joint
United States and British counter-terrorism operations disrupted the supply
chain from the East coast of the United States '’°. This ultimately resuited in the

PIRA turning to secondary supply sources in the Middle East.

"% Bishop and Mailie, p. 312.
"% ibid.
"0 Geraghty, p. 195.
" Geraghty, p. 189.
"2 Cronin, p. 345 and Geraghty, p. 182.
' Dillon, p. 430,
"4 O'Baltance, p. 81.
" Stoney, p. 374.
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Between 1885 and 1887, Libya sent at least four large arms shipments to the
PIRA consisting of various weaponry, including semtex and prestige weaponry,
such as high calibre machine guns and surface to air missiles'’®. The Libyan
supply chain was broken-up in 1987 following the discovery of a large arms
shipment on board the MV Eksund'’’. The large sea based supply shipments
and their inevitable interdiction signified the general difficully in getting supplies
to Ireland”®. However, from 1977 onwards, many smaller shipments had made
their way into Ireland utilising various transportation modes from European and

Middle Eastern sources making detection more difficult' .

However, the vulnerability of weapons caches to counter-terrorism measures,
such as technology and informers, presenied the most urgent threat within the
logistics apparatus. For example, in 1883 the RUC uncovered up to 27 arms
deposits ranging in location from reservoirs, waste dumps and cemeteries to

%0 Discovered weapons caches essentially allowed the penetration

cupboards
of the organisation via detection and tracking counter-terrorism systems and
potentially the identification of the Quartermaster, considered a crucial figure in
the organisation''. While volunteers empioyed security measures to detect
tampering, there was nevertheless a continuing attrition rate and risk associated

with weapons caches.

Feedback Influences and Assessment

The following summarises the feedback influences for logistics:

The PIRA’s long war strategy established attainable logistical requirements
Mult