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ABSTRACT 

 

Implementations of the Advanced Encryption Standard (AES) have rapidly grown in 

various applications including telecommunications, finance and networks that require 

a low power consumption and low cost design. Presented in this thesis is a new 8-bit 

stream cipher architecture core for an application specific integrated circuit AES 

crypto-processor. The chip area and power are optimised along with high throughput 

by employing circuit-level techniques, resource sharing and low supply voltage. The 

proposed design includes a novel S-box/ InvS-box, MixColumn/ InvMixColumn and 

ShiftRow/ InvShiftRow with a novel low power Exclusive OR (XOR) gate applied to 

all sub systems to minimise the power consumption. It is implemented in a 130nm 

CMOS process and supports both encryption and decryption in Electronic Codebook 

Mode (EBC) using 128-bit keys with a throughput of 0.05Gbit/s (at 100MHz clock). 

This design utilises 3152 gate equivalents, including an on-the-fly key scheduling unit 

along with 4.23µW/MHz power consumption. The area of the chip is 640µm×325µm 

(0.208 square mm), excluding the bonding pads. Compared to other 8-bit 

implementations, the proposed design achieves a smaller chip size along with higher 

throughput and lower power dissipation. This thesis also describes a new fault 

detection scheme for S-box/ InvS-box that is parity prediction based to protect the key 

from fault attacks. 
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CHAPTER 1 

 

 

INTRODUCTION 

 

 

1.1 Introduction 

A significant trend in the global network allows users to communicate and share 

information securely with other systems located around the world. The exponential 

growth of virtual communication has made cryptography algorithms one of the most 

important forces for security and to protect information. The concern with secure 

communication involving wireless networks has led to the development of strong and 

advanced cryptographic algorithms. The cryptographic algorithm plays a significant 

role in ensuring the integrity of data, by protecting the data from being modified or 

corrupted. It is used in applications such as electronic commerce, digital signature and 

electronic communication for user authentication to ensure the confidentiality, security 

and privacy of data from unauthorised users.  

 

Encryption is the process of converting plaintext into cipher text by applying an 

algorithm that performs a substitution and transformation on the plaintext. Decryption 

is the reverse process of converting the cipher text to the original plaintext. Substitution 

maps each element in the plaintext into another element, while transformation 

rearranges the element in the plaintext. Plaintext is the original intelligible data as an 

input to the algorithm, and cipher text is the scrambled data produced as output after 

the encryption process.  

 

A cryptographic algorithm also uses a secret key as input, which affects the output 

produced by the algorithm. There are many encryption algorithms available that are 

widely used for security of information. They can be categorised into two (2) 

categories, which are Symmetric (private) and Asymmetric (public) key encryption.  
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In Symmetric key encryption, or secret key encryption, only one key is used by the 

sender and receiver to encrypt and decrypt data for secure communication. The key is 

distributed between entities before the transmission. This encryption is widely used in 

government, private sector application, and military. The strength of Symmetric key 

encryption depends upon the size of the key used; a longer key makes the algorithm 

harder to break. Symmetric key can be divided into two (2) subcategories: block cipher 

and stream cipher. Block cipher operates on a fixed and large number of bits to provide 

a high degree of security. Stream cipher operates on a single bit of data, adding a bit 

from a plaintext bit with a continuous stream of key bits. The most common symmetric 

encryption algorithms are Advanced Encryption Standard (AES), Data Encryption 

Standard (DES), 3DES, RC2, Blowfish, and RC6. 

 

In Asymmetric key encryption, two keys are used: private and public keys. The public 

key is used for encryption, and openly available, while the private key is secret, and 

used for decryption. It has solved the problem of key distribution in Symmetric key 

encryption, but it is based on mathematical functions that are computationally intensive 

and require computational processing power that makes it almost 1000 times slower 

than Symmetric encryption [1], and not very efficient for small mobile devices [2]. It is 

generally not used to encrypt the whole data message, but only to encrypt secret keys. 

Examples of Asymmetric keys are RSA, ElGamal, and LUC. 

 

The National Institute of Standards and Technology (NIST) organised a contest to 

provide a standard for an encryption algorithm to replace the earlier insecure standard 

symmetric key algorithm, DES, as DES was found to be vulnerable to brute force 

attack. Rijndael algorithm, which was developed by Joan Daemen and Vincent Rijmen 

[3], was announced as the new AES algorithm in 1997, based on the primary criteria of 

security, performance, efficiency in software and hardware implementation and 

flexibility. 

 

AES is one of the most common symmetric encryption algorithms and has been widely 

adopted for a variety of encryption needs, such as Wireless Local Area Networks 

(WLAN), smart cards and secure transactions via the Internet. AES can be 

implemented on a wide range of platforms under different constraints.  
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AES can be implemented either using software or a hardware platform. The major 

factors that influence the implementation choices are speed and area cost. Software 

implementations are designed and coded in programming languages such as Java, C 

and C++. The advantages of using software implementation is that it is easy to 

implement and cheap, but the drawbacks are slow performance, high-power 

consumption and decreased security. Software implementations are usually developed 

to run on digital signal processors and general-purpose processors where the speed of 

encryption and level of security are not a main requirement. 

 

Hardware implementations have been developed to satisfy different constraints and 

requirements such as low power consumption, low area and high data rate.  The 

efficiency of AES hardware implementation in terms of size, speed, security and power 

consumption depends largely on the AES architecture [4]. Moreover, different 

encryption applications, depending on purpose and priority, are suited to different 

implementations. At the cost of increased area and power consumption, higher 

throughputs may be accomplished by using a loop-unrolled hardware structure. 

Decreasing the hardware size with a small depth of the datapath offers low power 

consumption and improves the throughput of the system.  Hardware implementation 

approaches can be either based on Field Programmable Gate Array (FPGA), or 

Application-Specific Integrated Circuits (ASIC) designed and coded in hardware 

description languages (VHDL or Verilog HDL), although using schematic design entry 

is more suitable in such a case. The FPGA can be reconfigured to perform different 

functions. ASIC are designed from the behavioral description until the physical layout. 

In portable application computing, resources are usually limited and dedicated 

hardware implementation of the security process is essential [5]. Implementation using 

FPGA offers flexibility and security, but medium speed as compared to ASIC, and is 

unsuitable for such applications, mainly due to size and power constraints.  FPGAs are 

slower compared to ASICs due to extra logic overhead to support reconfiguration [6]. 

 

A compact, small foot-print, full-custom chip is more suitable in such a case. In 

addition, such a dedicated hardwired AES implementation can provide a higher data 

rate for fast handling of ciphered network data packets in applications such as routers, 

compared to software packages.  
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The hardwired implementation is also physically secure since tampering by an attacker 

is more difficult. An ASIC chip can be designed to be tamper resistant in order to avoid 

information leakage based either on fault attack or power consumption analysis. For 

FPGA implementation, the configuration bit-stream can be used to identify the 

algorithm, hence making it less secure against physical manipulation when there is 

physical access to the device. For high throughput, a loop-unrolled pipelined structure 

is used; alternatively to save power and area, an iterative single round with resource 

sharing can be implemented.  

 

AES is the official standard and is easy to use and implement: all cryptography libraries 

support this standard [7]. AES is also believed to provide security strength for longer 

key sizes (128, 192 and 256 bits).  A related-key attack on the AES has been reported 

that it could break up to only eight rounds of the cipher with less work than that of an 

exhaustive key-search [8]. 

 

1.2 Motivation 

There are critical issues facing nanometer VLSI technology in order to design a low-

power system, due to the continuous scaling of technology. Additionally, power has 

become a bottleneck for battery-powered portable and high speed devices. Higher 

power consumption raises the chip temperature, which affects the circuit’s reliability 

and increases the cost of cooling [9]. Currently, the AES system implemented in VLSI 

technology emphasises low power consumption due to the popularity of portable device 

applications such as Radio-Frequency Identification Devices (RFID) tags, and wireless 

communication, which require low power, low area and high security.  

 

The reason to reduce power consumption is to save energy within the device, and to 

reduce heat dissipation. Power consumption also correlates to the security level of data 

that is processed and stored in cryptographic devices: the instantaneous power 

consumption of a device depends upon the data manipulated during logical operations 

due to the physical properties of Complementary Metal-Oxide Semiconductors 

(CMOS) logic, and at the lowest level equates to transistors' switching.  
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It is, therefore, crucial to design an AES system that is resistant to a power analysis 

attack, because nowadays attackers can break the security secret key through side-

channel information leaked by the switching behavior of the digital CMOS gate [5] and 

[10]. The attacks exploit the dependence of the dynamic power consumption on the 

inputs of a cryptographic algorithm. A system with decreased information leakage is 

needed to prevent the extraction of secret keys by attackers.  

 

Leakage power has become more significant in the power dissipation of nanoscale 

CMOS circuits, due to scaling technology and supply voltage. The most efficient 

technique to save power is to reduce the supply voltage of integrated circuits. The 

smaller supply voltage means less power. As the transistor geometries are reduced, 

only a small voltage is required to avoid electrical breakdown and obtain the required 

performance. The threshold voltage has to be scaled to satisfy the high-performance 

requirement, however this exponentially increases in the leakage current. There is, 

therefore, a need to design a CMOS circuit that can satisfy a low-power consumption 

requirement without scarifying the performance. 

 

Another contributing factor to the power consumption in an AES system is the 

Substitution box (S-box). This is the core of any AES implementation and is considered 

a fully complex design that consumes the major portion of the power and energy 

budget of the AES hardware. An efficient technique is to optimise the modules' 

architecture and reduce the number of S-boxes used in AES to achieve low power 

consumption and small area. 

 

In the interests of low power design, 8-bit datapath architecture has been reported as 

one of the techniques to reduce the power consumption in AES. Reducing the depth of 

the datapath can also decrease the size (hardware area) and compromise the throughput. 

With an 8-bit datapath, sub-components in the AES will be reduced resulting in 

reduced system power consumption. Numerous designs on 8-bit datapath AES 

architecture have been implemented in FPGA technology. The motivation for this 

thesis is to develop and analyze the performance, power consumption and area of full 

custom 8-bit AES crypto-processor implementation. 

 



19 

 

1.3 Research Objectives 

In this thesis, the design techniques for each front-end component are explored in 

relation to finding a design optimisation solution for an AES crypto-processor. The 

objectives for this thesis are: 

1. To establish an understanding, through reviewing relevant knowledge and 

publications, of design techniques for implementing state-of-the-art, front-end 

blocks for an encryption/ decryption AES crypto-processor. To analyse these 

techniques to identify shortcomings in existing design methodologies and 

investigate opportunities for further improvement and development within the 

reviewed literature. 

 

2. To design and implement an AES crypto-processor to improve performance 

(area, power and delay). To gain experience working with integrated circuit (IC) 

design and simulation software to meet targeted design specifications.  

 

3. To evaluate, fabricate and verify functionality and timing, testing the microchip 

and performance of the novel AES crypto-processor against its own predicted 

performance, as well as against previously published designs, using the 

developed methodology identified in (1). Therefore, new recommendations and 

insights into the future direction of a compact AES crypto-processor can be 

introduced. 

 

1.4 Contributions to Knowledge 

The major contribution of this thesis is the design and development of the 8-bit width 

architecture of the AES crypto-processor. The research work described in subsequent 

chapters of this thesis makes original contributions to knowledge within the field of 

AES crypto-processor through: 

1 Design and construction a low power, small area 2-input Exclusive OR (XOR) 

gate to optimise the layout area and power consumption of an AES system. Two 

XOR gates have six transistors, which provide full swing output voltage for all 
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input combinations. The area of the core circuit is only about 56 square µm; the 

critical path propagation delay is 1.5659ns with a power dissipation of 

0.2312nW at 0.8V supply voltage. This resolves the silicon constraints 

architecture for each sub-module of AES and contributes to the overall low 

power consumption of AES crypto-processor. This proposed XOR gate also can 

be used in other system-on-chip (SOC) implementations require for a low-

power and low-area design. 

 

2 Design and development of a fully-integrated compact 8-bit stream cipher core 

of an application-specific integrated circuit AES crypto-processor that supports 

both encryption and decryption using 128-bit data block and 128-bit key in 

130nm manufacturing process. This results in a smaller chip size with gate 

count 3152 gate equivalents, including on-the fly Key Scheduling architecture 

with throughput of 0.05 Gbit/s (at 100 MHz clock) along with 4.23µW/MHz 

power consumption.   

 

3 Developing new, improved efficient S-box/ InvS-box architecture by merging 

the sub component of the typical multiplicative inverse to optimise and reduce 

the hardware complexity of the circuit. This new architecture only utilised 147 

gates: 105 XOR gates, 38 AND gates, 3 NAND gates and 1 OR gate. This 

proposed S-box/ InvS-box contributes 7% of the total AES crypto-processor 

area. The new error detection method using parity code error detection for S-

box of AES was proposed for better protection of S-box. 

 

4 Developing a new optimized MixColums/ InvMixColumns architecture using 

the decomposition method requiring 664 XOR gates for full State matrix 

transformation that lead to the compact area with a small propagation delay of 

AES system.   

 

5. Developing a joint ShiftRow and InvShiftRow architecture using twelve 8-bit 

registers, along with six 2-to-1, and one 4-to-1 multiplexer requiring 448 gates, 

which is suitable for 8-bit and 32-bit datapath contributes 14% of the overall 

area of AES system .  
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1.5 Thesis Organisation 

This thesis is organized as follows: Chapter 2 reviews the literature relevant to the 

objectives, details an overview of the mathematical definitions in Galois field of AES 

algorithm and a description of the AES architecture system. In Chapter 3, a novel XOR 

gate, low-power, low-voltage full swing for CMOS Galois field arithmetic is reported 

and discussed. Chapter 4 describes a new compact combinational logic design of S-

box/ InvS-box and simulation results. This is followed by a chapter on the fault 

detection scheme of AES S-box/ InvS-box that is parity prediction based. Chapter 6 

presents the hardware architecture, layout implementation, discussion of the analysis 

result and comparison with other designs for the efficient integrated AES crypto-

processor for 8-bit stream cipher. It also covers the new topology for MixColumns/ 

InvMixColumns, ShiftRows/ InvShiftRows and Key scheduling transformation. The 

next chapter describes a short introduction about the verification, evaluation and the 

results of the performances of the front-end components based on analysis, simulation 

and testing, including experimental output generated from the simulation results. 

Finally, Chapter 8 summarizes all research outcomes from the research, the challenges 

and issues arising from this research and provides possible directions for future 

research. 
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CHAPTER 2 

 

 

LITERATURE REVIEW 

 

 

2.1 Introduction 

This chapter presents the brief essential concepts in order to understand AES algorithm. 

The first section introduces the fundamental mathematical concepts of finite fields and 

the polynomial multiplier over binary finite fields, followed by a discussion of its 

different implementation architectures for each AES transformation. Then the design 

requirements and specifications of AES are discussed. Finally, this chapter also reviews 

a literature on existing AES systems with various widths of datapath architecture.   

 

2.2 Mathematical Background 

AES algorithm is based on operations over the finite field concept. Finite fields are 

fields with a finite number of elements, and operate at byte level and are known as an 

element of Galois field (2
8
).  

 

2.2.1 Finite Fields 

All byte values are presented as the concatenation of the individual bit values, (0 or 1) 

of elements {b7 b6 b5 b4 b3 b2 b1 b0} and are represented in polynomial notation as b7x
7
 

+ b6x
6
 + b5x

5 
+ b4 x

4 
+b3 x

3
+b2 x

2
 +b1 x

1
 +b0. For example, {0011 0101} is interpreted 

as the finite field element of x
5 

+ x
4 

+ x
2
 +1. There are two operations in Galois field 

(2
8
): first is multiplication indicated by the symbol “·” and second is addition indicated 

by the symbol “+”. These operations are different from conventional addition and 

multiplication, but they obey the basic algebraic properties.  
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Following are the relative finite field properties, for (F, +, ·) is a field if the following 

properties hold: 

 The elements of F form a group under addition, multiplication, subtraction and 

division. 

 Inverse elements always exist, which are additive inverses and multiplicative 

inverses. 

 Associativity of addition and multiplication, for all x, y, and z in F, the 

following equalities hold: x + (y + z) = (x + y) + z and x · (y · z) = (x · y) · z. 

 Commutative: The addition and multiplication operations are commutative, i.e. 

x + y = y + x and xy = yx for all x, y Є F. 

 The multiplication operation can be distributed through the addition operation, 

which is x· (y + x) = x·y + x·z for all x, y, and z Є F. 

 A field F with a finite number of elements is a finite field. 

 A non-zero element of a finite field F is said to be a primitive element or 

generator of F if its powers cover all nonzero field elements. 

 For every prime number, a unique finite field exists. These fields are denoted as 

GF (p
m
) where p is prime and m is a positive integer. 

 A basis for GF (2
m
) over GF (2) is a set of m linearly independent elements of 

GF (2
m
). Any element of GF (2

m
) can be represented as an algebraic sum of the 

basis elements. The binary field GF (2
m
) contains 2

m 
elements. Each element is 

represented by the selected basis. The most common representation is based on 

the polynomial basis. With the polynomial basis, α = {1, α, α
2,
 …, α

m-1
}, the 

elements of GF (2
m
) can be represented as the polynomial of degree m-1 as GF 

(2
m
) = {A|A= a0 + a1

α
 +· · · + am−1α

m−1
, where aj Є GF(2), 0 ≤ j ≤ m-1}where α 

is the root of any irreducible polynomial F(x) of degree m over GF(2). 

Let 

 

F(x) = 1 + f1x + f2x
2
 + · · · + fm−1x

m−1
 + x

m 
                                                                (2.1) 

where fi ЄGF(2), 0 ≤ i ≤ m-1.  

The irreducible polynomial F(x) is often referred to as the field polynomial. The 

arithmetic in AES has a polynomial basis and uses the polynomial F(x) = 1 +x + x
3
 + x

4
 

+ x
8
 as the field polynomial.              
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2.2.2 Operations over Binary Finite Fields GF(2
8
) 

 

2.2.2.1  Field Addition 

An addition operation in Galois field (2
8
) of two elements A and B is produced by 

adding the coefficients of the corresponding powers in the polynomials for both 

elements. The addition of finite field element operation is performed as a modulo-2 

addition of the corresponding bits in the byte and translated as XOR operation, which is 

denoted by the operator symbol ⨁. Field's addition is computed by an m-bit XOR 

operation and does not require a carry chain. In modulo 2 additions: 

 

0 ⨁  0 = 0, 

0 ⨁  1 = 1, 

                                                         1 ⨁  0 = 1,                 

                                                              1 ⨁  1 = 0.      (2.2) 

 

Subtraction of polynomials is identical to addition of polynomials. For two elements A 

{a7 a6 a5 a4 a3 a2 a1 a0} and B {b7 b6 b5 b4 b3 b2 b1 b0} their sum is C {c7 c6 c5 c4 c3 c2 c1 

c0} which is written as C(x) = A(x) + B(x) =              
 
     

             

2.2.2.2  Field Multiplication 

Field multiplication over a finite field GF (2
m
) corresponds to the multiplication of 

polynomials modulo an irreducible polynomial of degree 8. A polynomial is irreducible 

if its only divisors are one and itself. The multiplication results may have a degree 

greater than 7, which requires the AES irreducible polynomial m(x) = 1 +x + x
3
 + x

4
 + 

x
8 

For example, {83} ∙ {57} = {C1} 

(x
7
 + x +1)( x

6
 + x

4 
+ x

2
 + x +1) = x

13
 + x

11 
+ x

9 
+x

8
+x

7
+ x

7
+ x

3
 + x

2 
+ x

 
+ x

6
+x

4
 + x

2
                

 {83}        ∙            {57}                  + x + 1 

                                                    = x
13

 + x
11 

+ x
9 
+x

8
+ x

6
 + x

5 
+ x

4
 + x

3
 +1      
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                                                        = x
13

 + x
11 

+ x
9 
+x

8
+ x

6
 + x

5 
+ x

4
 + x

3
 +1 (modulo) 

                                                      (1+x + x
3
 + x

4
 + x

8
)     

                                                  =   x
7
+ x

6
 + 1 {C1}     

 

The multiplicative inverse of any nonzero binary polynomial b(x) of degree less than 8, 

is denoted by b
-1

(x) and the inversion operation is computed using Extended Euclidean 

algorithm to find a(x) and c(x) as, 

 

b(x)a(x) + m(x)c(x) = 1 

a(x)∙ b(x)mod m(x) =1                                                                                                 (2.3) 

b
-1

(x) =a(x)mod m(x)          

 

Multiplication by x, such as (b7x
7
 + b6x

6
 + b5x

5 
+ b4 x

4 
+b3 x

3
+b2 x

2
 +b1 x

1
 +b0) ∙(x) 

will result in b7x
8
 + b6x

7
 + b5x

6 
+ b4 x

5 
+b3 x

4
+b2 x

3
 +b1 x

2
 +b0 x. If b7 is ‘0’, the equals 

zero results are already in the reduced form. If b7 is ‘1’, then the byte is XOR’ed with 

polynomial m(x), {1B}. 

 

2.3  AES System and Architecture 

AES is a symmetric encryption algorithm process with a fixed 128-bit data block and 

variable length cipher keys of 128, 192 and 256 bits. The basic AES operation is 

performed by a two-dimensional array of bytes, called the State matrix. Each byte in 

the State is considered as an element in GF (2
8
) and denoted by Sij where 0≤i,j<4. NIST 

FIPS-197 AES Standard uses the key parameters of: 

Nb - the length of the Cipher Text / Plain Text 

Nk - the length of the Cipher Key 

Nr - the rounds of text transformation 

 

The AES is an iterative algorithm that performs iteratively for 10, 12 or 14 rounds 

depending upon the key length (128, 192 or 256 bits), and provides effective protection 

of transmitted and stored data against cryptanalytic attacks [3].   
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For example, for a data block length of 128 bits and key length of 128 bits, the number 

of standard rounds needed to be implemented is Nr=10, including the final round. The 

round-keys needed are 11, which are obtained from the key expansion unit. Table 2.1 

shows the number of rounds depending upon the key size of AES. 

 

Table 2.1 AES Key Block Round Combinations in FIPS-197 

 

 Key size 

(Nk words) 

Block size 

(Nb words) 

No of rounds 

AES-128 4 4 10 

AES-192 6 4 12 

AES-256 8 4 14 

  

 

SubBytes

ShiftRows

MixColumns

Plaintext 

(Round i =0)

Round 

i=Nr-1

Round 

i<Nr-1

Cipher Text

RoundKey (0)

RoundKey (i)

InvSubBytes

InvShiftRows

InvMixColumns

Cipher text 

(Round i =0)

Round 

i=Nr-1

Round 

I > 0

Plaintext

RoundKey (i)

RoundKey (0)

Yes

Yes

Yes

Yes

Encryption Decryption

No

No

No

No

 

Figure 2.1 AES flow for encryption and decryption 
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2.3.1 Round Transformation 

AES algorithm is round-based, using a round function that consists of four different 

data transformations: SubBytes, ShiftRows, MixColumns and AddRoundKey as shown 

in Figure 2.1. The initial round only performs AddRoundKey with the State, and in the 

final round, the MixColumns does not apply. The decryption consists of inverse 

transformations.  

 

2.3.1.1  SubBytes/ InvSubBytes Transformation 

The SubBytes transformation is a bijective mapping from eight bits to eight bits [11] 

applied independently on each byte of the State using 16-byte (128-bit) S-boxes. The S-

box is a substitution function whose non-linearity is used to defend against linear 

cryptanalysis. Expressed mathematically, it is an affine transformation of the 

multiplicative inverse of each byte of the State in GF(2
8
) . The irreducible polynomial 

used by the field is m(x) =x
8
+x

4
+x

3
+x+1.  The operation of the S-box can be expressed 

as in equation (2.4 - 2.9)[3] 

           
                                                                                                            (2.4)            

where, M is an 8x8 matrix and C is a 8x1 vector for affine transformation with elements 

in  

GF (2) with,  

                                                                              (2.5)                                                 

and, 


















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









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M
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                                                                                (2.6)                          

The inverse operation (InvSubBytes) is represented by the operation, 

        
     

                                                                                                     (2.7)                                  

where, and  = ( .C) for an inverse affine transformation are given by, 

                                                                        (2.8)                        

and 

.                                                                         (2.9) 

Power consumption of AES is related to technology feature size and the used 

architecture in the system. The S-box is the most expensive building block of any 

hardware implementation of the AES, and the multiplicative inversion is the most 

costly step of the S-box transformation. As reported in [12] when S-Box architecture is 

implemented using conventional architecture which is look up table, it shows that 

between the power consumption of each primitive component in AES circuits, S-box in 

the SubBytes component consumes much of the total power (for instance, 75% is 

consumed in one round/ cycle of loop architecture).   

 

There are various reported techniques to implement the S-box to satisfy criteria such as 

power, speed and delay for different applications. Among them, there are two main 

streams:  (a) an early technique of implementation using 8 x 8 lookup  tables (LUTs) 

that store all predefined 256 8-bit values of an S-box in a Read-Only-Memory (ROM). 

The advantage of using LUT is that it offers a shorter critical path.  
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However, it has the drawback of an unbreakable delay path [3] in pipelined designs, 

and hence it is unsuitable  for high speed applications. This delay prohibits each round 

unit from being divided into more than two sub-stages to achieve any further increase 

in processing speed. It also requires a large area to implement both AES encryption and 

decryption as a different table is used in each case. For software implementation, the 

LUT is used to realise an S-box inversion in GF(2
8
), since general-purpose processors 

are not able to calculate efficiently in term of performance as it require more processing 

memory that would increase the energy. (b) The alternative way is to design the S-box 

circuit using combinatorial logic directly from its arithmetic operations. This approach 

has a breakable delay-path for S-box processing.  

 

Rashmi et al. [13] implemented an S-box using combinational logic without involving 

computation in Galois field. They proposed two techniques for implementing the S-

box: (1) based on logic synthesis using truth tables and (2) direct implementation of the 

Algebraic Normal Form (ANF) expression for each column. It claims to have a very 

low critical path delay compared to designs based on the composite field. Ning Chen et 

al. [14] proposed an efficient technique by applying the common subexpression 

elimination (CSE) algorithm to reduce the complexities of SubBytes and MixColumns. 

This technique reduces the area through smaller computational complexities. 

 

Other S-box architectures, such as the positive polarity Reed-Muller structure [12], the 

binary decision diagram (BDD) [15], or its variance, the twisted binary decision 

diagram (TBDD) [16], can achieve a high speed design but suffer from extremely 

large-area cost.  For instance, the fastest TBDD design can achieve a 10Gbps 

throughput rate, but the area is almost eight times larger than the area of the composite 

field. Another way is using an intermediate one-hot encoding of the input to realise the 

arbitrary logic functions, also denoted as Decoder-Switch-Encoder structure (DSE). 

This can minimise the power consumption and delay, but it utilises a large silicon area 

[17]. In fact, the power consumption of the Sum of Product (SOP) S-box design [18] 

[13], [19] is less than that of a composite field S-box, but suffers from large silicon area 

penalty. 
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A well-known approach to design an S-box from its arithmetic operations involves the 

multiplicative inversion in GF (2
8
) using composite field arithmetic.  Rijmen, one of the 

inventors of the Rijndael algorithm [3], suggested using subfield arithmetic in the 

computation of an inverse in a Galois field to decompose the field operations from 

GF(2
8
) to GF((2

4
)
2
). In this technique, hardware area cost can be reduced substantially 

by sharing the multiplicative inverse step for the SubBytes and the InvSubBytes 

operations.  

 

In addition, among existing techniques, composite field S-box architecture is the most 

area-efficient approach for the AES encryption/ decryption algorithm, as the 

computation cost of certain Galois field operations is lower when the operation is 

performed in an isomorphic composite field. There are different construction schemes 

using a composite field in [12], [20] and [21]. Rudra et al. discuss decomposing GF (2
8
) 

into GF (2
4
)
2
, and all the transformations within the AES system are applied to the 

composite field.  This was first proposed by Wolkerstofer et al. [26], who decomposed 

the element of GF (2
8
) into GF (2

4
)

2
 to implement the multiplicative inverse in 

SubBytes. The transformation matrix from GF(2
8
) to GF(2

2
)

2
)
2
 was proposed by 

Morioka and Satoh [12]. Both are using the polynomial basis to represent the field. The 

most compact composite field design is in [22] using only 92 gates for S-Box design. 

Canbright [22] proposed a normal basis for the finite field element’s representation 

over GF(2
2
). Hardware implementations using normal basis arithmetic typically have 

less power consumption than other bases [23]. 

 

Liu and Parhi [24] reported a fast composite field S-box architecture that showed an 

increased throughput rate of 56.25%, along with reduced pipeline latency by 40% - 

60% compared with other conventional designs. The approaches in [11] and [22] result 

in a very small sized S-box, but suffer from a longer critical path than the LUT 

technique. The LUT technique, on the other hand, has a shorter critical path as 

compared to the composite field approach, but its area-size is two to three times larger. 

 

The S-box is optimised by performing the inversion operation in a composite Galois 

field of GF ((2
4
)

2
) or GF (((2

2
)

2
)
2
), obtained from GF (2

8
) via isomorphic mapping. The 

composite field inversion can be used to create compact AES implementations [21] 

[12].  
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The composite field is constructed by applying multiple extensions of smaller degrees. 

To achieve minimal area cost, the composite field is built by repeating degree-2 

extensions under a polynomial basis using these irreducible polynomials [3]: 

 

GF (2
2
)        GF (2): x

2
 + x + 1 

GF ((2
2
)

2
)         GF (2

2
): x

2
 + x + φ  

GF (((2
2
)

2
)

2
)        GF ((2

2
)

2
): x

2
 + x + λ                                                                    (2.10) 

 

There is a different way to represent the field element depending upon the basis for 

GF(2
m
), either using a polynomial basis or the normal basis [12], [25], [21], [26], [22] 

and [27]. 

 

A polynomial basis is a basis of the form {1, α, α
2
,....., α

m-1
} where α is the root of an 

irreducible polynomial p(t), of degree m, with coefficients from GF(2). For normal 

basis, the field element is {β, β
2
, β

4
,..., β 2m-1} 

linearly independent. 

 

A research report focusing on power consumption of SubBytes was done by Liang et 

al. [5] using a Sense Amplifier Based Logic (SABL), which operates with constant 

power consumption. There is a way to utilise the SubBytes operation effectively, which 

can save a substantial amount of area by sharing the multiplicative inverse step for 

SubBytes and InvSubBytes operation. Next, considering the S-box design 

methodologies reported so far, only [20], [28] and [5] evaluated the performances of 

the S-box using a full custom-design technique.  

 

2.3.1.2  ShiftRows/ InvShiftRows Transformation 

ShiftRows is a row-wise linear cyclic byte-shift operation on 4-byte data blocks of the 

State matrix with different offsets (0 to 3-bytes respectively for the 1
st
 to the 4

th
 row) to 

the left.  The inverse of this transformation is computed by performing the 

corresponding rotations to the right.  ShiftRows and InvShiftRows operations involve 

the whole 128-bit operation. 
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Most of the ShiftRows operations are implemented by using thirty-two (32) 8-bit 

registers, or straightforward implementation, which requires a simple wiring between 

two 128-bit registers and consumes a large area in AES cipher. It is also unsuitable for 

small datapath architecture. In [29], they utilised two 128-bit shift registers for 

ShiftRows and InvShiftRows operations in dedicated FPGA. This can be simplified 

using one 128-bit, one 96-bit and one 32-bit 4 to 1 multiplexer [29]. 

 

Hua and Jianzhou [30] proposed a compact hardware implementation for a 32-bit 

datapath ShiftRows and InvShiftRows operation, which requires sixteen 8-bit registers 

and seven 8-bit multiplexers. It requires fewer hardware resources compared to 

Morioka and Satoh [12] and Mangard et al. [31]. Later, byte permutation for 

ShiftRows/ InvShiftRows in [32] was proposed, which is suitable for 8-bit datapath 

implementation using twelve 8-bits registers, but they require another four 8-bit 

registers to process and maintain the remaining four bytes of State. 

 

2.3.1.3  MixColumns/ InvMixColumns Transformation 

The MixColumns transformation performs a polynomial multiplication over GF (2
8
)  

modulo x
4
+1 of a 4 byte x 4 byte matrix, generated by 4 right cyclic rotations (0 to 3 

byte locations) of the coefficients of the constant polynomial 

c(x)={02}16x
3
+{03}16x

2
+{01}16x+{01}16 and each column vector for the State matrix. 

The 4 bytes in each column of the State are considered as coefficients of polynomials 

over GF (2
8
) modulo x

4
+1.  This leads to transform columns of the State matrix [3] 

given by: 

 

               (2.11) 

where      ,      ,        and       are the output State after MixColumns and     ,      , 

      and      are the original State. 
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For the InvMixcolumns for decryption, the same procedure is followed using the 

constant polynomial [3]   

 

c'(x)={0E}16x
3
 +{0B}16x

2
+{0D}16x+{09}16.                                                             (2.12)     

 

The Xtime based implementation is a byte-level method that uses the xtime(x) 

functional block to perform the constant multiplication by {02} in GF(2
8
) and to realise 

other constant multiplications based on xtime(x) function. Xtime(x) function performs  

a multiplication by x in finite field in GF(2
8
). The byte-level substructure sharing 

method finds common terms, with the aim to reduce the number of xtime blocks by 

pre-computing additions of some variables before using the xtime unit.  

 

Numerous numbers of architectural methods have been proposed for efficient 

computation of MixColumns/ InvMixColumns, including substructure sharing methods 

for byte-level and bit-level optimisations. The bit-level substructure sharing method is 

to extract two-term common factors from the bit-level expressions in MixColumns and 

InvMixColumns by selecting the factors that occur most frequently. Xinmiao and Parhi 

[33] implement MixColumns and InvMixColumns using 193 XOR gates with 7 XOR 

gates in the critical path, while Fischer et al. [34] use the decompositions resulting in 

192 XOR gates for each column, with 7 XOR gates in the critical path. In [35], Hua 

and Friggstad proposed an architecture of MixColumns and InvMixColumns with 324 

XOR gates with 6 XOR gates in the critical path. Other implementations of AES 

MixColumns and InvMixColumns can be found in [9], [36], [37] and [38]. 

 

2.3.1.4  Add Round Key Transformation 

The AddRoundKey process is a simple bitwise XOR operation on the 128-bit round 

keys and the data in each round of the AES process. Round keys are generated by a 

Key Scheduling process. The initial round key is derived from the original initial key, 

and the next round key generated by the XOR operation between two previous 

columns. For columns that are in multiples of four, the process involves an addition 

process with round constant, S-box and rotation. In the decryption mode, the operation 
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is reverted, where the initial round key is the last round key from the encryption 

process. 

 

2.4 Mode of operation  

A mode of operation is a technique for enhancing the effect of a cryptographic 

algorithm for an application, such as applying a block cipher to a sequence of data 

blocks or a data stream. NIST has defined five confidentiality modes of operation for 

AES in Special Publication 800-38A [39]. These five modes can be divided into two 

major categories [3]. There are: 

 

a. Non-feedback modes: Electronic Codebook Mode (ECB) and Counter Mode 

(CTR) 

b. Feedback modes: Cipher-block Chaining (CBC), Cipher feedback (CFB) and 

Output feedback (OFB) 

 

An initialisation vector (IV) is a block of bits that is used by several modes to 

randomise the encryption and to produce cipher texts, even if the same plaintext is 

encrypted multiple times. 

  

2.4.1 Electronic Codebook Mode (ECB) 

ECB is the simplest mode in AES. The message is divided into blocks, and each block 

is encrypted separately. Identical plain texts will produce identical outputs when 

encrypted with the same key. In ECB encryption and ECB decryption, multiple forward 

cipher functions and inverse cipher functions can be computed in parallel or pipeline. 

Only a single block of data will be affected if any encryption error occurs. The ECB 

mode is shown in Figure 2.2. 

 

http://en.wikipedia.org/wiki/Initialization_vector
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Figure 2.2 Electronic Codebook (ECB) mode for Encryption and Decryption [39] 

 

2.4.2 Counter Mode (CTR) 

The CTR mode turns a block cipher into a stream cipher. A set of input data groups, 

called counters, are used to produce a set of keystreams that are XORed with the 

plaintext to produce the cipher text, and vice versa. The sequence of counters must 

have the property that each block in the sequence is different from every other block. In 

CTR encryption and CTR decryption, only the forward cipher function is invoked on 

each counter group: there is no inverse cipher function. The resulting key streams are 

XORed with the corresponding plaintext or cipher text blocks to produce the ciphertext 

or plaintext blocks. Errors in encryption effect the current block and the next block, 

which the cipher will correct itself after that. The forward cipher functions can be 

performed in parallel and pipelined. The CTR mode is shown in Figure 2.3. 

 

 

 

Figure 2.3 Counter Mode (CTR) mode for Encryption and Decryption [39] 
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2.4.3 Cipher-block Chaining mode (CBC) 

In the cipher-block chaining (CBC) mode, each block of plaintext is XORed with the 

previous cipher text block before being encrypted. Each cipher text block is dependent 

on all plaintext blocks processed up to that point. An initialisation vector is used in the 

first block to make each message unique. The drawback of this mode is that the 

encryption/ decryption processes cannot be parallel, and that the message must be 

padded to a multiple of the cipher block size. Figure 2.4 shows the CBC mode for 

encryption and decryption. 

 

 

Figure 2.4 Cipher-block Chaining (CBC) mode for Encryption and Decryption [39] 

 

2.4.4 Cipher Feedback mode (CFB) 

CFB mode turns a block cipher into a self-synchronising stream cipher. This mode does 

not require the plain text to be padded to the block size of the cipher. The feedback of 

successive cipher text segments into the input blocks of the forward cipher generates 

output blocks that are exclusive-ORed with the plaintext to produce the cipher text, and 

vice versa. The CFB mode requires an initialisation vector (IV) as the initial input 

block as shown in Figure 2.5.  
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Figure 2.5 Cipher Feedback (CFB) mode for Encryption and Decryption [39] 

 

2.4.5 Output Feedback mode (OFB) 

The output feedback (OFB) mode makes a block cipher into a synchronous stream 

cipher. The iteration of the forward cipher on an IV generates key stream blocks, which 

are then XORed with the plaintext blocks to get the cipher text, and vice versa. Each 

output feedback block cipher operation depends on all previous ones. The OFB mode is 

shown in Figure 2.6. 

 

 

 

Figure 2.6 Output Feedback (OFB) mode for Encryption and Decryption [39] 
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The key considerations for AES front-end design are power consumption, area, speed 

of operation and delay. These criteria characteristics are represented in the detailed 
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design criteria are detailed below to give a better understanding for further design 

methodology. 
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2.5.1 Speed of operation 

Two parameters that characterise the speed of the AES system implementations are 

throughput and latency. Throughput denotes the speed of the encryption process.  It can 

be defined as the number of encrypted or decrypted bits in a unit of time, or its average 

number of bits processed per second [40]. Throughput is expressed in bit per second 

(bps). For AES, the throughput can be calculated as: 

Throughput = 128 bits/ (Cycles per Encrypted Block * Time period)            (2.13)      

where cyles is the clock cycle per byte to encrypt a block of data and time period is the 

reciprocal of the frequency clock.   

 

Parallelism in the encryption algorithm and pipelining could be used to achieve higher 

speed in the circuit. Parallelism allows certain transformations to perform 

simultaneously. Pipelining divides the processing unit into several stages, which 

execute sequentially that increase throughput by overlapping (parallelising) the 

operation of the various pipeline stages.      

           

Latency is defined as the time needed to complete the encryption or decryption process 

of a single data block and is expressed in the number of clock cycles. It is calculated 

from the time a block of data enters the encryption unit, until it leaves the unit. The 

latency can be calculated as: 

 

Latency = clock cycle/ fclk                             (2.14) 

where fclk is the frequency of clock. 

 

The total latency of a system is a sum of latencies of all modules' processing data 

sequentially. Higher operating frequencies can improve the performance of the system. 
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2.5.2 Power Consumption 

The total power dissipation budget for any CMOS implementation consists of static 

power and dynamic power.   

Ptotal = Pstatic + Pdynamic                              (2.15) 

 

The total power consumption of an AES crypto chip is: 

 

Ptotal =PAES  

           = PSubBytes + PShiftRow + P MixColumn + P AddroundKey + P Keyschedule + P others,           (2.16)         

where P others = power consumption of registers [41]. 

    

Static power dissipation is due to the sub-threshold currents in the weak inversion cut-

off states of the metal-oxide semiconductor field-effect transistor (MOSFET), and the 

leakage currents in the reverse-biased source, and drain p-n junction diodes.  The 

leakage current depends on the specific fabrication technology. Figure 2.7 shows the 

sources of static leakage dissipation.  Dynamic power dissipation occurs during the 

charging and discharging of the capacitive load (CL) during logic state transition. It is 

the sum of the short circuit dissipation due to simultaneous conduction of the nMOS 

and pMOS devices, and the load capacitance switching dissipation.  

 

Dynamic switching dissipation is dominant in CMOS circuitry [42], and is given by:  

Pswiching  = αfCLKCLVDD
2
                                                                                             (2.17)                            

where α is the activity factor, fCLK is the frequency of operation, and VDD
 
is the supply 

voltage.  

 

CL is the capacitance that loads the output node and can be defined as: CL = Cinternal + 

Cinterconnect + Cload, with Cinternal being the internal capacitance of the output device 

associated with its drain, Cinterconnect   being the interconnect capacitance, and Cload being 

the input capacitance associated with the loading logic gates. Capacitances at logic 

outputs in the S-box thus have to be reduced by proper loading, and an interconnect-

minimised logic design, in addition to considering supply voltage scaling and 

throughput constraints. Hence, one technique to reduce power consumption is to reduce 
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the switching activity within the AES circuit logic, if the supply voltage and the IC 

technology are fixed.  

 

On the other hand, if the supply voltage is scalable, then an efficient technique to save 

power is to decrease the supply voltage. As the transistor geometries are reduced, a 

smaller supply voltage is needed to avoid electrical breakdowns and to obtain the 

needed performance. However, the threshold voltage has to be scaled to satisfy high-

performance requirements in case of reduced supply voltage, results in an exponentially 

increasing leakage current, which can be detrimental to the integrity of the AES 

implementation.  

 

Figure 2.7 Static CMOS leakage sources[42] 

 

 

2.5.2.1  Design techniques for low power system 

There are a few techniques to reduce the power consumption of the AES crypto-

processor. Firstly, by selecting nanometer CMOS technology, and secondly through the 

appropriate ultra-low voltage operation. Total power can be minimized through a 

careful selection of supply and threshold voltage and device sizes so that the leakage 

and switching components of the dissipation are equal. 
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2.5.2.1.1 CMOS technology selection 

Selecting an advanced CMOS technology can contribute to the static and dynamic 

power, especially for high-performance applications. As the technology scales down, 

the static and dynamic power decreases due to the reduction of load capacitances. By 

using an advanced technology, there is a reduction in the total silicon area occupied by 

the circuit, which is proportional to increasing the overall functional density of the chip.  

 

The trade-off of using nanometer CMOS technology is the increasing power leakage 

due to the inherent reduction of the threshold voltage, Vt and gate oxide thickness, Tox. 

Sub-threshold leakage is the main component of the leakage power and is caused by 

current flowing through a transistor, even when it is supposedly turned off. In advanced 

technology nodes such as 130nm, there are Low Power (LP) and general purpose (GP) 

flavours developed for different power requirements. This technology also provides 

different threshold voltage devices, high-Vt and low-Vt, to achieve differing 

performances while considering the leakage power. There are several techniques to 

reduce the leakage power, such as adopting a low leakage transistor with high-Vt on the 

non-critical path, which offers less leakage current but reduces the speed. A high-Vt 

transistor is used to gate the circuit power supply to significantly decrease sub-

threshold leakage, and a low-Vt transistor is used to preserve performance by providing 

a fast speed, although it has high leakage due to the formulation of leakage power: 

 

Pleakage=N*V*e
-Vt

                              (2.18) 

where N = number of transistors, V= voltage and Vt = threshold voltage.  

 

The method to select an appropriate transistor to reduce leakage power involves 

determining the threshold gate input values during the idle state, using the low-Vt 

transistor for transistors that turn on during idle state, and replacing the turn-off  

transistor with the minimal number of high-Vt transistors as close as possible to power/ 

ground rail.   
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2.5.2.1.2 Ultra-low voltage operation 

Another approach to reduce power consumption is by using a voltage scaling strategy 

with aggressive voltage reduction. Scaling down the supply voltage will lower the 

switching power without loss in throughput, by reducing the threshold voltage of the 

device. Delay drastically increases as     approaches the threshold voltage of the 

device, while dynamic power is proportional to the square of the supply voltage: 

   
        

 
 

        

     
 

           
                  (2.19)   

where    = load capacitance,    = voltage supply,   = threshold voltage,       = 

aspect ratio, where W is the width of transistor channel and L is length of transistor 

channel, µ = surface mobility of electrons in channel and I= saturation current.  

 

2.5.2.1.3 Low power design 

Considering low-power implementation, the authors in [43] claim to be the first 

submicrowatt designers of an AES encryption with power dissipation of 692 nW, by 

using only 356 cycles. This design uses a 100 kHz clock, a core voltage of 0.75 V and 

has a die area of 21000 square µm. However, a full custom design of an S-box with a 

low-power consumption of less than 100 nW can be found in [44]. Other reported work 

focusing on power consumption of SubBytes was carried out by Liang et al. [5] using a 

Sense Amplifier Based Logic (SABL), which operated with a constant power 

consumption. 

 

2.5.3 Delay 

A maximum delay path is called a critical path, and is a delay between the output node 

of the critical path and the gate node, causing the state change of the output node.  It 

represents a signal line that executes the longest calculation operation in a calculating 

circuit, within a cycle of a synchronous signal.  It is proportional to the operating 

frequency; shortening the critical path will increase an operating frequency. The delay 

of a circuit is: 
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                                 (2.20) 

where       is the delay of the n-th critical path comprising the circuit.  

The delay of the circuit is obtained by calculating the delay of each critical path, and 

calculating the maximum of these delays. 

 

2.5.4 Area 

Depending on implementation technology, either ASIC or FPGA technology, the size 

of the circuit can be expressed in different ways. For ASIC technology, area is defined 

as the size of a die in square μm, logic gates, or number of transistors. Size of silicon 

can be optimized by using a small design area. Die cost is proportional to the fourth or 

higher power of the die area [45]. Reduction of the circuit sizes can reduce costs of 

system.  

 

In FPGA technology, area is expressed as the number of configurable logic blocks 

(CLB). Proper circuit minimisation can decrease the area and increase the speed. 

Another method is using resource sharing and resource reusing methods with 

integration of the Encrypter and Decrypter system to reduce the die size, and also to 

reduce the power consumption overhead of these blocks. Resource sharing is done by 

combining both transformation and inverse transformation. It also means utilising one 

unit and performing all computations in different clock cycles. 

 

2.6 AES architecture 

 

2.6.1 AES 128-bit datapath 

An AES 128-bit datapath is typically designed to meet a high throughput performance. 

This architecture offers the greatest degree of parallelism to increase the concurrency of 

an AES computation. Qingfu and Shuguo [46] propose a high throughput 128-bit 
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datapath AES that supports both encryption and decryption algorithms, with 128-bit, 

198-bit and 256-bit cipher keys in 0.18μm CMOS technology. The iterative 

architecture adopted consists of an on-the fly key expansion unit and achieves a 

throughput of 1.16 Gbps with 19476 gate equivalent (GE).  

 

Chih-Pin et al. [47] reduced the area of an S-box using a basis transformation technique 

in order to reduce the total area of AES design. They implemented a pipeline to achieve 

a high throughput of 2.977 Gbps at 250MHz clock in 0.25um CMOS process with a 

gate count of 63.04k gates.  Lan and Luke’s [48] AES design was designed in 0.18μm 

CMOS, to support the encryption and decryption algorithm; a throughput of 1Gbps was 

achieved and the core area was 2.6 square mm. Mayhew and Muresan [49] report an 

AES encryption design using 0.18μm CMOS technology with a circuit area of 2.45 

square mm and power consumption of 200 mW at 25MHz.  

 

2.6.2 AES 32-bit datapath 

Many researchers have considered the 32-bit datapath in ASIC implementation to 

satisfy the requirement of low power. One of the examples can be found in Satoh et al. 

[4] who proposes AES encryption on a 0.11μm technology, with a throughput of 

311Mbps at 130MHz in 54 clock cycles, and hardware complexity of 5.4k gates 

consisting of a core path and a key generator. An AES fully loop-unrolled design 

without pipeline is presented in [50] using 0.36μm CMOS technology, utilising 612k 

gates and a throughput of 1.95 Gbps. 

 

Mangard et al. [31] report a high throughput design in a 0.6μm CMOS process, offering 

a throughput of 128 Mbps and 241 Mbps in 34 cycles for encryption and decryption, 

respectively. The architecture consists of 16 data cells and 16 S-boxes with a pipelined 

implementation of the S-box. In [51], they implement an AES design in 0.18μm 

technology consisting of 173k gates offering a performance rate of 1.82Gbps.  

Pramstaller et al. [52] report three versions of a 32-bit datapath implementation, which 

cover the high, standard and minimum standard implemented in 0.6um technology. The 

design consumes 15850 GE for high performance, 11205 GE for standard and 8541 GE 
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for the minimum version. The throughput for high performance offers 183 Mbps, 98 

Mbps in the standard version and 70 Mbps in the minimum version. The overall 

performance of this design is better than in [12], in terms of the critical path, which 

consists of only one pipeline S-box stage. 

 

Shin-Yi and Chih-Tsun [53] propose a high throughput, low power 32-bit AES crypto-

processor, implemented using 0.13μm CMOS process that comprised 86.2k gates and 

had power consumption of 40.9mW at 333MHz clock frequency. This design also 

implements various modes of operation: ECB, CBC and CCM modes with maximum 

throughput of 4.27 Gbps. Another high throughput design is discussed in [54] which 

gave a maximum throughput of 10.656 Gbps at 333MHz in 0.18μm CMOS technology. 

The proposed design implements fully pipelined architecture using an efficient finite 

field GF(2
2
) in MixColumns/ InvMixColumns operations, shared with ShiftRows 

operation to reduce the area of the system. 

 

2.6.3 AES 8-bit datapath 

Recently, the 8-bit AES implementation has been employed for low-power and small-

area systems in FPGA and ASIC implementation. The first fabricated ASIC design of 

8-bit architecture was done by Feldhofer et al. [38]. It uses 0.35μm CMOS for 8-bit 

implementation, using one combinational logic S-box and shift-register based 

MixColumns architecture. The design takes up a 0.25 square mm area, equivalent to 

3400 gates, with throughput of 9.9 Mbps at 80MHz. For low throughput, it operates at 

100 kHz and 1.5V with a power of 4.5μW and current of 3.0μA. This design has been 

enhanced by adding decryption functionality in [9]. Hamalainen et al. [32] employ 8-bit 

datapath that support 128-bit keys, and use a byte permutation unit for ShiftRows 

transformation. The throughput is 121 Mbps at 153MHz, and is higher than in [9], but 

it does not support a decryption algorithm.  

 

In [55], the 8-bit AES was proposed by Tim Good  using an 8-bit Application-Specific-

Instruction-Processor (ASIP) in FPGA. It was designed for 128-bit key encryption/ 

decryption. It has 15 instruction programs to control the AES, which are stored in two 

blocks of RAM.  
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The cycle count is 13546 in order to perform the encryption, including the key 

expansion. Another 8-bit AES encryption design proposed in FPGA implementation is 

found in [56]. It uses an efficient MixColumns architecture operated at 16 cycles in 

parallel with the AES core operation.   

 

The recent design from Good and Benaissa [43] reports a low power and area 8-bit 

design where the average core power is 692nW using 0.75V, 100 kHz. It uses 356 

cycles for encryption and 21000 square μm. Dalmisli and Ors, [57] report an 8-bit 

implementation to perform encryption with a 14.3 Mbps rate and 4.3k gate equivalent 

using one S-box and quarter MixColumns in the design. In [58], they propose an AES 

crypto-processor that supports an encryption and decryption algorithm in 0.18um 

CMOS technology, with low power consumption of 49μW/MHz at 128MHz. This AES 

core consumes 5.6k gates and has a throughput of 203 Mbps. 

 

A compact and ultra low power AES coprocessor is presented by Hocquet et al. [59] 

using ultra-low power techniques. The design is implemented in a 65nm CMOS 

processor utilising 3.5k GE and offering a low power consumption of 0.21μW and 

0.85μW at 31kbps/ 0.35V and 100kbps/ 0.4V, respectively.    

 

Table 2.2 summarizes the different AES datapath architecture; 128-, 32- and 8-bit in 

term of area, throughput and power consumption.  

 

2.1 Conclusions 

 

This chapter reports an introduction to the basic concept of AES implementation 

architectures including the explanation on the mathematical concept used in AES, 

description of each AES transformation and mode of operation. The design 

requirements, criteria and techniques for design methodology consideration also have 

been discussed to achieve the objective of this research. Finally, previous existing 

works describe the different parameters and architecture has been reviewed.   
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Table 2.2 AES architecture of different datapath 

Datapath(bit)

) 

Year Technology (µm) Author Area (kgate) Throughput (Mbps) Frequency (MHz) Power (mW) Mode 

128 

2009 0.18 [46] 19476 GE 1160 100 NA Enc/ Dec 

2003 0.25 [47] 63.04  2977 250 NA Enc/ Dec 

2003 0.18 [48] 2.6 mm
2
 1000 100 110 Enc/ Dec 

2009 0.18 [49] 2.45 mm
2
 NA 25 200 Enc 

32 

2001 0.11 [4] 5.4 311 130 NA Enc 

2000 0.36 [50] 612 1950 NA NA Enc/ Dec 

2003 0.6 [31] NA 128 NA NA Enc 

NA 241 NA NA Dec 

2002 0.18 [51] 173 1820 NA NA Enc/ Dec 

2005 0.6 [52] 
15850 GE 183 NA NA Enc/ Dec 

11205 GE 98 NA NA Enc/ Dec 

8541 GE 70 NA NA Enc/ Dec 

2007 0.13 [53] 86.2 4270 333 40.9 Enc/ Dec 

2011 0.18 [54] NA 10656 333 NA Enc/ Dec 

8 

2004 0.35 [38] 3.595 9.9 80 NA Enc 
NA 0.1 4.5 

2005 0.35 [9] 3.4 9.9 80 3.6 Enc/ Dec 

2006 0.13 [32] 3.1 121 153 5.6 Enc 

2006 FPGA [55] 242 slices 2.3 70 NA Enc/ Dec 

2004 FPGA [56] 337 slices 53 110 NA Enc/ Dec 

2010 0.13 [43] 5.5 0.036 0.1 6.92 Enc 

2009 FPGA [57] 4.3 14.3 142.8 43 Enc 

2010 0.18 [58] 5.6 203 128 49 Enc/ Dec 

2011 0.065 [59] 3.5 0.031 0.322 0.21 Enc/ Dec 

3.152 0.1 0.89 0.85 Enc/ Dec 

*GE implies Gate Equivalent, NA implies not available
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CHAPTER 3 

 

NOVEL XOR GATE LOW-POWER LOW-VOLTAGE 

FULL SWING OUTPUT VOLTAGE FOR CMOS GALOIS 

FIELD ARITHMETIC 

 

 

3.1 Introduction 

Low-power design has become a major design strategy due to the overwhelming 

growth of portable applications. High power consumption raises the chip temperature 

and affects the circuit’s reliability and has a high cooling cost. Various low power 

techniques have been explored to enhance the basic logic gates such as the XOR gate, 

which influences the overall power consumption in many SOC implementations.  

 

AES architecture requires a large number of XOR operations whose efficient and low 

power implementation can result in a substantially improved CMOS AES hardware 

design. S-box architectures, especially the composite field approach, use the XOR gate 

as the fundamental logic function, along with AND gates. Consequently, enhancing the 

performance of the XOR gates can significantly improve the critical path performance 

and die area of the S-box design, and overall architecture of AES system. 

 

Over the years, many designs of 2-input XOR gates have been reported, in order to 

enhance the performance of various applications [60-69]. Examples include full adder, 

parity generator, encryption processor and comparator, which all influence the overall 

power consumption in many SOC implementations. XOR gate optimisation in terms of 

power, speed and transistor count have significantly improved the performance of large 

and complex circuits. Hence, when designing an XOR gate, several related issues such 

as power consumption, area, noise immunity, and driving capability have to be 

considered.  
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Some research has been done to reduce the transistor count, but a threshold loss 

problem that causes non full swing output voltage with low noise immunity, especially 

when the cells are cascading for the larger circuit, has to be faced [70]. Traditional 

XOR gate design is based on eight static CMOS transistors which can operate with full 

swing output voltage, but with the drawback of acquiring large amounts of transistors 

[67]. On the other hand, XOR gate based on a transmission gate [71] can be used to 

overcome the signal degradation caused by the PMOS and NMOS devices in pass-

transistor logic. It offers better quality but has the drawback of loss of driving 

capability, and requires a complementary signal value to control the gates of PMOS and 

NMOS, which adds more transistors and area.  

 

A cross-coupled (CC) XOR gate based on the pass transistor logic is reported in [72], 

which claims to improve speed and power consumption, compared to the six devices 

pass-transistor XOR gate, and works well under a low-voltage regime. A six transistor 

XOR gate, realised from a modified four transistor XOR gate by cascading a standard 

inverter as output driver, can be found in [65], and improves the poor output signal 

level for certain inputs. A powerless XOR gate (P-XOR) is proposed in [66], using a 

four transistor circuit with no power supply connection, which consumes less power 

than other designs but at the expense of a large delay. Another four transistor XOR gate 

design is reported in [73] based on the Gate-Diffusion-Input (GDI) cell.  

                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                            

A three transistor XOR gate is found in [69] that uses a CMOS inverter and a PMOS 

pass transistor. It provides low power-delay product (PDP) but has a voltage 

degradation, with the input combination A=1 and B=0.  On the other hand, Elgamel et 

al. [74] also propose a three transistor XOR gate, but it consumes high power when 

A=1 and B=0, and in addition produces a poor logic ‘1’ for this input combination. 

However, it may reach an acceptable logic level with appropriate transistor sizing. 

Thus, both circuits [69] and [74] may not operate reliably at low supply voltage.   

 

In this chapter, we proposed two novel low-power, low-voltage with full swing output 

voltage designs, for a 2-input XOR gate, using six transistors implemented using 65nm 

and 130nm CMOS technology. Also, a thorough analysis is conducted to compare the 

performance of the proposed XOR gate in terms of power consumption and delay to 

peer designs. 
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3.2 Novel XOR Topology 

We have designed two topologies of a 2-input XOR gate, namely XOR1 and XOR2, 

using six transistors that provide full swing output voltage for all input combinations, 

and enable low-voltage operation with small propagation delay.  The XOR1 is a further 

low-power constrained novel 2-input XOR gate using six transistors, including an 

inverter that provides full swing output voltage for all input combinations, and enables 

low-voltage operation with small propagation delay.   

 

Both of the proposed XOR circuits are based on the concept of pass transistor logic and 

inverters for complementary input. The pass transistor design enables a small transistor 

count, along with smaller input loads (with signal input to source/ drain) offering very 

low-power operation with high-performance. Some of the signal also connected to 

transistor gate as to operate the XOR gate properly. This is because signal input at the 

source/ drain requires the charging and discharging of the source/ drain-to-body 

depletion capacitance, which is usually smaller than the gate-to-source parallel plate 

capacitance, in case of signal inputs at the gate. Since a NMOS device passes a strong 

'0', but a weak '1' , while a  PMOS device  passes a strong '1', but a weak '0',  the 

complementary pass transistors are organised to pass a strong output logic level for all 

input combinations of '1' and '0'. The transistor sizes are carefully chosen for optimum 

power- delay performance under various operating conditions.  With respect to the 

transistor sizing, all are designed with minimum gate length. Figure 3.1 and 3.2 show 

the schematics of the proposed XOR gate circuits, XOR1 and XOR2, respectively. 

They perform a perfect full swing output voltage operation for every input pattern.  

 

For the XOR1 design, the output Y generates ‘0’ corresponding to A=B=0. For this 

condition, transistors M1, M2 and M4 are ON, but the transistor M4 will pass a strong 

‘0’ to the output Y. When A=0, B=1, transistors M2, M3 and M4 are ON and a ‘1’ is 

generated at the output Y with transistor M2 pass the strong ‘1’. For A=1, B=0, only the 

device M1 is ON, and a strong ‘1’ is passed to the output Y. With A=B=1, only 

transistor M3 is ON and a strong ‘0’ is passed to the output. This pass transistor XOR 

thus does not suffer from signal level deteriorations like other pass-transistor XOR 

gates.  
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Figure 3.1 Proposed XOR1 circuit for low-power Galois field arithmetic 

 

For the proposed XOR2 design, Vdd connections to the source terminals of M3 and M4 

are used to drive a full swing output voltage of ‘1’. For the A=B=0 condition, transistor 

M3 is ON, passing a strong ‘1’ from Vdd to the inverter input, which generates a ‘0’ at 

the output Y, to turn ON M4.  When A=0, B=1, transistors M2 and M3 are ON, which 

passes the signals ‘0’ and ‘1’, respectively. To solve this problem,  the aspect ratio 

(W/L) of  M2 is increased making it larger  than the aspect ratio of  M3, so as to pass 

only a signal ‘0’ from M2 to the inverter input and generate the strong output Y=1. 

Only aspect ratio of M2 is increase to pass a signal ‘0’ to the inverter and the W/L has 

been chosen carefully and aspect ratios of other transistors are kept small to balance 

within the power and speed of the XOR gate. 

 

For A=1, B=0, only the device M1 is ON, and a strong ‘0’ is passed to the inverter 

generating a full swing output voltage ‘1’ to output Y. With A=B=1, transistors M1 and 

M2  are ON and a weak signal ‘1’ is passed to the inverter input and as a result the 

output Y will also be degraded.  However, the feedback path causes transistor M4 to 

turn ON when Y=0,  thus  passing the perfect signal ‘1’ from Vdd to the  inverter input, 

resulting in the generation of the perfect signal ‘0’ at Y. 
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Figure 3.2 Proposed XOR2 gate circuit 

 

3.3 Performance and simulation results in 65 nm CMOS 

Both of the proposed XOR circuits are implemented in 65nm IBM CMOS technology. 

Comparative studies and extensive simulations on both of the proposed XOR gates, and 

several previous XOR circuit topologies found in literature, have been realized and 

simulated in order to analyze the performance comparison with both the proposed XOR 

gates. The simulations were carried out using the same 65nm IBM CMOS technology 

on a Cadence Spectre platform, to measure the propagation delay and the power 

dissipation. All the simulations were carried out using the same testing conditions, with 

a 0.6V to 1.2V supply voltage range, a load capacitance of 50fF, and a throughput 

(clocking) rate of 500MHz. In order to have a closer analysis, several input patterns 

were applied to cover all the input cases, and simulation results verified the correct 

functionality for every input combination with a supply voltage of 0.8V.  

 

Figure 3.3 shows the simulated full swing output voltage operation of the pass-

transistor XOR gate verified by Cadence Spectre. Table 3.1 summarises the results of 

these simulations in 65nm CMOS technology, which show the propagation delay, the 

power dissipation, and the power delay product (PDP) for various topologies. Power 

consumption is obtained by averaging over 10 inputs of transition. Propagation delay is 

evaluated from 50% of the voltage level of input to 50% of the voltage level of output. 

PDP is calculated from production of worst case delay and average power 

consumption. 
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(a) 

 

(b) 

Figure 3.3 Full swing output voltage of the proposed (a) XOR1 gate (b) XOR2 gate 
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Table 3.1 Comparison of simulation results for the XOR gate in 65nm CMOS 

technology 

 

 

The simulation results show that the proposed XOR1 gate has the lowest propagation 

delay, as well as the lowest power consumption against voltage scaling except for the 

case in four transistor in  [65] when V=1.0V, along with high output driving capability 

in low power supply operations, as shown in Figure 3.4 and Figure 3.5. The delay of 

the proposed XOR2 gate is between the four transistor XOR gates in [65], and three 

transistors in [69], but is less than the six transistors in [65] when supply voltage less 

than 1.0V. The worst circuit in terms of speed is the six transistor XOR gate in [65] 

when supply voltage is less than 1.0V.  

 

Power consumption increases as the supply voltage is increased. The proposed XOR2 

circuit gives a lower power dissipation at low voltage, compared to the other designs in 

4T [65] and 3T [69], which are slightly more than [65] in high voltage, but less than 

[69]. But when compared to 6T in [65], it consumes less power.  

 

 

Delay 

(ns) 

V 

(v) 

Proposed 

XOR1 6T 

[75] 

Proposed 

XOR2 6T 

[76] 

4T 

[65] 

3T  

[69] 

6T 

[65] 

0.6 1.69 2.81 2.656 3.08 5.006 

0.8 1.585 2.75 2.994 2.061 3.251 

1.0 1.562 2.642 2.094 2.045 2.111 

1.2 1.553 2.099 2.068 2.035 2.075 

Average 

power 

(fW) 

0.6 1.82 2.312 4.189 8.703 14.66 

0.8 3.256 6.069 7.613 16.25 89.57 

1.0 15.015 22.77 12.12 25.36 238.9 

1.2 17.144 25 18.81 34.96 463.3 

PDP 

(yJ) 

0.6 3.076 6.497 11.13 26.81 73.36 

0.8 5.161 16.679 22.79 33.49 291.2 

1.0 23.453 60.158 25.38 51.86 504.2 

1.2 26.625 52.475 38.91 71.15 961.5 
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Based on Table 3.1 and Figure 3.6, it demonstrates that the overall PDP for both 

proposed circuits has improved more than 50% from other design in [65] and [69]. 

Compared to the design in [65] and [69], the power-delay product of both proposed 

XOR gates is less at a supply voltage between 0.6V and 0.8V. The PDP of six 

transistors in [65] is the highest of other designs, including the proposed design. The 

improvements attained by the proposed circuit are thus clearly evident when compared 

to these other XOR gate circuits when supply voltage is less than 1.0V.  

 

 

 

Figure 3.4 Propagation delay with supply voltage scaling for different XOR gates in 

65nm CMOS technology.  
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Figure 3.5 Power dissipation with supply voltage scaling for different XOR gates in 

65nm CMOS technology. 

 

 

 

Figure 3.5 Power-delay product (PDP) with supply voltage scaling for different XOR 

gates in 65nm CMOS technology. 

0 

50 

100 

150 

200 

250 

300 

350 

400 

450 

500 

0.6 0.8 1 1.2 

P
o

w
e

r 
(f

W
) 

Voltage (v) 

Average Power vs. supply voltage 

Proposed 1 6T[75 ] 

Proposed 2 6T [76] 

4T [65] 

3T [69] 

6T [65] 

0 

200 

400 

600 

800 

1000 

1200 

0.6 0.8 1 1.2 

P
D

P
 (

yJ
) 

Voltage (v) 

PDP vs. supply voltage 

Proposed 1 6T[75 ] 

Proposed 2 6T [76] 

4T [65] 

3T [69] 

6T [65] 



57 

 

3.4 Performance analyses and simulation results in 130nm CMOS 

 

Extensive simulation of both proposed XOR gates along with  five other existing XOR 

gates found in literature was carried out using the 130nm IBM CMOS technology in 

order to analyse the performance comparison. Both of the proposed XOR circuits, and 

previously reported XOR circuit topologies, were simulated on a Cadence Spectre 

platform using the same testing conditions to measure the propagation delay and the 

power dissipation in each case. All the simulations were carried out with a 0.6V to 1.2V 

supply voltage range, a load capacitance of 10fF, and a throughput (clocking) rate of 

200MHz, with rise and fall time of 500ps.  

 

The design simulations consist of functional verification, power and timing analysis 

verified by Cadence Spectre, as well as design rule checking (DRC) and layout vs. 

schematic (LVS) of the layout, verified using Cadence Assura. The performance of all 

test circuits was evaluated in terms of worst-case propagation delay.  

 

In order to achieve a closer analysis, several input patterns that covered all possible 

cases of input values were applied. Simulation results verified the correct functionality 

for every input combination up to the lower end of the supply voltage range. Table 3.2 

summarises the results of these simulations in 130nm CMOS technology, providing a 

comparison of the propagation delay, the power dissipation and the PDP between both 

the proposed circuits and recently reported designs. 
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Table 3.2 Simulation results of XOR gate in 130nm CMOS technology 

 

 

The proposed XOR1 gate offers less propagation delay followed by the proposed 

XOR2 ,and six transistor XOR gate in [65], as shown in Figure 3.7. The worst circuit in 

terms of speed is the three transistor XOR gate. It has the highest propagation delay 

against voltage scaling. The six transistor designs in [72] and [65] are close to the 

proposed XOR2 gate in terms of power dissipation and propagation delay, but the 

proposed XOR1 and XOR2 gates provide better overall improvement compared to 

these previous designs.  

 

The XOR1 and XOR2 circuits demonstrate a reduction of power, and perform 

satisfactorily for low supply voltages, with a 0.1452nW and 0.2312nW power 

dissipation respectively, compared to the 0.2319nW dissipation by the design in [65] 

(@ VDD=0.8V). The XOR gates in [66], [73], [77], [69], [74] and [78] have almost 

identical average power dissipation in all the supply voltages. Concentrating on the 

power consumption, Figure 3.8 demonstrates the effect of voltage scaling on the 

average power dissipation.  

Delay 

(ns) 

V 

(v) 

Proposed 

XOR1 

(6T)[75] 

Proposed 

XOR2 

(6T)[76] 

6T [65] 
6T 

[72] 

4T 

[66] 

4T  

[73, 77] 

3T [69, 

74, 78] 

0.6 1.8974 2.1107 2.3113 7.0638 2.5818 4.1910 15.48 

0.8 1.3120 1.5659 1.7672 3.6837 4.5128 3.9308 8.7314 

1 1.2413 1.4691 1.6475 1.6469 4.2216 8.9244 13.038 

1.2 1.2101 1.4200 1.6018 1.5500 4.1087 7.2075 12.901 

Average 

power 

(nW) 

0.6 0.1020 0.1351 0.1352 0.1385 0.2672 0.2672 0.2672 

0.8 0.1452 0.2312 0.2319 0.2401 0.4586 0.4586 0.4586 

1 0.1578 0.3674 0.3689 0.3842 0.7269 0.7269 0.7268 

1.2 0.2574 0.5523 0.5574 0.5835 1.0931 1.0931 1.0928 

PDP 

(aJ) 

0.6 0.1935 0.2852 0.3125 0.9783 0.6899 1.1198 4.1363 

0.8 0.1905 0.3620 0.4098 0.8845 2.0696 1.8027 4.0042 

1 0.1958 0.5397 0.6078 0.6327 3.0687 6.4871 9.3764 

1.2 0.3115 0.7843 0.8928 0.9044 4.4912 7.8785 14.0982 
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All other circuits have higher PDP than both proposed XOR circuits, as evidenced in 

Table 3.2 and illustrated in Figure 3.9. At 0.8V supply voltage, the proposed XOR1 and 

XOR2 circuits have at least 115.1% and 13.2% improvement in PDP respectively, over 

the design in [65] and 364.3% and 143.6% over the circuit in [72], respectively.  

 

As output load is one of the parameters that effects the performance of the circuits, we 

have varied the output load from 10fF to 50fF at 0.8V supply voltage for all circuits, to 

study its effect on propagation delay. The proposed XOR1 gate is found to be the best 

circuit in terms of propagation delay for all values of output loads as shown in Figure 

3.10, and as the fastest circuit in the high output load, followed by the circuit in [65]. 

Thus, from the simulation results, it is clear that the proposed XOR1 gate has the 

lowest propagation delay, as well as the lowest power consumption, along with a high 

output driving capability in low power supply operations. The improvements attained 

by the proposed circuit are thus clearly evident when compared to these other XOR 

gate circuits.  

 

 

 

Figure 3.7 Propagation delay with supply voltage scaling for different XOR gates in 

130nm CMOS technology 
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Figure 3.8 Power dissipation with supply voltage scaling for different XOR gates in 

130nm CMOS technology. 

 

 

 

Figure 3.9 Power-delay product (PDP) with supply voltage scaling for different XOR 

gates in 130nm CMOS technology. 
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Figure 3.10 Propagation Delay vs. output load 

 

In order to verify the noise immunity, the noise margins (NMH and NML) for both of the 

proposed XOR gates, and the other gates, was determined based on DC input-output 

voltage transfer analysis. The noise margins for a 0.8V supply voltage are shown in 

Table 3.3. Both proposed XOR gates indicate acceptable values of noise margin 

compared with the other XOR gates. 

 

The noise margins are measured based on DC analyses to determine the allowable 

noise voltage on the input of a gate. The noise margin is the ability to tolerate noise 

without effecting the correct operation of the circuit [78]. The higher the noise margin 

value, the greater the differences between valid high or valid low. The low noise 

margin, NML and high noise margin, NMH are expressed in the following equations (3.1) 

and (3.2) respectively. 

 

 

 

10 20 30 40 50 

Proposed XOR1(6T)[75] 1.5511 1.6642 1.8004 1.9158 1.9985 

Proposed XOR2(6T)[76] 1.5659 1.6845 1.8175 1.9267 2.0473 

6T [65] 1.7672 2.0872 2.2727 2.3428 2.3691 

6T[72] 3.6837 2.2421 7.0735 7.1599 7.2271 

4T [66] 4.5128 4.5738 2.6264 4.0599 4.0488 

4T [73,77] 3.9308 4.1645 4.4281 4.6834 4.8973 

3T [69,74,78] 8.7314 14.483 7.6001 7.5828 7.6882 
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NML = VIL –VOL                                                                                                     (3.1)                           

 

NMH = VOH – VIH                                                                                                          (3.2)                                     

where, 

VIH = minimum HIGH input voltage 

VIL = maximum LOW input voltage 

VOH = minimum HIGH output voltage 

VOL = maximum LOW output voltage 

 

Table 3.3 Noise Margin of different XOR gate 

 

 

3.5 XOR gate chip and experimental results 

The complete circuit simulation, optimisation, layout and parasitic extraction were 

carried out using Cadence tools. The mask layout of the proposed XOR gates illustrated 

in Figure 3.11 were customised (with manual placement and routing) using Virtuoso 

layout, which is parasitic extracted, back annotated, and verified using Cadence Assura. 

Minimum channel length is used for all devices and optimum channel width is carefully 

chosen for each device to achieve verified functionality with low power dissipation and 

the smallest possible propagation delay. 

 

Type of XOR V(v) Voh(V) Vih(V) Vil(V) Vol(V) Nmh(V) Nml(V) 

Proposed 1 

(6T)[75] 
0.8 0.7101 0.3875 0.2844 0.0778 0.3226 0.2066 

Proposed 2 

(6T)[76] 0.8 0.7186 0.3889 0.2867 0.0796 0.3297 0.2071 

6T [65] 0.8 0.7204 0.3967 0.3022 0.0687 0.3237 0.2335 

6T[72] 0.8 0.7205 0.3967 0.3022 0.0687 0.3238 0.2335 

4T [66] 0.8 0.9460 0.6000 0.4489 0.1172 0.346 0.3317 

4T [73, 77] 0.8 1.0809 0.6444 0.4233 0.1423 0.4365 0.2810 

3T [69, 74, 78] 0.8 1.0797 0.5978 0.4100 0.1332 0.4819 0.2768 
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Figure 3.11 Layout of the 2-input XOR gate (a) XOR1 gate (b) XOR2 gate 
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Due to the timeline, only the proposed XOR2 gate design was fabricated in order to 

verify the functionality. The proposed XOR2 gate was fabricated using a 130nm IBM 

CMOS process. The photomicrograph of the fabricated dies of the XOR gate chip, 

along with bonding pads, is shown in Figure 3.12 The silicon-area of the XOR gate is 

8.02µm x 7.03µm (≈56 square µm), excluding the bonding pads. Transient 

measurement is carried out using the Tektronix TLA5202 Logic Analyzer, Tektronix 

CFG253 Function Generator and Hewlett Packard E3630A Triple Output DC Power 

Supply.  

 

A level shifter is used to generate low voltage (0.8V) from the high voltage (5V) of a 

pattern generator, to the XOR gate input. Figure 3.13 displays the functional 

verification of the XOR gate with a snapshot of XOR input and output waveforms for 

several input combinations using the Tektronix TLA5202 Logic Analyzer. Figure 3.14 

provides the Agilent DCA-J (86100C Infiniium) oscilloscope  electrical waveforms for 

the fabricated XOR gate (Yellow = input A, Blue = input B and Green= output Y), 

indicating correct operation for a supply voltage of 0.8V. Figure 3.15 and Figure 3.16 

indicate the rise time of 319.4ps and fall time of 290.18ps of the output signal.  

 

 

 

Figure 3.12 Microphotograph of the fabricated novel CMOS pass-transistor based full 

swing output voltage XOR2 gate along with bonding pads and XOR gate inset view. 
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Figure 3.13 Logic Analyzer waveform of the  inputs and the output for the fabricated  

XOR2 gate 

 

 

 

 

Figure 3.14 Oscilloscope  waveforms for the fabricated XOR2 gate (Yellow = input A, 

Blue= input B and Green=output Y) 
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Figure 3.15 Rise time of output signal 

 

 

 

 

Figure 3.16 Fall time of output signal 

 

3.6 Conclusions 

This chapter reports two new topologies of 2-input XOR gate featuring low-power 

operation and small chip area, provide a full swing output voltage for all input 

combinations, implemented in a 65nm and 130nm CMOS process suitable to reduce the 

power and delay of an overall system-on-chip. Both of the designs adopt pass transistor 

Risetime: 

319.4ps 

Falltime: 

290.18ps 
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for low transistor count and inverter, to enhance the driving capability in a complex 

design. By enhancing the driving capability, it facilitates lower voltage operation with 

lower power consumption and small propagation delay. Both of the proposed XOR 

gates were compared to other peer XOR designs with extensive simulations and the 

results indicate satisfactory performance and improvements in terms of power 

consumption, propagation delay and PDP. Based on the results, the proposed XOR1 

gate has the lowest gate propagation delay as well as the lowest power consumption 

except when V=1.0, and a lower PDP than its peer designs, followed by the proposed 

XOR2 gate design.  

 

Taking into consideration power consumption and chip area, the proposed XOR gates 

presents an interesting option, as it offers low power, low delay and small gate count. 

Hence, the new proposed XOR1 gate is optimally suitable for implementing CMOS 

Galois field arithmetic for the S-Box/ InvS-Box and full custom AES crypto-processor 

to achieve an overall low-power and low-cost system. 
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CHAPTER 4 

 

A COMPACT COMBINATIONAL LOGIC DESIGN OF S-

BOX/ INVS-BOX FOR AES CRYPTO-PROCESSOR 

 

 

4.1 Introduction 

In this chapter, we present a low-power low-complexity design methodology for the S-

box/ InvS-box which includes minimising the comprehensive circuit size and critical 

path delay, scaling down the supply voltage and the transistor size, along with choosing 

an advanced technology for an optimised CMOS full custom design. The advantage of 

full custom designs utilizing state of the art CMOS processes that it is possible to scale 

all the transistors down with process scaling by selecting the optimum transistor size to 

balance within the power and speed for the target specification, without deteriorating 

the overall performance, and with increased speed in most cases. This leads to a smaller 

chip area and low power consumption. Another design methodology is to reduce power 

consumption by using an advanced process technology that offers very low supply 

voltage. This approach also leads to a reduction in the die area. 

 

The S-box is at the core of any AES implementation and is considered a full 

complexity design, consuming the major portion of the power and energy budget of the 

AES hardware. This chapter explores the implementation of an S-box in a SubBytes 

transformation that operates on individual bytes using a substitution table (S-box) 

containing a permutation of all 256 possible 8-bit values. Two transformations are 

required, firstly byte replacement, with its multiplicative inverse in the finite field GF 

(2
8
), using the irreducible polynomial p(x) =x

8
+x

4
+x

3
+x+1 and secondly, an affine 

transformation over GF (2
8
). For the decryption operation, an inverse S-box is obtained 

by applying an inverse affine transformation, followed by a multiplicative inversion in 

GF (2
8
).  
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As mentioned in the chapter introduction, this chapter focuses on the composite field 

technique for a full-custom CMOS implementation of the AES S-box using low-power 

XOR gates. Composite field is a sub field of the finite field GF (2
8
) and a brief 

explanation on composite field have been explained in Chapter 2. Computations in the 

field GF (2
8
) are simplified by the computations in the composite field GF (2

4
)

2
 or GF 

(2
2
)

2
)

2
 by using equation (2.10) in chapter 2 to reduce the hardware complexities. 

Several existing different construction schemes using composite field are found in [4], 

[20] and [21]. Daemen and Rijmen [3] propose the first efficient hardware 

implementation of the multiplication inversion in GF(2
8
), by decomposing the finite 

field GF(2
8
) to its sub-field GF(2

4
), which leads to low complexity in hardware. 

Furthermore, Rudra et al. [21] and Wolkerstofer, Oswald and Lamberger [26] 

decompose the elements of GF(2
8
) into GF(2

4
)

2
 to implement the multiplicative inverse 

in SubBytes and [26] implement it in ASIC implementation. The transformation matrix 

from GF(2
8
) to GF(2

2
)
2
)

2
 is proposed by Satoh et al. [4] and is claimed to be the most 

minimised hardware implementation to date, with a gate complexity of 5400 gates. 

Mentens et al. [27] also use the same approach as Satoh et al., [4] but with different 

polynomial coefficients, and achieve slightly better optimised hardware than that by 

Marioko and Satoh [12]. Other efforts towards the efficient implementation of the S-

box include those by Canright [22], Burns et al. [23] and Liu and Parhi [10], which 

further improve  the performance in area, power and delay. This chapter is focused on 

an area-efficient low-voltage and low-power CMOS implementation of the S-Box/ Inv 

S-Box. 

 

4.2 S-box/ InvS-box design methodology  

This chapter firstly explains that S-box/ InvS-box architecture employs combinational 

logic using composite field arithmetic based on Satoh et al.’s work [4] and optimized 

by Mentens et al. [27] with a different choice of polynomial coefficients, and the 

implementation of constant multiplication with λ. Next, we discussed the improvement 

and reduction of the hardware complexity of the S-box/ InvS-box. This architecture is 

implemented using XOR circuits, multiplexers, and basic logic gates. 
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The optimization of the low-voltage and low-power composite field S-box 

implementation has been further enhanced by using a new six-transistor XOR gate. In 

comparison to [4] and [27], the inverse S-box for decryption is also implemented by the 

same chip. In addition, it employs a low-power design methodology, such as 

minimizing the circuit size by efficient logic implementations, as well as reducing 

supply voltage using an advanced CMOS technology. The composite field inversion by 

extending GF(2
8
) over GF(((2

2
)

2
)

2
) can be used to create compact AES 

implementations [4] and [21]. This approach was chosen to achieve small area design. 

First the column vectors of the State matrix go into the isomorphic transformation from 

GF(2
8
) into the composite field GF(((2

2
)

2
)

2
), followed by inversion in the composite 

field and inverse isomorphic transformation. Then an affine transformation is carried 

out to create the cipher data. This can be represented by the elementary transformations 

   
AFFINEINVISOMINVISO

' where, ς are byte elements from the 

State matrix, Γ are byte elements of the isomorphic mapping transformation, Λ are 

multiplicative inverse elements of the isomorphic state, Γ’ are the elements after 

inverse isomorphic mapping, and finally Η are elements after affine transformation.  

The InvSubBytes involves an isomorphic transformation followed by an inverse affine 

transformation.  

 

The inversion in composite field is carried out followed by inverse isomorphic 

mapping.  This can be represented by the elementary transformations

''""    
INVISOMINVINVAFFINEISO . The affine transformation, AT 

operates on the GF(2
8
) multiplicative inverse of bytes, ς” of the state matrix, while the 

inverse affine transformation AT
-1

 operates on the isomorphic affine transformed GF 

(2
8
) multiplicative inverse of the same bytes, b represented by Γ”. The resultant matrix 

operations of AT and AT
-1

 using equation (2.4) - (2.9) can be translated to the logical 

implementations given by: 
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'

'

'

)]([AT                    (4.2)       

   

The S-box is optimised by performing the inversion operation in a composite Galois 

field of GF((2
4
)

2
) or GF(((2

2
)
2
)

2
), obtained from GF(2

8
) via isomorphic mapping. The 

isomorphic mapping, ISO and its inverse, ISO
-1

 [12] and [27] as well as their logical 

implementations are given by: 
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(4.3)
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Elements in GF (2
8
) after isomorphic transformation can be represented as gx + e in the 

composite field GF (((2
2
)

2
)

2
), where g is the most significant nibble while e is the least 

significant nibble and g, e  Є GF((2
2
)
2
).  This way GF (((2

2
)

2
)
2
) is generated as a field 

extension of degree 2 over the field GF ((2
2
)

2
) using the irreducible polynomial f(x) 
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=x
2
+Ax+B where, A, B Є GF ((2

2
)

2
). The multiplicative inverse can be computed using 

the equation below [25]: 

 

(gx+e)
-1

 = g (g
2
B + geA +e

2
)

-1
x + (e+gA) (g

2
B + geA + e

2
)

-1   
          (4.5)         

 
        

   

       
 

Choosing A = 1 and B = λ, the equation can be simplified to  

 

(gx+e)
-1

 = g (g
2
 λ + e (g +e))

-1
x + (e+g)(g

2
 λ + e(g + e))

-1                   
(4.6)                      

  
                

In  equation (4.6),  the multiplication, addition, squaring and inversions are in GF (2
4
). 

This is shown in Figure 4.1. It is to be noted here that addition of words in Galois field 

is a simple bitwise XOR without carry, unlike binary carry-propagation arithmetic.  

Using several layers of hierarchical composite field decompositions, the multiplicative 

inverse computation is simplified resulting in simple bitwise XOR and AND 

operations. The hierarchical composite field decomposition using extensions over lower 

order fields and the corresponding choice of irreducible polynomials and coefficients 

are as follows: 

 

GF (((2
2
)

2
)
2
)             GF((2

2
)

2
):  x

2
 +A x + B,  

where, 

 A, B Є GF (2
2
)

2
) and A=1, B=λ                                                                               (4.7)                       

 

GF ((2
2
)
2
)               GF(2

2
):  x

2
 + Z1x + Z0,  

where  

Z1, Z0  Є GF(2
2
) and Z1=1, Z0 = φ                                                                          (4.8)                              

 

GF(2
2
)              GF(2): x

2
 + x + 1                                                                           (4.9)             

                                                                            

The constants are chosen based on Mentens et al. [27] for the optimal hardware 

solution, so that φ = {10}2 and λ= {1000}2, which leads to a total number of ‘1’ entries 

of the transformation matrices equal to 54, reduced by five from Satoh’s [4] constant 

multiplication, but this requires one extra XOR gate. It also has the lowest gate count 

and the shortest critical path.  
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The following describes how the various arithmetic operations are carried out by 

composite field decomposition into lower order fields. 

 

 

 

Figure 4.1 Multiplicative Inverse in GF (2
8
) as extension of degree 2 over GF ((2

2
)

2
) 

 

4.2.1 Multiplication of nibble with constant, λ 

For multiplication of nibble, q= {q3 q2 q1 q0}2 with constant, λ= {1000}2 in GF(2
4
), let 

k= {k3 k2 k1 k0}2 be the product nibble in GF(2
4
).  Then, q, λ and k can be expressed as 

extensions over the GF(2
2
), so that, k={k3 k2}2x+{k1 k0}2=kHx+kL where, kH={k3 k2}2 

and kL={k1 k0}2. Furthermore, q= {q3 q2}2x+ {q1 q0}2 =qHx+qL where, qH= {q3 q2}2 

and qL= {q1 q0}2. In addition,  λ= {1 0}2x+{0 0}2 =λHx+λL where, λH={10}2 and λL={0 

0}2. Here, bit-pairs kH, kL, qH,  qL, λH and  λL are Є GF (2
2
). Then the product, k= 

(qHx+qL) (λHx+λL) =qHλHx
2
+qLλHx. Next, by substituting x

2
=x+φ, the new equation for 

k is given by k = qHλH(x+φ) +qLλHx = (qHλH+qLλH) x+qHλHφ = kHx+kL where, kH= 

(qHλH +qL λH), kL=qHλHφ are Є GF(2
2
). Now, expressing the bit-pairs kH, kL, qH, qL, λH, 

λL and φ over GF(2), we have: kH = (q3x+q2) (1x+0) + (q1x+q0) (1x+0) = 

q3x
2
+q2x+q1x

2
+q0x. Next, making the substitution x

2
=x+1, kH=q3(x+1) +q2x+q1(x+1) 

+q0x= (q3+q2+q1+q0) x+ (q3+q1) =k3x+k2. Similarly, we have: kL= (q3x+q2) (1x+0) 

(1x+0) = (q3x+q2) x
2
=q3x

3
+q2x

2
. Now, x

3
=x

2
.x=(x+1) x=x

2
+x=x+1+x=1 in GF(2), so 

that, kL=q3+q2(x+1) =q2x+ (q3+q2) =k1x+k0.  Hence, finally, product nibble k is as 

follows: 

Input 
Output 
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
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
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
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 qk
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qqqqk

                                                                                         (4.10)                             

                                                                                                 

4.2.2 Squaring nibbles 

For squaring the nibble q= {q3 q2 q1 q0}2 Є GF (2
4
), let k= {k3 k2 k1 k0}2 be the squared 

nibble in GF (2
4
).  Then, q and  k can be expressed as extensions over the GF(2

2
), so 

that, k= {k3 k2}2x+{k1 k0}2 =kHx+kL where kH={k3 k2}2, and kL={k1 k0}2. Also, q= {q3 

q2}2x+ {q1 q0}2 =qHx+qL where qH= {q3 q2}2, and qL= {q1 q0}2. Here, kH, kL, qH, and   qL 

are Є GF(2
2
). Then k= (qHx+qL)

2
 = qH

2
x

2
+qL

2
. Next, by substituting x

2
=x+ φ, the new 

equation for k is given by
 
k= qH

2
(x + φ) +qL

2
= qH

2
x + qH

2
φ +qL

2 
= kHx+kL where 

kH=qH
2
, kL= (qH

2
φ +qL

2
)

   
are Є GF (2

2
).  

 

Now, expressing kH, kL, qH, qL and φ over GF (2), we have kH= (q3x+q2)
2
=q3x

2
+q2. 

Next, making the substitution x
2
=x+1, kH=q3(x+1) +q2=q3x+ (q2+q3) =k3x+k2. 

Similarly, we have, kL= (q3x+q2)
2
(1x+0) + (q1x+q0)

2
= (q3

2
x

2
+q2

2
) x+ q1

2
x

2
+q0

2
= 

q3x
3
+q2x + q1x

2
+q0. By substituting the x

3
 term into the equation with 1, and x2 by x + 

1, kL =q3+q2x+ q1(x+1) +q0=q3+q2x+ q1x+ q1+q0= (q2+ q1)x+(q3+ q1+q0)=k1x+k0. 

Consequently, the squared nibble k is as follows: 

 




















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)(

)(
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1

32

qqq k

qq k

qq k

qk

0

21

2

33

                                                                                                (4.11)                                             

                                                                                              

4.2.3 Multiplication of nibbles in GF (2
4
) 

For multiplication of nibble q= {q3 q2 q1 q0}2, with the nibble w= {w3 w2 w1 w0}2 in 

GF(2
4
), let k= {k3k2 k1 k0}2 be the product nibble in GF(2

4
).  Then, q, w and k can be 

expressed as extensions over the GF (2
2
), so that, k= {k3 k2} 2x+ {k1 k0}2 =kHx+kL, 

where, kH= {k3 k2}2 and kL= {k1 k0}2.  
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Additionally, q= {q3 q2}2x+ {q1 q0}2 =qHx+qL, where qH= {q3 q2}2, and qL= {q1 q0}2. 

In addition, w= {w3 w2}2x+{w1 w0}2 =wHx+wL, where wH={w3 w2}2, and wL={w1 w0}2. 

Here, kH, kL, qH,  qL, wH and wL are Є GF(2
2
). Then k=(qH x+qL) (wHx+wL)= (qH 

wHx
2
+qH wLx +qLwHx +qLwL)= qH wHx

2
+( qH wL +qL wH)x +qL wL.  

 

By substituting  x
2 

with
 
  x+φ, we have, k = qHwH (x+φ) + (qHwL+qLwH)x + qLwL= 

(qHwH + qHwL + qLwH)x + qHwHφ + qLwL = (qHwH + qHwL + qLwH + qLwL + qLwL)x + 

qHwHφ + qLwL = {(qH+qL)(wH + wL) + qLwL}x + (qHwHφ + qLwL) = kHx + kL, where, kH 

={(qH + qL)(wH + wL) +qLwL} and kL=(qHwHφ + qLwL).   

The product in GF(2
4
) is then expressed as: 









)(

 ))({(

LLHHL

LLLHLHH

wqwqk

wqwwqqk


                                                                      (4.12)                                    

                                                                             

4.2.4 Multiplication of bit-pairs in GF (2
2
) 

Let k=qw, where bit-pairs k= {k1 k0}2, q= {q1 q0}2 and w= {w1 w0}2 are elements in 

GF(2
2
). Now expressing k, q and w over GF (2), we have k=k1x+k0= (q1x+q0) (w1x+w0) 

= q1 w1x
2
+q0 w1x+ q1w0x+ q0w0. Using the irreducible polynomial substitution, x

2
=x+1, 

k=q1w1(x+1) +q0w1x+ q1w0x+q0w0= (q1w1 +q0 w1+q1w0) x+ (q1 w1+q0w0) =k1x+k0.  

Consequently, the product bits are as follows: 









) (

)(

00110

011011  1

w q wqk

w q w q wq k
                                                                               (4.13)                                       

                                    

                                          

4.2.5 Multiplication of bit-pairs with constant φ in GF(2
2
) 

Let k = qφ, where the bit-pairs k= {k1 k0}2, q= {q1 q0}2 and φ= {10}2 are elements in 

GF(2
2
). Now expressing k, q and φ over GF (2), we have, k=k1x+k0= (q1x+q0) (x+0) = 

q1x
2
+q0x.  Next, making the substitution, x

2
 = x + 1, k= q1(x + 1) +q0x = (q1+ q0) x 

+q1=k1x+k0. Consequently: 
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
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qk

qqk )(
                                                                                                        (4.14)         

                                                                                   

4.2.6 Multiplicative inverse of nibble in GF(2
4
) 

Based on Xinmiao and Parhi [33], the multiplicative inverse in GF(2
4
) of nibble input 

                is given by output                2 where,  
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
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(4.15)

                                 

 

 

4.3 Proposed S-box/ InvS-box architecture 

A new proposed SubByte and InvSubByte that merges the sub-component of the 

typical multiplicative inverse, using a circuit minimisation technique to optimise and 

reduce the hardware complexity of the circuit as discussed in section 4.2, consists of 

Stage 1, the inversion and the combination of multiplication in GF(2
4
).  

 

Stage 1 includes a logic optimisation of multiplication in GF(2
4
), multiplication with 

constant, squaring in GF(2
4
), and addition included in one circuit. CombineXAXB is 

minimised for multiplication in GF(2
4
) after multiplicative inversion in GF(2

4
). This 

new architecture reduces the gate count compared to a typical circuit using typical 

composite field architecture as in reference [4, 12, 79]. The comparison between these 

references is made based on the same architecture employs a composite field with 

similar polynomial coefficients, and the implementation of constant multiplication with 

λ.   
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4.3.1 Stage 1 

This architecture was developed by merging the transformation of multiplication in 

GF(2
4
), multiplication with lambda, squaring in the GF(2

4
) and modulo-2 addition 

process based on composite field arithmetic. The logic expression is present in the low-

complexity formulation, and consists of 24 XOR gates, and 16 AND gates, with critical 

path delay of four gates. 

Lemma 4.1: Let the input of Stage 1 be                2 and                2. 

The output is                2. 

                                                                

                          (4.16) 

 

The formulation equation for output,   of Stage 1 is as follows: 

 

                          

                                                                                               

                       

                                                                                    (4.17) 

 

where        ,        ,        ,        ,       and 

        

 

Proof: The equation (4.10) and (4.11) are joined together. The output for the 

combination of squaring and multiplication by lambda obtains:  

                                        (4.18)

     

For modulo-2 addition and multiplication in GF(2
4
), the equations (4.12) – (4.14) are 

used. By using subexpression sharing, the derived equation is: 

 

                                            

                                                                                           

                                 

                                                                                (4.19) 
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where         ,          ,          and          

 

The output for Stage 1 is found by adding modulo-2 between output   and η, to reach 

equation (4.17). 

 

Table 4.1 Gate count comparison between typical composite field architecture and 

proposed Stage 1 

 

Architecture Total num. of 

XOR gate 

Total num. of 

AND gate 

Critical path delay 

(gate) 

multiplication in GF(2
4
) 

multiplication with 

lambda 

squaring in GF(2
4
)  

modulo-2 addition  

[4, 12, 79] 

37 9 6 

Stage 1 24 14 4 

 

4.3.2 Simplification of multiplicative inverse of nibble in GF(2
4
) 

Lemma 4.2: Let the input of the inversion in GF(2
4
) be                2. The output 

is                2. The formulation result obtained using polynomial basis with φ 

= {10}2 is as follows:  

 

                      ) 

                                                                                                                           

                                   

                                                                                                       (4.20) 

 

where   and + are OR gate and XOR gate implementation, respectively. 
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Proof: Equation (4.15) is simplified using Boolean minimisation with theorems in 

equations (4.21) - (4.22) to reach the result in equation (4.19). 

                        (4.21)   

                            (4.22)  

                                                                                                        (4.23)                

  

From    in equation (4.15),    in equation (4.20) can be obtained using equation 

(4.21), 

 

                      

                         ) 

                          )               (4.24) 

 

To obtain    in equation (4.20), the    in equation (4.15) is factored and substituted 

with equations (4.21) and (4.22).  

 

                              

                                  

                            

                            

                            

                          

                                      (4.25) 

 

The formulation of    in equation (4.20) can be proved by using equation (4.21). 

                               

                                     

                                                   (4.26) 

 

Proving    in equation (4.20) can be obtained according to    in equation (4.15). 

Using the Boolean equation in equations (4.21), (4.22) and (4.23), the following is 

reached: 
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                                                 (4.27) 

 

Table 4.2 Gate count comparison between typical inversion in GF(2
4
) composite field 

architecture and proposed inversion in GF(2
4
) 

 

Inversion in 

GF(2
4
) 

Architecture 

Total 

num. of 

XOR gate 

Total 

num. of 

AND gate 

Total num. 

of NAND 

gate 

Total 

num. of 

OR gate 

Critical 

path delay 

(gate) 

[4, 12, 79] 

14 8 - - 5 

Proposed  6 9 3 1 3 

 

 

4.3.3 CombineXAXB 

 

The architecture of CombineXAXB represents the merging of two multiplications in 

GF (2
4
), after the multiplicative inverse of nibbles in GF(2

4
), using Boolean 

simplification to achieve a low gate count for this architecture. 

 

Lemma 4.3: Let                            2 be the output, with the input of  

               2,                2 and                2 
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The equations of the result are following: 

 

                    

                     

                      

                      

                                            (4.28) 

                     

                      

                      

 

Proof: By adding equation (4.12) for two of the multiplications in GF (2
4
), the output 

equation of   are following: 

 

                                               

                                  

                                    

                            

                                                       (4.29) 

                                  

                                    

                            

 

Substitute        ,       ,        ,       and         to 

prove equation (4.28). 
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Table 4.3 Gate count comparison between typical multiplication in GF(2
4
) and 

proposed CombineXAXB 

 

Architecture Total num. of 

XOR gate 

Total num. of 

AND gate 

Critical path 

delay (gate) 

two multiplication in GF(2
4
) 

[4, 12, 79] 

42 18 5 

CombineXAXB 28 15 4 

 

4.4 Hardware Implementation of S-box/ InvS-box  

 

The new proposed S-box architecture illustrated in Figure 4.2 is implemented to 

perform both encryption and decryption, with the S-box and InvS-box sharing the same 

hardware simply by switching combinatorial logic blocks using multiplexers. It is an 

improved modification of the architecture using a composite field based on the 

polynomial basis. This modification enables the implementation of inverse SubBytes 

for decryption by reusing the same S-box resources. Technique of merging the sub-

component of the typical multiplicative inverse has reduced the hardware complexity as 

discussed in section 4.3. 

 

Another technique to reduce the area complexity and power consumption, an 

appropriate logic gate style should be used. Logic style can affect the size of a 

transistor, wiring load and power dissipation, especially in full-custom implementation. 

Full custom-design implementation offers an alternative to use a differential logic style. 

Rather than using the standard cell, the transistor gate can be scaled down without 

deteriorating performance. As most functionalities of the S-box are based on 

combinational logic dominated by an XOR gate, it is wise to use good performance and 

a low XOR gate count. Hence, by using the novel low-power and low-area XOR1 gate 

discussed in Chapter 3, circuit level optimised S-box/ InvS-box hardware, in terms of 

silicon area and power dissipation, has been achieved.   

 



84 

 

Stage 1 CombineXAXBX-1

8 84

4

Map T
Inv Affine

Multiply 

Inverse

0

1

Inv Map  

T
-1

Affine

0

1

8

SubByte/ Inv SubByte

Multiplicative Inverse Inset View 

8

State 
in

SubByte/ 
Inv SubByte 

out

 

m

q

4

4


4w

 

Figure 4.2 Proposed Multiplicative Inverse in GF(2
8
) architecture 

 

4.5 Evaluation and comparison with other designs 

 

The complete circuit simulation, optimisation, layout and parasitic extraction were 

carried out using Mentor Graphics tools. The mask layout of the S-box/ InvS-box 

illustrated in Figure 4.3 was customised (with manual placement and routing) in 130nm 

IBM CMOS, with copious instances of the novel XOR gate for the CMOS Galois field/ 

composite field arithmetic. A 130nm CMOS technology has been selected for the 

implementation because it is one of the advanced CMOS technology offers different 

flavors of the process and also of the limited resources provided by the foundry. 

 

Minimum channel length was used for all devices, and optimum channel width was 

carefully chosen for each device to achieve verified functionality with low power 

dissipation, and the smallest possible propagation delay. Figure 4.4 shows the complete 

S-box/ InvS-box chip with the bonding I/O pads. 
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Figure 4.3 Complete layout of the S-box/ InvS-box. 

 

 

 

Figure 4.4 Complete chip die of the S-box/ InvS-box with bonding pads. 
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The design simulations consisted of functional verification, power and timing analysis, 

as well as design rule checking (DRC), and layout vs. schematic (LVS).  Sets of NIST 

test vectors were selected randomly and used to verify the functionality. Simulation 

results verified the correct functionality for every input SubByte combination with a 

supply voltage of only 0.8V.  

 

Figures 4.5 and 4.6 display the correct SubBytes and Inverse SubBytes functional 

operations for several computation cycles, respectively. The worst case S-box input-to-

output delay was around 3.235ns, thus allowing a throughput of around 309 Mega-

SubBytes per second.  The silicon-area of the S-box/ InvS-box is only 39.44 square µm 

using 130nm CMOS process, and offers to-date, the smallest reported silicon-area of 

any implementation with shared S-box and inverse S-box.  

 

 

Figure 4.5 S-box functional test verification of the SubBytes operation. 

 

Figure 4.6 InvS-box functional test verification of the Inverse SubBytes operation 

 

Design complexity was measured by using theoretical time and space complexity. 

Table 4.4 shows the list and count of various logic gates (and transistors) for the 

different blocks of the S-box/ InvS-box implementation, with the used notation of XOR 

and τxor, which are denoted for space and time complexity, indicating the large number 

of XORs dominating the transistor budget, with a total chip device count of 876.   

 

This architecture achieves a small area using only 147 gates (105 XOR gates, 38 AND 

gates, 3 NAND gates and 1 OR gate), which is about 17% and 7% smaller than the 

typical composite field SubByte architectures recorded by Satoh et al. [4] and Nabihah 

Ahmad and Rezaul Hasan [79], with 172 gates (137 XOR gates and 35 AND gates) and 
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158 gates (123 XOR gates and 35 AND gates), respectively. For multiplicative inverse, 

the proposed architecture has a critical path of 11 gate delay compared to a 17 gate 

delay for a typical composite field design which is cut off by more than 5%. 

 

Table 4.5 shows a comparison of the proposed implementation results with other recent 

S-box designs, including the normal basis design in [14], which is also discussed in 

[80]. Only the proposed design and S-box design in [4], [12] and [79] support both 

encryption and decryption transformation. According to this table, the proposed 

implementation achieves the lowest core area through the circuit level optimisation, 

saving about 80% of the area cost of design [79]. The second-lowest area S-box/ InvS-

box design reported by the authors in [79] was 288 square µm using 65 nm technology.  

 

Table 4.4 Complexity of proposed S-box/ InvS-box implementation 

 

 

In [4] and [12], the area of the S-box was presented in terms of gate equivalent, which 

are 381GE and 725GE in 130nm technology, respectively. Even though only 

implemented for encryption transformation, other designs consume more area. 

Extensive performance factors were considered, including additional criteria such as 

power-delay product (PDP), energy-delay product (EDP), and power-area product 

(PAP), when comparing the different S-Box circuits. EDP and PAP were calculated 

Architecture Total 

num. of 

XOR gate 

Total 

num. of 

AND gate 

Total num. 

of NAND 

gate 

Total num. 

of OR gate 

Critical 

path 

delay τxor 

Stage 1 24 14 -  4 

Inversion in GF(2
4
) 6 9 3 1 3 

CombineXAXB 28 15 -  4 

Total 58 38 3 1 11 

Map T (ISO) 12 - -   

Map T
-1 

(inv ISO) 12 - -   

Affine 12 - -   

Inv Affine 12 - -   

Total all 105 38 3 1 11 
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using the average power dissipation and the worst-case delay. The PAP parameter is 

used to define a design which has small silicon area and low-power dissipation, while 

EDP is used to evaluate the energy efficiency of the circuit.  

 

As shown in Table 4.5, the proposed design with 7.33 µW (@ 100 MHz) has the third 

lowest power dissipation, when compared to the 65nm CMOS S-Box in [79] and [44] 

with 0.09 µW (@ 125 MHz) and 0.04 µW (@ 10 MHz) respectively, but the lowest 

power dissipation when compared to the 130nm CMOS S-box in [44] and [12].  It has a 

lower delay time than the design in [44]. However, the S-box in [44] is only designed 

for SubBytes transformation, whereas the proposed design includes both the 

transformations, with S-box and inverse S-box sharing the same hardware. Designs in 

[79] and [44] use the 65nm node with low threshold voltage, allowing ultra-low Vdd 

(0.3–0.5V). By using deep nanometer CMOS along with voltage scaling as an effective 

constraint, the proposed architecture can achieve an even lower power budget than in 

[79]. In [44] the area of the design is not mentioned, so the PAP calculation for [44] 

was not available to compare with our lowest PAP result in the table, of 0.0259 

mW.µm
2
 (@ 125 MHz).  

 

Furthermore, our design achieved the best PAP, EDP and PDP values when compared 

to all the other designs, including the normal basis design in [81] (@ 610 MHz), except 

for a design in [44] implemented in 65nm CMOS technology and [79]. However, the S-

box design in [44] does not support decryption mode and have higher delay time and 

low throughput, while in [79], it requires more silicon area and delay time than the 

proposed design. Although the design in [12] has the shortest delay times for 

encryption and decryption implementation, it consumes 90% more power than the 

proposed design. In addition, it is to be noted that the design in [81] does not consider 

the implementation of the inverse S-box for decryption. When the same frequency 

(cycles/sec) of operation is considered for all the designs in Table 4.5, the throughput 

rate (Gbps) is the equivalent for all cases. This is because one 8-bit SubBytes output 

data is available per cycle. Therefore, for example, if the frequency is reduced to a low 

value of 5MHz, the throughput will be 0.04 Gbps for all the designs in Table 4.5.  

However, at the same reduced frequency, the proposed design will have significantly 

reduced power dissipation (with reduced logic switching) and will consequently, be the 

most energy-efficient design in Table 4.5.   
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Table 4.5 AES S-box performance and comparison with previous work.

 Proposed [79] [27, 80] [80],[81] [44] [44] [28] [20] [4] [12] 

Technology (nm) 130 65 65 65 130 65 250 250 130 130 

Year 2012 2012 2012 2010 2009 2009 2007 2007 2001 2003 

Vdd (V) 0.8 0.8 NA NA 1.2 0.8 2.5 2.5 1.5 1.5 

Decryption yes yes no no no no no no yes Yes 

Frequency 100 125 763 610 10 10 10 10 10 10 

Delay (ns) 3.235 7.322 1.31 1.64 3.3 7.5 4.39 9 3.69 2.00 

Average power (μW) 7.33 0.09 54.99 44.39 12.1 0.037 207.3 140 NA 79 

PDP (fJ) 23.71 0.659 72.04 72.8 39.93 0.278 910.05 1260 NA 158 

Area (μm
2
) 39.44 288 525.2 403.2 NA NA 10791 8744 381GE 725GE 

EDP (yJ.s) 76.70 4.825 94.37 119.39 131.77 20.85 3995.12 113400 NA 3160 

PAP (mW. μm
2
) 0.2891 0.0259 28.88 17.89 NA NA 2236.97 1224 NA NA 

Throughput (Gbps) 0.8 1.0 6.1 4.9 0.08 0.08 NA NA NA NA 

*GE implies Gate Equivalent, NA implies not available
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4.6 Conclusions 

 

In conclusion, this chapter presents a new full custom hardware implementation of a 

low-power AES S-box/ InvS-box GF(2
8
) Galois field inversion based on the 

polynomial basis, using composite field arithmetic architecture in the 130nm CMOS 

process, employing circuit level optimisation. The design demonstrated a new approach 

to minimise the silicon-area of an S-box by using a new 2-input XOR gate for low-

power composite field arithmetic, in order to reduce the power dissipation and delays 

for the overall circuit.  

 

Efficient design of S-box/ InvS-box was achieved by minimising the combinational 

logic and merging the sub-blocks of multiplicative inverse. Investigation of several S-

box architectures was done in terms of power, area, throughput and delay, and 

compared to the proposed design. The area of the core circuit is approximately 39.44 

square µm, while the hardware cost of the S-box/ InvS-box is about 147 logic gates, 

equivalent to 876 transistors with a critical path propagation delay of 3.235ns.  

Furthermore, based upon the performance of the implementation, the results indicate 

that this design is suitable for applications that require small-area and low-power 

consumption, such as RFID tags. 
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CHAPTER 5 

 

 

FAULT DETECTION SCHEME OF AES S-BOX/ INVS-

BOX USING PARITY PREDICTION BASED METHOD 

 

 

 

5.1 Introduction 

 

There are various possible faults in the hardware implementation of a cryptographic 

algorithm, for example physical faults, such as a wire bonding failure and gate oxide 

breakdown, which may cause a temporary or permanent fault. It can also be caused by 

a fault injection by attackers into the cryptography unit, in order to retrieve the internal 

key and obtain secret information. This physical injection attack can be done using an 

electrical noise injection on the power source or clock signal to create a malfunction in 

operating units.  

 

Concurrent fault detection plays a vital role in hardware implementation in order to 

prevent losing the original message, which can cause an erroneous message output, and 

also to protect against malicious attacks that aim to extract the encryption secret key. 

There are two types of attacks against the cryptographic hardware: invasive and non-

invasive. Invasive attacks are based on reverse engineering and require special 

laboratory equipment, while non-invasive attacks exploit hardware implementation 

weaknesses, such as the power consumption of the device.  These are called side 

channel attacks or Differential Power Analysis (DPA), and differential fault analysis 

(DFA), and are based on the injection of a transient fault into the cryptosystem core.  

 

Timing attacks exploit the timing characteristics of the implementation of operations, 

which used in a cipher to break the secret key. In DPA attacks, one power measurement 

is taken in each slot of the divided encryption time for different input plain texts, and 

these measurements correlate with each bit of the internal stage during encryption.  



92 
 

Different countermeasures against fault attacks in AES have been developed  [82] and 

[100]. A fault detection scheme is chosen not only based on the reliability and 

capability of the scheme, but also on the optimal hardware complexity and critical path 

delay. There are various techniques for fault detection of the AES hardware 

implementation. The first technique is based on various forms of redundancy, either 

time or hardware, using the decryption module to decrypt the encrypted data and then 

comparing the result with the original plaintext, as proposed in [83] and [82].  This 

technique is used where algorithm-level, operation-level and round-level fault detection 

for the AES are applied, with the drawback of large area, power and delay overheads. 

Fault detection is presented using look-up table (LUT) implementation in [84], which 

requires more memory cells to generate the predicted parity bit. 

 

Another fault detection technique is based on using an error detection code (EDC), 

which makes use of a comparison between the predicted parity outputs of a block from 

the input data, with the actual parity from computation of the output data of the block. 

This technique has proven to be very efficient, with low hardware cost and high fault 

detection. A well-known EDC is parity code error detection, with a number of parity 

bits capable of detecting all single bit errors and multiple bit errors, with an odd number 

of errors. The output parity bits of each transformation are predicted from the inputs 

using the prediction boxes and compared with the actual parities using the actual block.  

 

The first parity-based fault detection method for AES was proposed by [85] using 16 

parity bits for the State, adding one additional parity bit per byte for 128-bit data. Each 

S-box is modified into a 9-bit S-box. The parity bit does not change after the ShiftRows 

transformation, while 4 parity bits is predicted and added per byte in MixColumns 

transformation as it operates on 32-bits. This design has the drawback of high area 

complexity, especially for the predicted parity of MixColumns/ InvMixColumns. In 

[86], the parity bit is determined by XOR-ing the 16 parity bits of the 16 S-boxes. One 

bit parity is used for 128-bit data using the LUT for the S-box. The input parity of a 

round is compared with the predicted output parity of each the previous rounds to check 

the correctness of the other blocks of the round. 

 

Most of the EDC methods focus on the S-box, as it is the only non-linear 

transformation in AES. A concurrent fault detection scheme proposed in [87], applies 
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to the joint S-box and inverse S-box. In [86], concurrent error detection uses a double 

parity bit for each S-box, one parity bit for the input byte, and one parity bit for the 

output byte, then both parities are compared to check the correctness of the S-box. The 

composite fields of the S-box/InvS-box are divided into sub-blocks and parity 

predictions in [88], [89] and [90]. The composite field S-box in [88] is divided into five 

partition blocks, and the predicted parity bit of each block is compared with the actual 

parity to obtain the error indication flag of the corresponding block. Enhancement of 

the double parity bit method is proposed in [91], by combining the designs in [86] and 

[86]. The predicted input parity bit is compared with the actual input parity of each S-

box, and the indication error flag is obtained by OR-ing the 16 indication flags from 

each S-box. They also modified the double parity bit method in [84], by adding 

detection logic after ShiftRows transformation, in order to detect the error within the S-

box and ShiftRows transformation. 

 

This chapter explores the new low-cost fault detection scheme for the S-box/ InvS-box 

of AES, by enhancing the scheme in [88] for better protection.  The S-box/ InvS-box 

architecture was developed using a composite field algorithm to reduce the area 

overhead. The proposed fault detection scheme is using a parity prediction based 

method. 

 

5.2 Proposed Fault Detection Scheme for AES S-box/ InvS-box architecture 

 

The fault detection scheme has been developed by comparing the actual parity output, 

and predicted parity output results in the error indication flag for the corresponding 

block. This scheme is implemented on the AES S-box and InvS-box architecture based 

on a compact composite field, using a polynomial basis. The transformation of the S-

box uses an irreducible polynomial of p(x) =x
8
+x

4
+x

3
+x+1 to construct the binary 

field, GF(2
8
).  It consists of multiplicative inversion, followed by an affine 

transformation.  

 

The proposed fault detection is presented using the low-power and low-area S-box/ 

InvS-box discussed in Chapter 4. The joint S-box and inverse S-box have been divided 

into seven blocks that cover each sub-structure inside it, with seven predicted parities. 



94 
 

Seven error indication flags are observed, and for zero error computation, the output of 

flags should be zero when compared with the actual parities. The predicted parity is 

obtained using the input of each block, while the actual parity is obtained from the 

output of each block. XOR gate implementation is utilized to compare the two parity 

outputs and to obtain the fault indication flag. We optimized the logic area complexity 

for each of the predicted parity units, to cover all faults, in every output of the S-

box/InvS-box. Each block of the S-Box is modified in order to detect all single faults 

leading to an odd number of errors in the output.  

 

The implementation of differential blocks and predicted parities are obtained by using 

the best choice of φ = [92]2 and λ={1000}2. Figure 5.1 illustrates the block diagram of 

the proposed parity prediction fault detection blocks, for the composite field S-box and 

InvS-box. Blocks 1 and 6 cover the fault detection for isomorphic and inverse 

isomorphic, while blocks 2 and 7 consist of affine and inverse affine predicted parity. 

Blocks 3, 4 and 5 were developed to implement the fault detection for multiplicative 

inversion transformation, consisting of Stage 1, inversion in GF(2
4
), and multiplication 

in GF(2
4
) and CombineXAXB unit. 
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Figure 5.1 Proposed parity prediction fault detection blocks for the composite field S-

box and InvS-box 
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5.2.1 Blocks 1 and 6: Predicted Parity of Isomorphic and Inverse 

Isomorphic Mapping 

 

Blocks 1 and 6 represent the isomorphic and inverse isomorphic mapping based on φ = 

{10}2 and λ= {1000}2, for the best optimum logic implementation to obtain the low area 

and critical path delay.  

 

Lemma 5.1: Let    
 

 

 

 

 

 

 

 
  be the input of isomorphic mapping in 

GF(2
4
) and    

 


 


 


 


 


 


 


   be the input of predicted parities of 

isomorphic mapping.  The derivation for the predicted parities of block 1,      is as 

follows:  

 

     
 
 

 
 

 
 

 
                               (5.1) 

 

Proof : The formulation for the predicted parities of block 1 is obtained as follows: 

 

     
  

  
  

  
  

  
  

                 (5.2) 

 

By referring to the equation in (4.3), the equation obtained is:  
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 
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                        (5.3) 

 

By using the XOR property for Boolean minimisation,      , the equation in (5.1) 

can be obtained. The total number of XOR gates needed for implementation of block 1, 

     in the S-Box/ InvS-box is three XOR gates.  

 

 

       

           

  
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Figure 5.2 Predicted Parity of Isomorphic Mapping 

 

Lemma 5.2: Let    
 
                be the input of inverse 

isomorphic mapping in GF(2
4
), and                               be the 

input of the predicted parity of inverse isomorphic mapping.  The predicted parity of 

block 6,          is obtained as follows: 

 

                                                 (5.4) 

 

Proof: The formulation for the predicted parities for the inverse isomorphic mapping of 

block 6 is obtained by using equation in (4.4): 

 

                                                      (5.5) 

 

                                  

                             

                          

                                  (5.6) 

 

Using similar methods to previous, the equation in (5.4) can be obtained. 

XOR
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Λ6
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Figure 5.3 Predicted Parity of Inverse Isomorphic Mapping 

 

The hardware implementation complexity for the predicted parities of block 6,         

is three XOR gates. 

        

          

          
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5.2.2 Block 3: Parity Stage 1 

 

Block 3 of the S-box/ InvS-box implements Stage 1 architecture, which consists of 

multiplication in GF(2
4
), multiplication with lambda, squaring in GF(2

4
) and a modulo-

2 addition process based on composite field arithmetic.  

 

Lemma 5.3: Let the input of Stage 1 be                2 and                2, 

while                2 is the input of the predicted parity of Stage 1. The predicted 

parity of block 3,         as follows: 

 

                                                        

                                                                                                                                                (5.7)                            

                                                                                                                                          

where   represents the OR operation. 

 

Proof: The formula for the predicted parity of Stage 1 is obtained by the total output of 

Stage 1. 

  

                                                     (5.8) 

 

By using the equation stated in (4.17), the formula for the predicted parity of Stage 1 is: 

 

                                                    

                                                     (5.9) 

 

Using        and          , the predicted parity of Stage 1 as an equation 

in (5.7) is obtained. The hardware implementation of the predicted parity for block 3 

requires seven XOR gates, three AND gates, one OR gate, and one inverter gate as 

shown in Figure 5.4. 
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Figure 5.4 Predicted Parity circuit for Stage 1 implementation 

 

5.2.3 Block 4: Parity Inversion  

 

Lemma 5.4: Let the input of the inversion in GF(2
4
) be                2 and   

             2 is the input for the predicted parity of the inversion. The derivations of 

the predicted parity inversion,            are obtained as follows: 

 

                                   )                 (5.10)         

 

Proof: The formula of the predicted parity for inversion is as follows: 

 

                                         (5.11) 

 

Substituting the above equation with the equation in (4.20), the following formulation 

is obtained: 

 

                                                         

                                                         

                                          (5.12) 

 

The above equation is minimised using        to get equation (5.10). 
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Figure 5.5 Predicted Parity circuit for inversion in GF(2
4
) implementation 

 

Figure 5.5 illustrates the hardware implementation for the predicted parity of inversion, 

which utilises two XOR gates, two AND gates, one NAND gate and one inverter. 

 

5.2.4 Block 5: Parity CombineXAXB 

 

Block 5 consists of two multiplications in GF(2
4
), after the multiplicative inverse of 

nibble in GF(2
4
). The architecture is optimized using a Boolean simplification 

technique in order to achieve a low gate count.  

 

Lemma 5.5: Let                2,                2 and                2 be 

the input of CombineXAXB, while                            2 is the input for the 

predicted parity of CombineXAXB. The derivation of the the predicted parity is: 

 

                                                                                  

                                                                                                                                   (5.13) 

where        ,         and       

 

Proof: The formula for the predicted parity of CombineXAXB is derived by totalling 

the output of CombineXAXB. 

 

                                                (5.14) 

 

By using the equation stated in (4.28), the equation for the predicted parity of 

CombineXAXB is: 
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                                                                       (5.15) 

 

The above equation is minimized to obtain the new equation below: 

 

                                                  

                                                    

(5.16) 

      

This equation is substituted with the variables to obtain the equation in (5.13). 
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Figure 5.6 Predicted parity circuit of CombineXAXB implementation 

 

The number of gates required for implementing the predicted parity of block 5,      is 

15 XOR gates and four AND gates, as shown in Figure 5.6. 
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5.2.5 Blocks 2 and 7: Parity Affine and Inverse Affine 

 

Lemma 5.6: Let                               be the input of affine in 

GF(2
4
).  The derivation for the predicted parities of block 2 is as follows:  

 

                          
                        

                                                       

(5.17)                

 

Proof: By substituting          ,                  ,           

and          , into equation (5.18), the equation in (5.17) is obtained for the 

predicted parities of block 2. 

 

                           
                                                           

                                        

                   
                                                           

                                                

                                                                                                           

(5.18) 
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Figure 5.7 Predicted parity circuit of affine implementation 

 

Hardware implementation for the predicted parity of block 2,         requires 12 XOR 

gates and four XNOR gates. 
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Lemma 5.7: Let the input of the inverse affine be   
 
               . 

The predicted parity of Stage 1 is derived as follows: 

 

                                                                                   (5.19) 

 

Proof: For    
 
                as the input and            as the output, 

the equation for the predicted parity block of the inverse affine is as follows: 

 

                                                                                 

                                                        (5.20) 

 

By using Boolean algebra for minimisation, the equation in (5.19) is obtained. The 

number of gates needed for implementing the predicted parity of block 7,            

shown in Figure 5.8 is seven XOR gates and two XNOR gates. 
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Figure 5.8 Predicted parity circuit of inverse affine implementation 

 

5.3 Hardware Complexity Analysis 

 

The total area implementation for the fault detection predicted parity block of the S-

box/ InvS-box required 49 XORs, six XNORs, nine ANDs, one inverter, two ORs and 

one NAND gate. Table 5.1 summarises the hardware complexities for each of the 

predicted parities for blocks 1- 7. 
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Table 5.1 Hardware complexities for proposed predicted parity of S-box/ InvS-box 

 

Block XOR XNOR AND INV OR NAND 

1,      3 - - - - - 

2,         12 4 - - - - 

3,  
      

 7 - 3 1 1  

4,  
         

 2 - 2 - 1 1 

5,  
   

 15 - 4 - - - 

6,         3 - - - - - 

7,            7 2 - - - - 

Total 49 6 9 1 2 1 

 

 

The actual parities for each block of the S-box/ InvS-box required an XOR gate to 

obtain the output parity, to compare with the predicted parity. Furthermore, seven XOR 

gates are needed to obtain the indication flag, by comparing seven of the predicted 

blocks with the actual parities. 

 

5.4 Fault coverage of the proposed fault detection scheme 

 

The proposed fault detection scheme was simulated using 130nm CMOS technology, in 

the Mentor Graphic environment. The evaluation for single and multiple stuck-at errors 

model were carried out to evaluate the fault coverage of the proposed fault detection. 

Stuck-at error model is a functional fault on a Boolean (logic) function implementation 

that force nodes to be stuck at logic one or zero independent of the fault-free logic 

values. 

 

All possible single stuck-at errors were inserted randomly on the input and output 

nodes of the logic gates of the S-box. Nodes in the circuit are selected randomly to be 

force with the fault. Fifty data inputs for the S-box/ InvS-box were selected and the 

correct input of each block was replaced by an erroneous value, corresponding to a 
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stuck-at fault at an input line of each block.  The output error is detected by comparing 

the parity bit with the actual parity of the outputs. All the single faults will result in 

single errors in an odd number of erroneous bits at its output, and all the possible faults 

are detected by parity checking at each of the blocks and ends of the S-box/ InvS-box 

block. The proposed fault detection was also injected with multiple stuck-at errors, by 

using a Fibonacci implementation of the LFSRs where, the numbers, the locations and 

the types of the errors are randomly selected. 50 nodes were made faulty for a multiple 

fault.  

 

 

This simulation proves that the predicted parity fault detection has almost 100% fault 

coverage at the byte level. For a single stuck-at error, it shows that the faults are 

covered 99.9 % for both entire SubBytes and inverse SubBytes. For multiple stuck-at 

errors, 96% fault coverage resulted, which covers 48 nodes that were identified from 

the 50 injected nodes in both the S-box and the inverse S-box.  It is expected that the 

error coverage of about 100 percent if the number of errors injected is increased. Table 

5.2 represents the fault coverage for single and multiple stuck-at errors for the S-box 

and inverse S-box. 

Table 5.2 Fault coverage for fault detection scheme 

 

Faults Fault coverage (%) 

Single stuck-at errors 99.9 

Multiple stuck-at errors 96 

 

 

5.5 Conclusions 

 

In this chapter, the new fault detection scheme, based on parity bits, has been 

developed for the S-box/ Inv S-box architecture. It has been shown that the proposed 

fault detection scheme, using the new optimum composite field S-box/ InvS-box, has 

lower complexities and delay overheads than other previous designs. Based on the 

simulation results, high fault coverage was obtained for the proposed fault detection 

scheme. This scheme also offers low hardware complexities, which contributes to a low 

cost and low power dissipation design estimated about 20uW. 
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CHAPTER 6 

 

 

EFFICIENT INTEGRATED AES CRYPTO -

PROCESSOR ARCHITECTURE FOR 8-BIT STREAM 

CIPHER 

 

 

6.1 Introduction 

 

This chapter describes the new compact AES 8-bit stream cipher architecture. The first 

section explains the top level design of the AES core, and is followed by discussion on 

the architecture of each component part of AES core and the comparative performance 

of other existing AES designs.   

 

6.2 AES Architecture 

 

The new AES core supports 128-bit keys in an 8-bit wide stream datapath, in order to 

minimise the silicon area and power consumption at high speed, using circuit 

optimisation techniques. Figure 6.1 illustrates the block diagram of an AES crypto-

processor, while Figure 6.2 represents the top-core AES architecture of the proposed 

design. The component parts are: the SubByte/ InvSubByte, MixColumns/ 

InvMixColumns, ShiftRows/ InvShiftRows, Key Scheduling unit, control unit and 

clock distribution unit. The control unit executes the sequence of the AES operation 

and provides control signals to each of the AES components. Meanwhile, the clock 

distribution unit distributes the global clock to the components in parallel synchronism, 

avoiding delay mismatch. The control unit consists of a 4-bit counter that gives a signal 

input to the multiplexer selector to control data input in each round of operation.  
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The data block and key initial are fed into an AES and XORed before being substituted 

in SubBytes/ InvSubBytes transformation. In each round, State data are then processed 

in ShiftRows/ InvShiftRows in column order, and passed to MixColumns/ 

InvMixColumns transformation before being XORed with the key round. Each round is 

completed in 28 clock cycles. In the last round of AES operation, the data output from 

ShiftRows/ InvShiftRows are XORed with the last key round. 
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Figure 6.1 Block diagram of AES crypto-processor 
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Figure 6.2 High level architecture of the AES crypto-processor 

 

6.3 SubBytes and InvSubBytes Architecture 

A new proposed SubBytes and InvSubBytes architecture merging the sub component of 

the typical multiplicative inverse to optimise the circuit is discussed in detail in Chapter 

4.  It consists of Stage 1, the inversion and the combination of multiplication in GF(2
4
). 

Stage 1 includes a logic optimisation of multiplication in GF(2
4
), multiplication with 

constant, squaring in GF(2
4
), and addition transformation included in one circuit. 

CombineXAXB circuit is obtained by minimising the circuit of multiplication in 

GF(2
4
) after multiplicative inversion in GF(2

4
). This new architecture reduces gate 
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count compared to the typical circuit using typical composite field architecture. The 

proposed design has been compared to existing designs suitable for AES 8-bit datapath 

and 32-bit datapath implementation. All the results of performance analysis can be 

found in Chapter 4. 
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Figure 6.3 Proposed Multiplicative Inverse in GF(2
8
) transformation architecture 

 

6.4 New Topology of MixColumns/ InvMixColumns 

MixColumns and InvMixColumns are modular multiplications by the constant 

vectors, and matrix expressions of the MixColumns and InvMixColumns for one output 

column of the State array are shown in equations (6.1) and (6.2) also equivalent to 

equation (2.11) and (2.12) respectively.   

 

   
   
   
   

   

        
        
        
        

 X 

  

  
  

  

                                                                        (6.1) 

where    ,    ,     and     are the output State after MixColumns and   ,   ,    

and    are the original State. 
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                                                 (6.2)  
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where     ,     ,      and      are the output State after InvMixColumns and 

  ,   ,    and    are the original State. 

                                                                  

MixColumns/ InvMixColumns architecture is one of high area consumption in AES 

design, and demands efficient low-area approaches to implement it. Optimized 

MixColumns and InvMixColumns are implemented using the decomposition method, 

by applying byte-level resource sharing to the computation within a byte in a given 

column of the State matrix. Byte-level resource sharing is used to improve the logic 

minimisation, and reduce the hardware complexity efficiently. 

 

The MixColumns matrix in equation (6.1) can be decomposed into a linear combination 

of products of the elements in GF(2
8
), as multiplication over addition in GF(2

8
) is 

distributive. The decomposed MixColumns is shown as 

 

                          

                           

                           

                                                                                            (6.3)                                                   

                  

The MixColumns matrix is then expressed as: 

 

   
   
   
   

  

 
 
 
 
                     
                     

                     

                      
 
 
 

                                                          (6.4) 

                              

Constant multiplication by {02} and {04} in GF(2
8
) as mentioned in Chapter 2 are 

performed by Xtime(x) and X4time(x) units based on the byte-level method. The byte-

level substructure sharing method finds common terms with the aim to reduce the 

number of Xtime(x) blocks by pre-computing additions of some variables before using 

the Xtime(x) unit. The Xtime(x) process is the multiplication by x, which is 02[x]. The 

Xtime(x) circuit is implemented using combinations of XOR gates of subsequent 

conditional XOR with {1B}, and hard-wired logic shift operations of left shift. The 

Xtime(x) unit requires 3 bit level XORs as shown in Figure 6.4.  

 



110 
 

Xtime[7:0] = {in[6], in[5], in[4], (in[3]   in[7]), (in[2]   in[7]), in[1], (in[0]  in [7]), 

in[7]}                                                                                                                           (6.5)                                                                                                                   

                                                                                                                                                    

Multiplication for the higher power of x can be done by repeat of Xtime(x). X4time(x) 

is the same as X4time = (Xtime)
2
 = Xtime (Xtime[x]) = Xtime (2[x]) = 04[x]. The 

module for X4time(x) requires 5 XORs as shown in Figure 6.4.    

     

The matrix multiplication of MixColumns could be represented as follows: 

 

                             

                              

                                          (6.6) 

                                                                                  

 

Assume d =       , e =           f =        , and g =       . These are 

the common terms in MixColumns and can be shared to reduce hardware complexities.  

 

w =            ,  

x =             , 

y =             ,                         (6.7) 

z =                                                 

 

Equation (6.8) is replaced with (6.7) to create a new equation: 

 

            

            

                  (6.8) 

                                       

 

The InvMixColumns equation (6.2) can also be expressed as equation (6.9). 

InvMixColumns decomposition using distributivity of GF(2
8
) can be expressed as 

equation (6.9).  
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                                    (6.9)                   

 

 

    

    

    

    

  

 
 
 
 
 
                                                   

  

                              
                       

                                                    

                                                     
 
 
 
 

                                                                                                    (6.10)

                                                   

In order to reduce the cost of the hardware, InvMixColumns can be decomposed to 

share logic resources with MixColumns. The equation in (6.10) is substituted with 

equation 6.4 to share the architecture, and obtain the new equation (6.11) as follows: 

 

 

    
    
    
    

  

 
 
 
 
                                   

                                   

                                   

                                    
 
 
 

                    (6.11)                                      

 

The matrix multiplication of InvMixColumns could be represented as follows: 

 

     = x      x                                                                 

                                                            

                                                           

                                                                                            

                                                                                                                                   (6.12)   

 

Assuming          ,          , these are the common terms in 

InvMixColumns: 

 

    x                        = x            

     x               

    x                                                   (6.13)                                  
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By replacing equation (6.13) in equation (6.12), we obtained a new equation as follows, 

further reducing the area of the InvMixColumns: 

     =                                

                 

                

                                                                                                                (6.14)                            

 

From the equations (6.8) and (6.14), MixColumns and InvMixColumns are optimized 

by sharing the same resources. The hardware implemented for MixColumns and 

InvMixColumns is illustrated in Figure 6.4. For 8-bit datapath implementation, we used 

an additional shift register and multiplexers. Shift registers are used to shift the input 

data to MixColumns/ InvMixColumns, and multiplexers are used to select an 

encryption or decryption output. MixColums/ InvMixColumns input, A0-A3, is an 

individual byte coming from ShiftRows/ InvShiftRows unit. 
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 Figure 6.4 MixColumns and InvMixColumns circuit
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For MixColumns and InvMixColumns, the total number of gates in the proposed 

architecture is 166 XOR gates for computation of one column of a State. The full State 

matrix transformation requires 664 XOR gates and results in a critical path of 7 XOR 

gate delay. Table 6.1 shows a comparison with other implementations, in terms of area 

(AXOR) and critical path delay (TXOR). The proposed integrated MixColumns and 

InvMixColumns design achieves a 64.8% area reduction compared to the direct 

implementation [36]. On the other hand, the design in [36] with a shorter critical path 

delay by 2 XOR gates, requires 16% more area compared to the proposed architecture. 

With the same area as the design in [93], the proposed architecture can lead to better 

performance with a shorter critical path delay.  

 

Table 6.1 Comparison of different MixColumn/ InvMixColumn designs 

 

Method Year 

Mode 

(Enc/ 

Dec) 

Area 

(AXOR) 

One 

column 

Area 

(AXOR) 

Full state 

Delay 

(τxor) 

Direct 

implementation 
2005 Both 472 1888 5 

[37] 2002 Both 304 1216 8 

[33] 2004 Both 193 772 7 

[36] 

Method 1 

Method 2 

 

2005 

 

Both 

 

221 

213 

 

884 

852 

 

5 

6 

[35] 2005 Both 324 1296 6 

[34] 

Serial 

Parallel 

 

2005 

 

Both 

 

192 

219 

 

768 

876 

 

8 

7 

[94] 2009 Both 314 1256 8 

[93] 2010 Both 166 664 8 

Proposed 2012 Both 166 664 7 

 

 

6.5 ShiftRows/ InvShiftRows Architecture Implementation 

 

ShiftRows and InvShiftRows operation is a cyclic shifting of each row of a State matrix 

over different offsets. The first row is not shifted. The shift offsets depend on the block 

length, Nb. Table 6.2 shows the different values of the offsets for each row as a 

function of the block length.  
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ShiftRows is a linear cyclic shift operation in each row of four 4-byte data blocks, with 

different offsets (0~3-byte offsets) to the left.  The inverse of this transformation is 

performed by corresponding rotations to the right. 

 

Table 6.2 ShiftRow offset values 

 

Data Block length, Nb Row 1/bytes Row 2/bytes Row 3/bytes 

4 1 2 3 

6 1 2 3 

8 1 3 4 

 

The new proposed AES core employs a joint ShiftRows and InvShiftRows architecture 

using twelve 8-bit registers along with six 2-to-1 and one 4-to-1 multiplexer as shown 

in Figure 6.5. This design is also suitable for AES 32-bit datapath implementation. The 

operation of the registers is controlled by four different clocks generated by clock 

distribution, CLK1, CLK2, CLK3 and CLK4 for each row. These different clocks are 

distributed synchronously with the clock system to generate each output for row in 

different time period. Sel_load signal is used to enable the register to load data or to 

shift data through the registers. The shift registers are used to shift and hold the current 

State data before being replaced by the next State, until the ShiftRows/ InvShiftRows 

operation is completed. Multiplexers are used to select the datapath for the input of the 

register, either from the external data input or the input data feedback from the previous 

register. 

 

The first row of registers sequentially shifts the data through the registers. When 

comparing the ShiftRows and InvShiftRows operation, the same hardware architecture 

is used for all rows, using a different control signal according to the encryption and 

decryption processes.  All data generated after 12 cycles requires one 4-to-1 

multiplexer, with a select signal that controls the row generating the data out, and 

another additional AND gate to control the data shifted out only after 12 cycles. 
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Figure 6.5 ShiftRows and InvShiftRows circuit for 8-bit datapath  

 

Table 6.3 indicates the cost for different implementations based on the number of 

registers and multiplexers in GE measure. The new proposed ShiftRows/ InvShiftRows 

offers less hardware complexity when compared to the design in [32], which also 

implements an 8-bit AES datapath. The design in [32] requires an additional four 8-bit 

registers and one multiplexer. The proposed architecture requiring 448 gates 

(equivalent to 1792 transistors) reduces the hardware area by 22%.  In addition, the 

proposed ShiftRows/ InvShiftRows has the lowest gate equivalent when compared to 

other designs. 
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Table 6.3 Comparison of total hardware cost for different ShiftRows/ InvShiftRows 

designs 

 

Method Year 

Mode 

(Enc/ 

Dec) 

Data 

path 
Register Multiplexer 

Gate 

equivalent 

(GE) 

Direct implementation [36] 

Shift Row 

Inv Shift Row 

 

2005 

 

Enc 

Dec 

 

128 

128 

 

2 x 128 bit 

2 x 128 bit 

 

- 

- 

 

896 

896 

Byte permutation  [32] 

Shift Row 

 

2006 

 

Enc 

 

8 

 

16 x 8 bit 

 

7 (2 to 1), 

1 (4 to 1) 

 

572 

[30] 2007 Both 32 16 x 8 bit 
7 (2 to 1) 

 
532 

[95] 2008 Both 32 
7 x 32 bit 

 
2 (2 to 1) 808 

[101] 2005 Both 32 20 x 8 bit 2 (2 to 1) 584 

Proposed 2012 Both 8 12 x 8 bit 
6 (2 to 1) 

1 (4 to 1) 
448 

 

 

6.6 Add Round Key Implementation 

 

In the initial round, the initial key is XORed with the initial data block. During the 

standard round, the round key generated from the key scheduling unit is XORed with 

the output obtained from the MixColumns transformation. While in the final round, the 

output obtained from ShiftRow transformation is XORed with the round key. 

 

6.7 Key Scheduling Unit 

 

The two main components of the key scheduling unit are the key expansion and the 

round key selection. An AES Key Expansion algorithm is used to derive the round key 

from the original encryption key shown in List 6.1.  

 

The initial key is the cipher key, and is used in the initial round of the algorithm. The 

key expansion expanded from the cipher key into an expanded key array, consists of 4 

rows and Nb (Nr+1) columns and has a total number equal to the block length 
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multiplied by the number of rounds plus 1. Nb is the number of words in an AES block, 

and is equal to 4. The key length is variable between 128, 192 and 256-bits. The initial 

key consists of Nk words, or 4*Nk bytes. The expanded key, w consists of Nb*(Nr+1) 

words, or 4*Nb*(Nr+1) bytes as shown in Table 6.4.  

 

int Nb = 4; 

int Nk = 4, 6, or 8; 

void KeyExpansion(byte[] key, word[] w, int Nw) { 

int Nr = Nk + 6; 

w = new byte[4*Nb*(Nr+1)]; 

int temp; 

int i = 0; 

while ( i < Nk) { 

w[i] = word(key[4*i], key[4*i+1], key[4*i+2], key[4*i+3]); 

i++; 

} 

i = Nk; 

while(i < Nb*(Nr+1)) { 

temp = w[i-1]; 

if (i % Nk == 0) 

temp = SubWord(RotWord(temp)) ^ Rcon[i/Nk]; 

else if (Nk > 6 && (i%Nk) == 4) 

temp = SubWord(temp); 

w[i] = w[i-Nk] ^ temp; 

i++; 

} 

} 

List 6.1 Pseudo-code algorithm for the key expansion 
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Table 6.4 Expanded Key Sizes in Words 

 

Key Length 

(Nk words) 

No. of rounds 

(Nr) 

Key Expansion Size 

(Nb(Nr+1) words) 

4 10 44 

6 12 52 

8 14 60 

 

SubWord() applies the S-box value used in SubBytes for each of the 4 bytes in the 

argument. RotWord() is a simple cyclic permutation of a word one position to the left, 

which changes [a0,a1,a2,a3] to [a1,a2,a3,a0]. RON is the round constant word array, 

applied only on the first byte of the key input array.  

 

RCON unit is shown in Figure 6.6, developed using an 8-bit shift register with 

multiplexer to control the output and XOR gates. RCON[i] generator is a 4-byte value, 

and the lower 3 bytes are 0 for all i, and the highest byte is the bit representation of the 

polynomial x
i 
mod m(x) and contains values of powers of x. RCON for key generation 

can be found in Table 6.5.  

 

XOR

Y7 Y0Y1Y2Y3Y4Y5Y6

XOR

XOR XOR XOR XOR

 

Figure 6.6 RCON[i] Generator 

 

Table 6.5 RCON[i] for key generation 

 

i 0 1 2 3 4 5 6 7 8 9 10 

RCON[i] 00 01 02 04 08 10 20 40 80 1B 36 
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There are two methods to design a Key Scheduling unit. The first method is by 

precalculation and store all round keys, where the key is expanded once and stored in a 

buffer, then used for all coming data blocks until the reset operation is selected [29, 56]. 

This method offers simpler and faster operation when the same key is used for all the 

data blocks, but consumes bigger data storage hardware. Another method is on-the fly 

key expanded, which generates the keys for each round without storing all the keys in 

the memory register [9, 32, 38, 52, 58]. For a 128-bit input key, the original key will be 

expanded for 10 rounds, from step to step for every new coming data block, producing 

a 10x 128-bit key round. This method allows a new key inserted with every coming 

data block. Key generation for decryption is more complex, and requires more area for 

generation.  

 

Key Scheduling unit proposed in [32] is used to generate the on-the fly key expansion 

only for encryption consists of 17 8-bit registers with 4 multiplexers, 3 XOR gates, 1 

AND gate, Round Constant (RCON) and S-box unit. While in [58], the Key Scheduling 

unit is improved over the architecture in [32] including on-the fly key expansion for 

decryption. This architecture consists of 22 8-bit registers, 8 multiplexers, 4 XOR gates, 

1 AND gate, InvMixColumns unit, RCON and S-box unit. They also used buffer to 

maintain the input of the InvMixColumns unchanged during the encryption. Both of 

this architecture stored the key data in the register before it had been expanded which is 

not mentioned in the architecture.  

 

The new on-fly key scheduling is a developed component in an 8-bit datapath, and is 

able to generate key expansion sizes of 128-bit, and supports the encryption and 

decryption process. Figure 6.7 shows the 8-bit Key Scheduling unit which consists of 

28 byte shift register and S-box unit, RCON unit, InvMixColumns unit, 13 multiplexer 

and 5 exclusive OR gate. This proposed architecture includes the stored data for the key 

which make it appear larger than architecture in [32] and [58] because in both of the 

design did not include the registers for key storage in the diagram. Multiplexers are 

used as a control signal to select an appropriate datapath, either the initial key, or the 

round key generated from the initial key. It uses 28 8-bit registers, either to buffer the 

round key, or process the round key for encryption and decryption. The RCON unit 

consists of combinational logic circuits. 
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The initial key is fed into the 16-byte shift register for sixteen consecutive clocks to 

form a 128-bit input. In the encryption process, every last word of the previous round 

key is cyclical shifted before passing through the S-Box, and XORed with the RCON 

value. Each transformation generates round keys as 4-byte words.   

 

In the decryption process, round keys used in the encryption process are applied in 

reverse order to all rounds. The second to last word is shifted before being passed 

through the InvMixColumns. Key expansions that are produced are shifted into a 

register until all round keys are generated. The first key expansion round is generated 

after 28 clocks, and the last key is generated after 264 clock cycles simultaneously with 

AES core operation. 
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Figure 6.7 Key Scheduling unit 
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6.8 Conclusions 

 

In this chapter, the development of a compact and high-speed AES architecture with an 

8-bit stream datapath to achieve a small-area circuit with a marginal power budget, 

without sacrificing the throughput performance, has been discussed. The proposed 

architecture performs both encryption and decryption processes with a 128-bit data 

block and 128-bit cipher key. In order to minimise the hardware size, logic optimisation 

techniques were applied to each of the arithmetic components. We introduced a new 

architecture for S-box/ InvS-box, MixColumns/ InvMixColumns, and ShiftRows/ 

InvShiftRows, including the new on-the fly Key Scheduling unit for encryption and 

decryption. This architecture is designed as suitable for an 8-bit datapath 

implementation to achieve a low-power, low-area and better performance AES system. 
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CHAPTER 7 

 

IMPLEMENTATION, VERIFICATION AND RESULTS OF 

AES CRYPTO-PROCESSOR  

 

 

7.1 Introduction 

 

This chapter discusses the physical design implementation of the AES crypto-processor 

system, verification of the design, and the results of the experimental methodology for 

design reliability. Physical design implementation covers the layout implementation 

and specifications. The goals of design verification were to screen the AES architecture 

and verify that the device met the functional specifications.  

 

First, the methodology employed verifying the front-end block’s operation is discussed; 

second, system performance and parameters of merit are simulated by software, 

including functional output, power consumption and time delay; third, the testing 

method is explained and discussed in order to evaluate the system performance of the 

fabricated microchip during the test experiments. In the end, the practical measurement 

result is achieved and reported.  

 

7.2 Physical implementation 

 

7.2.1 Layout consideration for design 

 

There is Low Power (LP) and general purpose (GP) flavours developed in advanced 

CMOS technology for different power requirements using low-Vt transistors and high-

Vt CMOS transistors. In this design, a low-Vt transistor is used in the critical path to 

provide a fast speed, but it has high leakage current. A high-Vt transistor is used for the 
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non-critical paths, which provide less leakage current with a drawback of low in speed. 

Proper transistor width and minimum channel length were chosen carefully to achieve a 

low-power and high-performance system. Input and output was designed to interface 

directly to the 8-bit data block input, key initial, and cipher out for AES. Its operation is 

entirely controlled by a logic-level clock, enable and reset inputs, and provides a serial 

digital output. Another external interface was also connected to check the correctness 

of the sub-block output from the AES system. Table 7.1 illustrates the list of digital I/O 

implemented on the AES chip. 

 

Table 7.1 Complete list of input and output ports on the implemented design. 

 

Name Description Direction 

(I/O) 

Width 

(bit) 

Clk System clock input, 100MHz I - 

rst Reset control. Device must be reset after power-up. I - 

en Enable control the operation I 1 

Enc_dec Selection for encryption or decryption process I 1 

Data_in Data block input I 8 

Key_in Key initial input I 8 

Cont_q0, q1, 

q2, q3 

Output Counter Mod 10 for AES round indication O 4 

Sel_data Selection signal for AES round  O 1 

Mix_Column Output for Mix Column unit O 8 

Key_round Output for Key Scheduling unit O 8 

Data_out Data out for AES system O 8 

Vdd DC Supply voltage of 0.8V I - 

Gnd Ground I - 

 

Design work and simulation used a supply voltage of 0.8V less than the 1.20V 

specified by IBM. The power pin is connected to a well-regulated and bypassed source 

to ensure stable operation. The AES crypto-processor chip was fabricated using the 

IBM 130nm CMOS process. The complete layout was submitted through the MOSIS 

academic program and a batch of 20 devices was received, packaged in 108-pin 
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ceramic PGA108M. Figure 7.1 shows the external connections to the 108-pin PGA 

package and Figure 7.2 illustrates the packaged AES microchip. 

 

 

Figure 7.1 External connections of AES crypto-processor on the 108-pin PGA package. 

 

 

Figure 7.2 Packaged AES microchip in PGA108M 

 

The final completed AES crypto-processor front-end layout diagram includes the 

controller and AES system, as shown in Figure 7.3. The photomicrograph of the 

fabricated die is shown in Figure 7.4 and has an active circuitry chip area of 

640µm×325µm (0.208 square mm), excluding the bonding pads.   
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Figure 7.3 Complete layout of active circuitry for the AES crypto-processor 

 

 

Figure 7.4 Photomicrograph of the AES fabricated die 

 

7.3 Verification Methodologies 

 

As the system design size and complexity increases, high abstraction level design 

methods are needed to verify system functionality. There are two general types of 

design verification testing: functional and physical verification. 
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7.3.1 Functional Verification 

 

Functional verification is used to determine the functionality of the device against the 

actual system specification at high-level design and subsequently at the chip-level of 

the actual fabricated chip. The main objective of functional verification is to ensure the 

functionality of device operation, find any errors and resolve design discrepancies 

against the expected architectural specifications. 

 

A set of test patterns are fed in as input on the input pins, and the correct output is 

verified on the output pins. The following are the properties of a functional test: 

1) Used to verify the functionalities of the device 

2) Test patterns must be customised for optimised verification 

3) Can be used to operate the device at functional speed  

4) Does not require extra on-die logic nor consume any area on-chip. 

 

7.3.2 Physical verification 

 

Physical verification is used to verify the physical design implementation using EDA 

software tools, including Design Rule Check (DRC), Layout versus Schematic (LVS), 

antenna check, electrical rule check (ERC), signal integrity, and power analysis. It is 

used to validate that the design meets the design criteria. 

 

DRC is used to check whether the layout complies with the layout design rule 

parameters. This is important to make sure the layout is able to be manufactured. LVS 

is used to compare the layout and schematic, whether they match with each other, as 

well as recognising the wiring connection and electrical components of the layout. 
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7.4 Simulation and Measurement results 

 

7.4.1 Composite result and discussions 

 

During the validation phase, design errors are identified using simulation methods. 

Simulation verification is the process of validating a design for each of the functional 

components in the AES system, by simulating all the possible input combinations 

exhaustively using computer based tools. This type of verification methodology 

requires an input stimulus of a test vector, together with an actual design 

implementation. The simulated behaviour from the captured output value is interpreted 

and compared with the expected computed state from the design specification. In order 

to increase test coverage, this verification methodology requires the computation of all 

possible input test vectors.  

 

Simulations for AES design have been completed using the circuit simulator Eldo 

platform, provided by Mentor Graphics. The simulation was carried out with a 0.8V 

supply voltage and a throughput (clocking) rate of 100MHz, with rise time and fall time 

of 500ps.  The same testing conditions have been used to measure the propagation 

delay and the power dissipation in each case. Simulation results verified the correct 

functionality for every input data block and key initial AES combination with a supply 

voltage of only 0.8V. A set of 20 test vectors from NIST were randomly selected and 

used to verify the encryption and decryption process which covers most of the possible 

input test vectors.  

 

The new AES crypto-processor architecture has been implemented in 130nm IBM 

CMOS technology, employing the above described optimised gate level hardware. Sets 

of NIST test vectors were used to verify the functionality. Operating with a 100MHz 

global clock (@ VDD= 0.8V) the design achieved a throughput of 0.05 Gbps.  

 

           
       

   
                                                                 (7.1)                                            
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Table 7.2 compares the proposed AES chip with previous ASIC implementations. The 

proposed AES core requires 3152 GEs, slightly more than the smallest design in [32] 

which only supports the encryption mode and utilises 3100 GEs. Furthermore, the 

proposed design utilises a lower gate count compared to the recent design reported in 

[59], using the latest technology, which requires 3500 GEs. This design [59] supports 

both encryption and decryption algorithms in the system. The key scheduling unit is the 

largest part that supports an on-the-fly key generating a round key per clock, without 

additional memory to store the keys. Even the proposed AES chip does not have the 

lowest silicon area when compared to [59], as it is implemented in 65nm technology, 

but it has still been accepted as a small-area design. With 65nm technology, the 

proposed architecture can achieve a smaller silicon area than [59] because of the small 

scale of devices in a 65nm library and low gate count in the proposed AES architecture. 

 

Table 7.2 also shows a summary of performance comparisons of the proposed AES 

with some other designs, indicating the proposed performance is achieved at low power 

dissipation. The proposed design offers the second lowest power consumption 

compared to the design in [59], which uses the 65nm node with low threshold voltage, 

allowing ultra-low Vdd (≈0.3-0.5V).  By using deep nanometer CMOS along with 

voltage scaling as an effective constraint, the proposed architecture can achieve an even 

lower power budget design.  With the same technology and supply voltage of 0.8V, the 

proposed design has the lower power consumption than the design in [43], which only 

applied the encryption algorithm.  

 

Considering the throughput factor, the proposed AES offers higher performance, except 

for the designs in [32] and [58]. Moreover, higher throughput is achieved compared to 

the design in [59], with an improvement of 99% of the throughput. The proposed 

design required 280 clock cycles to complete the algorithm, higher than the designs in 

[32] and [58]. For a high speed system, a throughput-to-area ratio can be used as a 

performance metric. However, for resource critical applications, the power-area-latency 

(P-A-T) metric is used. The proposed AES design demonstrates the best P-A-T 

efficiency compared to other existing designs except for design in [59]. The design in 

[38] has the worst P-A-T efficiency, followed by [58]. 
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 Table 7.2 Comparison with previous 8-bit AES design 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

*GE implies Gate Equivalent, NA implies not available 

 

Design Year Mode 
Tech 

(μm) 

V 

(v) 

Cycle 

count 

Core Area 

(mm
2
) 

Area 

(GEs*) 

Through-put 

(Mbps) 

Max freq 

(MHz) 

Power 

(μW/ 

Mhz) 

P-A-T 

(µJ-gate) 

[38] 2004 Enc 0.35 1.5 1016 NA 3595 0.013 0.1 122.25 446.52 

[9] 
2005 Enc/ 

Dec 

0.35 1.5 1032 0.25 3400 9.9 80 45 29.56 

[32] 2006 Enc 0.13 1.2 160 NA 3100 121 153 36.76 18.23 

[43] 2010 Enc 0.13 0.75 356 210 5500 0.036 0.1 6.92 13.53 

Enc 0.13 0.8 356 210 5500 4.31 12 8.25 16.15 

[58] 2010 Enc/ 

Dec 

0.18 1.8 160 NA 5600 104 130 57 51.07 

[59] 2011 

 

Enc/ 

Dec 

0.065 0.36 1142 0.018 3500 0.036 0.322 0.78 3.12 

Enc/ 

Dec 

0.065 0.4 1142 0.018 3500 0.1 0.89 0.96 3.84 

Ours 2012 Enc/ 

Dec 

0.13 0.8 280 1.28 3152 45.7 100 4.23 3.2 
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7.4.2 Circuit Simulation Results 

 

All sub-blocks in the AES system were simulated using the Eldo simulator and were 

proven to operate correctly. The Data Block and cipher key used in this simulation 

(128-bit) are as follows: 

Data block: 3243F6A8885A308D313198A2E0370734  

Cipher key: 2B7E151628AED2A6ABF7158809CF4F3C 

 

For graphical purposes, only the encryption process will be displayed in this chapter. 

Figure 7.5 illustrates the waveform simulation result for encryption SubBytes 

transformation. This design is independent of the clock input signal and generated after 

the first data in and key initial is received.  

The output of SubBytes is: 

After SubBytes: D42711AEE0BF98F1B8B45DE51E415230 

 

 

Figure 7.5 Waveform simulation for SubByte transformation 

 

Waveform simulation for ShiftRows transformation is shown in Figure 7.6, where the 

8-bit output is shifted out from this sub-block after 12 clock cycles. Data output shifted 

is: 

 

After ShiftRows: D4BF5D30E0B452AEB84111F11E2798E5 
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Figure 7.6 Waveform simulation for ShiftRow transformation 

 

MixColumn transformation output is produced after 28 clock cycles, simultaneously 

with key round output of the Key scheduling unit. Figure 7.7 represents the waveform 

simulation for MixColumn transformation with outputs of: 

After MixColumns: 0466811E5E0CB199A48F8D37A2806264C 

 

Also, the first key round that was generated from the key scheduling unit: 

A0FAFE1788542CB123A339392A6C7605 

 

Figure 7.7 Waveform simulation for MixColumns and key round transformation 

 

The key scheduling unit is used to generate the key round for 10 rounds of the AES 

system. The cipher key used (128-bit) in this simulation:  

2B7E151628AED2A6ABF7158809CF4F3C 

 

The following is the last expanded key round for encryption (128-bit): 

D014F9A8C9EE2589E13F0CC8B6630CA6 

 

The cipher out is generated at 264 clock cycles, and produced the data output of: 

3925841D02DC09FBDC118597196A0B32 

 

ShiftRow start 
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Figure 7.8 Waveform simulation for last key round and data output of AES encryption 

 

Figure 7.9 Next set of test vectors for AES simulation after encryption process was 

completed 

 

7.5 Measurement testing setup for AES chip 

 

An electrical test is the process of testing each contact on a component to ensure it 

matches the component electrical properties such as the functionality of the device. It 

can detect defects caused by Electrostatic Discharge (ESD) damage, internal physical 

damage caused by heat damage, and electrical overstress. For this AES chip, an 

unpowered electrical test was completed by switching off the component, without 

adding any stimulus to the electrical component. When the result is satisfactory, the 

functional test will be set up.  

 

The physical testing of the fabricated chip was performed to verify the functionality of 

the AES crypto-processor chip, and make sure the results were identical to the 

simulation results in term of functionality. Power analysis and propagation delay were 

not performed to the fabricated chip because it required additional hardware with 

advanced equipment which is not available in the university. The functional verification 

results during power-on are presented. The additional circuitry and testing system are 

interfacing with the AES chip in order to perform a test. After a connection is 
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established, the values are updated every second. The test circuit setup used for field 

testing is shown in the figure below (Figure 7.11). Functional verification is performed 

with 8-bit input of the data block and initial cipher key to produce 8-bit output of data.   

The same set of test vectors from NIST as the section 7.4.1 were used to verify the 

encryption and decryption process. 

 

The operation of this chip is controlled by four logic-level inputs; clock, reset, enable 

and enc_dec. The encryption and decryption process depends upon the signal enc_dec, 

when enc is selected, it signals the datapath that the encryption needs to be performed; 

when dec is selected, the decryption will be performed. Signal reset is a global signal 

used to reset the chip. En signal is an enable signal that enables the operation of the 

chip when it is selected. The chip was also tested for verification 8-bit output of sub-

block MixColumn and key round from the Key Scheduling unit.  

 

 

Figure 7.10 ML505 FPGA board for test vectors generator 

 

A testing circuit has been developed by interfacing the AES chip to the Field 

Programmable Gate Array (FPGA). Figure 7.10 shows the ML505 evaluation board 

that has been used in the testing. The actual test results obtained with test vectors 

generated and output displayed using the ML505 Xilinx FPGA Development board 

using the verification methodologies is described as follows: 
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a. The FPGA Test System was developed and implemented using a FPGA ML505 

board that consists of a Test Pattern Generator and Output Buffer Comparator. 

The Test Pattern Generator is used to generate a selected 20 set of test vectors 

from FIPS 197 for data block and key initial described in VHDL programming 

and carried out using Xilinx software ISE 9.1. This test vector was used to 

debug and verify the AES chip by interfacing the chip with the FPGA board. An 

Output Buffer Comparator was used to display the results generated from an 

AES chip in the PC, using ChipScope software and compare the results with the 

reference output. If the results are not the same, it displays ‘1’ at the 

comparative output.   

 

b. A control input bit stream, including a set of test vectors, clock signal 100MHz 

and reset signal from FPGA board are interfaced to the AES chip by an XGI 

Expansion Interface, to provide the input for the AES chip. The hardware 

testing setup is illustrated in Figure 7.11. Data inputs are sent from the FPGA 

board to the chip to process the encryption or decryption algorithm. Enc_dec 

and enable signals are connected directly from external switches to the AES 

chip.  The AES chip then transmits the data results to the FPGA board to 

display the output on the computer. 
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Figure 7.11   Hardware connection setup for AES testing 

 

c. A printed circuit board for the AES chip is made and connected together to the 

FPGA board. As the output voltage from FPGA is 3.3V, and the AES chip only 

operates at in 0.8V, FPGA voltage output is translated to 0.8V using a 4-bit dual 

supply translating transceiver, 74AVC4T245. It is also used to translate from 

0.8V to 3.3V to display the AES output in FPGA. AES output is connected back 

to FPGA logic test system to display signals during measurement and compare 

with expected output using Xilinx ChipScope software. 

 

d. The functional test included the following steps: 

i) Test input signal of Reset and Enable 

a. Reset the chip, this clears the registers and counters that affect the output of 

the system. 

b. Disable the chip: causes no operation of the system. 

ii) Test Counter Mod 10 in the system to produce the output of the counter, (q3, q2, 

q1, q0) and Sel_data requiring 100MHz clock; set the enable and reset=0.  

iii) Test the Mix Column unit, Key Scheduling unit and AES system. 
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a. Set the enable, reset=0 and set the Enc_Dec =1 for encryption 

b. Give 100 MHz clock and a sequence 8-bit data in 16 cycles clock for 

Data_in and Key_in. The sequence is repeated for 20 sets of test vectors for 

the encryption and decryption process in the AES system. 

 

e. Logic analyzer Textronix TLA5202 will also used to display the clock, the 

inputs and outputs of the AES chip from the FPGA to get the different view of 

the AES output. The oscilloscope is used for power measurement of the AES 

chip voltage. 

 

 

(a)                                                                      (b) 

 

(c) 

Figure 7.12 Circuit testing for AES (a) PCB with the test socket for AES and 4-bit dual 

supply translating transceiver, (b) Logic analyzer to display the output, and (c) Circuit 

setup with FPGA interface and AES chip 
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7.6 Experimental Results 

 

The first fabricated AES chip was tested, and results showed that there was a functional 

problem and it was not working properly, or generating the output as expected. Testing 

was done to debug the problem, including all the outputs for each of the sub-blocks of 

the AES system. From the testing observation, counter mod-10 that generates the 

cont_(q0-q3) and Sel_data signal give a zero output at all times, and this influences the 

overall output of the AES system. This signal affects multiplexer selection for the 

internal or external data being processed and also some controller input for sub-blocks 

of the AES system. Figure 7.12 shows the connection of Sel_data in the AES circuit. 

Further tests were done, and it was detected that counter mod-10 was not working, 

because the clock of the counter, produced from the MSB output (q44) of counter mod-

28, was not generated properly. This output, q44 also controls another clock of sub-

block in the Key Scheduling unit and control output of ShiftRows/ InvShiftRows. As a 

result, all the sub-blocks of AES had error regarding this fault, leading to an 

unsuccessful chip. 
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Figure 7.12 Sel_data and q44 connection in the AES circuit 

 

The mask layout was re-checked to detect the problem, and it showed that the substrate 

of NFET transistor was not connected properly and this lead to a grounding problem. 

Based on IBM PDK documentation, the SXCUT layer in the layout is used to break the 

substrate region for multiple substrates with different names. The AES layout has used 

a SXCUT layer without a label on it, which generates the isolated substrate region and  
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prevents detection of soft-connect violation in the layout. Due to the imperfect nature of 

the manufacturing process, defects may be introduced during fabrication, resulting in 

chips that could potentially malfunction. The new layout has been re-drawn without 

errors and sent back to the foundry for IC fabrication. 

 

The re-fabricated chip was tested and evaluated with the same testing setup using the 

ML505 Xilinx FPGA Development board. The results obtained show that the AES chip 

was working properly as expected and was fully operational at the clock rate of 

100MHz. Figure 7.13 and Figure 7.14 show the output displayed using ChipScope 

software on the computer. Based on the results, it demonstrates that the fabricated AES 

chip meets the prediction of the simulation in term of the functionality with power 

dissipation of 5.2 µW/ MHz. 

 

 

Figure 7.13 Outputs for MixColumns and first key round generated 

 

 

Figure 7.14 Data output generated after 264 clock cycles and the next test vector input 
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7.7 Conclusions 

 

This chapter described a full-custom compact AES crypto-processor implemented in a 

130nm CMOS process. The AES chip was evaluated and the performance compared to 

different 8-bit AES architectures. Through the simulation, the AES chip offers a 

throughput of 0.05 Gbps with a low gate count of 3152 gate equivalent. Moreover, 

according to the results, the AES chip offers a small silicon area of 1.28square mm and 

estimated power dissipation 5.2 µW/ MHz. The actual experimental testing verified the 

functionality of the working fabricated chip.  
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CHAPTER 8 

 

 

CONCLUSIONS AND RECOMMENDATIONS 

 

 

8.1      Introduction 

 

This chapter summarises the work and research outcomes of this thesis. Conclusions 

are drawn from the findings, and the key contributions to knowledge are identified from 

previous chapters.  New recommendations and significant opportunities for future 

research work are identified and highlighted, to improve the current system.  

 

8.2        Thesis Summary 

 

In this thesis, the complete AES architecture is designed and developed in ASIC 

implementation. The AES crypto-processor is implemented to support the encryption 

and decryption algorithms, with a data block size of 128-bit, and a cipher key of 128-

bit. This architecture includes the new architecture of SubBytes/ InvSubBytes, 

ShiftRows/ InvShiftRows, MixColumns/ InvMixColumns and key scheduling, for 

making it compact and efficient for an 8-bit datapath width in VLSI implementation. 

Furthermore, the proposed architecture was optimized for high-performance, low-area 

and low-power hardware implementation. The following paragraph summarises the 

achievements of the research, described in each of the chapters in this thesis. 

 

In Chapter 3, two new low-area and low-power 2-input XOR gates were discussed. 

Moreover, the work presented in [76] and [75] was evaluated and compared with peer 

designs implemented in a 65nm and 130nm CMOS process. Based on the simulation 

results, power consumption, propagation delay, and area were analyzed, and the 

proposed XOR gate in [75] resulted in low-power and high-performance, making it 
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suitable to use in the AES crypto-processor architectures, to fulfil the constraints of the 

requirement. 

 

In Chapter 4, we proposed the new compact combinational logic low-power, low-

complexity design of the S-box/ InvS-box for AES architecture. The circuit of the S-

box/InvS-box was minimised, by using the most optimised composite field 

formulations in Galois field and logic minimisation approaches, for the least hardware 

complexities. The new proposed XOR gate in Chapter 3 was used in the circuit to 

achieve a low-power dissipation and low-area design of the S-box/ InvS-box. 

Exhaustive simulation for the input transitions was conducted between the proposed S-

box/InvS-box and other existing designs. Through the simulations, it was shown that 

our proposed design achieved a compact core circuit: it only has an area approximately 

39.44 square µm, while the hardware cost of the S-box/ InvS-box is about 147 logic 

gates, equivalent to 876 transistors. It has a critical path propagation delay of 3.235ns 

and power consumption of 7.33µW at a frequency of 100MHz. 

 

In Chapter 5, the new fault detection scheme for the AES S-box/ InvS-box, using a 

parity prediction technique, was presented. The predicted block was divided into seven 

blocks, to compare between the actual parity output and the predicted parity output 

results. The predicted blocks were developed with formulations compatible with the 

new S-box/ InvS-box, as described in Chapter 4. The proposed fault detection has the 

small area, critical path delay, and power consumption. 

 

The following chapter described the new architecture of the comprehensive AES 

crypto-processor, for an 8-bit datapath. All the new sub-component architectures in the 

AES that were proposed were suitable for an 8-bit width datapath. Each of the new sub-

component architectures was simulated, and the results were compared to other 

previous designs. Combinations of the new sub-components in the AES crypto-

processor resulted in a low-power, low-area and high-performance overall AES design. 

 

Finally, in Chapter 7 the AES implementation was described, as well as verification of 

the design, and experimental testing results for the fabricated AES chip. An exhaustive 

simulation on the AES performance was done, and the results showed that the AES 

chip reached a throughput of 0.05 Gbps, with a low gate count, small silicon area, and 
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low power consumption when compared to other existing AES designs. The 

experimental testing showed that the AES was working functionally, as expected. 

 

In conclusion, the research outcomes and contributions of knowledge to this thesis are 

as follows: 

 

1 The literature review, incorporating various methods of designing and 

constructing a low-power, low-area AES system, were explored. As a result, the 

new low-power, small-area 2-input Exclusive OR (XOR) gate was proposed as 

one of the techniques to optimise the layout area and power consumption of the 

AES system. By using the proposed XOR gate, silicon architecture constraints 

for each sub-module of AES was resolved.   

 

2 Designed and developed a fully-integrated, compact, 8-bit stream cipher core of 

an application-specific integrated circuit AES crypto-processor. This design 

supports both encryption and decryption process with a 128-bit data block and a 

128-bit key in a 130nm CMOS technology by using iterative resource sharing 

for both configurations.  

 

3 By merging the sub component of the typical multiplicative inverse in 

composite field, a new improved and efficient S-box/ InvS-box architecture was 

developed in order to optimize and reduce the hardware complexity of the 

circuit. A surface level of research focussed on the new error detection method 

for the S-box of AES was proposed using parity code error detection to detect 

any fault attack. 

 

4 To reduce the total area of AES crypto-processor, a new optimized MixColums/ 

InvMixColumns architecture that suitable for 8-bit and 32-bit datapath is 

presented using the decomposition byte level resource sharing method, which 

involves a low gate count and short time delay. 

 

5 Requiring only 448 gates and suitable for an 8-bit and 32-bit AES datapath, a 

new joint ShiftRow and InvShiftRow architecture using twelve 8-bit registers, 
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along with six 2-to-1, and one 4-to-1 multiplexer was proposed and contribute 

to design a compact AES crypto-processor. 

 

6 As one of the area contributor in AES system, an improved on-the fly Key 

Scheduling architecture was developed, which is compatible with the AES 8-bit 

datapath and requires no memory structure to optimize the area of AES chip 

which generate a key expansion for encryption and decryption. 

 

 

8.3 Recommendations and future work  

 

Further research and design could be performed to improve the work of this thesis. 

Several improvements could be done, such as: 

 

1 Enhance the security of the AES against modern attacks, such as side-

channel attacks, using masking or other modern techniques to protect the 

AES system. 

  

2 The fault detection schemes for the S-box/ InvS-box could be fabricated and 

actual testing performed by inserting the actual error injections, in order to 

verify the functionality of the proposed scheme. Another further work on 

fault detection for the whole AES system could be designed and evaluated 

to reach AES chip architecture free from fault errors. 

 

3  As a future work, one could design a compact, AES 8-bit datapath that 

supports all key sizes: 128-bit, 192-bit and 256-bit for the encryption and 

decryption algorithm, by modifying the key scheduling unit architecture. 

 

4 Finally, the proposed AES crypto-processor could be designed using the 

latest nanometer CMOS technology, for example 22nm CMOS technology, 

and make use of the low power flavours device for different power 

requirements. This work could further reduce the power consumption, 

silicon area and enhance the overall performance of the AES crypto-

processor. 
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APPENDICES 

 

This appendix presents the VHDL programming for the FPGA Test System consists of 

a Test Pattern Generator and Output Buffer Comparator. 

 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

 

entity top_level_generator1 is 

    Port ( clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           E : in  STD_LOGIC; 

     I: in STD_LOGIC_VECTOR (7 downto 0); 

           text_out : out  STD_LOGIC_VECTOR (7 downto 0); 

           key_out : out  STD_LOGIC_VECTOR (7 downto 0); 

            

           clk_out : out  STD_LOGIC; 

           rstn_out : out  STD_LOGIC; 

     Q: out STD_LOGIC_VECTOR (7 downto 0); 

      less : out  STD_LOGIC; 

           equal  : out  STD_LOGIC; 

           greater : out  STD_LOGIC); 

end top_level_generator1; 

 

architecture Behavioral of top_level_generator1 is 

 

component top_clkdiv is 

generic(DIVRATIO:integer:=4); 

    Port ( clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           clkout_div64 : out  STD_LOGIC; 

           clkout_div128 : out  STD_LOGIC 

     ); 

end component; 

 

component count_I is 

    Port ( clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           I_out : out  STD_LOGIC_VECTOR (3 downto 0)); 

end component; 

 

component count_Din is 

    Port ( clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           E : in  STD_LOGIC; 

           D : out  STD_LOGIC_VECTOR (3 downto 0)); 
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end component; 

 

component top_gen is 

    Port ( Din_k : in  STD_LOGIC_VECTOR (3 downto 0); 

           I : in  STD_LOGIC_VECTOR (3 downto 0); 

           clk_tk : in  STD_LOGIC; 

     clk_c: in std_logic; 

           rstn : in  STD_LOGIC; 

           load : in  STD_LOGIC; 

           text_out : out  STD_LOGIC_VECTOR (7 downto 0); 

           key_out : out  STD_LOGIC_VECTOR (7 downto 0); 

           cipher_out : out  STD_LOGIC_VECTOR (7 downto 0); 

          

           rstn_out : out  STD_LOGIC); 

end component; 

 

component reg is 

    Port ( I : in  STD_LOGIC_VECTOR (7 downto 0); 

           clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           Q : out  STD_LOGIC_VECTOR (7 downto 0)); 

end component; 

 

component comparator is 

    Port ( cip_fpga : in  STD_LOGIC_VECTOR (7 downto 0); 

           cip_aes : in  STD_LOGIC_VECTOR (7 downto 0); 

           less : out  STD_LOGIC; 

           equal  : out  STD_LOGIC; 

           greater : out  STD_LOGIC); 

end component; 

 

signal clk_64: std_logic; 

signal clk_128: std_logic; 

signal clk_pk: std_logic; 

signal clk_cout: std_logic; 

signal notclk: std_logic; 

signal ORI: std_logic; 

signal ANDC: std_logic; 

signal Iload: std_logic_vector(3 downto 0); 

signal Dload:std_logic_vector(3 downto 0); 

signal loadin: std_logic; 

signal Lin: std_logic_vector(3 downto 0); 

signal NORL:std_logic; 

signal a3: std_logic; 

signal a2: std_logic; 

signal a1: std_logic; 

signal a0: std_logic; 

signal b3: std_logic; 

signal b2: std_logic; 

signal b1: std_logic; 
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signal b0: std_logic; 

signal cip_out: std_logic_vector(7 downto 0); 

 

begin 

U1: top_clkdiv generic map (DIVRATIO=>64) port map (clk=>clk, rstn=>rstn, 

clkout_div64=>clk_64, clkout_div128=>clk_128); 

U2: count_I port map (clk=>clk_64, rstn=>rstn, I_out=>Iload); 

U3: count_Din port map (clk=>clk_64, rstn=>rstn, E=>E, D=>Dload); 

U4: top_gen port map (Din_k=>Dload, I=>Iload, clk_tk=>clk_pk, clk_c=>clk_cout, 

rstn=>rstn, load=>loadin, text_out=>text_out, key_out=>key_out, 

cipher_out=>cip_out, rstn_out=>rstn_out); 

U5: count_I port map (clk=>clk, rstn=>rstn, I_out=>Lin); 

U6: reg port map (I=>I, clk=>clk, rstn=>rstn, Q=>Q); 

U7: comparator port map (cip_fpga=>cip_out, cip_aes=>I, less=>less, equal=>equal, 

greater=>greater); 

 

notclk<=not clk_64; 

clk_pk<=clk and (not clk_64); 

a3<=Iload (3); 

a2<= Iload(2); 

a1<= Iload(1); 

a0<=Iload(0); 

ORI<= a3 or a2 or a1 or a0; 

ANDC<= ORI and clk; 

clk_cout<= clk_128 and clk; 

b3<=Lin(3); 

b2<=Lin(2); 

b1<=Lin(1); 

b0<=Lin(0); 

NORL<=(b3 or b2) nor (b1 or b0); 

loadin<=clk and NORL; 

clk_out<=clk; 

end Behavioral; 

 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

 

entity top_clkdiv is 

generic(DIVRATIO:integer:=4); 

    Port ( clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

    

           clkout_div64 : out  STD_LOGIC; 

           clkout_div128 : out  STD_LOGIC 

     ); 

end top_clkdiv; 

 

architecture Behavioral of top_clkdiv is 
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signal clkout: std_logic; 

 

 

COMPONENT clkdiv 

  generic (DIVRATIO: integer:=4); 

    PORT( 

         clk : IN  std_logic; 

         rstn : IN  std_logic; 

         clkout : OUT  std_logic 

        ); 

    END COMPONENT; 

begin 

 

clk1: clkdiv generic map ( DIVRATIO => 32) 

port map ( clk => clk, 

rstn => rstn, 

clkout => clkout_div64 ); 

 

clk2: clkdiv generic map ( DIVRATIO => 64) 

port map ( clk => clk, 

rstn => rstn, 

clkout => clkout_div128 ); 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use ieee.numeric_std.all; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL; 

 

entity count_I is 

    Port ( clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           I_out : out  STD_LOGIC_VECTOR (3 downto 0)); 

end count_I; 

 

architecture Behavioral of count_I is 

 

begin 

process (clk, rstn) 

variable count: std_logic_vector (3 downto 0); 

 

begin 

if rstn='0' then 

count:="0000"; 

elsif clk'event and clk='0' then 

count:=count+1; 

end if; 

I_out<=count; 
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end process; 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use ieee.numeric_std.all; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL;  

entity count_Din is 

    Port ( clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           E : in  STD_LOGIC; 

           D : out  STD_LOGIC_VECTOR (3 downto 0)); 

end count_Din; 

 

architecture Behavioral of count_Din is 

 

begin 

process (clk, rstn) 

variable count: std_logic_vector (3 downto 0); 

 

begin 

if rstn='0' then 

count:="0000"; 

elsif clk'event and clk='0' then 

if E='1' then 

count:=count+4; 

else  

count:=count; 

end if; 

end if; 

D<=count; 

end process; 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL; 

use IEEE.numeric_std.all; 

 

entity top_gen is 

    Port ( Din_k : in  STD_LOGIC_VECTOR (3 downto 0); 

           I : in  STD_LOGIC_VECTOR (3 downto 0); 

           clk_tk : in  STD_LOGIC; 

     clk_c: in std_logic; 

           rstn : in  STD_LOGIC; 
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           load : in  STD_LOGIC; 

           text_out : out  STD_LOGIC_VECTOR (7 downto 0); 

           key_out : out  STD_LOGIC_VECTOR (7 downto 0); 

           cipher_out : out  STD_LOGIC_VECTOR (7 downto 0); 

            

           rstn_out : out  STD_LOGIC); 

end top_gen; 

 

architecture Behavioral of top_gen is 

 

component key_gen_top  

    Port ( Din_k : in  STD_LOGIC_VECTOR (3 downto 0); 

           I : in  STD_LOGIC_VECTOR (3 downto 0); 

           clk : in  STD_LOGIC; 

     rstn: in std_logic; 

           load : in  STD_LOGIC; 

           key_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end component; 

 

component text_gen2  

    Port ( 

           I : in  STD_LOGIC_VECTOR (3 downto 0); 

           clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           load : in  STD_LOGIC; 

           text_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end component; 

 

component cipher_generator  

    Port (I : in  STD_LOGIC_VECTOR (3 downto 0);            

         clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           c_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end component; 

 

begin 

U1: key_gen_top port map (Din_k, I, clk_tk, rstn, load, key_out); 

U2: text_gen2 port map (I, clk_tk, rstn, load, text_out); 

U3: cipher_generator port map (I, clk_c, rstn, cipher_out); 

rstn_out<=rstn; 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL; 

use IEEE.numeric_std.all; 

 

entity key_gen_top is 
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    Port ( Din_k : in  STD_LOGIC_VECTOR (3 downto 0); 

           I : in  STD_LOGIC_VECTOR (3 downto 0); 

           clk : in  STD_LOGIC; 

     rstn: in std_logic; 

           load : in  STD_LOGIC; 

           key_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end key_gen_top; 

 

architecture Behavioral of key_gen_top is 

 

component mod5  

    Port ( clk : in  STD_LOGIC; 

    rstn: in std_logic; 

           q : out  STD_LOGIC); 

end component; 

 

component key_gen  

    Port ( Din_k : in  STD_LOGIC_VECTOR (3 downto 0); 

    I: in STD_LOGIC_VECTOR (3 downto 0); 

           clk : in  STD_LOGIC; 

     rstn: in std_logic; 

     w:in std_logic; 

     load: in std_logic; 

           key_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end component; 

 

signal qw: std_logic; 

begin 

G1: mod5 port map (clk,rstn,qw); 

G2: key_gen port map (Din_k, I, clk, rstn, qw, load, key_out); 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL; 

 

entity mod5 is 

    Port ( clk : in  STD_LOGIC; 

 rstn: in std_logic; 

           q : out  std_logic); 

end mod5; 

 

architecture Behavioral of mod5 is 

signal dir: std_logic_vector(3 downto 0); 

begin 

process(clk, rstn) 

begin 
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if rstn ='0' then  

dir<="0000"; 

elsif (clk='0' and clk'event) then 

dir<=dir + "0001"; 

end if; 

end process; 

 

process(dir) 

 

begin 

case dir is 

when "0000"=> q <='1'; 

when "0001"=> q <='1'; 

when "0010"=> q <='1'; 

when "0011"=> q <='0'; 

when "0100"=> q <='1'; 

when "0101"=> q <='1'; 

when "0110"=> q <='1'; 

when "0111"=> q <='0'; 

when "1000"=> q <='1'; 

when "1001"=> q <='1'; 

when "1010"=> q <='1'; 

when "1011"=> q <='0'; 

when "1100"=> q <='1'; 

when "1101"=> q <='1'; 

when "1110"=> q <='1'; 

when "1111"=> q <='0'; 

when others => q <='0'; 

end case; 

end process; 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL; 

use IEEE.numeric_std.all; 

 

entity key_gen is 

    Port ( Din_k : in  STD_LOGIC_VECTOR (3 downto 0); 

 I: in STD_LOGIC_VECTOR (3 downto 0); 

           clk : in  STD_LOGIC; 

     rstn: in std_logic; 

     w:in std_logic; 

     load: in std_logic; 

           key_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end key_gen; 

 

architecture Behavioral of key_gen is 
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signal dirn: std_logic_vector (7 downto 0); 

 

begin 

 

process(clk, rstn,dirn) 

begin 

 if rstn='0' then  

 dirn <="00000000"; 

 

elsif (clk='0' and clk'event)then 

 if load='1' then  

 dirn<= I & Din_k; 

 else 

if w='1' then  

  dirn<= dirn+1; 

  else  

  dirn<=dirn+2; 

  end if; 

 end if; 

end if; 

key_out<=dirn; 

end process; 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL; 

use IEEE.numeric_std.all; 

 

entity text_gen2 is 

    Port ( 

           I : in  STD_LOGIC_VECTOR (3 downto 0); 

           clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           load : in  STD_LOGIC; 

           text_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end text_gen2; 

 

architecture Behavioral of text_gen2 is 

signal dirn: std_logic_vector (7 downto 0); 

 

begin 

process(clk, rstn,dirn) 

begin 

 if rstn='0' then  

 dirn <="00000000"; 

elsif (clk='0' and clk'event)then 

 if load='1' then  
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 dirn<= I & "0000"; 

 else 

 dirn<= dirn + "00010001"; 

 end if; 

end if; 

text_out<=dirn; 

end process; 

end Behavioral; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

use IEEE.STD_LOGIC_1164.ALL; 

use IEEE.STD_LOGIC_ARITH.ALL; 

use IEEE.STD_LOGIC_UNSIGNED.ALL; 

use ieee.numeric_std.all; 

use work.cipher_lut.all; 

 

entity cipher_generator is 

    Port ( I : in  STD_LOGIC_VECTOR (3 downto 0); 

           clk : in  STD_LOGIC; 

           rstn : in  STD_LOGIC; 

           c_out : out  STD_LOGIC_VECTOR (7 downto 0)); 

end cipher_generator; 

 

architecture lut of cipher_generator is 

type testvec_t is array (0 to 15) of integer range 0 to 255; 

type ciph_arr_t is array (0 to 15) of testvec_t; 

 

constant ctext: ciph_arr_t:= 

((16#e9#, 16#8e#, 16#0c#, 16#d2#, 16#f6#, 16#d3#, 16#cc#, 16#90#, 16#a5#, 16#6d#, 

16#16#, 16#6e#, 16#7c#, 16#32#, 16#d2#, 16#9f#), 

 

(16#a4#, 16#59#, 16#91#, 16#31#, 16#ec#, 16#bd#, 16#88#, 16#1a#, 16#f7#, 16#7f#, 

16#6d#, 16#48#, 16#05#, 16#e4#, 16#38#, 16#3b#), 

 

(16#e3#, 16#3c#, 16#55#, 16#bd#, 16#8b#, 16#67#, 16#ea#, 16#a8#, 16#33#, 16#99#, 

16#fa#, 16#82#, 16#06#, 16#41#, 16#f4#, 16#df#), 

 

(16#e3#, 16#81#, 16#58#, 16#a5#, 16#cf#, 16#2c#, 16#e7#, 16#d8#, 16#92#, 16#08#, 

16#fd#, 16#38#, 16#b3#, 16#f9#, 16#d0#, 16#c9#), 

 

(16#85#, 16#69#, 16#4f#, 16#93#, 16#32#, 16#38#, 16#ba#, 16#83#, 16#35#, 16#df#, 

16#69#, 16#26#, 16#c1#, 16#0d#, 16#20#, 16#4a#), 

 

(16#fd#, 16#11#, 16#58#, 16#17#, 16#b2#, 16#08#, 16#ba#, 16#0c#, 16#36#, 16#1d#, 

16#c4#, 16#34#, 16#18#, 16#fa#, 16#b2#, 16#34#), 

 

(16#d5#, 16#dc#, 16#24#, 16#a5#, 16#c2#, 16#75#, 16#8a#, 16#f9#, 16#ab#, 16#85#, 

16#a7#, 16#bf#, 16#0c#, 16#63#, 16#c7#, 16#7e#), 
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(16#5b#, 16#b6#, 16#7c#, 16#ef#, 16#07#, 16#2a#, 16#5c#, 16#3d#, 16#8e#, 16#44#, 

16#ce#, 16#c0#, 16#f1#, 16#4a#, 16#dd#, 16#93#), 

 

(16#08#, 16#4d#, 16#04#, 16#be#, 16#66#, 16#c3#, 16#fc#, 16#61#, 16#47#, 16#3d#, 

16#69#, 16#d0#, 16#50#, 16#3b#, 16#98#, 16#f3#), 

 

(16#85#, 16#a7#, 16#f3#, 16#d0#, 16#df#, 16#aa#, 16#59#, 16#41#, 16#57#, 16#4d#, 

16#21#, 16#af#, 16#6f#, 16#e0#, 16#2b#, 16#e4#), 

 

(16#e3#, 16#02#, 16#31#, 16#bf#, 16#a4#, 16#29#, 16#86#, 16#aa#, 16#32#, 16#9c#, 

16#f9#, 16#4d#, 16#51#, 16#98#, 16#08#, 16#e5#), 

 

(16#08#, 16#13#, 16#d7#, 16#89#, 16#20#, 16#8d#, 16#ac#, 16#cb#, 16#87#, 16#98#, 

16#c9#, 16#fc#, 16#f5#, 16#60#, 16#52#, 16#a1#), 

 

(16#63#, 16#e5#, 16#11#, 16#aa#, 16#44#, 16#70#, 16#28#, 16#f3#, 16#06#, 16#e7#, 

16#fa#, 16#25#, 16#97#, 16#02#, 16#cd#, 16#b0#), 

 

(16#02#, 16#1f#, 16#d0#, 16#ec#, 16#d6#, 16#e5#, 16#e5#, 16#bb#, 16#c3#, 16#13#, 

16#2b#, 16#8e#, 16#d5#, 16#73#, 16#40#, 16#1c#), 

 

(16#41#, 16#4c#, 16#62#, 16#24#, 16#75#, 16#af#, 16#fb#, 16#2a#, 16#fc#, 16#50#, 

16#4d#, 16#12#, 16#5b#, 16#62#, 16#28#, 16#a0#), 

 

(16#5a#, 16#64#, 16#34#, 16#09#, 16#74#, 16#7f#, 16#f6#, 16#b2#, 16#0d#, 16#ab#, 

16#ec#, 16#dc#, 16#67#, 16#b7#, 16#22#, 16#8e#)); 

 

signal I_in:integer range 0 to 15:=0; 

signal count: natural; 

begin 

counter:process(clk) 

begin 

if clk'event and clk='0' then 

if rstn='0' then 

count<=0; 

else count<=count+1; 

end if; 

end if; 

end process; 

 

process (clk, rstn) 

begin 

if rstn ='0' then 

 c_out<="00000000"; 

 elsif clk'event and clk='1' then 

 for i in  15 downto 0 loop 

 c_out<=std_logic_vector(to_unsigned(ctext (i)(count),8)); 

 end loop; 

 end if; 
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 end process; 

end lut; 

---------------------------------------------------------------------------------------------------------

--------------------------------- 

library IEEE; 

use IEEE.STD_LOGIC_1164.ALL; 

 

entity comparator is 

    Port ( cip_fpga : in  STD_LOGIC_VECTOR (7 downto 0); 

           cip_aes : in  STD_LOGIC_VECTOR (7 downto 0); 

           less : out  STD_LOGIC; 

           equal  : out  STD_LOGIC; 

           greater : out  STD_LOGIC); 

end comparator; 

 

architecture Behavioral of comparator is 

 

begin 

process(cip_fpga,cip_aes) 

begin     

if (cip_fpga> cip_aes ) then  --checking whether num1 is greater than num2 

less <= '0'; 

equal <= '0'; 

greater <= '1'; 

elsif (cip_fpga < cip_aes) then    --checking whether num1 is less than num2 

less <= '1'; 

equal <= '0'; 

greater <= '0'; 

else     --checking whether num1 is equal to num2 

less <= '0'; 

equal <= '1'; 

greater <= '0'; 

end if; 

end process;  

end Behavioral; 
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