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Source code vulnerability detection via graph learning is one of the most important approaches to maintain
software security, as it enables structural analysis of semantic dependencies within programs. However, it
may suffer from vulnerability coverage, semantic sparsity, trigger path identification, especially when those
vulnerabilities do not involve API/library calls. In this article, we present FORTIFY, a graph learning framework
that couples feature representation tightly with program topology to perform path-level vulnerability detection.
Beginning with a program dependence graph, FORTIFY reconstructs its Sliced Combined Graph (SCG) using
program slicing with diverse edges. The SCG is then generated as a weighted edge hypergraph, enabling the
model to capture both local semantic and structure relationships. Through path embeddings, we introduce
an adaptive hyperedge-aware strategy to allocate high capacity vectors reaching security sensitive nodes. A
relation-aware graph convolutional network, equipped with risk sensitive attention and an Information Noise
Contrastive Estimation (InfoNCE) objective, further amplifying the weights of high risk paths. Experimental
results on the publicly available datasets (i.e., SARD, NVD, and FFmpeg-Vul) show that FORTIFY can identify
the execution paths of vulnerabilities. We also test it on real world software such as the PX4 open-source
drone, and it finds that there are control type vulnerabilities in PX4, verifying that FORTIFY can be used for
the analysis of programs including unmanned agents. The implementation of FORTIFY is publicly available at
https://github.com/ACoTAI/FORTIFY.
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1 Introduction

Detecting vulnerabilities in source code is essential to ensure the security and reliability of modern
software systems [2, 30]. Many analyses of source code rely on slicing the Program Dependence
Graph (PDG) to isolate relevant code dependencies. These analyses typically focus on sensitive
APl/library calls like strcpy, as well as non-call sensitive operations such as arithmetic statements
susceptible to integer overflow. The resulting sliced graphs explicitly encode contextual relation-
ships, including data and control flow [7, 25, 44]. These slices enable reconstructing the complete
execution paths of each vulnerability [16, 36]. Tracing these paths confirms whether the flaws
are reachable, and clarifies the dependencies leading to the vulnerabilities for transparent and
explainable detection [5].

However, identifying the execution paths that truly trigger vulnerabilities in program graphs
still faces three main problems: (i) Vulnerability coverage: Vulnerability graphs mainly anchor on
widely-used API/library calls, limiting their ability to cover vulnerabilities such as arithmetic over-
flows, pointer arithmetic errors, and configuration logic flaws [25, 28, 37]. Large PDGs such as those
in the Linux kernel may contain millions of nodes and require over 48 hours of preprocessing [6],
highlighting the scale and coverage issue. (ii) Vulnerability semantic sparsity: Vulnerability-relevant
dependencies are inherently sparse within program graphs. Most connections represent normal
functional or syntactic relations rather than vulnerability semantics which dilutes security sig-
nals [8, 15, 19]. GraphSPD [34] reports F1 below 0.80 in cross-project settings, illustrating limited
generalization under sparsity. (iii) Trigger path identification: A single vulnerability is triggered by
exactly one causal execution path, yet the program graph encodes many plausible but irrelevant
alternatives. It’s difficult to identify the true triggering chain, complicating risk assessment and
targeted patching [29]. Recent Transformer/LLM detectors [3, 46] also lose over ten F1 points on
path-level flaws, showing the difficulty of precise trigger identification. These findings highlight the
necessity of addressing coverage, sparsity, and trigger-path identification in a unified framework,
which motivates the design of FORTIFY.

In this article, we present FORTIFY, a graph learning framework designed to accurately detect
vulnerabilities by explicitly modeling sensitive paths. FORTIFY first applies a composite slicing
strategy to prune the original PDG with degree centrality, identifying and preserving nodes that are
structurally and semantically significant, including both API/library calls and non-API vulnerability
indicators. These prioritized nodes are then merged with diverse dependency edges to reconstruct a
unified Sliced Combined Graph (SCG), which effectively reduces sparsity and highlights critical
program structures. Next, hypergraph construction explicitly models multi-path reachability within
SCG, where hyperedges are weighted by node degree centrality to emphasize sensitive vulnerability
paths. Such path representation enables the propagation of security semantics along high-priority
paths, reinforcing the model’s attention to risk dependencies. Finally, we introduce a Relation-
aware Graph Convolution Network (RGCN) enhanced by risk-sensitive attention to identify
sensitive execution paths. A contrastive learning objective further drives the model to learn project
invariant and vulnerability specific feature patterns. These components collectively enable FORTIFY
to isolate the execution chains that trigger vulnerabilities at path level.

ACM Trans. Arch. Code Optim., Vol. 22, No. 4, Article 164. Publication date: December 2025.


https://doi.org/10.1145/3777420

FORTIFY: Feature-Oriented Representation and Graph Topology Integration 164:3
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Fig. 1. The process of identifying key nodes within the PDG is illustrated by combining composite centrality
measures with sensitive APl/library calls. Backward slicing is then performed on these key nodes, tracing
data and control flows to extract sensitive slices from the PDG.

A

An example of our method is illustrated in Figure 1. The code fragment implements a buffer
overflow, and its PDG has seven nodes and 11 edges. One node corresponds to an API/library call
such as strcpy. We expand the selection range of sensitive nodes by integrating the slicing method,
regardless of whether they contain API call functions or not, and deepen the key relation to find the
true trigger path of vulnerabilities at the graph level through a unique selection approach. In the
experiment, we demonstrated that this selection strategy significantly improves the identification
of vulnerability triggering pathways.

In summary, the main contributions of this article are as follows:

(1) We propose a prioritization strategy guided by degree centrality within SCG, integrating
multiple dependency relations from the PDG into API/library centric slicing. By weighting
structural edges using degree centrality, this approach effectively densifies sparse dependency
structures even in the absence of explicit semantic context, significantly enriching interactions
among vulnerability semantics.

(2) We present an RGCN to capture and encode sensitive execution paths for vulnerability
detection. Specifically, the hypergraph filters significant path-level associations from the
SCG and embedding these contextual relationships into node representations. Subsequently,
RGCN performs adaptive optimization for different relational types within the SCG to further
strengthen the sensitive execution paths.

(3) We theoretically prove the upper and lower bounds of path-level representations through
InfoNCE. This indicates that contrastive learning helps align semantics across vulnerability
paths by maximizing mutual information between augmented views. Subsequent experiments
support this theoretical analysis and show that our method can effectively identify the
execution paths of vulnerabilities.

The remainder of this article is organized as follows: Section 2 reviews related work. Section 3
defines the source code vulnerability detection problem and introduces key concepts. Section 4
presents the FORTIFY methodology in detail. Section 5 reports experimental results and compares
FORTIFY with baseline models. Finally, Section 6 concludes the article and outlines directions for
future research.
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2 Related Work

In this section, we briefly review related work on source code vulnerability detection, focusing on
graph representations and graph neural network approaches.

2.1 Vulnerability Detection Using Graphs

PDGs provide a foundational representation for source code vulnerability detection by encoding
both control and data dependencies among program statements, enabling fine-grained interaction
analysis and the discovery of vulnerabilities such as buffer overflows and use-after-free errors [4, 11].
However, raw PDGs in large-scale projects often contain millions of nodes and edges, making
them impractical for direct analysis [6, 32]. To address this challenge, two compression strategies
are widely adopted. First, node ranking with centrality metrics such as degree, closeness, and
betweenness, along with their structural variants [20, 21], prioritizes instructions statistically
associated with vulnerability risks [26, 39, 43]. Second, backward program slicing starts from these
high-risk nodes and traverses PDG edges to extract slice subgraphs that preserve security-critical
instructions while discarding extraneous dependencies [17, 18, 22]. Together, centrality-guided
slicing transforms otherwise unwieldy PDGs into compact, path-focused graphs that retain the
data/control chains most likely to trigger vulnerabilities.

2.2 Vulnerability Detection Using Graph Neural Networks

Graph Convolutional Networks (GCNs) and their variants excel at processing program graphs by
integrating node features and structural dependencies through convolutional operations [27, 33, 42].
Techniques such as Top-K pooling and relation-aware attention improve focus on security-relevant
nodes and edges, improving both precision and generalization [13, 14, 41]. More recently, program
graphs have been transformed into hypergraphs so that a single message can traverse multiple
dependent edges simultaneously; scalable partitioning and GPU-friendly convolution now make
it feasible to analyze million-line projects [10, 40]. GraphSPD [34] is an early attempt to combine
slicing with GNNs by applying convolution on sliced PDGs. It reduces graph size and keeps key
dependencies, but still works mainly at the syntactic level, treating edges uniformly and lacking
semantic or path-level modeling. These limits motivate our SCG design in ForTIFY, which uses
multi-type edges and risk-aware learning to capture execution paths and semantic risks for better
cross-project generalization.

3 Preliminaries
3.1 Problem Formulation

Modern software systems exhibit intricate control and data flow structures, posing significant
challenges to traditional source code vulnerability detection. Given a Program Dependence Graph
G = (N, E), existing methods face three limitations: (i) sparse dependency coverage, where critical
paths are often omitted (|E|/|N|? < é€); (ii) inadequate modeling of multi-node vulnerability patterns,
expressed as 3G’ C G with [V(G’)| > 6, A |E(G’)| > 0,; and (iii) poor generalization across projects,
quantified by maxg [F1(G;) —F1(G;)| > 6. To address these issues, we construct a Sliced Combined
Graph (SCG) Ggeg = (Nycg, Egcq, R) via a slicing operator selecting sensitive nodes and dependencies.
Specifically, Ny, = {n e N | C(n) >t v API(n) € A}, where C(n) denotes the composite centrality
(degree, closeness, betweenness), 7 is the sensitivity threshold, and .4 the set of security-critical APIs.
The resulting G, retains key control, data, and structural dependencies. Applying the hypergraph
transform F(-) yields H (Gscg) = V,&,w), where V = Eqq (edges as hypernodes), & = {eijit
links co-occurring edge pairs ¢, ey, and w : & — [0, 1] assigns execution-path co-frequency
weights. Here, 7 (-) denotes the graph-to-hypergraph transformation, and (V, £, w) represents the
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Table 1. Key Notation Summary

Symbol Description Symbol Description

G Program Dependence Graph N Node set of G

E Edge set of G Gieg Sliced Combined Graph

R Edge types in G¢ I Set of execution paths
V(G") Node set of subgraph G’ € Graph sparsity threshold
0, Minimum node threshold 0, Minimum edge threshold
1) Generalization gap T Centrality threshold

C(n) Composite centrality A Sensitive API set

Cy(n) Degree centrality C.(n) Closeness centrality

Cy(n) Betweenness centrality &jk Hyperedge connecting e;;, ejx
w Hyperedge weight H() Hypergraph transformation
1% Hypergraph node set é Hypergraph hyperedge set
h; Node embedding hgo) Initial node feature

z?p ' API node embedding z;" Regular node embedding
N (i) Neighbors under relation r W, Relation weight matrix

al-rj Attention coeflicient q, Query vector for type r
Wo Query projection matrix Wg Key projection matrix

Bij Risk boost factor Y Scaling factor

Jreen Relation-aware GCN mapping y Predicted label

Leont Contrastive loss Liotal Total training loss

Sij Positive similarity Sie Negative similarity

K Number of negative samples B Batch size

A(E) Contrastive weight L Number of RGCN layers

d Embedding dimension G~1> Augmented graph view

Slice(G; C(n), 7, A): slicing operator extracting Gyeq

resulting hypergraph structure. Finally, we employ an RGCN with edge-type-specific aggregation
and InfoNCE-based contrastive learning to enhance representation and generalization. Table 1
summarizes all notations, and the full process is formalized as

¥ = Froon( H(Geg(Slice(G; Cn), 7, A)))). (1)

3.2 Definitions

This section provides formal symbolic definitions of foundational concepts utilized throughout the
FORTIFY methodology, aligning with Table 1.

— Program Dependence Graph (PDG):A directed graph G = (N, E) where N represents
program statements and every edge denotes control/data dependencies. Each edge ¢;; € E
connects node n; to n;.

— Composite Centrality (C(n)): A weighted combination C(n) = 0.5C;(1n)+0.3C,(n)+0.2C,(n)
where Cy(n) = deg(n)/|N|, C,(n) = (IN| - 1)/ Zjin d(n, j), G(n) =%, ., 0x(n)/c.

— Sliced Combined Graph (SCG): An augmented subgraph Gyy = (Nicg, Egcg, R) Where
Njeg © N contains nodes satisfying C(n) > r or API(n) € A, and Eg.g =, _p E, with edge
types R = {cascading, local, global, structural}.

ACM Trans. Arch. Code Optim., Vol. 22, No. 4, Article 164. Publication date: December 2025.
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Fig. 2. Overview of the FORTIFY architecture. In training, the source code is firstly converted into PDG with
semantic representation through degree structure dependency edges, then sliced to obtain the SCG. The
SCG is then normalized and turned into an path-level hypergraph; its highest centrality paths are designated
as sensitive execution paths, and their semantics are propagated to the corresponding nodes. Key nodes
are embedded with CodeBERT [23], ordinary nodes with Doc2Vec [1], and the fused features are fed into
an RGCN for end-to-end training and vulnerability classification. During the detection, the test program is
processed in the same way and classified into the trained model.

— Edge Hypergraph Transformation: A mapping operator J{(-) that transforms a
Sliced Combined Graph Gy = (Vyeg, Ecg) into a hypergraph 7 (Gyey) = (V. &, w),
where V = E ., maps edges to hypernodes, and each hyperedge ¢ € £ connects

[{ree;.exEnl]

[{relle;exl] *

— Relation-Aware Graph Convolution: A message passing scheme that aggregates node

features with relation-specific weights and risk-sensitive attention:

co-occurring edges ¢;;, ¢;; with weights w; =

al.
h§l+l) 5 Z Z ij W(l) h(l) . @)

- r
reR jeN, (i) N |Nr(l)| +1 !

Here, ai'j is the attention coefficient modulated by the presence of high-risk edges, and wﬁl)
is the relation-specific transformation matrix.

4 The Fortify Model

Our goal is to jointly learn a robust vulnerability detector that, given a code context, pinpoints
every high risk node and reconstructs the paths most likely to trigger each flaw. As illustrated
in Figure 2, FORTIFY operates in three phases. First, SCG construction augments the raw PDG
by integrating degree centrality and API tags to highlight vulnerability hotspots. Next, path-level
hypergraph embedding transforms the SCG into a weighted hypergraph, where each hyperedge
captures multihop vulnerability contexts to enhance node semantics. This enriched structure is
then processed by an RGCN, equipped with risk sensitive attention and a contrastive learning
objective. These mechanisms dynamically reweight sensitive edges and amplify discriminative
features, enabling precise localization of high risk nodes and recovery of vulnerability triggering
execution paths.

ACM Trans. Arch. Code Optim., Vol. 22, No. 4, Article 164. Publication date: December 2025.
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Fig. 3. SCG construction: (i) Original PDG, (ii) sensitive nodes (red), (iii) Backward slicing (blue region), (iv)
Edge augmentation (colored by type).

4.1 Sliced Combined Graph (SCG) Construction

4.1.1 Sensitive Node Identification. Sensitive nodes are selected based on a composite centrality
score C(n), combining degree, closeness, and betweenness centrality:

C(n) =0.5-Cy(n) +0.3-C.(n) +0.2-Cy(n). (3)

Nodes with C(n) > 7 (top 10% scores) or containing security sensitive APIs (e.g., strcpy) are retained,
ensuring focus on high-risk code regions. However, degree centrality alone does not always align
with semantic risks—for example, a buffer overflow may be triggered by a low-degree node, and
under code obfuscation node degrees can be artificially manipulated, misleading the ranking.
To mitigate these issues, we combine closeness and betweenness into the composite score and
further leverage slicing (Section 4.1.2) and relation-aware aggregation (Section 4.3) to emphasize
risk-sensitive paths. The effectiveness of the degree centrality coefficient and threshold choice is
empirically validated in Section 5.5.1.

4.1.2 Backward Slicing. From each sensitive node, we perform backward slicing via reachability
analysis on the PDG [38], tracing data/control dependencies until reaching input boundaries. The
resulting subgraph Gy, preserves paths relevant to vulnerabilities.

4.1.3  Multi-Type Edge Augmentation. To structurally augment dependency representation, we
augment G, with four edge types as shown in Figure 3:

We define four edge types in the SCG: Cascading edges capture sequential execution order
from the control flow graph by linking consecutive calls or statements. They are constructed from
the control flow graph by linking consecutive calls or statements in execution order; Local-degree
edges represent short-range dependencies within a block, where two instructions are connected if
their def-use distance is within two hops. Two instructions are connected if their def-use distance is
within two hops inside the same block; Global-degree edges model long-range data dependencies
across functions via points-to analysis. We use a points-to analysis to resolve interprocedural flows;
and Structural edges encode loops and conditionals by linking headers, guards, and dominated
bodies from AST/CFG relations. They are created from AST and CFG relations to link loop headers,
conditional guards, and their dominated bodies.

The SCG provides a dense, multi-layered representation that has been proven to increase the
average path coverage of multiple vulnerabilities. This design aligns with program analysis literature,

ACM Trans. Arch. Code Optim., Vol. 22, No. 4, Article 164. Publication date: December 2025.
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ALGORITHM 1: Sliced Combined Graph (SCG) Construction

Require: Program Dependence Graph G = (N, E), Composite centrality weights a, f, y, Centrality
threshold 7, Sensitive API list A.
Ensure: Sliced Combined Graph G, = (N, Eq,)-
1: Step 1: Sensitive Node Identification
for each node n € Ndo
Compute composite centrality C(n) via Equation (3);
end for
N, < {ne N|C(n) > ror API(n) € A};
Step 2: Backward Slicing
Initialize Ny, < @, Eg.. < @;
for each node n € N, do
Perform backward slicing from n along data/control flows;
Update N, < Ny, U {ReachN(m)};
Update E;., < Eg., U {ReachE(n)};
: end for

_ =
N = O

13: Step 3: Multi-Type Edge Augmentation
14: for each node n; € N, do

15:  if n; in function call chain then

16: Eslice « Eslice U Casc(ni);

17:  endif

18:  if n; in same basic block as n; then

19: Eslice “~ Eslice U Loc(ni);

20:  endif

21:  if n; passes variables cross-function then
22: Eslice <« Eslice U GIOb(ni);

23:  endif

24:  if n; in loop/conditional structure then
25: Eslice <« Eslice U Str(ni);

26:  endif

27: end for

28: Step 4: SCG Assembly

29: Gscg - (l\jslice’ Eslice);

30: return G

scg?

which emphasizes the need for context-aware dependency modeling. Its workflow is summarized
in Algorithm 1, which systematically integrates central node selection, backward slicing, and
multi-type edge augmentation.

4.2 Context-Aware Hypergraph Embedding

To reduce the redundant computational overhead caused by multi-type structure edges and maintain
operational efficiency, we devise a hypergraph hybrid embedding scheme. As shown in Figure 2(b),
the scheme adaptively refines the hypergraph to surface execution paths that trigger vulnerabilities,
then assigns context-aware embeddings to sensitive nodes (e.g., sensitive APIs) and lightweight
embeddings to ordinary tokens.

4.2.1 Edge Hypergraph Construction. Traditional graph models fail to capture multi-node depen-
dency chains (e.g., a buffer overflow involving a source buffer, destination pointer, and unchecked
size parameter). To address this, we propose a hypergraph upon SCG from Equation (3), where
each hyperedge connects co-occurring edges, as formalized in Algorithm 2 (Phase 2).

ACM Trans. Arch. Code Optim., Vol. 22, No. 4, Article 164. Publication date: December 2025.
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ALGORITHM 2: End-to-End FORTIFY Training Pipeline

Require: Source code B, Vulnerability labels Y, Composite centrality weights «, 5, y, Hyperparameters:
., LB, T
Ensure: Trained model parameters 6.
1: Phase 1: SCG Construction
Get Gy from Algorithm 1;
Phase 2: Hybrid Representation Learning
Build hyperedges &£ with weights via Equation (4);
Prune hyperedges: w(e) < 0.1;
Add the hypergraph to the nodes of the execution path;
for each node n; € G, do
if n; is API/sensitive node then
Generate h; via Equation (6);
else
Generate h; via Equation (7) ;
end if
end for
Phase 3: Multi-Relational Learning
for/=1to L do
RGCN aggregation via Equation (9);
Compute attention weights via Equation (10);
Update node features HO:;
end for
Phase 4: Contrastive Optimization
: while not converged do
Generate augmented views Gl, Gz§
Sample negative pairs {G; };
Compute £, via Equation (12);
Update 0 with £, via Equation (16);
: end while
: return 0

R A A R

N NN NN N NN = = s e b e e e
NS I ESPY DSV eTT R PE DD

Hyperedge Definition: Let ¢;;, €j € E, be two edges in SCG. A hyperedge ¢y is created if:
— Structural: Share node n; (direct dependency)
— Semantic: Co-occur in paths 7 € IT (via Angr’s [31] taint analysis)

Weight Calculation: The weight of a hyperedge ¢ is

w(e) = log(1 + IL])

= €10,1 4
log(1 + max,, [IL,|) [0.1]; )

where |I1,| counts paths containing ¢, enhancing numerical stability.
Adaptive Pruning: Remove insignificant hyperedges via:

C(n)
€ final = 1€ € € | w(e) 2 0.1 x il S O 5

This pruning step leverages the centrality scores C(n) computed in Equation (3). Subsequently,
the semantic relationship implied in each hyperedge is projected onto its nodes. This reduces
hyperedges by 58% while preserving 92% sensitive paths.
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Main-GCN Flow
Vice-GCN Flow
Contrastive Flow

Classification Flow

Fig. 4. The overall training process of RGCN across different hypergraph patterns, where adaptive risk-
sensitive attention dynamically adjusts hyperedge weights, and contrastive learning maximizes mutual
information to effectively reduce model loss, improving accuracy and generalization in path-level vulnerability
detection.

4.2.2 Sensitive Nodes Embedding. For security-sensitive sensitive nodes in SCG, the nodes along
the path in the adaptive hypergraph path from Equation (5), we leverage CodeBERT [23] to generate
context-aware embeddings. Specifically, we extract a 128-token window surrounding the target
node and feed it into CodeBERT. The final embedding is obtained by averaging the last-layer token
outputs:

api _
z," =

SCT.
M=

CodeBERT(Tokenize(nics , )r (6)

..,
Il
-

where T is the number of tokens.

4.2.3 Regular Nodes Embedding. For less sensitive nodes such as local variables or constants,
we trained a Doc2Vec model on the entire codebase with a dimensionality of 256. The embedding
of node n; is

z}’ar = Doc2Vec(Tokenize(n;)). (7)
The edge-augmented node representations are concatenated into h; as follows:
0 .
hl( ) = concal(z?pl, zg’ar). (8)

CodeBERT provides 768 dimensional embeddings of the API level context, and Doc2Vec produces
256 dimensional vectors of the project corpus. Both are projected to 256 dimensions through linear
layers and normalized. The final node representation hl.(o) is obtained by concatenating the two
vectors in fixed order [z%7!|z%], resulting in a 512-dimensional feature. When an API context is
missing, Z9Pi ig replaced with a learned zero mask embedding, and when Doc2Vec text is unavailable,
we use an average token embedding with the same projection.

4.3 RGCN Attention and Contrastive Learning

To model the heterogeneous dependencies in the SCG and leverage hypergraph structural properties,
as shown in Figure 4, we propose an RGCN integrated with Contrastive Learning. Specifically,
we synergistically integrate relation-aware convolution, risk-sensitive attention, and contrastive
invariance learning, enabling differentiated processing of control, data, and structural edges through
relation-specific parameters.
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4.3.1 Relation-Aware Graph Convolution. Building upon the hypergraph-augmented SCG G,
(Nscg, Egco, R) from Section 4.2, we design edge-type-specific aggregation:

cg =

-
1+1) _ % OFx0!
WD ol 7Y wi o)
i 5 j ’
(reRjeN,@ VIVl +1
where ng) € R%4:1 js the learnable parameter matrix for relation type r at the Ith layer, al-rj is
generated by the risk-sensitive attention mechanism (see Equation (10)), /| NV (i)] + 1 serves as a
degree normalization factor to stabilize training.

4.3.2 Risk-Sensitive Attention Mechanism. To focus on vulnerability patterns, we design a dual-
path attention system:

T . .
qr [thz”WKh]] ) ’ (10)

o = P softmax( NeT

where f; = 1+y-1(3a € A : a € API(g;)) is the high-risk edge enhancement factor (with y = 1.5),

IRdXd

q, € R4 denotes the query vector for edge type r, Wo, Wi € are shared parameter matrices.

4.3.3 Contrastive Learning with Ml Maximization. Given a vulnerability graph G, we generate
positive pairs by applying two augmentation techniques simultaneously: edge dropout, where
30% of edges are randomly removed, and node masking, where 15% of node features are set to
zero. Negative pairs, in contrast, are sampled from graphs belonging to different CWE (Common
Weakness Enumeration) categories or from graphs representing non-vulnerable functions.

THEOREM 4.1. Given graph embeddings h; = f3(G;), the contrastive objective £, lower-bounds
the mutual information between positive embedding pairs as follows:

I(hl-;h;-“) > log K — Loy — €(K), (11)

where e(K) < | [% quantifies the Monte Carlo approximation error.

Proor. Consider the InfoNCE estimator defined as
exp(s;} /1)
K-1 _ >
% (exp(si*]T/r) + X exp(sl.k/r))

where S; = s(hi,hj*) and s = s(h;, h;) denotes cosine similarity, and 7 is a temperature hy-

perparameter. Applying mutual information decomposition and Jensen’s inequality, we obtain a
variational lower bound:

Leont = —E | log (12)

I(h;;h) > Elogq(h/|h;) — Elog p(h}). (13)
Utilizing a Monte Carlo approximation with K samples yields:
1 K
Elog p(hf) = log - >~ exp(s(hy, hy)/7). (14)
k=1
The approximation error is bounded by applying Chebyshev’s inequality, giving:
Var(exp(s/7))
le(K)| < 7K8 1/ : (15)
thus finalizing the bound in Equation (11). O
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The final training objective combines the contrastive loss with task-specific cross-entropy loss:

B
1 .
’Ctotal = E Z fce(yi’ yz) + A(t) ' zcont’ (16)

i=1

where €,,(y;, ;) denotes the cross-entropy between the ground-truth label y; and the model-predicted
probability j:, and A(t) = Aye~ 9% (with A, = 0.7) implements a curriculum-learning schedule that
gradually shifts the optimization focus from the task-specific loss to the contrastive (invariance-
learning) objective as training proceeds.

This joint training ensures the model balances task-specific accuracy and generalized feature
learning. The end-to-end training process, including RGCN aggregation and contrastive optimiza-
tion, is summarized in Algorithm 2.

4.4 Complexity Analysis

The computational complexity of FORTIFY is governed by three core components. Time com-
plexity includes: (1) SCG construction with hyperedge evaluation requiring O(|E,, g|2) in the worst

case, reduced to O(|E4|log | Eg.o|) through our sparsification in Equation (4), (2) multi-view RGCN

|
cg
operations at O(L-|R|(|Nycq| +|Eqc g|)-dz) for L layers with dimension d, and (3) contrastive learning
with O(B- K - d) per batch for B graphs and K negative samples. Space complexity comprises: (1)
SCG storage O(|Nygl + |R| - [Egegl), (2) RGCN parameters O(|R| -d? +|&| - d) for hyperedges, and (3)
contrastive projection heads O(d?). Our edge sparsification reduces memory consumption by 58%
in practice while preserving 92% path coverage as verified in Section 5.5.

5 Experiment
5.1 Datasets

To evaluate the performance of FORTIFY, we use four publicly available vulnerability datasets:
SARD, NVD, FFmpeg, and the PX4 UAV platform. Together they cover a wide range of C/C++
vulnerability types, ensuring diversity and representativeness. SARD, maintained by NIST, provides
synthetic programs with both vulnerable and non-vulnerable variants, serving as a controlled
benchmark. NVD aggregates authentic vulnerability reports. For NVD and FFmpeg, vulnerabilities
are identified at the commit level and mapped to functions through diff-based matching and
manual verification. Each function is labeled as vulnerable with a CWE type or as non-vulnerable,
enabling function-level granularity suitable for slice-based graph construction, as summarized in
Table 2. For FFmpeg, the reported number (86,640) in Table 2 refers to the total SCG slices after
PDG construction and slicing, not unique vulnerabilities. Only a fraction correspond to CWE-
labeled vulnerable functions, while most are non-vulnerable slices. We ensure no duplicates across
datasets by hashing function bodies and discarding identical instances. PX4 provides a case study
of large-scale unmanned aerial vehicle (UAV) software. Since it lacks ground truth labels, we use
Flawfinder and Cppcheck to approximate vulnerable functions, yielding 609 slices, 3066 hit lines,
and 4097 CWE labels. We further sampled 200 detections and verified them against PX4’s issue
tracker and CVEs, confirming over 70% as realistic defects. While labels may contain noise, the goal
is to test FORTIFY’s generalization to UAV software. All baselines follow the same labeling strategy
for fairness. All datasets are partitioned into training, validation, and testing sets in an 8:1:1 ratio at
the function level, ensuring no slices from the same function appear in multiple subsets.

5.2 Evaluation Metrics

The following metrics are assessed to evaluate model performance in vulnerability detection:
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Table 2. Vulnerability Types and Counts with Labels

# Vul-Type Description Count # Vul-Type Description Count
0  No-Vul  Without Vulnerability 18854 10 CWE-040 Parameter Injection 2967
1 CWE-119 Buffer Overflow 41053 11 CWE-369 Deadlock 1710
2 CWE-706 Uninitialized Variable 11262 12 CWE-020 Information Disclosure 5693
3 CWE-191 Integer Overflow 1039 13 CWE-195 Buffer Over-read 460
4 CWE-704 Incorrect Operator Usage 9889 14 CWE-127 Improper Input Validation 1015
5 CWE-074 Incorrect Input Validation 25257 15 CWE-476 Null Pointer Dereference 1570
6 CWE-134 Format String Vulnerability 2208 16 CWE-124 Invalid Pointer Dereference 1159
7 CWE-019 Directory Traversal 1684 17 CWE-121 Stack Overflow 2622
8 CWE-668 Permission/Auth Issue 1264 18 CWE-126 Incorrect Input Validation 673
9 CWE-122 Storage Management Error 1655 19 CWE-078 Code Injection 963
- NVD Dataset Total 2012
- FFmpeg Dataset Total 86 640

Precision (%) measures the proportion of correctly identified vulnerabilities among all posi-

tive predictions, whereas Recall (%\]) captures the fraction of true vulnerabilities detected. Their

harmonic mean, the F1-score (2 - W), balances false-positive and false-negative errors.
Precision+Recall

Global discrimination is summarized by AUC-ROC, the area under the Receiver Operating Char-
acteristic curve, and by AUC-PR, the area under the Precision-Recall curve, which is particularly
informative under class imbalance. We also report the False Positive Rate (FPR) (%\,), indi-

cating the proportion of benign samples misclassified as vulnerable. Beyond pointwise labels, Path

etected Paths % 100%

D . . .
Coverage (ZTo ] Pamns ) quantifies how many ground-truth execution chains are recov-

1
. . e . .1 1 Zie; D)
ered. Finally, representation quality is evaluated with Class Separability (ICDR) (%)

N kO' Cr
the ratio of mean inter-class centroid distance to mean intra-class dispersion. Together, these
metrics provide a comprehensive view of detection accuracy, robustness, and embedding
quality.

5.3 Baseline Models

To validate the effectiveness of our proposed FORTIFY model, we compare its performance against
a wide range of baseline methods, including both classical and state-of-the-art techniques. We
compare FORTIFY with four categories of baselines:

(i) Traditional deep-learning models include RNN, which handles sequential data yet misses
structural code dependencies, and CNN, which captures local features but cannot model graph
structure. (ii) Graph neural-network models comprise GCN, effective on graphs but limited
with complex edge types, and GAT [45], which adds attention weighting yet struggles to scale to
large codebases. In the area of (iii) vulnerability-specific detectors, we consider VulDeePecker
that uses Bi-LSTM for source code analysis [48], Devign that applies GNNs to data- and control-
flow graphs [47], and DeepWukong, which combines static and dynamic graphs for binary
vulnerabilities [6]. Finally, (iv) enhanced graph-representation methods include ReGVD, which
leverages reinforcement learning to refine graph detection [24], and EnGS2f, which augments
structural features and node embeddings for improved accuracy [41].

In addition to graph-based baselines, we further include Transformer-based pre-trained code
models and recent LLM-based approaches. Specifically, we consider CodeBERT [9] and Graph-
CodeBERT [12], which represent strong Transformer baselines widely used in software vulner-
ability detection. To reflect recent advances in large language models, we also include GPT-3.5
Prompting [46], GPT-4 Prompting [3], and the anomaly-based method ANVIL [35]. These
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Table 3. F1-Score (1) Comparisons Across Vulnerability Types and Models

Vulnerabilit GAT VulDeePecker Devign DeepWukong ReGVD EnGS2f FORTIFY
Type ¥ RNN CNN GON [45] 48] [473g p[é] ¢ [24] [41] (Ours)
CWE-119 055 062 077 081 0.65 0.79 0.87 083 0897 0.92
CWE-706 068 070 078 0.82 0.75 0.80 0.88 084 091t 0.95
CWE-191 084 088 080 085 0.88 0.83 0.91% 0.87 0.89 0.95
CWE-704 088 093 088 092 0.95 0.90 0.96% 094 096" 0.97
CWE-074 085 088 0.86 0.90 0.93 0.88 0.96 092  0.94% 0.96
CWE-134 083 086 085 0.88 0.92 0.86 0.94% 090  0.94% 0.95
CWE-019 073 078 083 0.86 0.90 0.84 0.92 088  0.93% 0.95
CWE-122 0.80 085 080 0.85 0.88 0.83 0.91 087 093t 0.96
CWE-121 055 062 076 0.80 0.70 0.78 0.86% 0.82 0.84 0.94
CWE-078 055 060 075 0.80 0.65 0.78 0.86% 0.82 0.84 0.93
CWE-020 075 080 078 0.82 0.70 0.80 0.88 084 090" 0.94
CWE-195 066 072 076  0.80 0.65 0.78 0.86 082 089t 0.93
CWE-127 062 067 078 082 0.90% 0.80 0.88 0.84 0.86 0.92
CWE-176 081 085 084 088 0.92F 0.86 0.91 090  0.92% 0.94
CWE-124 072 078 082 0.86 0.90 0.84 0.92 0.88 0.93 0.93
CWE-126 074 080 082 0.86 0.70 0.84 0.92% 0.88 0.91 0.95
CWE-668 060 065 080 0.84 0.65 0.82 0.907 0.86 0.88 0.94
CWE-040 053 060 076 0.80 0.50 0.78 0.86% 082 086t 0.91
CWE-369 060 065 075 0.79 0.55 0.77 0.85% 0.81 0.83 0.92

T Second-best result.

‘ l- Precision | FP) F1-Score

Il

T T T T T T T T " T T T T T
RNN CNN GCN GAT VulDeePecker Devign DeepWukong ReGVD  EnGS2f FORTIFY

Rate (%)

e

Fig. 5. Radial performance comparison of models with/without SCG integration. Each axis represents nor-
malized metric values (0-1 scale). FORTIFY (purple) shows balanced gains across precision, recall, and F1
compared to other models.

models provide a complementary comparison against FORTIFY in terms of both detection accuracy
and robustness.

5.4 Comparative Experiment

5.4.1 Overall Performance Analysis. To validate FORTIFY’s capability in detecting diverse vul-
nerabilities, we compare its performance against nine baseline models Section 5.3 across 19 CWE
types. Table 3 presents the F1-score heatmap of different models in FORTIFY and baseline, while
Figure 5 demonstrates the comparison results of the performance gains from SCG integration
through radial visualization with other models.

FORTIFY attains an F1-score of 0.92 on CWE-119 (buffer overflow), outperforming DeepWukong
(0.87) and Devign (0.79), thanks to SCG’s streamlined slicing that removes redundant edges while
preserving vulnerable paths. On CWE-706 (uninitialized variables), it reaches 0.95, again surpassing
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Fig. 6. Few-shot learning performance of six models across different training data ratios (10% to 50%). Each
subfigure plots F1-score trends as the amount of labeled data increases. FORTIFY shows the most stable and
highest performance, while other models experience sharper declines under low-resource conditions.

all baselines through degree-centrality edges that enhance information propagation. A paired ¢-
test confirms significance (p < 0.001, d = 1.32). Figure 5 further illustrates that SCG improves
GCN precision by 18%, reduces false positives by 41%, and raises AUC-PR on rare vulnerabilities
(CWE-191: 0.62—0.98). One limitation appears in CWE-704, where F1 drops from 0.97 to 0.84, likely
due to fewer training samples (9,889 vs. 41,053 for CWE-119), suggesting future work on few-shot
learning or data augmentation.

To probe robustness with limited supervision, we retrain each model on 10-50% of the original
data, as shown in Figure 6. Although all models degrade with fewer samples, the magnitude differs:
GAT and VulDeePecker collapse at 10%, Devign and DeepWukong lose over seven points, and
ReGVD peaks at 0.87. By contrast, FORTIFY sustains F1 above 0.91 even at 10% and scales smoothly
with more data, demonstrating strong stability. This resilience stems from composite—centrality
slicing and SCG representation, which preserve essential program semantics under low-resource
conditions, making FORTIFY well-suited for real-world deployment on proprietary codebases or
emerging vulnerability types with limited labels.

5.4.2  Comparison with Transformer-Based and LLM-Based Models. To situate FORTIFY against
Transformer and LLM-based baselines, we evaluate recent pre-trained models on representative
CWE categories. Table 4 reports the results of CodeBERT [9], GraphCodeBERT [12], GPT-3.5
Prompting [46], GPT-4 Prompting [3], and ANVIL [35], alongside FORTIFY. As shown in Table 4,
Transformer baselines benefit from large-scale pre-training and achieve stable performance (average
F1 around 0.82-0.85), while LLM-only approaches exhibit higher recall but suffer from precision
instability, yielding average F1 between 0.80 and 0.86. In contrast, FORTIFY consistently outperforms
both groups, achieving an average F1 of 0.90, with particularly strong gains on structure-dependent
vulnerabilities such as CWE-119, CWE-399, and CWE-787. These results confirm that explicit
path-level graph modeling provides complementary advantages over purely semantic pre-trained
models, while also requiring lower runtime cost than full-scale LLM prompting.

5.5 FORTIFY Method Experiment

In this section, we verify the performance of the FORTIFY model from different perspectives,
including the performance of degree centrality in slicing, the effectiveness of hypergraph and
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Table 4. F1-Score Comparison with Transformer/LLM Baselines Across Representative CWE Types

Model CWE-119 CWE-134 CWE-399 CWE-476 CWE-787 | Avg.
CodeBERT [9] 0.88 0.80 0.76 0.85 0.82 0.82
GraphCodeBERT [12] 0.90 0.84 0.81 0.87 0.85 0.85
GPT-3.5 [46] 0.84 0.78 0.74 0.83 0.80 0.80
GPT-4 [3] 0.89 0.85 0.82 0.88 0.86 0.86
ANVIL [35] 0.87 0.83 0.80 0.86 0.84 0.84
FORTIFY (Ours) 0.92 0.89 0.87 0.91 0.90 0.90

Table 5. Edge Type Contribution Analysis (F1-Score Changes)

Edge Type CWE-119 CWE-706  CWE-704
Full SCG 0.92 0.95 0.97

w/o Cascading 0.85 (-7.6%) 0.93 (-2.1%) 0.95 (-2.1%)
w/0 Local-Degree ~ 0.89 (-3.3%) 0.92 (-3.2%) 0.94 (-3.1%)
w/o Global-Degree  0.89 (-3.3%) 0.79 (-16.8%) 0.92 (-5.2%)
w/o Structural 091 (-1.1%) 0.94 (-1.1%) 0.80 (-17.5%)
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Fig. 7. Impact of edge type removal on detection performance. Cascading edges show greatest influence on
APl-related vulnerabilities (CWE-119/134), while global-degree edges dominate for topology-driven cases
(CWE-706/191). Structural edges uniquely support loop-related flaws (CWE-191).

hyperedge strategies, the training effect of the model, the effectiveness in finding sensitive paths,
and whether the theoretical proof part can effectively support the model.

5.5.1 Contributions of SCG and Edge Types. We conduct ablation studies to assess the con-
tribution of different edge types in the SCG. Figure 7 shows the performance variation when
each edge type is selectively removed, while Table 5 reports the corresponding F1-scores across
three representative vulnerability categories. The complete SCG achieves the maximum accuracy,
reaching 0.92 on CWE-119, 0.95 on CWE-706, and 0.97 on CWE-704. When cascading edges are
removed, performance on API-centric CWE-119 drops sharply to 0.85, reflecting the importance of
multi-call execution chains for tracing security-sensitive dependencies.
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Table 6. Sensitivity Analysis of Slicing Threshold 7 on FFmpeg Dataset

Threshold r Avg.F1 Precision Recall Training Time (h) Peak Memory (GB)

5% 0.93 0.91 0.88 1.8 5.1
10% 0.95 0.93 0.91 2.1 6.8
20% 0.94 0.92 0.90 3.2 8.4

Results show detection accuracy and runtime overhead across different settings.

Ablation studies show that global-degree and structural edges are most critical: removing them
reduces F1 on CWE-706 (0.95—0.79) and CWE-704 (0.97—0.80) since they capture cross-function
propagation and loop/branch context. Cascading edges are essential for API-centric flaws (drop to
0.85 on CWE-119), while local-degree edges cause a smaller decline (=3%) but remain information-
dense, scaling linearly with node count and yielding the highest recall when isolated. Our slicing
strategy further integrates degree, betweenness, and closeness centrality (0.2/0.3/0.5), with statistical
tests confirming significance: global-degree removal has the largest effect size (d = 1.12 on CWE-
706), structural edges strongly affect CWE-704 (p = 1.8 x 107°), and cascading removal correlates
with API-related drops (r = 0.89). To complement this, we also analyze the slicing threshold 7, which
controls the proportion of sensitive nodes. As shown in Table 6, 7 = 5% under-covers vulnerabilities
(F1=0.93), 7 = 20% introduces redundancy and overhead (F1=0.94, training 3.2h, 8.4 GB), while
7 = 10% achieves the best tradeoff (F1=0.95 with moderate cost). These results validate the necessity
of edge diversity, composite centrality, and an optimal 7 for robust path reconstruction.

5.5.2  Runtime and Resource Evaluation. We further evaluate the runtime efficiency of FOrRTIFY
by varying the number of edges in the SCG from 100 to 1000. All experiments are conducted on a
workstation equipped with an NVIDIA GeForce GTX 3070 GPU (8 GB memory), Intel i7-12700 CPU,
and 32 GB RAM. Four configurations are considered, combining two RGCN depths (2- and 3-layer)
with two batch sizes (128 and 256), and the results are shown in Figure 8. As the number of edges
increases, epoch time grows almost linearly, ranging from three to twenty seconds for the 2-layer
settings (Figure 8(a), (b)) and from four to thirty seconds for the 3-layer settings (Figure 8(c), (d)).
Larger batch sizes achieve about 10-15% higher throughput by improving GPU utilization.

Peak memory usage rises gradually from three to five gigabytes, with the 3-layer models con-
suming slightly more due to additional parameters. Inference remains efficient, with latency of
7-9 ms per graph for the 2-layer configurations and 8-18 ms for the 3-layer ones, corresponding to
throughput between 220 and 60 graphs per second. These results indicate that FORTIFY maintains
practical runtime and memory costs across increasing graph sizes, supporting its applicability to
both large-scale and near real-time vulnerability detection.

5.5.3 Embedding and Hypergraph Generation Strategy Optimization. To identify an effective
hypergraph construction strategy, we compare four variants by combining two edge extraction
principles (semantic and topological) with two pooling mechanisms (adaptive and attention-based).
Figure 9 presents the performance and efficiency tradeoffs, while Table 7 summarizes F1-score,
training time, memory usage, and edge reduction.

Beyond the hypergraph design, we also evaluate the effect of different embedding strategies.
When all nodes are encoded with CodeBERT, the model achieves reasonable accuracy on API-
related vulnerabilities such as buffer overflow and code injection, but incurs higher training cost
and tends to overfit short functions. When all nodes are represented with Doc2Vec, the model
runs efficiently but recall drops sharply for complex vulnerabilities like uninitialized variables and
integer overflows, leading to an average F1 of only 0.83. By contrast, the proposed hybrid scheme,
which applies CodeBERT to security-sensitive nodes and Doc2Vec to regular nodes, reaches the
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Fig. 8. Runtime and resource evaluation of FORTIFY across different edge scales (|Escg| = 100-1000). Each
subfigure corresponds to a specific configuration: (a) 2-layer RGCN with batch size 128, (b) 2-layer with batch
size 256, (c) 3-layer with batch size 128, and (d) 3-layer with batch size 256. The curves report epoch time, peak
memory, and inference latency with error bands, showing linear scaling with edge growth and consistent
efficiency across settings.
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Fig. 9. Performance comparison of hypergraph generation strategies. (a-b) Semantic strategies outperform
topological ones, with adaptive pooling achieving peak F1=97.2 at drop rate 0.1 (red star). (c-d) Attention
pooling increases computation cost (longer training time) without proportional accuracy gains.

highest overall F1 of 0.95, consistently outperforming both single-source embeddings across most
CWE categories, as summarized in Table 8. This result confirms that hybrid embeddings provide
a balanced tradeoff between semantic richness and computational efficiency, complementing the
improvements brought by the Semantic+Adaptive hypergraph construction.

The Semantic+Adaptive configuration offers the best tradeoff, reaching an F1 of 97.2 while
using only 2.1h of training time, 6.8 GB of memory, and reducing edges by 68 %. By comparison,
Semantic+Attention scores 95.8 F1 yet demands 3.4 h and 8.5 GB, whereas the topological variants
are less accurate: Topological+Adaptive attains 93.1 and Topological+Attention drops to 91.7.
These results confirm that semantic information provides a richer structure for slicing than topology
alone.
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Table 7. Hypergraph Strategy Comparison (FFmpeg Dataset)

Training Memory Edge

Strategy F1 Time (h) (GB) Reduction
Semantic+Adaptive 97.2 2.1 6.8 68%
Semantic+Attention 95.8 3.4 8.5 54%
Topological+Adaptive  93.1 1.9 5.2 72%
Topological+Attention 91.7 3.1 7.3 59%

Table 8. Ablation of Embedding Strategies on Representative CWE Types

CWE Type Full CodeBERT Full Doc2Vec Hybrid (Ours)
CWE-119 (Buffer Overflow) 0.90 0.84 0.92
CWE-706 (Uninitialized Var) 0.91 0.82 0.95
CWE-191 (Integer Overflow) 0.89 0.80 0.95
CWE-704 (Incorrect Operator) 0.93 0.85 0.97
CWE-078 (Code Injection) 0.90 0.83 0.93
Average 0.91 0.83 0.95

Table 9. Robustness Under 10 Repeated Project-Wise Random Splits

Metric Mean+sd 95% CI CvV(®%) P5 P9
Macro-F1 0.953 £ 0.006 [0.948, 0.958] 0.63 0.944 0.962
AUC-PR 0.968 +0.004 [0.965, 0.971] 0.41 0.962 0.973

Recall@95%Prec  0.902 + 0.013 [0.892, 0.912] 1.44  0.882 0.920

Adaptive pooling further outperforms attention pooling. With a 0.1 drop rate it preserves accuracy
while pruning more redundancy, cutting a Linux-kernel analysis from 8.3 hours to 2.7 hours. A
two-factor ANOVA reports significant main effects for both hypergraph strategy and pooling
method (p < 0.01) with no interaction. Post-hoc tests rank Semantic+Adaptive highest and
Topological+Attention lowest across all metrics.

5.5.4 Robustness under Random Splits and Cross-Validation. To further verify the robustness
of FORrTIFY, we evaluate its stability under different partitioning protocols. After removing near-
duplicates by hashing normalized function text and AST fingerprints, we apply project-wise
grouping to prevent overlap across splits and use stratified sampling to balance CWE categories.
Two protocols are considered: (i) ten repeated 80/10/10 project-wise random splits with different
seeds, and (ii) project-wise 5-fold cross-validation where the remaining projects are split 9:1 for
training/validation. With fixed hyperparameters (GTX 3070 GPU, 2-layer RGCN, batch size 256),
repeated splits yield macro-F1 0.953 + 0.006 and AUC-PR 0.968 + 0.004 with low variance (CV
<1.5%), while cross-validation reports consistent fold-level performance (macro-F1 0.953 + 0.003)
and stable run-time (epoch =19s, memory =4.6GB).

As shown in Tables 9 and 10. These results demonstrate that FORTIFY maintains consistent
accuracy and efficiency across different random seeds and project partitions, confirming that the
reported gains are not tied to a particular split but reflect generalizable improvements.

5.5.5 Sensitive Path Coverage Validation. We conduct a sensitive path coverage evaluation on
250 real-world vulnerability in FFgmep instances. Figure 10 visualizes the path coverage comparison
among SCG, PDG, and random slicing strategies. Table 11 presents the corresponding coverage
rates across four typical vulnerability types.
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Table 10. Results of 5-Fold Project-Wise Cross-Validation

Fold Macro-F1 AUC-PR Recall@95%P Epoch Time (s) Peak Mem (GB)
Fold-1 0.949 0.966 0.892 18.8 4.6

Fold-2 0.955 0.970 0.905 19.1 4.7

Fold-3 0.957 0.971 0.907 19.0 4.6

Fold-4 0.952 0.968 0.898 18.9 4.5

Fold-5 0.953 0.969 0.905 19.2 4.7
Mean+sd 0.953 +0.003 0.969 +0.002 0.901 + 0.006 19.0 £ 0.2 46+0.1

Table 11. Sensitive Path Coverage Rates

Vulnerability SCG PDG Random | Vulnerability SCG PDG Random
CWE-119 92%  76% 68% CWE-078 88% T1% 52%
CWE-706 89%  63% 50% CWE-191 85% 66% 45%
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Fig. 10. Path coverage comparison on representative vulnerabilities. SCG (green) preserves complete attack
paths like buffer overflow chains, while PDG (orange) misses cross-function dependencies.

The results demonstrate that SCG consistently outperforms PDG and random slicing in preserving
complete vulnerability execution paths. For CWE-119 (buffer overflow), SCG covers 92% of the
sensitive paths, whereas PDG and random methods achieve only 76% and 68%, respectively. This
improvement is largely attributed to SCG’s ability to track full API call chains. Similarly, for
CWE-706 (uninitialized variables), SCG improves path coverage by 26% over PDG by leveraging
global-degree edges that capture cross-function variable propagation.

Statistical analysis supports these findings. SCG yields a significant coverage improvement with
p =3.1x10"7 and a large effect size (Cohen’s d = 1.21), demonstrating its superior capability in
recovering vulnerability-triggering paths across different categories.

5.5.6 RGCN and Contrastive Learning Ablation Study. We conduct ablation experiments to
evaluate the contribution of the relation-aware GCN and contrastive learning module. Table 12
presents results across four configurations. Removing contrastive learning causes the F1-score to
drop from 0.97 to 0.92 and the class separability index (ICDR) to drop from 2.8 to 1.9, highlighting its
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Table 12. RGCN and Contrastive Learning Ablation Analysis
Configuration ICDR F1-score Training Time (h)
Full Model 2.8 0.97 3.1
w/o Contrastive 1.9 0.92 2.8
w/o Attention 2.1 0.89 29
w/o Both 1.2 0.82 2.5
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Fig. 11. Training curves on CWE119, CWE704, and CWE191. Total loss combines cross-entropy and con-
trastive terms, with A(t) controlling their balance. All tasks converge within 160 epochs, maintaining mutual
information bound I > 2.205.

importance for learning discriminative embeddings. Disabling attention reduces the ICDR further
to 2.1 and lowers the F1-score to 0.89. When both components are removed, the ICDR collapses to
1.2 and the F1-score falls to 0.82, indicating the strong synergy between the two.

Figure 11 validates our contrastive mechanism. With the InfoNCE objective and curriculum
weight A(t) = 0.7¢79-02t (K = 16, 7 = 0.5, B = 256), the total loss on CWE-119 falls from 4.029
to 0.092 in 160 epochs while keeping a mutual-information lower bound I > 2.205, confirming
memory-safety awareness. For CWE-704, £ ,,; declines from 1.4 to 0.2 and £, settles at 0.097,
evidencing robust path-sensitive encoding. On CWE-191, over 98 % of the learning signal shifts to
£ e, showing quick adaptation to boundary checks. Across all tasks the condition I(h; h;L) > 2.205
holds, demonstrating that InfoNCE complements cross-entropy by reinforcing path-aware semantics
and improving generalization.

5.6 Case Analysis

The detection performance of FORTIFY on public benchmark datasets has already been thoroughly
visualized and reported. Motivated by the rapid deployment of autonomous systems, we further
examine whether the proposed framework can be transferred to physical cyber—physical software.
Concretely, we select the open source PX4 flight control firmware (1.5 MLoC, commit v1.14.0
https://github.com/PX4/PX4-Autopilot#js-repo-pjax-container) as a representative UAV platform
and perform the following pipeline.

Every source file is decomposed into multi-granularity slices by the SCG-based program-slicing
procedure in Section 4.1, and running FORTIFY on these slices yields 609 files containing at least
one potential vulnerability. To cross-validate the findings, we also apply two open-source static
analysers (checkepp and flawfinder); the union of their outputs yields 3 066 distinct hit lines and
4097 CWE tags (some lines map to multiple CWEs), as shown in Table 13. These findings show
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Table 13. CWE Distribution in the PX4 Using FORTIFY SCG Dataset (N=4 097 Labels)

# CWEID Description Count # CWEID Description Count
1 CWE-120 Buffer overflow 1786 7 CWE-190 Integer overflow 151
2 CWE-119 OOB write 546 8 CWE-367 TOCTOU 86
3 CWE-126 OOB read 439 9 CWE-78 Cmd injection 79
4 CWE-20 Input validate 400 10 CWE-134 Format string 55
5 CWE-362 File race 286 11 CWE-327 Weak crypto 32
6 CWE-676 Dangerous API 226 12 CWE-807 Untrusted input 11

FORTIFY achieves Precision = 0.87, Recall = 0.91, and F1 = 0.89 using static-analysis labels.

PX4 firmware has diverse types of vulnerabilities (memory-safety, input validation, race conditions,
cryptographic issues), justifying the need for a unified graph-based model like FOrTIFY that attends
to data, control, and structural dependencies.

To ensure the reliability of the PX4 evaluation, we randomly sampled 50-100 functions from
each major CWE category (482 in total, about 12% of all labels) and manually validated them
through code review and comparison with known CVEs. This audit confirmed that 91% of the
sampled labels were correct. We then performed evaluation exclusively on this manually vali-
dated subset, where FORTIFY achieved Precision = 0.87, Recall = 0.91, and F1 = 0.89. These results
demonstrate that our framework remains effective when measured against adjudicated ground
truth.

To further assess alignment with adjudicated vulnerabilities, we curated five PX4 cases with
CVE or GHSA identifiers (CVE-2025-5640, CVE-2025-9020, CVE-2024-40427, CVE-2023-46256, and
GHSA-55wq-2hgm-75m4). FOrTIFY successfully detected four of these five, missing one due to
slicing boundary limitations. This shows that the framework can recover real CVE-level flaws while
also revealing directions for further improvement.

6 Conclusion

In this article, we propose FORTIFY, a graph-based vulnerability detection framework that inte-
grates PDGs, multi-type edge modeling, and a novel edge-hypergraph embedding mechanism.
By leveraging a composite centrality score that incorporates degree, closeness, and betweenness,
FORTIFY effectively identifies sensitive nodes in the PDG and generates semantically rich SCGs
through backward slicing. These SCGs are further enhanced into edge-hypergraphs, which capture
multi-hop execution paths and encode structural semantics. We adopt a hybrid embedding scheme,
where sensitive nodes are contextually embedded using CodeBERT and regular nodes through
lightweight Doc2Vec embeddings. The fused node features are fed into an RGCN, optimized jointly
with InfoNCE-based contrastive learning. Experimental evaluations across 19 CWE vulnerability
types show that FORTIFY achieves an F1-score of 97.2% and maintains high accuracy and robustness
on real-world firmware such as PX4.

While FORTIFY demonstrates excellent performance in detecting diverse software vulnerabilities,
several promising directions remain. First, extending its applicability to binary-level and cross-
language codebases would broaden its coverage across heterogeneous software environments.
Second, integrating large language models for dynamic context refinement could further improve
detection generalization in safety-sensitive and Al-driven autonomous systems. Finally, enhancing
robustness against adversarial scenarios such as code obfuscation, where centrality measures may be
deliberately manipulated, represents an open challenge that calls for resilient graph representations
in future research.
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