Copyright is owned by the Author of the thesis. Permission is given for
a copy to be downloaded by an individual for the purpose of research and
private study only. The thesis may not be reproduced elsewhere without
the permission of the Author.



Remote Control of Devices
using an 8-bit Embedded
XML & Dynamic Web-server in a
SmartHouse Environment

A thesis presented in partial fulfiiment of the requirements
for the degree of

Master of Engineering
in
Computer Systems Engineering

at Massey University, Albany, New Zealand

Albert Leon Kok

2006






TABLE OF CONTENTS

ACRHTL R EIIBIES <svisisssvsvivsaivasioussvomiisessnsosssssi s SR b S A S AT VR 7
5 R Lo 9
List Of TaGDIes & FIBUPES ciiiviovisicvmmsssivomnassionsinissssossiin s sasahi ins s as s aoassiass soson s s sonm siasassonapoasiasane 10
List GF ADDTEVIBIONS sssmsivssisssssossnssssmsststorssssnssnssesussrnssrvorsnysmsnssesssesnshRiv IS AsestessesrRsOREORESIORIRRITARY 12
(T g T TR U SO —— 14
PR s BT T T R N S T —— 17
1.1 Introduction to Embedded Systems 17
1.2 A Brief History of Micro-controllers and Embedded Systems 18
1.3 Introductory Timeline of Micro-controllers 20
1.4 Characteristics of Embedded Systems 21
1.5 Embedded Systems vs. the Personal Computer 22
1.6 Embedded System Design Requirements 24
Li6T Real-tiiie (ReaCiIVE) DO ON o comsmiiuimsvmsisssse s s s s S s S AR S Mg Wb S U A 0 25
1.6.2  Small size, low weight......ccoevcivininnn R VA P S ST PR S s A T 26
163 (SEfety ad TEITABRIIEY uinvssammmrssiosmumnsisaniss s mm e v e s B Bl s iR s D
2 S o F:Tid o 52 D071 023111913 1| AR RRRE RSP N RIS HC RT R RBy TS 27
BB OB BB TS L INEEY cusmcsscisnsnimimsssn ok s b A b SN S5 S R o A A A S 27
1.7 Examples of Embedded Systems..... 28
1.8 Chapter Summary 29
2 Chapter 2 — Home Automation & The SmartRoUSe ...........cvcuevievisnisssssesssisssssnsssssssssssssessasassas 30
2.1 Introduction to Home-Automation 30
2.2 Sacial Impact of Home-AutoOmMAtion i ssisisssisisodsisssisisissssssiasisssspusssssisnsissansssassive 32
228  Housingand Laestyle. s iusosimin s i s o s sea ee ssrassisaissisean 32
Z22Z DS i S S S e s TR e D S
2248 SAPCIY v i i T s s S s iabats T R S s 34
23 The SmartHouse 35
23.1  The Mussey SmartHOUSE PIOIEOT . c i st r ey s s Ao S s e v a0t 36
232 Contribution tothe Magsey SmAMHOUSE ....umiumnmmmsmsiioasaiiss sk e s i 37
233  Current Stétus of the Massey SmartHOUSE ....iuscaveiwisiiemsmorsivissinsssisssins s iassissrs st 37
24 Chapter Summary 39




3

Chapter 3 — The TCP/IC........... REPT— ARSI 40
3.1 Introduction and Brief History 40
3.2 Design Options 4?2

3.2.1 Standalone Bthernet IRteTFAte .. ...msmmmissmuanmmiiismmimaims s s s s s 42

3.22  Micro-controller/ NIC based APProACH ...onssssissmmisisymmsis i st 43

3.2.2.1 R TETYIIP IS o rioonsaomtisa s i o s s A OSSN o H

33 Microchip’s PIC-18F452 47
431 Block Diagramof the PICAIBEASD ..., o comicssases smassisssssinsises domsivssssssiisssssmmmiomausiin 48
3.3.2  Overview of the PICDEM.net Demonstration Board ..............couoiioiuieieeiiiioeeccieeesisiaeseesnseeaenn 49
33.2.1 PICDEM.net Demonstration Board COMPONENLS ...........ccveeueserineressssssessseseesssssesessssenns 50
33.2.2 Description of numbered COMPONENIS: ........ociiiiiriiiiiecie i st see e saese s 50

333 Connecting the PICDEM.EUBORIA ... coummpes sorsassssersassasssomessassises sossssisssssmspasmsssassusiassins s 53

938 ABHET IO ORI . i orrareommensons s Bssionss o RS SE S SE RS R B P SRR R R R R s 54
34 The Demonstration Unit 54

34.1 AdIONA] PROLO™S ..ottt ettt en e e eaesen s eas s sseis i 57
35 Chapter Summary 58

Chapter 4 — The TCP/IP Protocol SUite..............ccouvversrererssessenes e S A PP DRSS 59
4.1 What is a Protocol? 59
4.2 OSI Protocol Standardisation 61
4.3 The Client-Server Model 62

4.3.1 Medal gnd MOdBIEERCHEHE o omvemminisissmm s 5 i sy e s s s s s 62
4.4 The TCP/IC Stack (TCP/IP Implementation) 64

4.4.1 The Address Resolution Protocol (ARP)........cc.vevuiicuiieiiiniessssisssesassssssessssasssssssassssssssssssssesanss 67

Az Thhminternet Protel bIE s e s s S A R A SRR 69

4.4.3  The Internet Control Message ProtoCOl (TCMP)......oveeoeecocee oo eeeeserense s e eeeeseesenesiessees 71

444  The Transmission Control ProtoCol (TCP).....coueociiieeeeecee e e s smssesssse s esesssssssssasnsass 73

443 The UserDatapram Protocol (TP mivimissmssmonrmmmmssmsesssmssres o ssms s i 78

4.4.6  The Dynamic Host Configuration Protocol (DHCP) ........ccoviiieiiiieieiieie et eersessiseiesecesnenns 80

447  IP-Gleaning (for [P Address Configuration)...........c.oeueeeiieeionsiieesiosiiscsessssscssssssesssssssenssnns 82
4.5 Chapter Summary 84

Chapter 5 — Control Interfaces....... T ; TR TR 85
5.1 Web Control Interface 87

5.1.1  Web Technologies for Embedded SySIems ...........ccceovvviormininiiisinnisirsinnssesesnsesssinessssssesssssseses 88
5 1:2: 'Designissues for Butbedded SYSIEme . .oviimmmmammmnmssmiinsinssmsiarsmsiissmssmss 90
5.1.2.1 Frotocol ConSrerations ; umuiisms st i S R AR S e s 90
5.1.22 Embedded Software Considerations ...........cocoeeciveeiiiieisiiereisieissesissssssissneessssssessssessinens 92
5.1.23 Embedded Applications Interface Considerations ................oocvveveerecsuereisssmeiaersvessesmasees 93
5.1.24 Common Gateway Interface (CGI) s.cimminiimmamisinmimmmssivnsisiims s mis 93
5:125 ServeEside SeTiphing .. usmmmanisins e i R R R P ST s 95
5.1.2.6 HTMI -t0-C Pre-proCessor viiiisssaniinmmiiims s sivivg 96
5.1.3  TCP/IC Implantation: Embedded Web Server ...................... ...99
5.1.3.1 Complexity of Web Pages........c..ccccocveuveenenen... s 101
513 2 Diyniamic Content Generalion uummisiraiiaiasmiinimmamam iy svassimiioss 102
5.1.3 B B T o 104



5.2 XML 105

3217  XMIand HTME Tag8.con s i i o o s s s e S s ks svas b danns 105

322  XMand Dmbedded Systemiss i it i s e e 106

523 TCPAC XML Control Intextace Implementationcusimismisd i i et 107

53 Alternative Interfaces 110

5.3.1 File Based (custom formatted plain-text file) ......cocooiiiiiiiiiiiiiiicc i 110

332  Protéoo]l bised (Sustom TER PatKe o i o o s i e 0 St s it 11

533  Interfaces ComParetd: . o i s e s St e i e i s 112

54 Chapter Summary 113
6 Chapter 6= Resnulls & CONCHISION . ccuivionsimmmsmommmsymransissersoessoosisobmsrassasiioyes 114

6.1 Results 114

6.1L.1 The Dyiantic WEDRIMEBIEABE «.ousims i ninsssm i s s s o sy s s cosss 115

LS AGAIONAL TSR cosismnramoninsresomsmosss e s e s S o s U S AR S GV S 40 117

6.2 Future Work 118

6.2.1 B O A SO . sy onesmonssmaeesose s SR A A 4 Sy DA SR S S A AR5 118

(ot YU (LT 2 T e e O N R 118

(e . U T B £ g 7 o VU 119

e I L e L - S, 119

6.3 Conclusion 120
I T 122
ADDENDUM I CGI Web Pages..cuiiaisisisiniivissssaorsissirosiisnsssnsriopisisisessscssisimosimvissiso iosiismaorais 127
ADDENDUM II *C? Source Code coissaiiivssimsimissimsssimssmibssmsmisnivssionsssiisisssimsimnissmmrin 128
ADDENDUM III Summary of Component DatASREELS .......v....ocouveeresseeesensssessssessesssesessesasssaes 129






Acknowledgements

I would like to acknowledge Dr. Tom Moir for his guidance, support
and supervision. Mr. Samir Bishay for his assistance in the hardware
labs; Mr. Rafik Gadalla, Ms. Vaitheki Yoganathan and Ms. Grettle
Lomiwes for their involvement and collaboration in the
“SmartHouse” project currently under development at Massey
University. I would also like to acknowledge Dr. Nilesh Rajbharti at
Microchip for his work developing a TCP/IP stack for use on their

PIC family of micro-controllers. To my parents, for everything else.

Thank you.






Abstract

This paper focuses on an Embedded System known as “TCP/IC” and

its role in the “house of the future” — the SmartHouse.

Overall, the aim of the TCP/IC was to design a device which could
interact with a user (or AI control system) and allow for the control

various attached peripherals remotely.

Although such a device could well be used as a standalone device to
aid in home-automation, this paper focuses on its use in a
SmartHouse environment - one where a number of these devices

are networked and controlled by a central Al.

The different technologies and protocols involved in the
implementation of the TCP/IC, along with its two primary interfaces,
namely HTML (used for user interaction) and XML (used for machine

interaction) are also discussed.

The reader will also be introduced to Embedded Systems and the
various design principles involved in the creation of quality
Embedded Systems. Core-concepts of home-automation and its

logical extension, the SmartHouse are also covered in detail.

Various additional interfaces (e.g. Web, XML, custom-formatted
text) are also discussed and compared, as are the result of my work

and some ideas for future implementations.
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Chapter Summaries

Chapter 1 - Embedded Systems

This chapter introduces the reader to the Embedded Systems and
show the significant role Embedded Systems play in our daily lives.
By comparing Embedded Systems to the Personal Computer and
detailing their design requirements, it shows that Embedded
Systems have requirements that differ significantly in detail and in
scope from the Personal Computer. It also includes examples of

Embedded Systems.

Chapter 2 - Home Automation & The SmartHouse

This chapter introduces the concept of home-automation and the
ideas it aims to incorporate. The social impact that home-

automation has on society is also been briefly discussed.

The idea of a SmartHouse, a house where automation technology
has been integrated with various AI techniques to help make life
easier, safer and more enjoyable for its occupants, is introduced.
The chapter concludes by introducing the SmartHouse project
currently under development at Massey University along with the
role the device outlined in this paper, the TCP/IC, plays in this

project.
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Chapter 3 - The TCP/IC

This chapter introduces the TCP/IC, an Embedded System used to
remotely switch and monitor, in real-time, connected devices. It
outlines the various design options available, ranging from serial

and parallel based systems to Ethernet based systems.

It goes on to describe the various options made available by using
an Ethernet based system and the advantages, and problems

encountered when using this approach.

It also briefly introduces the concept of rapid prototyping and
further details the rapid-prototyping board used in the construction

of the TCP/IC prototype.

Chapter 4 - Protocols & Standards

This chapter formally introduces protocols and explains how

protocols are used in network communication.

The OSI model for a protocol stack is then introduced along with
each of the involved protocols, namely ARP, IP, ICMP, TCP, UDP

and DHCP were implemented on the TCP/IC.
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Chapter 5 - Interface Options and Implementation

This chapter introduces the various interface options available
when dealing with remote devices along with the advantages each
offer, focusing on the two interface options chosen for the TCP/IC,

namely HTML and XML.

It describes what each interface offers to Embedded Systems and

details how they were implemented on the TCP/IC.

Alternative interfaces are also discussed and compared with the
two interfaces used by the TCP/IC. The chapter concludes by
showing how although other, seemingly more efficient interfaces

are available, in practice they may not be.
Chapter 6 — Results & Conclusion

This chapter discusses the results obtained when the TCP/IC along

with its interfaces were developed and tested.

It goes on to discus ideas for possible future work, and concludes
by summarising the ideas and their implications that are outlined in

this paper.
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