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RECONFIGURING THE RELATIONSHIP BETWEEN
INTELLIGENCE PROFESSIONALS AND THE PUBLIC:
A FIRST STEP TOWARDS DEMOCRATISING
NEW ZEALAND’S NATIONAL SECURITY?

Damien Rogers and Shaun Mawdsley'

The secrecy surrounding intelligence work has meant the relationship between
New Zealand intelligence professionals and the public they serve has always been
somewhat problematic. Over the past decade, leaks, scandals and a deadly act of
terrorism have certainly not improved the public’s trust and confidence in the
New Zealand Security Intelligence Service and the Government Communica-
tions Security Bureau. While the Government has undertaken several measures
to strengthen the credibility of those agencies, including initiating public inqui-
ries and bolstering governance arrangements, its current approach is rather lim-
ited, has reached those limits and could now be counterproductive. In light of the
recommendations made by the Royal Commission of Inquiry into the Terrorist
Attack on Christchurch Mosques on 15 March 2019 to increase public involve-
ment in New Zealand’s counterterrorism effort, we argue that it is time for this
problematic relationship between intelligence professionals and the public to be
rethought and reconfigured. To that end, we identify several concrete actions that
parliamentarians and university leaders could consider taking to actively support
intelligence professionals as they foster a society of informed citizens and create
new opportunities to bring national security matters into the heart of democracy’s
deliberative processes.
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Introduction

It is an oft-cited but still lamentable fact of life that the politics of contemporary world
affairs are violent and dangerous. Political violence is especially rife, with armed conflicts
fought in faraway places, such as Nagorno-Karabakh in the Caucasus and Tigray in
Ethiopia, the situation in Afghanistan remains uncertain and war continues in Syria.'
Mass atrocities unfold in distant locales, such as Cameroon, Myanmar and Yemen.” Acts
of terrorism threaten to spark life into the dying embers of the Global War on Terror by
encouraging another wave of reactionary state-based violence by liberal democracies
and authoritarian regimes alike. Closer to home, Brenton Tarrant, now serving a life
sentence without the possibility of parole for attacking two mosques and killing fifty-
one Muslims in Christchurch, New Zealand, on 15 March 2019, demonstrated that New
Zealand’s geographic remoteness from foreign theatres of conflict offers no shield from
the harms associated with violent extremism.> Ahamed Aathil Mohamed Samsudeen’s
knife attack at an Auckland supermarket on 3 September 2021 offers a stark and grisly
reminder that the threat of terrorism remains. Danger, however, is not only found at the
barrel of a gun or the edge of a knife’s blade, but lurks, too, at the touch of a keyboard.
Transformed as cybersecurity challenges, traditional forms of espionage, sabotage and
subversion take on added complexity, scale and dynamism. There is no shortage of state
and non-state actors with the capability and intent needed to undermine New Zealand’s
democratic institutions or unduly influence its democratic practices.

Under these intense conditions of insecurity, New Zealanders need intelligence and
security agencies that can coordinate with other government agencies to protect them
from harms associated with various forms of political violence and to ensure the integ-
rity of their democratic institutions. During the Global War on Terror, both the New
Zealand Security Intelligence Service (NZSIS) and the Government Communications
Security Bureau (GCSB) received appreciable increases in funding,® enlarged their re-
spective workforces,® were granted an array of greater information-gathering and sur-
veillance powers,” and provided stronger secrecy provisions for their work.® It is very
difficult, however, for intelligence professionals to demonstrate to the New Zealand
public how or why these agencies’ recent growth enables the New Zealand Government
to better prepare for routine as well as surprise or novel security challenges.

While the relationship between New Zealand intelligence professionals and the public
they serve has always been somewhat problematic, due in large part to the veil of offi-
cial secrecy that creates a widespread ignorance of intelligence work, the Government’s
adoption in 2011 of an expansive definition of national security deepens this divide.
Obfuscating the distinction between external and internal security threats, or indeed
what can be considered a threat, fashions the conditions in which New Zealand citizens
and permanent residents can be considered a source of, or conduit for, serious danger.’
This broad definition positions intelligence professionals separately from, and at times
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antagonistically to, New Zealand citizens and permanent residents as some individuals
and groups conduct unlawful and nefarious activities. Put simply, the insider group
of ‘us’ as members of the New Zealand nation and the outsider group of ‘them’ as for-
eigners has the potential to become an insider group of intelligence professionals and
an outsider group of the general public.'” We fear an effect of this estrangement may
create a perception that intelligence work is becoming less about protecting all New
Zealanders and more about predating upon some of them as a means of fortifying in-
telligence professionals’ status. Building on several recommendations to increase public
involvement in New Zealand’s counterterrorism efforts made by the Royal Commission
of Inquiry into the Terrorist Attack on Christchurch Mosques on 15 March 2019, we
argue that now is a propitious moment to rethink and reconfigure this problematic re-
lationship between intelligence professionals and the public.

While a flurry of academic work examines various aspects of New Zealand’s
counterterrorism effort in the aftermath of the 11 September 2001 attack on the United
States of America'! and, more recently, in the wake of Tarrant’s attack in Christchurch,'
academics have also produced useful studies concerning New Zealand’s search for
national security more broadly defined."” The academic literature focusing specifically
on New Zealand intelligence work has so far cast light on scandals and controversies,'*
laws and governance arrangements,'” as well as organisational change and intelligence
operations.'® However, this nascent field of New Zealand intelligence studies has not yet
considered intelligence practitioners as a cadre of professionals, nor has it examined the
important relationship between those professionals and the public they serve. We think
this omission deserves to be remedied because the practices of intelligence work are, at
heart, a social phenomenon."” Taking a politico-sociological perspective on the study
of intelligence also gives focus to the social (and sometimes transnational) dynamics
informing intelligence work as well as to the social consequences of that work.

In what follows, we aim to fill that gap in the nascent literature by calling into question
the relationship between New Zealand intelligence professionals and the public they
serve. In our first section, we argue that this problematic relationship produces a wide-
spread ignorance of intelligence work, and suggest that leaks, scandals and a deadly
act of terrorism are factors that have suppressed the New Zealand public’s trust and
confidence in the NZSIS and the GCSB over the past decade. In our second section, we
examine several measures that the New Zealand Government has so far undertaken to
improve the credibility of those agencies, specifically commissioning public inquiries
and organisational reviews, strengthening existing public accountability measures, and
increasing the transparency of agencies’ activities. But we find, in our third section,
that this approach is rather limited because it ignores broader questions about the for-
mational qualities of leadership of New Zealand’s intelligence professionals, the type of
support those professionals provide to the New Zealand Defence Force (NZDF) and
the New Zealand Police, and their ongoing connection to US intelligence and security
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agencies. We suspect the current approach may even be counterproductive as it could
generate concerns that collectively sustain a deep public unease about New Zealand
intelligence work.

Our article aims to demonstrate the value of academic research on New Zealand intelli-
gence work to intelligence professionals, security practitioners and their parliamentary
masters. Academic freedom is vital not only for pure research that aims to advance col-
lective understanding through the production of new knowledge, but also for applied
research that speaks to communities of practice that lie beyond academia.’® Academic
freedom is valuable because it enables an intellectually independent appraisal of New
Zealand intelligence work, the surveillance apparatus underpinning that work, and the
professional cultures and daily work practices of those employed within the intelligence
and security agencies, though this value is not yet fully recognised by those committed
to a whole-of-government approach to security. While we happily highlight the value
of academic research, we are mindful that not everyone will appreciate our argument.
This article, which tests conventional thinking and challenges received wisdom on the
current relationship between New Zealand intelligence professionals and the public
they serve, may prove unsettling for some individuals and groups within the profes-
sion. Nevertheless, taking our cue from John Battersby, Rhys Ball and Nick Nelson,
who adopted a “critical approach, but [one] also designed to be constructive,”" we close
out this article by arguing the time is ripe to rethink and reconfigure this problemat-
ic relationship before we identify several concrete actions that parliamentarians and
university leaders could consider taking to actively support intelligence professionals
as they foster a society of informed citizens and create opportunities to bring national
security matters into the heart of democracy’s deliberative process — where we think
these important discussions and debates belong.

Low public trust and confidence

The official secrecy surrounding intelligence work has meant the relationship between
New Zealand intelligence professionals and the public they serve has always been some-
what problematic. At the turn of the millennium, former New Zealand Prime Minister
Sir Geoffrey Palmer explained that:

New Zealand has had security and intelligence agencies for many years...
The existence of these agencies is often severely criticised by New Zea-
landers, particularly on account of their secrecy. While there has been a
more open attitude to the need for security and intelligence agencies in
recent years, many feel that the agencies should be more open to public
scrutiny than they are.

There is a contradiction here. The more that is known about the activi-

ties of the agencies, the less effective they are likely to be. Secrecy, par-
ticularly of the intelligence itself, is critical. Thus, the principles of open
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government and transparency that apply to so much of the New Zealand
government today cannot, without qualification, apply to the security
and intelligence agencies.”

The current minister responsible for New Zealand’s intelligence and security agencies
echoes this view. In his first official speech as minister responsible for the NZSIS and
the GCSB, Hon. Andrew Little stated that “[m]uch of the effectiveness of [the intelli-
gence and security agencies’] work depends on their information, their methods and
their people not being exposed” and that “[n]o one can expect our security and intelli-
gence agencies to disclose operational details, targets of their work, methods deployed
or the nature of their intelligence gathering”*’ While intelligence professionals need
to operate in secret to be effective, the veil of official secrecy produces and entrench-
es a widespread ignorance of their work among the New Zealand public. This is also
double-edged, however, because it hampers the efforts of intelligence professionals to
demonstrate the value of their work to the public.

Several public opinion surveys conducted over the previous decade draw a portrait of
New Zealanders as poorly informed about those intelligence and security agencies and
their work: less than one respondent in ten could name both agencies for instance, and
only a similar proportion of respondents thought the risk of a terrorist attack in New
Zealand was ‘great’ or ‘very great’ Notwithstanding their appreciation that New Zea-
land society had not been made safer after two decades of a Global War on Terror, most
respondents to two surveys conducted in 2014 and in 2016 thought the NZSIS and
the GCSB do a good job (though positive evaluations of the GCSB’s performance de-
creased in 2016).> Given the lack of relevant survey data and other empirical research,
ascertaining the level of the public’s trust and confidence in New Zealand’s intelligence
and security agencies at any point in time remains difficult. Nevertheless, the evidence
which is readily-available indicates that New Zealanders’ trust and confidence in the
NZSIS and the GCSB has been low in recent years. Parliamentarians have publicly
called for efforts “to restore public confidence in our intelligence operations.”* Political
reporters echoed those calls.?* Furthermore, public servants have conceded that “public
confidence in the agencies was at a low ebb following allegations of potentially illegal
surveillance, which led to the Review of Compliance at the GCSB*

Identifying the causes of any shift in public opinion also remains difficult without rel-
evant survey data, but we think that leaks, scandals and a deadly act of terrorism have
certainly not improved the public’s trust and confidence in the NZSIS and the GCSB.
Edward Snowden’s unauthorised disclosure of classified material held by the United
States National Security Agency introduced new material into the public domain that
increased understanding of intelligence work. These disclosures raised international
concern not only about information management systems and related security proto-
cols that were intentionally breached, but also about the scale and reach of the Five Eyes
surveillance network.?® Closer to home, Snowden’s leaks drew unwelcome attention to
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the NZSIS and the GCSB - with tough questions asked about mass surveillance and
intelligence-gathering in the South Pacific, both of which were sufficiently serious to
become the subject of an investigation by the Inspector-General of Intelligence and
Security (IGIS).”

GCSB’s unlawful surveillance of Kim Dotcom, a German-Finnish entrepreneur with
permanent resident status, is the most well-known scandal involving New Zealand
intelligence professionals. It was subsequently revealed that the GCSB may have con-
ducted unlawful surveillance of a further 55 cases involving 88 individuals in order
to support law-enforcement agencies.”® Another scandal involved then-Director of the
NZSIS, Dr Warren Tucker, and a briefing he provided to then-Leader of the Opposi-
tion, Phil Goff.?” The NZSIS provided information that was incomplete, inaccurate and
misleading to a blogger named Cameron Slater, who claimed a close association to the
Prime Minister and is the son of a former National Party President. Those disclosures
resulted in unfair criticism of Goft by Slater, other commentators, and news reporters,
providing the basis for certain public comments aimed to discredit Goft by the then-
Prime Minister and Deputy Prime Minister during an election year. The NZSIS not
only failed to clarify or correct the information they had disclosed after the impact of
these errors became apparent, but also denied requests for the same information made
by political reporters.*

Scandals embroiled parliamentarians too. In 2013, then-Prime Minister John Key ad-
mitted he intervened inappropriately in the selection process to fill the vacant post of
the GCSB Director.* Ian Fletcher, a family friend during Key’s childhood, was appoint-
ed to the role in 2010 by Key on Rennie’s recommendation after Key had nominated
him. Earlier, Key misled the public over when he first became aware of Dotcom’s exis-
tence. Key insisted that he had not heard of Dotcom until September 2012, though on a
rare visit to Pipitea House Key received a GCSB briefing in February 2012 that included
a photo of Dotcom. Key disputed this fact until a junior staff member who prepared
the briefing insisted it took place: Key corrected the Hansard record in October 2012.%

Brenton Tarrant’s killing of fifty-one Muslims at two Christchurch Mosques was a
deadly act of terrorism that shook the public’s confidence in the ability of New Zealand’s
intelligence and security agencies to protect them. The Royal Commission of Inquiry
into the Terrorist Attack on Christchurch Mosques on 15 March 2019 (RCOI) found
that the relevant agencies had not failed to share information and that none of those
agencies failed to meet the expected standards of professionalism. However, the report
revealed a disturbing picture of New Zealand’s counter-terrorism efforts:

By the middle of the last decade, the subjects of intelligence and security
and counter-terrorism had become politically and publically toxic. There
was little political ownership. Public sector leadership was fragmented
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through a decentralized national security system with the Public sector
agencies involved in the counter terrorism effort acting in ways which
were only loosely coordinated.”

Moreover, the RCOI revealed chilling insights into the attitudes held by some New Zea-
land intelligence professionals. According to testimony provided by members of the
Muslim community here in New Zealand, concerns they expressed about their own
safety were dismissed, sometimes routinely so, by intelligence professionals and security
practitioners who treated cases as isolated acts and “not part of a wider concern about
terrorism and violent extremism.** New Zealand intelligence professionals and security
practitioners presumably assess the many reports they receive from the public in terms
of some risk framework. This assessment process may have led many to understand
those same intelligence professionals as viewing New Zealand Muslims as a suspect
community.*® These concerns were echoed at a mass hui by members of minority and
marginalised groups.*

On balance, it seems implausible to us that the abovementioned leaks, scandals and
deadly terror attack in Christchurch would have created a positive impression of the
agencies over the past decade or so. We believe, instead, that each of these events played
a role in perpetuating New Zealanders” low public trust and confidence in the NZSIS
and the GCSB, even when scandals may not be entirely of their making. In so saying,
we are mindful that, as a phrase, “low public trust and confidence” could be used to shift
the onus of the problem away from intelligence professionals and parliamentarians, and
onto the public-at-large. We think the use of this phrase to place excessive blame on the
New Zealand public for this state of affairs would be mischievous when the balance of
power clearly lies in the hands of the executive and bureaucracy.

Current responses

The New Zealand Government responded to the public’s low trust and confidence by
commissioning public inquiries into,” and several organisational reviews of, ** New
Zealand’s intelligence and security agencies. Most consultants engaged to conduct these
inquiries and reviews appear focused on enhancing the effectiveness and efficiency of
organisational performance, thereby demonstrating the public value of the Govern-
ment’s ongoing investment. Most recommended strengthening the existing governance
arrangements of the NZSIS and the GCSB while Kitteridge, Bushnell and Wilson, and
Beatie suggested the public release of their reports was itself a useful act of transparen-
cy and could help restore public confidence in the agencies. Unlike the organisational
reviews, parts of which remain classified, the reports from public inquiries were written
with the public in mind. While the late Hon Sir Michael Cullen and Dame Patsy Reddy
offered a new definition of national security, Doug Martin and Simon Mount, two con-
sultants engaged to investigate the public services’ use of private investigators, aimed
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to enact ethical limits to efforts expanding the utility of intelligence work. Only Justice
Sir William Young and Jacqui Caine recommended action to promote collective under-
standing of intelligence work among New Zealand society.

The Government also responded by strengthening public accountability measures
within the existing governance arrangements. While Parliament still reigns supreme,
not all the roads to public accountability now lead to the Prime Minister. In 2014, a
new ministerial portfolio for National Security and Intelligence was established and
has been held by the Prime Minister. It is responsible for leading the national security
system. The ministerial responsibility for the two intelligence and security agencies was
shifted from the Prime Minister to another parliamentarian, currently Andrew Little.
In contrast to the previous arrangement, where the Prime Minister essentially held him
or herself to account, the Minister responsible for the NZSIS and the GCSB is now held
accountable for the proper and efficient performance of agency functions by the House
of Representatives through the Intelligence and Security Committee (ISC). However,
that Minister is a serving member of the ISC, which is supposed to hold him or her to
account. To avoid all perception of a conflict of interest, the Minister should be called
before the Committee, rather than sit on it.

Building on the Inspector-General of Intelligence and Security Act 1996, the scope of IG-
IS’s powers have been reconfigured to align with the intelligence and security agencies’
new functions under the Intelligence and Security Act 2017. The powers now granted to
IGIS are like those of a Royal Commission of Inquiry, and he or she can compel persons
to answer questions, produce documents or give sworn evidence. The prohibition on
inquiry into operationally sensitive matters, including those relating to intelligence col-
lection, methods and sources, has also been removed. These powers are not unlimited,
however. The Inspector-General cannot, for example, retrospectively declare warrants
invalid where serious deficiencies are identified in those authorisations. Furthermore,
the Inspector-General’s powers are easily undermined when intelligence professionals
refuse to cooperate. That occurred during a review, undertaken between 2015 and 2017,
of the NZSIS’s access and use of information held by the New Zealand Customs Service
where the NZSIS was “reluctant to engage with [the IGIS] office on the substantive

issues”*

The Directors-General of the NZSIS and the GCSB have used their annual reports to
the House of Representatives, which are a key public accountability document, to show-
case their efforts towards greater transparency. In 2009, the NZSIS used its Annual Re-
port to explain that it:

endeavored to be more open in interaction with the New Zealand public.
The NZSIS’ Director has spoken at a number of fora during the year

under review, for example at Rotary Clubs and academic courses. We are
aware that further work needs to be done on our website to enhance our
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interaction with the public. This work will be undertaken as resourcing
allows. The NZSIS is committed to raising the level of public interaction,
and is actively looking for other opportunities to meet our public stake-
holders’ expectations *°

This approach was reiterated by acting GCSB Director Una Jagose when she used the
GCSB’s Annual Report for 2015 to explain that:

We have heard, and are responding to, public calls for greater
transparency. That remains a focus for both GCSB and the [New Zealand
Intelligence Community] more broadly. Transparency and openness are
not entirely straight forward in the security environment but we remain
committed to them as concepts underpinning our work. We have to
ensure that we do not inadvertently increase our vulnerabilities to people
who do not have New Zealand’s best interests at heart by revealing our
sources, methods or targets. We don’t want people we are gathering
intelligence on, or defending computer networks from, to know that we
are looking at them or how we are doing that. We don’t even want them
to know what we are or are not capable of. Getting the balance between
security and transparency right requires the independent oversight
functions now embedded in the system. We are not a closed shop, setting
our own standards, judging ourselves against them and saying “trust us.”
Far from it; we work under a rigorous authorising regime and we are the
subject of significant, strong and independent oversight by the Inspector-
General of Intelligence and Security, the Parliamentary Intelligence and
Security Committee, the Ombudsman and the Privacy Commissioner.*

The NZSIS Annual Report for 2011 included a section entitled “Industry, Academia,
and Community Outreach.” It highlighted efforts at greater transparency ranging from
producing a new booklet “An Introduction to NZSIS - How we contribute to New Zea-
land’s National Security” to the Director of Security giving speeches to the Institute of
Internal Auditors, the Victoria University Masters of Strategic Studies Programme on
Intelligence, and the New Zealand Institute of Intelligence Professionals in Auckland,
Wellington and Christchurch. The NZSIS Annual Report for 2016 explained that the
Director-General of the NZSIS:

has made herself available for interviews and briefings with media and
has spoken at a number of functions and conferences across the coun-
try.... [and] has spoken at a number of academic conferences, sits on the
Strategic Advisory Board for the Centre of Defence and Security Studies
for Massey University, has presented to students undertaking study in ar-
eas relating to national security and is working with the academic sector
to identify opportunities for research.*?
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Building on the efforts of their predecessors, both Nigel Hampton and Rebecca Kit-
teridge deliver opening statements to the ISC, and have given public speeches, and
occasional interviews to political reporters.* From a cynical perspective, however,
these efforts at increased transparency might be understood as a form of propaganda in
the sense that propaganda is information distributed by a state to its own citizens as a
means of encouraging public support for war, or as a form of public diplomacy, which
is usually a foreign policy practice aimed at influencing a foreign audience.*

A new public unease?

The Governments current approach to addressing the question of public trust and
confidence in its intelligence and security agencies is rather limited - and, in our
judgement, has now reached those limits. Notwithstanding the durable veil of official
secrecy, the partial and fragmented picture revealed by leaks and increased transparency
indicates a formidable surveillance apparatus that underpins New Zealand intelligence
work. We doubt that significant advances in technical sophistication and operational
reach of this highly capable and intrusive apparatus can be offset by further increases in
transparency or even stronger public accountability measures. There is a risk, moreover,
that the current approach is counterproductive as a new public unease concerning
intelligence work could emerge within New Zealand society.”” Despite changes to
the governance arrangements that increase the public accountability of the agencies,
and despite reviews and inquiries into their activities, we suspect this new unease will
likely be sustained by wider concerns over the leadership of New Zealand’s intelligence
professionals, their close working relationship with the NZDF and the New Zealand
Police, and their ongoing connection to foreign partners, especially United States’
intelligence and security agencies.

It seems reasonable to us that New Zealanders have good cause to be concerned about
the pedigree of leadership over the intelligence profession.*® During the Cold War, both
agencies were led by former military professionals, but since the Global War on Ter-
ror career bureaucrats, with backgrounds in law and diplomacy, have been appointed
to the key leadership roles.*” This shift in professional backgrounds aims, at least on
its face, to mainstream intelligence work within the machinery of government and, in
part, address the important question of public trust and confidence in the agencies. We
think this point is especially acute in the present moment, given the highly credible
leadership demonstrated by Dr Ashley Bloomfield in his role as chief executive of the
Ministry of Health and New Zealand’s Director-General of Health. We see Bloomfield’s
credibility as a leader of his profession built on his relevant academic qualifications and
practitioner experience, including at a specialised United Nations agency, and his abil-
ity to communicate to the wider public through news media.
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It also seems reasonable to us that New Zealanders would be concerned about aspects
of the close working relationship between the NZSIS and the GCSB on the one hand,
and the NZDF and the New Zealand Police on the other hand. The lawful function em-
powering the intelligence and security agencies to co-operate with the military and the
constabulary positions the NZSIS and the GCSB as close working partners to the only
organisations in New Zealand authorised to use deadly force, rendering them force-en-
ablers and force-multipliers. Concerns surrounding this close working relationship
with the NZDF informed at least one IGIS report,*® and featured within the Inquiry
into Operation Burnham, which examined serious allegations, which were later exon-
erated, that members of the New Zealand Special Air Service (NZSAS) intentionally
killed civilians in Afghanistan.* It is possible that some New Zealanders might share
concerns over the NZSIS and the GCSB’s relationship with the New Zealand Police,
particularly after a series of armed raids in the Urewera mountains in October 2007 in-
volved some 300 police officers, including members of the Armed Offenders Squad and
the Special Tactics Group. Despite this significant manpower, Operation Eight seized
17 firearms at three properties in Ruatoki, 7 firearms at a property in Auckland and
1 firearm at a property in Whakatane and another during a search in Wellington, and
some ammunition.”® Only four of the seventeen individuals arrested were tried in Court
and found guilty on firearms charges as the Solicitor-General, David Collins, declined
to press charges under the Terrorism Suppression Act 2002, which was no longer fit for
purpose.’!

It seems reasonable to us, moreover, that New Zealanders have cause to be concerned
about the ongoing connection between New Zealand intelligence professionals and
their foreign counterparts within the Five Eyes network, especially the US intelligence
and security agencies after the US Senate Select Committee on Intelligence’s Study of
the Central Intelligence Agency’s Detention and Interrogation Program documented the
use of torture (prohibited under international law) and the existence of extraordinary
rendition programmes.*? The CIA’s use of drones to conduct assassinations in situations
beyond those considered to be armed conflict is equally concerning.” Such concerns
are genuine and understandable, and have informed an inquiry undertaken by IGIS.**

Time for a new approach?

Rather than call for further inquiries and reviews into New Zealand’s intelligence and
security agencies, or for stronger public accountability, or for more transparency, we
think the time is ripe for the current relationship between New Zealand intelligence
professionals and the public they serve to be rethought and reconfigured. Establishing a
Muslim Community Reference Group as a means of ensuring opportunities for Muslim
communities to engage with their inquiry, the RCOI made several recommendations
that sought to encourage a higher degree of public involvement in New Zealand’s
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counterterrorism effort. These recommendations included establishing an advisory
group on counter-terrorism, comprising representatives from communities, civil
society, local government and the private sector, to offer advice to the Government
on preventing people from engaging in extremism, violent extremism and terrorism.
These recommendations also called on the Government to establish a programme to
fund independent New Zealand-specific research on the causes of, and measures to
prevent, violent extremism and terrorism. New Zealand has already taken important
steps in this direction. As IGIS, Cheryl Gwyn established a reference group comprising
individuals from beyond the public service to provide her office with advice on legal,
social and security developments in New Zealand and overseas, inform her work
programme and offer feedback on her performance. The Ministry of Defence consulted
with the public, including academics, during the development of its Defence White
Papers 2010 and 2016.

While these laudable steps are a good start, we believe more needs to be done before the
NZSIS and the GCSB can expect to enjoy the public’s trust and confidence. Everyday
New Zealanders must acquire higher levels of awareness around the purpose, functions
and powers of New Zealand’s intelligence and security agencies before the public can
grant informed consent to be surveilled by the state beyond times of crisis and states
of emergency. Fostering a society of citizens capable of granting such consent is thus
a necessary pre-condition for the agencies to obtain and hold a social license to oper-
ate.”® New Zealanders will also need ongoing access to up-to-date and accurate relevant
information to inform their discussion and debate. While annual reports delivered to
the House of Representatives offer some transparency over New Zealand intelligence
work, and reports published by oversight bodies, especially IGIS, demonstrate scrutiny
of that work, these accountability documents need to be the object of much more public
discussion and debate than is the case today. New Zealanders will also need to be more
socially aware and politically literate too, to understand complex security matters, and
require forums to deliberate within and conduits through which to express their views
to those who hold executive and bureaucratic power within our democracy. We think
this will help capture and convey the public’s opinions, views and debates. This process
requires a repositioning of national security matters to the heart of the, at times, messy
deliberative processes that democracy entails.

In the remainder of this article, we take seriously the possibility of an informed citizen-
ry becoming actively involved in democratic security practice - that is, the security of
the people, by the people, for the people. There is not yet a consensus on the content
and limits of democratic security.”® By democratic security practice, we mean that secu-
rity work is undertaken for the people in the sense that New Zealanders are the objects
of protection and not the subjects of state surveillance — a practice that is all too easy
to embrace for many states; the people of New Zealand are made safe, in other words,
from the multitudinous harms that accompany various forms of political violence and
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the integrity of our democratic institutions are ensured. We also mean that security
work is undertaken by the people in this sense that New Zealand public servants in-
volved in intelligence work should embrace the diverse views of New Zealand society,
but not so that they can better infiltrate suspicious’ minority communities and margin-
alised ethnic groups, but rather, so that they can better understand their concerns and
sustain professional cultures, attitudes and everyday work practice that embody and
reflect those found across New Zealand. Finally, we also mean that this security work is
of the people in the sense that security activities are framed and enabled by regular, direct
and meaningful public engagement with intelligence professionals and parliamentari-
ans. (By democratic security practice, we do not mean a theory of liberal peace, whose
proponents claim that increasing and intensifying interconnections among different
markets reduces the risk of international armed conflict. Nor do we mean a theory of
democratic peace, whose proponents claim that democracies are less likely to attack
another democracy than are authoritarian regimes.”’)

Understood in this way, a commitment to democratic security would require intelli-
gence professionals to do something more than: enhance the visibility of their high-lev-
el policies and public-facing strategies; openly share their interpretations of the law
governing their conduct; publicly explain changes in their organisational design; and
justify to parliamentarians the allocation of resources against their strategic and opera-
tional priorities. It would require intelligence professionals to do something more than
engage in additional outreach activities with traditional stakeholders. Indeed, such a
commitment behooves intelligence professionals to play a pro-active role in co-creating
opportunities for dialogue and formats for engagement that enable and value differenc-
es of opinion, dissent, criticism and even critique — all of which are, of course, attributes
of a vibrant liberal democracy. This vision of democratic security heralds a major shift
from a whole-of-government to a whole-of-society approach to security matters. In-
telligence professionals have the most important role to play in fostering an informed
society of citizens, though parliamentarians have an important role to play too, as do
the leaders of New Zealand universities.

Intelligence Professionals

Those who lead the NZSIS and the GCSB could more often respond positively to re-
quests for interviews by academics and political reporters, and could better resource the
parts of their agencies responsible for declassifying documents and fulfilling requests
for official information made by journalists, academics and other members of the pub-
lic. They could commission and publicly release their assessments on issues, trends and
events impacting New Zealand’s security, including along the lines of the Strategic As-
sessment released to the public by the then External Assessments Bureau in 2000.>® The
agencies could fund more scholarships encouraging students to undertake courses in
undergraduate and postgraduate security studies (broadly conceived) currently offered
at New Zealand universities. They could establish a fund to provide for foreign aca-
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demics with an international reputation for research excellence in security studies to
visit and tour New Zealand, address Parliament, consult with the ISC and give public
lectures at each of New Zealand’s universities. The agencies should also consider intro-
ducing a new output class — public engagement and capacity building - and then report
annually to Parliament against their efforts.

When preparing for major organisational reviews, the Directors-General could ensure
they appoint consultants who are intellectually independent and bona fide subject-mat-
ter experts. Former State Service Commissioners or former Secretaries of Foreign Af-
fairs previously appointed to undertake organisational review were — notwithstanding
their extensive public service experience - neither intellectually independent from the
machinery and cultures of government, nor were they likely to seriously challenge con-
ventional thinking on security matters. We think reviewers need to be bona fide sub-
ject-matter experts, credentialed with university qualifications, responsible for author-
ing a body of respected work on intelligence matters, and have this expertise recognised
as such by other experts in the field. If that is not possible, then there ought to be an
expectation on those consultants to engage meaningfully with those who do hold such
expertise.

As intelligence professionals move from thinking about security in terms of a
whole-of-government approach towards a more inclusive whole-of society approach,
they will need to focus their efforts on fostering an informed society of citizens while
guarding against creating an informing society; that is, a society of informers. We also
see a need for attitudes held by intelligence professionals to shift away from viewing
minority and marginalised groups as either ‘suspect’ or ‘victim’ communities.

Parliamentarians

Ministers and senior members of the opposition could play important supporting roles
in fostering an informed society of citizens. The House of Representatives is the prime
site where parliamentarians can model good debating practice that not only respects,
but also values and encourages differences of opinion, dissent and criticism relating to
intelligence and security matters. We think that debate on substantive issues relating to
security — that is, what, exactly, is to be protected, how those objects are to be secured
and where the limits of those securing efforts lie — could be better informed by an annu-
al address on New Zealand security delivered by the Prime Minister. We also think that
the intellectual quality of the current parliamentary debate on security matters could
be improved by adding to, and strengthening, the conceptual tools used to make sense
and explain such matters.

ISC members are especially important here. They need not only to be capable of engag-
ing meaningfully on matters that fall within the expertise of intelligence professionals,
but also be prepared to re-politicise issues that have previously been securitised.”® A
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useful starting point would be a much tighter definition of national security that fo-
cused on ensuring the integrity of our democratic institutions and protecting all New
Zealanders from the harms associated with various forms of political violence.

Parliamentarians could empower the Inspector-General to examine all use of products
and services provided by the NZSIS and/or the GCSB, as well as their sharing of any
capabilities. In other words, IGIS’s remit should include the NZDF and the New Zea-
land Police where the NZSIS and/or the GCSB enable, assist and support them in any
way. IGIS should similarly examine the use and impact of these products, services and
capabilities by members of the wider intelligence community including those agen-
cies with responsibilities for regulating the flow of people, goods and services across
New Zealand’s international border or for ensuring compliance with regulatory regimes
managing the extraction of natural resources found within New Zealand’s Exclusive
Economic Zone. Parliament should also empower the Inspector-General to examine
the use of these products, services and capabilities by the National Assessment Bureau
and the National Security Group with the Department of the Prime Minister and Cabi-
net. We see merit in including the offices of the Prime Minister and of the Leader of the
Opposition within IGIS’s scope because this would give New Zealanders good reason to
believe intelligence professionals and their parliamentary masters who use intelligence
operate lawfully and with propriety, though we do appreciate this has the potential to
further politicise the selection of future Inspectors-General.

When planning for public inquiries, Ministers could appoint reviewers who possess
subject-matter expertise. Cullen (a former Deputy Prime Minister and former Finance
Minister) and Reddy (former lawyer and businesswoman) did not demonstrate a depth
of understanding normally expected of any expert on security matters. The same must
be said of Young (Supreme Court Judge) and Caine (diplomat), both appointed as mem-
bers of the Royal Commission of Inquiry into the Terrorist Attack on Christchurch
Mosques on 15 March 2019. If that is not possible, then there ought to be an expectation
on those reviewers to engage meaningfully with those who do hold such expertise.

Parliamentarians could engage more frequently, and more intensely, with the public
on security issues by hosting an annual public conference on New Zealand security at
Parliament, and by holding town hall-styled meetings with their constituencies and in
local communities.

University Leaders

Leaders of New Zealand universities who have institutional authority to commit re-
sources can help foster an informed society of citizens too. Firstly, they can ensure that
those academics who undertake independent research in the field of security studies
within New Zealand universities are well placed to support both parliamentarians and
intelligence professionals. We think there is plenty of scope for these specialists to build
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on their own individual research efforts, forge connections and establish networks with
other academics with an interest in New Zealand’s intelligence work, and to collaborate
on major research projects that advance understanding of security. University leaders
could, as a matter of strategic priority, club fund one or two of these major initiatives as
a way of providing seed resourcing at the early stages of research design and to provide
alternatives to established funding providers. University leaders will, however, need to
guard intellectual independence against the desire for others to instrumentalise aca-
demic research efforts.®” This will be especially acute when academics are granted ac-
cess to classified material on the condition that they undergo security clearances and
their research is vetted before it is published or otherwise publicly released.®" The use
of contracts to encourage policy-relevant research can, in some cases, fetter academ-
ic freedom and curb the contractor’s intellectual independence. Sustained and serious
differences in opinion and critiques of New Zealand’s intelligence and security agencies
must not be confused with, or conflated to, some act of treason.®” Rather, dissent from
and critique of authority is a symptom of a vibrant liberal democracy and ought to be
championed as such, particularly when it seeks to fulfil the university’s responsibility to
act as society’s critic and conscience.®®

Academics whose teaching is informed by their research in security studies are similar-
ly well placed to support both parliamentarians and public servants. We think there is
scope for academics to leverage their own individual teaching efforts to co-design and
co-deliver a set of professional short courses which aim to develop and enhance under-
standing of security matters by parliamentarians and their staff, public servants within
agencies, as well as news media professionals who cover these issues.

Academics with expertise in security matters and who are employed by universities that
have campuses located in New Zealand’s main cities (Auckland, Hamilton, Wellington,
Christchurch and Dunedin) and in the regions (Palmerston North) could coordinate
their efforts to engage directly with the New Zealand public through public lectures
given on university campuses and regular contributions to mainstream media. The aim
here could be to build and enhance New Zealanders’ political literacy in security mat-
ters — that is, the intellectual capacity, through an understanding of key concepts and
history of, to comprehend complex and dynamic security issues - so that everyone may
better engage in meaningful public discussion and actively participate in democratic
processes if they so choose.

Conclusion

While the dynamics informing, and the consequences following from, the recent
growth of New Zealand’s security and intelligence agencies is not yet fully understood,
intelligence professionals and their parliamentary masters are still to demonstrate how
this growth better prepares New Zealanders for routine, surprise and novel security
challenges. This is somewhat concerning as the surveillance apparatus underpinning
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intelligence work now focuses on New Zealanders, meaning intelligence professionals
stand further apart from the public they serve. We have argued here that now is a pro-
pitious moment to reconfigure this problematic relationship so that important matters
of national security are the subject of public debate and democratic deliberation. We
think parliamentarians and university leaders have important roles to play in democra-
tising New Zealand’s national security by actively supporting intelligence professionals
as they foster a society of informed citizens and create new opportunities for the public
to participate in New Zealand’s ongoing search for security. The extent to which New
Zealanders will rise to the occasion and become involved remains to be seen, however.
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