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Abstract 
 

Since emerging in academic literature in the 1990s, definitions of ‘cyber war’ and cyber 

warfare’ have been notably inconsistent. There has been no research that examines these 

inconsistencies and whether they can be resolved. Using the methodology of discourse 

analysis, this thesis addresses this research need. 

Analysis has identified that the study of cyber war and cyber warfare is inherently inter-

disciplinary. The most prominent academic disciplines contributing definitions are Strategic 

Studies, Security Studies, Information and Communications Technology, Law, and Military 

Studies. Despite the apparent definitional uncertainty, most researchers do not offer formal 

definitions of cyber war or cyber warfare. Moreover, there is little evidentiary basis in 

literature to distinguish between cyber war and cyber warfare.  

Proximate analysis of definitions of cyber war and cyber warfare suggests a high level of 

inconsistency between dozens of definitions. However, through deeper analysis of both the 

relationships between definitions and their underlying structure, this thesis demonstrates that 

(a) the relationships between definitions can be represented hierarchically, through a discourse 

hierarchy of definitions; and (b) all definitions share a common underlying structure, 

accessible through the application of a structural definition model. Crucially, analysis of 

definitions via these constructs allows a foundational definition of cyber war and cyber 

warfare to be identified. Concomitantly, use of the model identifies the areas of greatest inter-

definitional inconsistency and the implications thereof and contributes to the construction of 

a taxonomy of definitions of cyber war and cyber warfare. Considered holistically, these 

research outputs allow for significant resolution of the inconsistency between definitions. 

Moreover, these outputs provide a basis for the emergence of dominant functional definitions 

that may aid in the development of policy, strategy, and doctrine.  
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Introduction 
 

Cyberspace is a notional environment that comprises both the virtual, in the form of 

information, and the physical, in the form of infrastructure, hardware and the components that 

support it. It is a human-made domain: its existence relies on human-made objects. It also 

relies on the energies of the electromagnetic spectrum.  

Over the past decades, cyberspace’s rapid evolution and expansion have rendered it an integral 

component of modern society. It has facilitated immense increases in the range, reach and 

volume, and complexity of information available to human actors. Cyberspace enables mass 

communication, global supply chains, shared intelligence and access to the ideas of a diverse 

set of cultural norms and customs. Its persistent existence is now integral to everyday life, the 

functioning of modern states and international order. As a result, cyberspace has grown in 

strategic significance, with national and international implications that are only now being 

fully recognised. 

The strategic value of cyberspace rests both in the infrastructure itself and in the information 

that is being globally stored, transmitted and shared. This massive infrastructure moves across 

state borders – sovereign areas of controlled space. It also traverses expanses that are open to 

all nations –international waters and orbital pathways and space itself. The data and 

information flowing through this infrastructure comprises many forms of communication that 

individuals, nation states, and sub and supra-state organizations rely upon to conduct the 

transactions underpinning twenty-first-century society. Any deliberate disruption of this 

infrastructure or the information it contains is likely to be harmful to states, citizens and 

international stability. Accordingly, governments across the world are expanding their security 

doctrines to include the defence – and in some cases the exploitation (US Department of 

Defense, 2015) – of cyberspace.  

Traditionally, military doctrine considered land, sea and air as the operational domains of 

warfare. The advent of orbital and satellite technologies saw the addition of the operational 
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domain of space.  Now, cyber warfare is increasingly being recognized as a new, fifth, domain 

of warfare. Its rising significance is illustrated by its prominence in national strategy, military 

doctrine and major investments in relevant capabilities. But what are the implications of this?  

What does it mean to wage war in cyberspace? How can a military secure cyberspace? What 

new weapons will need to be developed and deployed to do so?  

Finding definitive answers to these questions is difficult, particularly as dominant, consistent 

definitions of the terms ‘cyber war’ and ‘cyber warfare’ have yet to be established. Indeed, 

since their emergence in academic literature in the 1990s, definitions of ‘cyber war’ and cyber 

warfare’ have been divergent, inconsistent and sometimes ambiguous. A plethora of 

definitions exist, both within and across disciplines, yet most have exerted minimal influence. 

As a result, the academic discourse surrounding definitions of cyber war and cyber warfare 

could be seen as diffused, opaque and even contradictory. 

Definitions do matter. They are a foundation of shared understanding, allowing for consistent 

articulations of problems and opportunities. Hence, they contribute to the type of concentrated 

and sustained analysis that enables comprehensive, reconcilable and synergistic research. In a 

nascent field of study, concerned with the explication and implications of the defence of newly 

emerged technologies, definitions become crucial. Definitions, however, are not fixed. 

Change is a constant in any discourse, and definitions should and will change in response to 

incisive analysis and empirical events. Nonetheless, researchers and practitioners within any 

domain of knowledge should understand the definitions that underlie their subject of enquiry. 

If, such as in the domain of cyber war and cyber warfare, definitions are multiple and mutable, 

then research is needed to identify inconsistent definitions, examine the differences between 

them, and articulate the implications for theoretical and practical applications. It is the purpose 

of this thesis to produce such research. 

To address this need, this thesis seeks to fulfil as series of research objectives, each of which 

attempts to uncover or clarify an attribute of the definitions of cyber war and cyber warfare, 
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or the overall discourse surrounding these definitions. The research objectives of this thesis 

are to identify:   

 The most commonly occurring characteristics of definitions of cyber war and cyber 

warfare; 

 Which academic disciplines have contributed the greatest number of definitions; 

 Whether the current body of literature provides the basis for clear distinction and separate 

definitions of cyber war and cyber warfare; 

 Whether there are relevant historical patterns of how definitions have emerged over time; 

 Which definitions of cyber war and cyber warfare have been most influential; 

 The nature of the relationships between definitions; 

 The key points of inconsistency between definitions; and 

 Whether the inconsistencies between the definitions can be fully or partially resolved. 

The information generated by meeting each research objective will then be used as a basis to 

construct foundational definitions of cyber war and cyber warfare, which both represent and 

reconcile the broader discourse. The resultant definition is intended to be unifying, but not 

absolute. It will have the structural integrity and explanative power to capture the essential 

characteristics of all the definitions to date, with the potential to provide a basis for future 

research. It will also have the flexibility to encompass and enfold the evolution of the discourse 

and the inevitable changes that will occur as our understanding of cyber war is challenged by 

new research and real world events.  

Problem Analysis 
 

This thesis comprises six chapters. The first chapter, ‘Problem Analysis’, contains the results 

of the author’s initial, exploratory review of academic and military literature relevant to this 

study. The purpose of the literature review was to confirm the scope of the problem: 

inconsistencies between a plethora of definitions of cyber war and cyber warfare and an 
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absence of literature that attempted to articulate or resolve these definitional inconsistencies. 

Findings from the review included:  

 The identification of several inconsistent definitions;  

 A lack of delineation between definitions of ‘cyber war’ and ‘cyber warfare’; and 

  Instances where researchers identified problematic analysis and discussion within the 

discourse which they attributed to inconsistencies between definitions of cyber war 

and cyber warfare 

These conclusions provided sufficient evidentiary basis to justify continuance of the research. 

Methodological Design 
 

Chapter Two, ‘Methodological Design’, details the methodological design of the thesis: a 

discourse analysis-driven survey and comparative analysis of definitions of cyber war and 

cyber warfare encountered in pertinent academic and military articles. Included in the chapter 

is an articulation of the theory of discourse analysis and how it was applied to create a research 

framework. Furthermore, consideration is given to how the application of methodology within 

the research framework meets key criteria of research credibility. Chapter Two also details 

how this methodology was used to generate the research sample, as well as to structure the 

analysis performed on the sample. The result is a tailored methodological design, which 

enables analysis to be performed at three descending levels of abstraction: overall discourse, 

individual definitions and the structural components of the definitions. 

The Discourse of Definitions 
 

The analysis presented in Chapter Three, ‘The Discourse of Definitions, is focused on eliciting 

the characteristics of the discourse related to definitions of cyber war and cyber warfare. Using 

the quantitative information generated through the application of the methodological design, 

a number of discourse characteristics are presented and analysed. These include usage of the 

terms ‘cyber war’ and ‘cyber warfare’, the distinctions made between these terms, and 
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statistics on the number of articles that offer a distinct, explicit definition of cyber war or cyber 

warfare, as opposed to an implicit conception.  

Chapter Three also analyses the history of definitions and considers the impact that major 

relevant cyber events may have had on the expansion of the discourse. Finally, Chapter Three 

maps the influence and interaction of different academic disciplines within the discourse, 

identifying those disciplines that contributed the highest number of definitions and those that 

contributed the most influential definitions, where influence was calculated according to 

academic citation count. 

A Hierarchy of Definitions 
 

Chapter Four, ‘A Hierarchy of Definitions’, shifts the analysis to the level of individual 

definitions of cyber war and cyber warfare. It includes further consideration of the academic 

disciplines that definitions had arisen from and their relative academic influence. Academic 

influence is also used to identify the individual definitions that have had the greatest influence 

within the discourse, and analysis is then presented to map the relationships between the 

individual definitions, with the ultimate goal of constructing a definitional hierarchy. Through 

this hierarchy, the author seeks to represent all the encountered definitions under a single 

model, which summarises the influence and interrelationships between definitions of cyber 

war and cyber warfare. This hierarchal model provides the foundation for the analysis 

conducted in Chapter Five. 

Definitional Components 
 

Taking as its starting point the hierarchal model constructed in Chapter Four, Chapter Five, 

‘Definitional Components’, analyses the underlying structural components of definitions. 

These structural components then form the basis for the creation of a structural model of 

definitions of cyber war and cyber warfare. The explanative power of this model is tested by 

measuring its applicability to each definition encountered in the sample. The structural 

definition model is then used to conduct comparative analysis of each definitional component. 
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It is through this analysis that the foundational definition of cyber war and cyber warfare 

becomes apparent. Concomitantly, analysis of the structural components enables the 

identification of the key areas of divergence between definitions.   

Structural Definitions – Applications and Future Research 
 

Chapter Six, ‘Structural Definitions – Applications and Future Research, summarises the 

results of the analysis that utilised the structural definition model. It presents the context, 

applications and implications of the foundational definition of cyber war and cyber warfare. 

This includes further explication of the purpose of the foundational definition and the spirit in 

which it is offered, in addition to consideration of areas where inconsistencies within the 

discourse remain unresolved. Immediate applications presented include the construction of a 

taxonomy of definitions of cyber war and cyber warfare, as well as the consideration of new 

methods to analyse, construct and reconcile definitions.  

The implications of the research findings are then considered, including how they may 

influence the interpretation of empirical events that could qualify as cyber war or cyber 

warfare, as well as how research findings may relate to policy, doctrine and strategy. The 

thesis concludes by identifying future research that may build upon the findings of this thesis, 

and in turn how the findings of this thesis can contextualise and reconcile future relevant 

research within the domain. 
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Chapter One: Problem Analysis 
 

Purpose 
 

The purpose of this chapter is to capture the results of the author’s initial engagement with 

literature relevant to definitions of cyber war and cyber warfare. In contrast to the 

methodological survey and comparative analysis of literature upon which the majority of this 

thesis is based, the author’s initial review of the literature was exploratory. Its primary 

objective was to provide evidence to support the author’s understanding of the research 

problem – inconsistency and divergence between a multitude of definitions of cyber war and 

cyber warfare.  

By mapping the problem’s parameters, the exploratory literature review also sought to identify 

the extent and impact of the research problem. Furthermore it sought to construct an empirical 

foundation on which to base the methodological design. In this sense it can be understood as 

analogous to the literature review present in many theses. 

The Emergence and Growth of Definitions 
 

The review’s starting point was the first academic definition of the term cyber war, provided 

in Arquilla and Ronfeldt’s 1993 paper, ‘Cyberwar is Coming!’. Arquilla and Ronfeldt define 

cyber war as ‘conducting, and preparing to conduct, military operations according to 

information-related principles.’ This includes disrupting and destroying enemy information 

and communication systems and ‘trying to know everything about an adversary while keeping 

the adversary from knowing much about oneself’ (Arquilla & Ronfeldt, 1993).  

Definitions of the term have since proliferated in response to technological advancements, and 

as the term propagated into academic and military literature. As of 2016, the terms cyber war 

and cyber warfare are used across academic disciplines and sub-disciplines including strategic 

studies (Arquilla & Ronfeldt, 1993; Farwell & Rohozinski, 2011; Rid, 2012), defence and 

security studies (Gartzke, 2013; Rid & McBurney, 2012), computer science (Bendrath, 2001; 
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Eom, Kim, Kim, & Chung, 2012), cultural and political studies (Fritz, 2008), military studies 

(Fink, Jordan, & Wells, 2014; Bonner, 2014), and international law (Schapp, 2009; O’Connell, 

2012; Schmitt, 2013). Influential works were also produced by private organisations (Libicki, 

2009; Lewis, 2002) as political briefings (Wilson, 2007) and as statements of strategic intent 

(US Department of Defense, 2011; 2015). 

Despite their prevalence across disciplines, precise definitions of cyber war and cyber warfare 

remain elusive (Shakarian, Shakarian, & Reuf 2013; Theohary & Rollins, 2013). The term 

‘cyber war’ is often used interchangeably with ‘cyber warfare’, yet if one allows for the 

traditional military distinction between war and warfare, the two are distinct. Under this 

distinction, ‘war’ is held to be the act of war while ‘warfare’ is the means; accordingly, cyber 

warfare can be understood as the means of cyber war, and cyber war the act.  It is accepted, 

however, that this distinction may not be evidenced in the relevant body of literature. Indeed, 

consideration of what constitutes an act of cyber war, a means of cyber warfare, or whether 

the terms are indeed distinct, may be contested both within and across disciplines.  

Clausewitz and Cyber War 
 

Clausewitz conceptualises war as inherently violent, instrumental and political (Clausewitz, 

1873). The idea that cyber war, by definition, should adhere to Clausewitz’s principles of war 

is presented by Rid (2012) in his provocatively titled article ‘Cyber War Will Not Take Place’. 

Applying Clausewitz’s definitions to the cyber context, he argues that the world ‘has never 

experienced an act of cyber war, which would have to be violent, instrumental, and – most 

importantly – politically attributed’ (Rid, 2012). He further argues that all recorded acts of 

cyber-aggression labelled as cyber war (and likely future acts) are instead better understood 

as modern manifestations of the well-established categories of sabotage, espionage and 

subversion.  

When explaining how his interpretation of Clausewitz pertains to cyber war, Rid states that 

violence must involve the potential for lethality, a threshold which few, if any, actual and 
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potential acts of cyber-aggression have met. He also emphasises that an act of war is always 

subservient to political purpose, and that such purpose ‘has to be transmitted to the adversary 

at some point during the confrontation’ (Rid, 2012). Such transmission is an admission of 

responsibility, thus an attribution of a cyber-attack to a particular party. Therefore, according 

to Rid, any anonymous attack cannot by definition, be an act of cyber war. As anonymity of 

attack has been a defining feature of recorded acts of cyber-aggression, this threshold 

significantly limits what can be considered an act of cyber war. 

Rid’s claims have implications for both the definition of cyber war and its utility as a concept. 

If one accepts his definitional thresholds of potential lethality and political attribution one can 

state that there has never been an act of cyber war. If one accepts his arguments regarding how 

military cyber-attacks are more appropriately understood as acts of sabotage, espionage or 

subversion, then one is also likely to agree with his assertion that cyber war is unlikely to 

occur. The study of a phenomenon that has never happened nor is likely to happen in the future 

is of dubious value; concomitantly, Rid’s conception of cyber war belittles it as a concept of 

ongoing relevance. 

Rid’s work suggests that the application of Clausewitz’s definition of war to cyber war 

demonstrates that, as a term, cyber war is highly problematic and of dubious analytical value. 

Useful counter-analysis is, however, provided in the work of Stone (2013). While not denying 

the value of Rid’s analysis in demonstrating the instability of the term, he challenges Rid’s 

deployment of Clausewitz, specifically with regard to the relation between force, violence and 

lethality, arguing that Rid conflates these terms. Specifically, Stone argues that while in 

warfare the application of force is linked to violence, there is no inexorable link between 

violence and lethality – an act of violence that achieves its military objectives does not fail to 

become an act of war due to the absence of lethality (Stone, 2013).  

This argument is strengthened by Stone’s reference to Western military strikes that focus on 

maximum degradation of military capability with minimum casualties. Stone expands on this 

to challenge Rid’s assertion regarding the necessity of attribution for acts of war, pointing to 
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political goals that can be achieved ‘via covert acts of force’ (Stone, 2013), and suggests that 

an act can be both one of sabotage and of war – the categories are not mutually exclusive. 

Accepting Stone’s objections to Rid, the definitional thresholds of cyber war are lowered and 

an understanding of the term that aligns with Clausewitz’s theory of war regains its utility as 

an explanatory concept. 

An alternative definition, but one still influenced by Clausewitz, is offered by Shakarian et al. 

(2013). They define cyber war as ‘an extension of policy by actions taken in cyber space by 

state or non-state actors that either constitute a threat to a nation’s security or are conducted 

in response to a perceived threat against a nation’s security’. While retaining a focus on 

political instrumentality, this definition does not place the same emphasis on the use of 

violence and force to achieve political ends. This gives it additional flexibility to potentially 

encompass cyber activities undertaken for political ends that do not in themselves reach a 

threshold of violence, as the term is commonly understood. An example of this type of political, 

but non-violent attack is provided by the sustained and coordinated campaign of hacking, 

Distributed Denial of Service (DDoS), and Botnet attacks directed against Estonian 

telecommunication infrastructure in 2007, attacks generally thought, but not definitively 

proved, to be of Russian origin (Blank, 2008). A similar campaign of cyber attacks was 

launched at Georgia in 2008, both before and during a traditional, if limited, military conflict 

with the Russian Federation (Hollis, 2009; Korns & Kastenburg, 2009). 

International Law, Cyber War and Cyber Warfare 
 

Another emergent definition pertains to international law and how it may act to shape a 

conceptual definition of cyber war and cyber warfare. Arguably the most influential text in 

this area is The Tallinn Manual on The International Law Applicable to Cyber Warfare1 

(Schmitt, 2013). This was collaboratively authored by a group of international experts, at the 

invitation of the Tallinn-based NATO Cooperative Cyber Defence Centre of Excellence. At 

                                                      
1 An update to the Tallinn Manual was published in February 2017. Due to its recent publication, it 
has not been included in the sample of this thesis. 
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its core, the Tallinn Manual is an examination of the international law governing cyber warfare. 

‘It encompasses both the jus ad bellum2, the international law governing the resort to force by 

States as an instrument of their national policy, and the jus in bello3, the international law 

regulating the conduct of armed conflict’ (Schmitt, 2013). It does not offer an explicit 

definition of cyber war or warfare, but instead uses the term cyber warfare in a ‘purely 

descriptive, non-normative sense’ recognising the ‘normative ambiguity’ (Schmitt, 2013) that 

surrounds the idea. By labelling cyber warfare as normatively ambiguous, the Tallinn Manual 

suggests that current definitions of cyber war and cyber warfare lack precision and it would 

be difficult for these terms to be used as a basis for legal regulation.  

However, the analysis in the Tallinn Manual explicitly excludes some activities from the scope 

of cyber warfare. Specifically, the Tallinn Manual’s analysis of cyber warfare does not include 

cyber activities that occur below the level of a ‘use of force’ (as understood in the jus ad bellu4) 

such as cyber criminality and cyber espionage. It does, however, include any cyber activities 

‘undertaken in the context of an armed conflict’, in so far as it states that ‘in a situation of on-

going kinetic hostilities amounting to an armed conflict, the applicable law of international or 

non-international armed conflict will govern cyber operations taken in regard to that conflict’ 

(Schmitt, 2013).  

Accordingly, the Tallinn Manual establishes an implied definition, where cyber warfare is 

understood to be the activities within cyberspace that either cross the threshold of the ‘use of 

force’ (according to international law) or are taken in furtherance of an armed conflict. Such 

a definition may have normative insufficiencies, in so far as it may lack sufficient detail to 

account for the full spectrum of cyber activities to which norms could be applied to. However, 

it still has normative elements, involving a deliberate delimitation of the activities to which 

any emergent norms pertaining to cyber warfare may be applied to. 

                                                      
2 Right to war. 
3 The law in waging war. 
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Further analysis of the application of international law to cyber war was carried out by Schaap 

(2009). His recognition of the multitude of definitions of the terms cyber war and cyber 

warfare led him to propose the use of an alternative term, ‘cyber warfare operations’, defined 

as ‘the use of network-based capabilities of one state to disrupt, deny, degrade, manipulate, or 

destroy information resident in computers and computer networks, or the computers and 

networks themselves, of another state’ (Schaap, 2009). While he states that cyber attacks are 

‘indisputably, a method of warfare’, Schaap does not believe that all cyber warfare operations 

rise above the level of ‘use of force’.  

Instead, drawing upon analysis of the U.N. Charter, Schaap examines the implications and 

measures the actual or potential impact of different types of cyber warfare operations to judge 

on a case by case basis whether the threshold of ‘use of force’ has been reached. For example, 

he notes the consensus in the international community that DDoS attacks are unlikely to rise 

to the level of the ‘use of force’, while cyber attacks against civilian infrastructure with the 

potential for significant death and destruction will likely be considered to have reached this 

threshold, and may constitute an armed attack under Article 51 of the U.N. Charter.  

He makes these observations noting that a binding definition of what constitutes ‘use of force’ 

has never been reached, lending the concept a substantive interpretive element. While this 

ambiguity does create a potential lack of consistency, as well as difficulties in enforcement, it 

does encompass an element of flexibility beneficial to interpreting new methods of force, such 

as military operations in cyberspace. An implication of Schaap’s analysis is that cyber war or 

cyber warfare may be considered as a class of warfare for which violence is not a necessary 

attribute, a position in direct conflict with those offered by Clausewitz and Rid. Schaap’s 

position suggests that one must either accept that violence is not a necessary component of 

warfare, or that, despite labels, cyber war or cyber warfare are not a class of warfare as 

traditionally understood. 
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Military Operations in the Cyber Domain 
 

Schaap’s use of the term ‘cyber warfare operations’ is indicative of another use of the terms 

cyber war and cyber warfare, where they are used to refer to a class of military operations 

within the operational or ‘warfighting’ domain of cyberspace. An operational domain is a 

location in which military operations occur, and the United States Department of Defense 

(DoD) identified cyberspace as the fifth military domain (the other domains are land, sea, air 

and space). Cyberspace has been accorded this status as it ‘presents security challenges that 

are too novel and too serious for it to be treated as an add-on to […] traditional operations on 

land, at sea, or in the air’ (USCYBERCOM, 2011). The notion of cyber war as military 

operations in the domain of cyberspace was advanced in the work of Libicki (2009), though 

he later challenged the utility of the concept (Libicki, 2012).  

The status of cyberspace as an operational domain was formalised in 2011 by proclamation of 

the Secretary of Defense and in the DoD Strategy for Operating in Cyberspace (DoD, 2011). 

This classification remained consistent in the 2015 DoD Cyber Strategy; notably, neither the 

2011 nor the 2015 version of the strategy make reference to the terms cyber war or cyber 

warfare. In the most recent iteration of the strategy, focus was instead placed on ‘three primary 

missions in cyberspace’. These missions were (a) defence of the DoD’s own ‘networks, 

systems, and information’ and a readiness ‘to operate in an environment where access to 

cyberspace is contested’; (b) defence of ‘the United States and its interests against cyberattacks 

of significant consequence’; and (c) the ability ‘to provide integrated cyber capabilities to 

support military operations and contingency plans’ (DoD, 2015).  

While the DoD Cyber Strategy avoids specific use of the terms cyber war and cyber warfare, 

the actions it acknowledges as lying in its scope of interest are likely to be considered by many 

as exemplary acts of cyber warfare. For example, the strategy notes how ‘the President or the 

Secretary of Defense may determine that it would be appropriate for the U.S. military to 

conduct cyber operations to disrupt an adversary’s military related networks or infrastructure’ 

or to ‘use cyber operations to terminate an ongoing conflict on U.S. terms’. Furthermore, the 
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strategy notes how U.S. Cyber Command (USCYBERCOM) may be used ‘to deter or defeat 

strategic threats in other domains’, and sets a specific strategic goal that focuses on the creation 

and maintenance of cyber options to ‘control conflict escalation and to shape the conflict 

environment at all stages’ (DoD, 2015).  

Arguably the focus on operational and strategic outcomes and the absence of contested terms 

like ‘cyber war’ and ‘cyber warfare’ allows for greater specificity on how cyber military 

capabilities may be used to advance U.S. interests. Considering the degree of force required 

to achieve many of the outcomes discussed, however, the author considers it uncontroversial 

to accord the status of cyber war and cyber warfare to the more aggressive actions outlined in 

the DoD strategy. 

Violence and Kinetic Effect as Thresholds of Cyber War and Cyber Warfare 
 

Several divergent definitions of cyber war and cyber warfare have now been identified. These 

include Arquilla and Ronfeldt’s historic definition, various definitions derived from or 

influenced by the views of Clausewitz, definitions arising from international law, and a 

definition representative of military operations in the cyber-domain. The existence of multiple 

divergent definitions and the inconsistencies between them, provide a foundation of evidence 

for consideration of the research problem.  

Across and within these definitions, however, lies another complicating thread. This is an 

insistence by some researchers that cyber events must surpass a certain threshold of violence 

or kinetic effect to qualify as cyber war or cyber warfare. Whether a cyber event must be 

violent, or even potentially lethal, to qualify as cyber war or cyber warfare has already been 

explored in the discussion of the work of Rid (2012), Stone (2013) and Schaap (2009).   

Further insight can be found in the work of Lewis (2013) who offers a Clausewitz-influenced 

definition, where cyber war is ‘the use of cyber techniques to cause damage, destruction, or 

casualties for political effect by states or political groups’ and a cyber attack ‘is an individual 

act intended to cause damage, destruction, or casualties’ (Lewis, 2013). Importantly, Lewis 
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maintains that attacks require violence and violence requires the use of force, but accepts that 

within cyberspace there are a number of ‘grey areas’ where it may be unclear if a particular 

event has risen to the level of use of force, and thus violence (Lewis, 2013).  

An example is disruption of cyber services; minor hacktivism would not reach the threshold 

of use of force; however, disruption on a massive enough scale to approximate an economic 

blockade most likely would. Further examples are cyber manifestations of the accepted 

international practices of espionage and reconnaissance. These activities would not usually 

meet the threshold of use of force, but in the cyber domain these activities can be used to plant 

weapons and vulnerabilities, actions more likely to reach the threshold of use of force when 

considered from the perspective of more traditional domains. Lewis further observes that 

decisions on whether these types of grey activities cross the threshold of use of force will be 

political and made on a case by case basis. From a definitional perspective, this creates a 

situation where the threshold of cyber war is determined through the interpretation of an 

initiating or effected political actor. 

Of similar relevance to definitions of cyber war and cyber warfare is the threshold of kinetic, 

or physical effect. This concerns whether a cyber activity must have an effect in the physical 

world to be considered as an act cyber war or means of cyber warfare. The works of Park and 

Duggan (2011) and McGraw (2013) both present the position that cyber war must have a 

kinetic effect – ‘a consequential impact in the real world’ (McGraw, 2013).  

Determining exactly what constitutes a kinetic effect, however, falls subject to the same 

ambiguities that inflict the determination of whether a cyber act meets a certain threshold of 

violence. For example, Parks and Duggan argue that effects that influence ‘the minds of 

decision-makers in the physical world’ should be considered kinetic. This approach is 

problematic in that it leaves very little that cannot be considered kinetic. Other examples, such 

as Park and Duggan’s description of physically destructive attacks on infrastructure, or 

McGraw’s description of using a cyber attack to control an adversary’s drones and 
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commanding them to attack the wrong targets, provide less ambiguous examples of what could 

be considered a kinetic effect. 

An example that further demonstrates the ambiguity of kinetic thresholds is Operation Orchard, 

the successful Israeli bombing of a suspected Syrian nuclear facility in 2007. During this 

airborne attack ‘Syria’s formidable air-defense system could not track inbound Israeli aircraft 

because it was taken over by Israeli cyber warriors who incapacitated or otherwise blinded it 

before the raid’ (McGraw, 2013). Unlike an attack on infrastructure, the relevant cyber 

activities had no direct effect on the mission’s target. Rather, it is an example where a cyber 

attack (that could be considered as non-kinetic) acted as a force multiplier for traditional 

military capabilities, with successful kinetic results.  

The implication of this type of cyber-enabled force amplification is that the threshold of 

kinetic effect may need to be considered with reference to broader military or political 

objectives, to which a cyber operation may make a necessary, but not sufficient contribution. 

Additional questions concerning the necessity of kinetic effect as a necessary component of 

cyber war and cyber warfare could consider the well-established tactics of espionage, 

disinformation, diversion, subterfuge and feints in support of military action. Each of these 

acts may make significant contributions to the achievement of a military objective. However 

these tactics may produce little to no kinetic effect on the physical world. 

The Implications of Definitional Uncertainty 
 

Interpretive complications surrounding thresholds of violence and kinetic effect in cyber war 

and cyber warfare further contribute to the research problem – inconsistency and divergence 

between a multitude of definitions of cyber war and cyber warfare. This issue is further 

exacerbated by the inconsistent use and lack of delineation between the terms cyber war and 

cyber warfare. In the works analysed thus far, some researchers have used the term cyber war, 

some researchers have used cyber warfare, and one researcher has used the alternative term 

cyber warfare operations. In the material examined, no researchers offer the means to clearly 
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distinguish between these terms, or how these terms relate to one another. The distinction 

between the terms as understood by the author, where cyber war is an act and cyber warfare a 

means, has not been validated by engagement with the literature. 

The exploratory literature survey has now presented an evidential basis for the research 

problem, having demonstrated:  

 The existence of multiple divergent definitions; 

 The interpretive difficulty that surrounds the concepts of thresholds of violence and 

kinetic effect; and  

 The lack of clear delineation between the terms cyber war and cyber warfare.  

This provides a basis to consider the effects of the research problem, aspects of which have 

already been contemplated by researchers within the discourse. For example, Raboin (2011) 

states that ‘the lack of workable, universally accepted definitions of cyberspace and cyber 

warfare only further exacerbates any attempt to analyse international regulation of activities, 

such as cyber warfare, occurring within the cyberspace domain’. A complementary opinion is 

presented by Liff (2012), who notes ‘writings on cyberwarfare have long been plagued by 

major definitional problems, one consequence of which has been a lack of analytical 

coherence’.  

The author acknowledges that some degree of divergence between definitions may be 

understood as a natural result of multiple researchers examining cyber war and cyber warfare 

in different contexts and for different purposes.  However, the opinions offered above by 

Raboin and Liff broadly reflect the author’s own; that a failure to consider the relationships 

and inconsistencies between divergent definitions are an impediment to the creation of focused, 

consistent and reconcilable research. As a result, the academic progression of the domain is 

inhibited, along with the ability to produce effective and explanative theory and to analyse the 

implications of new empirical cyber events. 
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Conclusions 

Through this exploratory survey of literature, the author has drawn several interim conclusions 

that will contribute towards the determination of an appropriate approach and methodology. 

Evidence of the problem includes:  

 The existence of a series of divergent, inconsistent definitions; 

 A lack of analysis that considers the implications of the relationships and inconsistencies 

between definitions;  

  The degree of interpretive complexity that surrounds the application of thresholds of 

violence and kinetic effect as a necessary component of definitions; and  

 A lack of distinction between the terms cyber war and cyber warfare.  

This formulation of the research problem, and its related effects, establishes the basis for the 

research undertaken in this thesis. An explication of the tools used to ensure that credible 

research is produced – a research framework and methodological design – is presented in the 

next chapter. 
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Chapter Two: Methodological Design 
 

The research surveyed in Chapter One indicated the following: 

 The presence, within discourse, of a number of divergent and inconsistent definitions of 

cyber war and cyber warfare; 

 That the relationships between definitions and between the terms ‘cyber war’ and ‘cyber 

warfare’ are indistinct and under explored; 

  That it is not obvious if one definition is, or should be dominant; and 

 That the absence of material that considers the relationships and inconsistencies between 

definitions may impede consistent discussion of the terms cyber war and cyber warfare. 

The survey conducted in Chapter One, however, was exploratory. Its purpose was to identify 

whether there was an issue justifying further research and to draw initial conclusions that 

would allow for the selection of an appropriate research methodology and approach. To 

explore and validate the conclusions drawn in Chapter One, a comprehensive survey and 

comparative analysis of definitions of cyber war and cyber warfare is required.  

As the research activity was to be conducted primarily by the engagement of an individual 

researcher with definitions presented in various texts, an interpretive element to the research 

findings would be unavoidable. Where appropriate, the measurement and analysis of 

quantitative information would be used to support conclusions drawn from the interpretation 

of qualitative definitions; however, the deployment of quantitative analysis would be 

supplementary, rather than dominant. Accordingly, it was crucial that a research framework 

was developed that structured the author’s interpretive analysis in a manner that ensured 

academic credibility. Based on the subject of the study, definitions vying for influence and 

authority, it was judged that a methodology based on the theory and practice of discourse 

analysis would be best suited to form the basis of the research framework. 
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Discourse Analysis as a Methodology 

There are substantial variations within the theory and practice of discourse analysis. This is 

significant in that it provides researchers with the ability to strategically adapt a discourse 

analysis methodology to meet their specific research objectives. Expanding on arguments put 

forward by Jorgensen and Phillips (2002), any adaptation should, however: 

 Articulate a consistent set of theoretical foundations on which the discourse analysis is 

built;  

 Identify the epistemological nature of the knowledge that the discourse analysis will 

generate;  

 Establish how the concept of ‘discourse’ will be applied within the parameters of the 

research; and  

 Identify the limits of the discourse to be analysed.  

The methodological design of this research project can be considered as an instance of this 

type of tailored discourse analysis. Thus, each of the aforementioned criteria, as well as the 

relevance they have to the research subject, are addressed below. 

The foundational theory of the discourse analysis methodology used in this thesis is based on 

social constructivism. Social constructivism is an approach to knowledge emphasising that 

knowledge can be produced, or constructed, by social actions (Detel, 2015). It aligns with the 

four premises that appear across all manifestations of social constructivism, as set out by Burr 

(1995), who in turn built upon the work of Gergen (1985). The author’s own representation of 

the premises is outlined below. 

1. Our knowledge is not unfiltered, but rather mediated through discursive practices, for 

example communicative acts, language use or broader processes of social construction. 

2. Our interpretations and representations of events are contingent products of our cultural 

background and historical location; perspective is malleable and subject to change. 
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3. Our understanding of events is created through social processes that allow us to construct 

knowledge and compete for its successful propagation. 

4. As knowledge construction solidifies into worldviews, value judgements become 

inevitable; the construction of knowledge and truth has consequences. 

 
Application of Methodology 
 

In this thesis, each of the four premises of social constructivism set out above are closely 

linked to the research subject: 

1. Our knowledge of cyber war and cyber warfare and hence, how we define them, is 

mediated through discursive practices. The discursive practices examined in this research 

are the publication of academic or military documents. 

2. Interpretations and representations of cyber war and cyber warfare, thus definitions, are 

contingent products of perspective. The research in this thesis analyses perspective as it 

applies to definitions by considering the academic origins and historical authenticity of 

the definitions. 

3. Definitions of cyber war and cyber warfare are, in part, constructed. In this thesis a 

definition’s claim to authority is considered to be made through successful propagation. 

This was studied by measuring their academic influence. 

4. Definitions underlie how the phenomena of cyber war and cyber warfare are understood. 

This informs value judgements as to whether an empirical event qualifies as cyber war or 

cyber warfare and even as to whether the phenomenon is strategically significant. The 

influence of definitions on value judgements thus underscores the need to fully consider 

the implications the definitions have on the understanding and interpretation of cyber war 

and cyber warfare. This aspect is addressed in the final chapter of this thesis. 

The epistemological nature of the knowledge produced by this thesis is in part driven by these 

theoretical foundations and their alignment to social constructivist theory. The social 

constructivist view that all knowledge is contingent is an anti-foundationalist perspective; it 
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contrasts with the foundationalist perspective that knowledge can be founded on a meta-

theoretical foundation beyond human contingency (Jorgensen & Phillips, 2002). The 

epistemological nature of the knowledge in this thesis, however, sits midway on a continuum 

between the poles of anti-foundationalism and foundationalism. The knowledge produced 

herein is anti-foundationalist, in so far as it is based on definitions, which are constituted by 

contingent human interpretation of a phenomenon – in this case of cyber war and cyber 

warfare. However, a foundationalist element is also present, in that definitions arise in 

response to real world events, which can be empirically measured with a degree of objectivity. 

This thesis’ deployment of discourse is based on a tailored application of the concept of an 

‘order of discourse’ (Fairclough, 1995; Jorgensen & Phillips, 2002). The order of discourse is 

understood as a terrain upon which competing discourses attempt to disseminate their claims 

to authoritative knowledge. In this thesis, the competing discourses are individual definitions 

of cyber war and cyber warfare, which are differentiated through inconsistency. The ‘order of 

discourse’ is a sum representation of all the definitions and the contest between them.  

Within the order of discourse definitions are represented as competing to gain influence and 

claim pre-eminence as the authoritative definition. Definitions that fail to gain influence are 

marginalised and so have a weakened position within the order of discourse. Thus, through 

the analysis of a representative sample of definitions of cyber war and cyber warfare, this 

thesis analyses both discourse and order of discourse. In doing so it examines both the 

characteristics of individual definitions (discourses), and the relationships and conflict 

between them (the order of discourse). 

As a result of ongoing discursive practices, the boundaries of discourse and orders of discourse 

are not fixed; rather they are subject to constant change and interpretation. The delimitation 

of a particular discourse thus becomes a choice made by the researcher. This in turn 

significantly influences the methodological design of the research.  
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In accordance with this principle, the analysis of the discourses and orders of discourse in this 

thesis is limited to academic and military discussion of definitions of cyber war and cyber 

warfare. The objects (texts) which were chosen to represent the discourses, and upon which 

analysis will be performed, are published articles and papers accessible via an academic search 

engine. Within each text, the discourse analysis was limited to considerations regarding the 

text’s presentation of the relevant discourses, in this case the text’s presentation of definitions 

of the terms ‘cyber war’ and ‘cyber warfare’. Limits on qualifying literature were placed to 

generate a body of data for analysis that was representative and authoritative, but would not 

overwhelm the capabilities of a single researcher to perform the analysis in a timely fashion. 

Further information on the actions taken to ensure that the sample was representative and 

authoritative is provided under ‘Applicability’, on pages 25 and 26. 

Academic Validity 

This thesis produced empirical data subject to the positivist standards of objectivity, 

reproducibility and reliability. However, as the research project deploys discourse analysis as 

its primary methodology, a substantial amount of research output is qualitative. Accordingly, 

positivist standards of objectivity, reproducibility and reliability partially lose their 

applicability as standards of credibility. This creates a risk concerning the effect of researcher 

bias on research validity.   

Guided by the work of O’Leary (2002), this research project addressed the underlying 

concerns regarding subjectivity through use of the post-positivist criteria of transparency, 

auditability and dependability. As opposed to objectivity, where results are considered to be 

free from researcher subjectivity, transparency focuses on rendering explicit the effect 

researcher bias may have on the conclusions drawn. Whereas reproducibility aims for 

homogenous results when a single methodology is followed by multiple researchers, 

auditability allows for deviations in results due to variations in researcher perspective, so long 

as the research methods are explicated to allow readers to trace how the researchers have 

drawn their conclusions. Finally, the criterion of reliability, which concerns the ability of 
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research results to be consistently reproduced under multiple trials, is instead met with 

dependability. By using the concept of dependability, the author accepts that interpretivist 

research, while having lower empirical reliability, is dependable if it adheres to a meticulous 

and well-documented research process. 

Auditability and Dependability 
 

The criteria of auditability and dependability are met through clear articulation of the process 

the author has followed to generate and analyse the sample, detailed at the conclusion of this 

chapter. To meet the required standards of transparency, it is necessary for the author to make 

clear his own potential bias concerning the subject matter. This potential bias is best 

represented by the author’s own published definitions of cyber warfare, presented below. 

‘Cyber warfare is … an extension of policy via the military exploitation of cyberspace 

to create kinetic effects that approximate the effects of conventional weaponry. These 

effects either constitute a serious threat to a nation’s security, or are conducted in 

response to a perceived threat against a nation’s security’ (Hughes & Colarik, 2016); 

and 

‘The critical features of cyber warfare can be summarised in three points. First, cyber 

warfare involves actions that achieve political or military effect. Second, it involves 

the use of cyberspace to deliver direct or cascading kinetic effects that have 

comparable results to traditional military capabilities. Third, it creates results that 

either cause, or are a crucial component of a serious threat to a nation’s security, or 

that are conducted in response to such a threat’ (Hughes & Colarik, 2016). 

A failure of the author to manage the subjectivity represented by these definitions would likely 

manifest as an unwarranted privileging of definitions that most closely matched his own. To 

avoid undue impact on the research results, the author has managed this subjectivity by, where 

applicable, basing his analysis on verbatim text, rather than on interpreted text. Awareness of 
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the potential impact of this subjectivity has also been maintained throughout the production 

of this thesis. 

Validity and Authenticity 
 

The research presented in this thesis further addresses standards of academic integrity through 

negotiation between the positivist benchmark of validity and the post-positivist benchmark of 

authenticity. Validity is concerned with obtaining a single ‘correct’ truth value using a 

methodological design that establishes a ‘clear relationship between the reality that is being 

studied and the reality that is being reported’ (O’Leary, 2002).  A limited consideration of 

validity is integral to methodological design; in this thesis, it is demonstrated by the cohesion 

between the methodology and the explored topic. However, in consideration of the theoretical 

assumptions of this thesis’ application of discourse analysis, no one definition can be ascribed 

the status of a single ‘correct’ truth. Accordingly, the methodological deign of the thesis also 

relies on the concept of authenticity. While authenticity is also concerned with truth values, it 

allows for an expansion beyond conventional conceptions of a singular truth, recognising that 

multiple truths may exist. In the context of this thesis, this is recognised by acknowledging 

that multiple definitions each lay claim to a truth. The research presented in this thesis is 

therefore considered authentic in so far as it acknowledges the possibility of multiple-truth 

values amongst the definitions, as well as by its success in portraying each definition’s claim 

to truth, without bias. 

Applicability 
 

The final criterion of research credibility addressed is applicability – whether the results of the 

research are applicable beyond the framework through which they have been generated. In 

this thesis applicability has been met through the generation of a broad sample that can be 

considered representative of the discourse being examined. The sample was generated by 

searching the academic search engine ‘Google Scholar’ for published documents that include 

the terms ‘cyber war’ or ‘cyber warfare’ in their title, as key words, in an abstract or at least 
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five times in the main document body. To qualify for inclusion in the sample, a document 

must also have been published on or before 31 July, 2016 meet the following criteria and be 

either 

 A peer-reviewed article from an academic journal; or  

 A peer-reviewed paper from a published conference proceeding; or  

 A publicly available military document that was published for internal or external use; 

and  

 Be included in the first 20 pages of results returned by the search engine.  

As the focus of the research was on academic and military texts, non-military policy 

documents were excluded form search results. 

The search methodology was repeated for slight lexical variations of terms, such as ‘cyberwar’, 

or ‘cyber-war’; these were considered as synonymous with cyber war and cyber warfare for 

the purposes of determining qualifying literature.  The application of the methodological 

design of the thesis generated 159 qualifying articles to create the sample for the thesis. A 

complete table of results can be found at Appendix A.  

Research Questions and Analytical Approach 

Having determined the boundaries of the sample, a series of layered research questions were 

developed. These questions align with the research objectives set out in the Introduction and 

each question was designed to uncover or clarify an attribute of definitions of cyber war or 

cyber warfare, or the related discourse. The research questions are as follows. 

1. What are the most commonly occurring characteristics of the definitions of the terms 

‘cyber war’ and ‘cyber warfare’ within the current body of publicly available academic 

and military literature?  

2. Which academic disciplines contribute the greatest number of definitions of ‘cyber war’ 

and ‘cyber warfare’ within the current body of publicly available academic and military 

literature? 
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3. Does the current body of publicly available academic and military literature provide the 

basis for clear distinction and separate definitions of the terms ‘cyber war’ and ‘cyber 

warfare’? 

4. What is the history of the definitions of the terms ‘cyber war’ and ‘cyber warfare’ and 

how have they emerged over time? 

5. What are the most influential definitions of the terms ‘cyber war’ and ‘cyber warfare’, 

evidenced by academic citation count? 

6. What are the relationships between divergent definitions of the terms ‘cyber war’ and 

‘cyber warfare’? 

7. What are the inconsistencies between definitions of the terms ‘cyber war’ and ‘cyber 

warfare’? 

8. How can the inconsistencies between definitions of the terms ‘cyber war’ and ‘cyber 

warfare’ be fully or partially resolved? 

To address these questions, each qualifying document was analysed according to an analytical 

model based on six interrogative categories.  

 The first category determined whether the text offered either an explicit or implicit 

definition of cyber war or cyber warfare. A definition was considered explicit when it 

presented a conception of cyber war or cyber warfare that was distinct, clearly stated, and 

unambiguous. A definition was considered implicit when it did not meet the 

aforementioned criteria for explicit definitions. 

 The second category of analysis considered the terminology used in the text; whether it 

used the term ‘cyber war’, ‘cyber warfare’, or used both terms.  

 The third category concerned academic discipline; it sought to identify the academic 

discipline which the text that contained the definition was most closely aligned with. 

Academic discipline was determined by the publishing venue of the text – for example, 

academic journal or conference proceedings. Texts published through military 

organisations were categorised as belonging to the military discipline. 



28 
 

 The fourth category of analysis concerned the historical context of the definition offered 

in the text. This was determined by recording the year in which the text was first published.  

 The fifth category concerned the influence of the text and the definition therein. This was 

determined by recording the academic citation count of each text, extracted from Google 

Scholar when the article was accessed.  

 The final category concerned the attributes and characteristics of the definition offered in 

the text. Where possible, definitions were recorded through a verbatim extraction from 

the document. When this was not possible – as for example, for some implicit definitions 

– the author supplemented the extraction of the definition through contextualised analysis 

and interpretation of the surrounding text. 

Conclusions 

This chapter describes the methodological design of this thesis: a discourse analysis-driven 

survey and comparative analysis of definitions of cyber war and cyber warfare. The scope of 

the discourse analysis has been set; analysis will consider definitions present in academic 

articles in peer reviewed journals and conference proceedings, as well as military publications. 

The theory of discourse analysis and its application to the methodological design has been 

presented, as has consideration to how the application of methodology within the research 

framework meets key criteria of research validity. The chapter has detailed how methodology 

was used to generate a representative research sample and to structure the analysis performed 

on the sample.  

The result is a tailored methodological design, enabling analysis to be performed at three 

descending levels of abstraction:  

 The level of discourse; 

  The level of individual definitions; and  

 The level of structural components of definitions.  

Chapters are presented according to these levels of abstraction:  
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 Chapter Three focuses on the level of discourse;  

 Chapter Four focuses on individual definitions;  

 Chapter Five focuses on the structural components of the definitions; and 

 Chapter Six considers the collective applications from research findings, as well as 

opportunities for further research. 
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Chapter Three: The Discourse of Definitions 
 

As set out in Chapter Two, the first level of analysis performed on the sample was carried out 

at the level of discourse. This included analysis of any consistent delineation of meaning 

between cyber war and cyber warfare and the prevalence of distinct, inconsistent definitions 

in the literature. Discourse-level analysis also allowed for examination of the emergence and 

evolution of the discourse over time and consideration of the different academic disciplines of 

which the discourse has been comprised. 

Usage of Terms: Cyber War and Cyber Warfare 
 

The first act of analysis performed on the sample was to map the frequency with which the 

terms cyber war and cyber warfare were used in the discourse. Table 1 demonstrates the 

prevalence of each of the terms in the sample of 159 articles.  

Table 1. Occurrence of Terms in the Sample Articles 

 

Use of Terms in Articles Quantity 

Cyber War Only 39 

Cyber Warfare Only 43 

Both Terms, No Distinction 75 

Both Terms, Different Definition 2 

Total 159 

 

 

Tellingly, over half of the articles only used a single term in their analysis; 39 articles 

exclusively used ‘cyber war’ and 43 articles exclusively used ‘cyber warfare’. 75 articles used 

both terms, but did not offer a means to formally distinguish between the terms. Only two 

articles offered distinct definitions of each term. Out of the 75 articles that made use of both 

terms, 35 used cyber warfare as the dominant term, 20 used cyber war as the dominant term, 

while 20 articles used both terms with comparable frequency. A term was considered to be 

dominant if it was used at least twice as often as the alternative term.  
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It was noted that in 12 out of the 35 articles that included both terms, with cyber warfare as 

the dominant term, cyber war was used to denote a particular act or event, which aligns with 

the author’s original premise regarding the distinction between ‘war’ and ’warfare’. A similar 

pattern appeared in articles that used both terms with comparable frequency; five out of 20 

articles used cyber war to indicate an act or event.  

While these trends are notable, the author did not feel that they were of sufficient weight to 

alter the key conclusion drawn from this information – that within the examined discourse, 

the clarity of distinction between the terms cyber war and cyber warfare is insufficient. Indeed 

this analysis suggests that many authors use these terms interchangeably. In some articles the 

degree to which the terms are interchanged without apparent consideration suggests that some 

authors use the terms synonymously. This is not to say that the lack of distinction between the 

terms is desirable; indeed, the state of ambiguous equivalence between the terms can be 

considered as an impediment to the clarity of the discourse. 

Explicit versus Implicit Definitions 
 

The next task focused on analysis of the proportion of articles that offered a clearly stated 

explicit definition of cyber war or cyber warfare, versus articles that offered an implicit 

definition of cyber war or warfare. As per the methodological design of the research project, 

the definitions were categorised as explicit or implicit. Definitions were considered explicit 

when an article presented a conception of cyber war or cyber warfare that was distinct, clearly 

stated and unambiguous. The implicit definition category was used to group conceptions of 

cyber war and cyber warfare presented in the articles where an explicit definition of cyber war 

or cyber warfare was not present. Implicit definitions encompassed a wide spectrum of lingual 

specificity. This includes uses of the terms where reasonably precise definitions could be 

inferred from the text, through to uses of the terms in a ‘purely descriptive, non-normative 

sense’ (Schmitt, 2013) such as in The Tallinn Manual on the International Law Applicable to 

Cyber Warfare, to uses of the terms that were regarded as largely superficial. 
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As illustrated in Table 2, out of the 159 articles examined, only 56 offered explicit definitions, 

versus 103 articles that based their analysis on generally weaker, implicit definitions of cyber 

war or warfare.  

Table 2. Definitions in Articles - Explicit vs. Implicit 

Definition Category Quantity 

Explicit Definitions 56 

Implicit Definitions 103 

Total 159 

 

The finding that the majority of articles that base their analysis on implicit rather than explicit 

definitions provides an evidentiary basis for the author’s agreement with the conclusions of 

Raboin (2011) and Liff (2012), presented in Chapter Two, which state that the analytical utility 

of the cyber war and warfare discourse has been weakened by ambiguous terminology and 

major definitional problems. As a result, the meaning of cyber war and cyber warfare has 

become extremely convoluted. It is acknowledged that some articles offer instead an explicit 

definition of related terms such as ‘cyber-attack’ (Schmitt, 2013, Nguyen, 2013) or ‘cyber 

conflict’ (Otis & Lorents, 2010). However, unless the relationship of such ancillary terms to 

cyber war and cyber warfare is clearly articulated, the definition of further related terms does 

little to clarify the discourse. 

History of the Discourse 
 

As set out in methodological design in Chapter Two, the history of the definitions of cyber 

war and cyberwarfare, as well as the nature of the emergence of the definitions over time, is a 

key area of enquiry. The oldest article in the sample is Arquilla and Ronfeldt’s 1993 article 

‘Cyberwar is Coming!’ (Arquilla & Ronfeldt, 1993). The data, shown in Figure 1, illustrates 

that from the publication of Arquilla and Ronfeldt’s article to the turn of the century, cyber 

war and cyber warfare discourse remained on the margins of academic debate. From 2000 

until 2008 there was a gradual increase in the number of articles published. It was not, however, 
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until 2009 that rapid growth in the discourse became evident. The number of articles published 

in the domain peaked in 2011, then remained strong through to 2013. From 2014 onwards 

there was a notable drop in the number of articles published.  

 

Figure 1. Implicit/explicit definitions of cyber war and cyberwarfare in the sample articles 
by year of publication 

 

It is proposed that the number of articles published in the discourse peaked in response to what 

could be considered the three most notable cyber incidents in the international domain; the 

cyber conflicts between Russia and Estonia in 2007, between Russia and Georgia in 2008 and 

the Stuxnet attack in 2011. The ‘lag’ between the incidents of 2007 and 2008 and the marked 

increase in publications within the discourse is likely attributable to the time taken for reliable 

information to emerge, in addition to the time required to take an article from conception 

through to publication in a peer-reviewed conference or journal.  

Based on these observations of the waxing and waning of the discourse over time, it is possible 

that the discourse will once again expand in response to future empirical incidents of cyber 

conflict. For example, while the majority of the researchers whose work has been analysed 
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would be unlikely to consider the recent Russian cyber-attacks against the US Democratic 

Party and alleged interference in the 2016 U.S. election as cyber war or cyber warfare, this 

event may still generate a considerable body of academic work of relevance to the discourse 

of cyber war and warfare definitions. 

Disciplines within the Discourse 
 

As analysis of the results of the project’s methodological enquiry progressed, the inter-

disciplinary nature of the discourse soon became apparent. As per the methodological design, 

articles were categorised into different academic disciplines, based on the discipline that the 

publication the article appeared in was most closely associated with (Table 3).  

Table 3. Implicit/Explicit Definitions by Discipline 

Implicit and Explicit Definitions by Discipline 

Discipline Implicit   Implicit % Explicit   Explicit % 

Law 27 16.88% 14 8.75% 

Military 22 13.75% 15 9.38% 

Information and Communications Technology 22 13.75% 10 6.25% 

Strategic Studies & Security Studies 15 9.38% 8 5.00% 

Other 8 5.00% 3 1.88% 

International Conference on Cyber Conflict 4 2.50% 4 2.50% 

International Relations 5 3.13% 3 1.88% 

Total 103 64.38 575 35.62% 

 

The discourse is dominated by four disciplines; Information and Communication Technology 

(ICT), Law, Military Studies, and Strategic and Security Studies. These four disciplines 

account for 133 out of the total 160 definitions encountered, and 47 out of the 57 explicit 

definitions. The remaining articles were grouped into the categories of International Relations, 

the International Conference on Cyber Conflict and ‘Other’. The International Conference on 

Cyber Conflict is hosted by the NATO Cooperative Cyber Defence Centre of Excellence 

                                                      
5 One article offered two explicit definitions, hence the number of definitions (160) is different from 
the number of articles (159) 
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(CCDCOE) and includes submissions relevant to cyber security from a wide range of 

academic disciplines. Accordingly, the author believed that articles published from conference 

proceedings could not accurately be categorised under a single academic discipline; indeed, 

the diverse backgrounds of researchers participating in this conference is representative of the 

multi-disciplinary nature of the discourse. A similar conclusion can be drawn from the 

composition of the ‘other’ category, which includes articles from publications associated with 

International Management, Political Geography, and Philosophy. 

Out of the four dominant disciplines within the discourse, the largest body of work was 

associated with Law, with the majority of articles concerned with the implications that the 

emergence of cyber war and warfare will have on the existing Law of Armed Conflict, 

particularly the conditions under whether cyber war or warfare can be considered as a ‘use of 

force’, or ‘armed attack’. The second largest body of work encountered in the sample was 

associated with ICT. This was considered the most fragmented discipline, both in the 

divergence of definitions presented and the ambiguity with which the terms cyber war and 

warfare were used. While it included articles that made valuable contributions to the discourse 

(Lewis, 2011; Parks & Duggan, 2011), articles were also encountered where the terms cyber 

war or cyber warfare were used with a significant degree of ambiguity and superficiality 

(Wang & Wang, 2004; Catuogno & De Santis, 2008).  

The discipline of Military Studies made the third largest contribution of articles to the 

discourse. Unsurprisingly, articles associated with the military discipline focused 

predominantly on the means by which cyber war and warfare capabilities could be used to 

achieve military advantage. In addition, the articles discus the ramifications of cyber war and 

warfare in regard to military ethics, ethos and force development. Readers should note that 

this category includes publications from Military Law journals, which were included in the 

category because of the belief that their primary focus was on military, rather than on purely 

legal matters. 
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The final dominant discipline identified in the discourse relates to the fields of Strategic 

Studies and Security Studies. While these are usually thought of as distinct disciplines, they 

have similar fields of enquiry and are often published in venues that encompass both fields. 

For these reasons it was decided to represent them as a single discipline for the purpose of this 

thesis. As could be expected, articles associated with this discipline placed much greater 

emphasis on the political, international and strategic aspects of cyber war and cyber warfare. 

Influence of Disciplines on the Discourse 
 

The next area of enquiry was the influence of the articles associated with each discipline. As 

set out in the methodological design, the measure of influence was the number of times an 

article had been cited. Average citations per article in each discipline were calculated by 

adding the total citations of each article, then dividing by the total number of articles in that 

discipline. This information was further broken down into average citations for both implicit 

and explicit definitions in each discipline.  

Table 4. Average Impact of Articles by Discipline 

Average Impact by Article 

Discipline Implicit Explicit Total 

Strategic Studies & Security Studies 39.70 128.00 84.00 

Information and Communications Technology 48.18 26.90 37.54 

Law 39.74 21.08 30.41 

International Relations 16.60 27.67 26.30 

Other 37.13 3.25 20.70 

International Conference on Cyber Conflict 22.50 15.00 18.80 

Military 16.73 18.27 17.70 

Total 31.51 34.31 33.64 

 

The most influential disciplines in the discourse by citation count are as follows: 

1. Strategic and Security Studies; 

2. ICT; 
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3.  Law;  

4. International Relations;  

5. Other; 

6.  Cyber Conflict Conference; 

7. Military.  

However, if citations from articles with implicit definitions are discounted, the rankings 

change to:  

1. Strategic and Security Studies; 

2. International Relations; 

3.  ICT; 

4.  Law; 

5.  Military; 

6.  Cyber Conflict Conference; 

7.  Other.  

This indicates that despite having the lowest number of articles of the major disciplines active 

in the discourse, the fields of Strategic and Security Studies had the greatest impact on the 

discourse. Conversely, Military Studies, which has the second highest number of articles in 

our sample, had a low degree of influence.  

While the average citation count for articles featuring explicit definitions was slightly greater 

than that for articles featuring implicit definitions (34.31 to 31.51), the author was surprised 

that this was not higher – it had been assumed that articles with explicit definitions would be 

more influential in the discourse. In accordance with this observation it is noted that articles 

in the Law, ICT and Other categories with implicit definitions were more influential than 

articles with explicit definitions. In the ICT category, some of this phenomenon can be 

ascribed to an outlying article – Wang and Wang’s ‘Cyber Warfare: Steganography vs. 

Steganalysis’ (2004). The large number of citations it has accrued (428) does not align with 
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its limited relevance to the domain (cyber warfare is only mentioned once in the document), 

granting it a disproportionate weight in the calculations. If this outlier is removed the average 

citations for ICT articles with implicit definitions is reduced from 48.18 to 30.01, and the total 

average citations for all articles with implicit definitions in our sample is reduced from 34.31 

to 28.91. A similar pattern was observed in the Other category, where two heavily cited articles 

with only ancillary discussion of cyber war and cyber warfare acted to inflate the average 

citation count for articles with implicit definitions. 

The extent to which articles in the Law discipline with implicit definitions exerted 

considerably greater influence than those with explicit definitions, is worthy of further 

consideration. The author contends this is due to a focus of the discipline, namely how cyber 

incidents should be conceived of with regard to The Law of Armed Conflict and International 

Humanitarian Law. More specifically, a substantial number of documents from the legal 

discipline consider the circumstances under which acts of cyber aggression should be 

considered as either a ‘use of force’, or an ‘armed attack’, as those terms are defined within 

Article 51 of the U.N. Charter. The majority of this analysis does not require a perennial 

definition of cyber war or warfare, as it is focused on whether individual acts would cross 

thresholds established in international law. 

Conclusions 

The initial results of the application of the research methodology set out in Chapter Two has 

allowed the presentation of the following conclusions. First, when considered form the 

perspective of how the terms are used in texts, the discourse shows a lack of clear distinction 

between the terms ‘cyber war’ and cyber warfare’. It has been demonstrated that authors have 

a tendency to use the terms interchangeably, arguably synonymously. Second, despite being 

located in a domain ostensibly concerned with the explication and implications of newly 

emerged technologies and modalities, the majority of articles do not offer explicit definitions 

of either cyber war or cyber warfare on which to base their analysis. Third, an analysis of the 

emergence of the discourse over time suggests that there is a correlation between major 
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international cyber incidents and the expansion (and decline) of the discourse. Fourth, the 

discourse is inherently inter-disciplinary. This is demonstrated by the considerable bodies of 

research arising from publications associated with the disciplines of Information 

Communication Technology, Military Studies, Law, and Strategic and Security Studies. 

Having examined the general characteristics of the discourse, as represented by the entirety of 

the sample, analysis will now turn to a focused subset of the discourse – explicit definitions 

of cyber war and cyber warfare. 
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Chapter Four: A Hierarchy of Definitions 
 

The previous chapter focused on the entirety of definitions encountered in the sample – both 

implicit and explicit. Consideration of implicit definitions has provided valuable information 

as to the shape of the discourse. It was the author’s considered view, however, that further 

insight would be achieved through a more comprehensive analysis of the explicit definitions 

encountered in the sample. By focusing close analysis on explicit definitions, the author sought 

to reduce the effect of his subjectivity. This was achieved by only conducting close analysis 

on explicit definitions where the author of the source text’s intention was rendered overt via a 

clear, unambiguous definition that attributed distinct properties to cyber war or cyber warfare. 

This approach would limit interpretive ambiguities that may arise from examining implicit 

definitions, where the intent of the author as represented by the text was often ambiguous. 

Analysis: Explicit Definitions 
 

Out of the 159 articles examined, 56 offered explicit definitions of cyber war or cyber warfare. 

One article offered two definitions, for a total of 57 explicit definitions. The first action was 

to order the explicit definitions more effectively by consolidating duplicated definitions – 

definitions that appeared verbatim in more than one text. This was achieved by counting each 

duplicate definition once, then associating it with the discipline of the article using that 

definition that had the highest citation count. This resulted in the total number of explicit 

definitions being reduced from 57 to 44, as well as minor adjustments to the number of 

definitions associated with each discipline. The results of this process are illustrated in Table 

5. 
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Table 5. Explicit Definitions (Duplicates Removed) 

Explicit Definitions (Duplicates Removed) 

Discipline Explicit Percentage 

Military 13 29.55% 

Law 10 22.73% 

Strategic Studies & Security Studies 7 15.91% 

Information and Communications Technology 6 13.64% 

International Conference on Cyber Conflict 3 6.82% 

Other 3 6.82% 

International Relations 2 4.55% 

Total 44 100% 

 

The next action was to shift the analysis down to the level of individual explicit definitions, 

then to rank these according to influence. As per the methodological design this was 

determined by citation count. The top five definitions by citation count are captured in Table 6. 

Table 6. Top Definitions by Influence (Citation Count) 

Reference Definition Citations Discipline 

Arquilla, J., 
& Ronfeldt, 
D. (1993) 

Cyberwar refers to conducting, and preparing to 
conduct, military operations according to information-
related principles. It means disrupting, if not 
destroying, information and communications systems, 
broadly defined to include even military culture, on 
which an adversary relies in order to know itself: who it 
is, where it is, what it can do when, why it is fighting, 
which threats to counter first, and so forth. It means 
trying to know everything about an adversary while 
keeping the adversary from knowing much about 
oneself. 

655 
Strategic & 

Security 
Studies 

Rid, T. 
(2012) 

(Cyber) War has to have the potential to be lethal; it has 
to be instrumental; and it has to be political. 225 

Strategic & 
Security 
Studies 

Nicholson et 
al. (2012) 

Attacks and defence issued by nation states take place 
over networks rather than by physical means. 117 ICT 

Schaap, A. J. 
(2009) 

The use of network-based capabilities of one state to 
disrupt, deny, degrade, manipulate, or destroy 
information resident in computers and computer 
networks, or the computers and networks themselves, 
of another state. 

95 Law 

Nye Jr, J. S. 
(2011) 
 

Hostile actions in cyberspace that have effects that 
amplify or are equivalent to major kinetic violence. 
 

65 Military 
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Analysis: Cross-Disciplinary Definitions 
 

The five definitions listed in Table 6 had the greatest influence by citation count out of the 

individual articles encountered in the sample. As noted, however, several definitions were 

encountered that were repeated in several articles across several disciplines. While this can be 

regarded as further evidence of the cross-disciplinary nature of the cyber war and warfare 

discourse, the author also considered that a more in-depth examination of these ‘cross-

disciplinary definitions’ could provide another viable method to explore the influence of the 

definitions. This led to the construction of Table 7, which identifies: 

 Each cross-disciplinary definition;  

 The references for the articles in which the definition appeared;  

 The discipline of each article in which the definition appeared;  

 The number of times each article had been cited;  

 The original source of the definition;  

 The number of citations arising from the source article; and  

 The total number of citations associated with the cross-disciplinary definition. 

Table 7. Breakdown of Cross Disciplinary Definitions 

Definition Reference Discipline Citations Original 
Source 

Citations 
from 

Source 

Total 
Citations 

Cyberwar refers 
to conducting, 
and preparing to 
conduct, military 
operations 
according to 
information-
related principles. 

Cimbala, S. 
J. (2011).  Military 7 

Arquilla, J., 
& 

Ronfeldt, 
D. (1993) 

655 712 

Arquilla, J., 
& Ronfeldt, 
D. (1993). 

Strategic &  
Security 
Studies 

655 

Liles et al. 
(2012) 

Conference 
on Cyber 
Conflict  

11 

Reich et 
al.(2010) Law 14 

Arquilla, J. 
(2011).  IR 5 

Any act intended 
to compel an 
opponent to fulfil 
our national will, 
executed against 
the software 

Alford, L. 
D. (2000).  Military 9 

Alford, L. 
D. (2000) 9 20 

Cahill, et al. 
(2003) ICT 11 
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Definition Reference Discipline Citations Original 
Source 

Citations 
from 

Source 

Total 
Citations 

controlling 
processes within 
an opponent’s 
system.  
Cyber war is the 
uses of ICTs 
within an 
offensive or 
defensive military 
strategy endorsed 
by a state and 
aiming the 
immediate 
disruption or 
control of the 
enemy’s 
resources.  

Taddeo, M. 
(2012) 

Conference 
on Cyber 
Conflict 

9 

Taddeo, M. 
(2012) 9 13 

Ganji et al. 
(2013) ICT 4 

The US 
Department of 
Defense defines a 
combined concept 
of computer 
network 
operations (CNO) 
as including 
CNA, computer 
network defence 
(CND) and 
computer network 
exploitation 
(CNE). 

Leblanc et 
al. M. 
(2011) 

ICT 12 

US 
Department 
of Defence/ 

Joint 
Chiefs of 

Staff 

130 173 

Chappelle 
et al. 

(2013).  
Military 8 

Kirsch, C. 
M. (2011).  Law 10 

Turns, D. 
(2012).  Law 13 

Cyber war is the 
act of nation state 
to penetrate 
another nation’s 
computer or 
network in order 
to cause damage 
or disruption.  

Uma, M., & 
Padmavathi, 
G. (2013).  

ICT 20 

Clarke, R. 
A., & 

Knake, R. 
K. (2011) 

792 830 

Saad et al. 
(2011).  ICT 5 

Caplan, N. 
(2013).  

Strategy & 
Security 4 

Feil, J. A. 
(2012).  Law 5 

Jolley, J. D. 
(2012).  Law 4 

 

Out of the five cross-disciplinary definitions captured in Table 7, only the Arquilla and 

Ronfeldt definition is present in Table 6 – the initial table constructed to demonstrate 

definitional influence. The author notes that in 2011 Arquilla modified his and Ronfeldt’s 

original 1993 definition of cyber war (conducting military operations according to information 

related principles) to what may be considered a more modern formulation – ‘An emergent 
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mode of conflict enabled by and primarily waged with advanced information systems, which 

are in themselves both tools and targets’ (Arquilla, 2011). 

Out of the four remaining cross-disciplinary definitions, neither Alford’s nor Taddeo’s 

definitions were considered to be sufficiently influential to warrant further analysis. Both 

definitions were encountered in only one other article and generated substantially fewer 

citations than the other cross disciplinary definitions. Clarke and Knake’s definition – ‘Cyber 

war is the act of nation state to penetrate another nation’s computer or network in order to 

cause damage or disruption’ (Clarke & Knake, 2011) – is succinct enough to require little 

explanation. Aside from its state-centric focus, its most noteworthy point is the volume of 

citations it has generated – nearly 800. The background and context of the remaining cross-

disciplinary definition – the concept of Computer Network Operations, promulgated by the 

U.S. DoD – is more complex and worthy of further explication.  

As defined by the U.S. DoD, Computer Network Operations (CNO) is a combined concept 

defined as consisting of Computer Network Attack (CNA), Computer Network Defence (CND) 

and Computer Network Exploitation (CNE). CNA is defined as ‘[a]ctions taken through the 

use of computer networks to disrupt, deny, degrade or destroy information resident in 

computers and computer networks, or the computers and networks themselves’ (DoD, 2010). 

CND is defined as ‘[a]ctions taken to protect, monitor, analyse, detect, and respond to 

unauthorised activity within the Department of Defense information systems and computer 

networks’ (DoD, 2010). CNE is defined as ‘[e]nabling operations and intelligence collection 

capabilities conducted through the use of computer networks to gather data from target or 

adversary automated information systems or networks’ (DoD, 2010).  

Two caveats must accompany the author’s presentation of CNO as a definition of cyber war 

or cyber warfare. First, the concept of CNO as it appears in the academic discourse originates 

in a superseded version of Joint Publication 1-02 – the DoD Dictionary of Military and 

Associated Terms. Cyber Operations (CO) is no longer considered by the DoD to be a subset 

of Information Operations (IO); it has evolved ‘from its computer network operations roots 
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into a way to operationally integrate CO with joint operations.’ (DoD, 2013). This evolution 

has seen the US DoD retire the terms CNO, CNA, CND and CNE retired in favour of newly 

defined terms: Cyber Operations, ‘the employment of cyberspace capabilities where the 

primary purpose is to achieve objectives in or through cyberspace’; Offensive Cyber 

Operations (OCO), CO intended to project power by applying force in and through cyberspace; 

and Defensive Cyber Operations, ‘CO intended to defend DOD or other friendly cyberspace’ 

(DoD, 2013).  

While the distinction between CO and CNO is important, there is substantial consistency 

between the terms. Such consistency is evident within Joint Publication 3-12(R), and 

demonstrated by the close correlation of the term ‘Cyberspace Attack’ – ‘[c]yberspace actions 

that create various direct denial effects in cyberspace (i.e., degradation, disruption, or 

destruction)’ (DoD, 2013) – with CNA. Similar consistency is also evident between the term 

‘Cyberspace Defense’ – [a]ctions normally created within DOD cyberspace for securing, 

operating, and defending the DODIN (DOD Information Network),’ (DoD, 2013) – and CND. 

Thus, the author considers it unnecessary to replace the concept of CNO with that of CO. 

Indeed, doing so would misrepresent the considerable influence of the concept of CNO within 

the discourse. Furthermore, such a replacement is not consistent with the discourse analysis 

driven methodological design of the thesis.  

The second caveat, alluded to in Chapter One, is that the DoD does not equate either the 

concept of CNO, or that of CO, to cyber war or cyber warfare. However, this equivalence is 

made in the works of Turns (2012), Kirsch (2011), Leblanc, Partington, Chapman, & Bernier 

(2011), and Chappelle, McDonald, Christensen, Prince, Goodman, Thompson, & Hayes 

(2013). The equivalence these authors assert between the terms CNO and cyber war or cyber 

warfare is valid, particularly when the concept of CNO is considered in light of the DoD’s 

Strategy for Operating in Cyberspace (DoD, 2015). As noted in Chapter Two, despite not 

making explicit use of the terms cyber war or cyber warfare, the strategy outlined in this 

document includes actions likely to be considered by many researchers in the discourse as 
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exemplary acts of cyber war or cyber warfare. For example, the strategy notes how ‘the 

President or the Secretary of Defense may determine that it would be appropriate for the U.S. 

military to conduct cyber operations to disrupt an adversary’s military related networks or 

infrastructure’, or to ‘use cyber operations to terminate an ongoing conflict on U.S. terms’ 

(DoD, 2015). Furthermore, the strategy notes how USCYBERCOM may be used ‘to deter or 

defeat strategic threats in other domains’, and sets a specific strategic goal that focuses on the 

creation and maintenance of cyber options to ‘control conflict escalation and to shape the 

conflict environment at all stages’ (DoD, 2015). 

Notably, neither of the source documents from which the Clarke and Knake or U.S. DoD 

definitions arose were included in the sample. Clarke and Knake’s definition was not 

originally published through an academic venue, while the source document for the U.S. 

DoD’s concept of CNO was not returned in search results – presumably because it does not 

include the terms cyber war or cyber warfare. The analysis presented, however, shows that 

both these works have had considerable influence on the discourse. Indeed, as noted, Clarke 

and Knake’s work generated more citations than any other work.  

Based on the above analysis of the cross-disciplinary definitions, Table 6 – the most influential 

definitions by citation count from a single article, was combined with Table 7 – the breakdown 

of cross-disciplinary definitions. The results are captured in Table 8. For reasons previously 

stated concerning low citations, Alford’s 2010 definition and Taddeo’s 2012 definition were 

omitted.  
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Table 8. Most Influential Definitions by Citation Count 

Reference Definition Citations Discipline 

Clarke, R. A., & Knake, R. 
K. (2011) 

Cyber war is the act of nation state to 
penetrate another nation’s computer or 
network in order to cause damage or 

disruption. 

830 N/A 

Arquilla, J., & Ronfeldt, D. 
(1993) 

Cyberwar refers to conducting, and 
preparing to conduct, military operations 

according to information-related 
principles. 

655 
Strategic 

& Security 
Studies 

Rid, Thomas. (2012) 
A potentially lethal, instrumental, and 

political act of force conducted through 
malicious code. 

225 
Strategic 

& Security 
Studies 

US Department of Defence 
(2010-2012) 

Computer Network Operations (CNO) 
as including computer Network Attack 

(CNA), computer network defence 
(CND) and computer network 

exploitation (CNE). 

173 Military 
Studies 

Nicholson et al. (2012) 
Attacks and defence issued by nation 
states take place over networks rather 

than by physical means. 
117 ICT 

Schaap, A. J. (2009) 

The use of network-based capabilities of 
one state to disrupt, deny, degrade, 
manipulate, or destroy information 
resident in computers and computer 

networks, or the computers and 
networks themselves, of another state. 

95 Law 

Nye Jr, J. S. (2011) 
Hostile actions in cyberspace that have 
effects that amplify or are equivalent to 

major kinetic violence. 
65 Military 

    
 

A Discourse Hierarchy of Definitions of Cyber War and Cyber Warfare 
 

Table 8 contains the seven most influential definitions that appeared in the sample. However, 

under further analysis only five of these are characterised as ‘essential’ or ‘core’ definitions, 

in that they ascribe cyber war or warfare certain characteristics or thresholds that cannot be 

deduced from other definitions. The five core definitions identified are: 

 Clarke & Knake (2011); 
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  Arquilla and Ronfeldt (1993),; 

  Rid (2012); 

  U.S. DoD (2010); and  

 Nye (2011).  

The author contends that the definitions offered by Nicholson, Webber, Dyer, Patel, & Janicke 

(2012) and Schaap (2009) are more correctly viewed as being derived from the definitions 

offered by Clarke and Knake and the U.S. DoD. Both definitions utilise the state-centric 

concept of cyber war and cyber warfare found in Clarke and Knake in addition to the emphasis 

on CNO that is the focus of the DoD’s definition. This omission is further justified by the 

observation that Schaap’s definition uses the language from the DoD definition – ‘the use of 

computer networks to disrupt, deny, degrade or destroy information resident in computers and 

computer networks, or the computers and networks themselves’ (DoD, 2010) – verbatim. 

This analysis leads the author to contend that the five core definitions identified form the 

foundation for a ‘discourse hierarchy’ of cyber war and cyber warfare definitions. Out of the 

44 explicit definitions encountered in the sample, 43 can be logically placed in the hierarchy 

structure6 . Most definitions in the hierarchy have a one-to-one relationship with a core 

definition. Alternatively, in cases where the definition in question is perceived to include 

components from two distinct core definitions, a definition may have one to two relationships 

with two core definitions. The discourse hierarchy is presented overleaf in Figure 2. To clarify 

the underlying logic of the relationships within it, it is necessary to expand upon each of the 

five core definitions that form its basis. 

                                                      
6 One outlying definition, (Brown et al., 2012), could not logically be placed in the model. The 
definition offered described cyber warfare as ‘a technical academic core of tightly interrelated subject 
matter, as well as a wide range of important topics that, while dependent on the technical core for 
fullest appreciation, are not dependent on each other.  Stated another way, cyber warfare is comprised 
of, first, a foundational component, dealing with a set of interconnected fundamental technical 
concepts, and second, a wide range of interdisciplinary topics, touching upon the areas of law, 
political science, strategy and tactics, policy, ethics, and the study of foreign languages and culture’ 
(Brown et al., 2010) 
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Figure 2. Discourse hierarchy of cyber war and cyber warfare definitions 
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Rid’s definition was discussed in Chapter Two. Taking as his starting point the conception of 

war presented by Clausewitz (1873), Rid states that cyber war is ‘a potentially lethal, 

instrumental, and political act of force conducted through malicious code’ (Rid, 2012). This 

places an extremely high threshold on what would constitute cyber war or cyber warfare; 

indeed, Rid argues ‘that cyber war has never happened in the past, that cyber war does not 

take place in the present, and that it is unlikely that cyber war will occur in the future’ (Rid, 

2012). No other authors encountered placed such demanding thresholds within their definition 

of cyber war or cyber warfare. However, a considerable number of definitions include 

sufficient components of Rid’s definition to enable them to be grouped under his definition in 

the discourse hierarchy. Alford’s 2000 definition, previously encountered in the analysis of 

cross-disciplinary definitions, is a useful example. Alford defines cyber warfare as ‘any act 

intended to compel an opponent to fulfil our national will, executed against the software 

controlling processes within an opponent’s system’ (Alford, 2000). While it omits Rid’s 

criterion of potentially lethal violence, Alford’s definition shares Rid’s conception that cyber 

war and cyber warfare must involve an instrumental and political act of force.  

Lewis’s 2011 definition – ‘the use of cybertechniques to cause damage, destruction, or 

casualties for political effect by States or political groups’ (Lewis, 2011) is in even closer 

alignment with Rid, although, in a similar manner to Alford, he stops short of saying that cyber 

war or cyber warfare must be potentially lethal. Moreover, while one could argue that the 

concept of instrumentality is implicit in his definition, it is not an explicit threshold, as is the 

case with Rid. A final example is the definition offered by McGraw, who defines cyber war 

as the application of violent, physical force via virtual means by groups for ‘political, 

economic, or ideological reasons’ (McGraw, 2013).  

The definitions above have a one-to-one relationship with Rid’s definition in the discourse 

hierarchy. There are other definitions, however, that utilise components of both Rid’s 

definition and the DoD’s conception of CNO. An example is the definition offered by Junio 
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(2013), where cyber war is defined as a coercive act (using force to change or preserve a 

political status quo) involving CNA (where information is disrupted, degraded, or destroyed). 

The emphasis on cyber war as a coercive act ties back to Rid, while the reference to CNA and 

the disruption, degradation or destruction of information is sourced from the DoD’s concept 

of CNO. A similar combination of definition components is evident in Liff’s 2012 definition 

where ‘cyberwarfare is conceptualised as including only computer network attacks (CNA) 

with direct political and/or military objectives – namely, attacks with coercive intent and/or 

as a means to some strategic and/or brute force end – and computer network defence (CND)’ 

(Liff, 2012). 

While Junio’s and Liff’s definitions are the result of the combination of the definitions offered 

by Rid and the DoD, numerous other definitions can be traced solely to the DoD. Birdwell 

and Mills define ‘cyber war-fighting actions as CNA plus a subset of CND called CND-

response actions (CND-RA)’ (Birdwell & Mills, 2011), notably omitting Computer Network 

Exploitation (CNE) from their definition. A similar definition is offered by Scott, Hardy, 

Martin, and Thomas (2011): ‘Cyber warfare is typically associated with the fields of Computer 

Network Attack (CNA) and Computer Network Defence (CND)… CNA attempts to create 

tactical and strategic effects through the control and exploitation of network resources, 

whereas CND defends against these same objectives’.  Related definitions are observed 

through the combination of the DoD definition and the Clarke and Knake definition. The 

definitions by Schaap (2009) and Nicholson et al. (2012) are useful examples. In addition, the 

definition offered by Dipert (2013) is similarly comprised.   

One of the key characteristics of Clarke and Knake’s definition is that it stipulates cyber war 

and cyber warfare as something that occurs between nation states. The definitions located 

under Clarke and Knake within the hierarchy share this state-centric focus, albeit with slight 

variations. The definition offered by Golling and Stelte (2011) expands the scope of actors 

involved in cyber war and cyber warfare to include groups operating ‘on behalf of, or in 

support of, a government’. However, the definition of Danks and Danks (2013) does not have 



52 
 

a strict criterion that cyber war or warfare either originates from or is targeted at a state. Rather, 

they state that ‘Cyberwarfare involves groups with the expertise and resources to mount a 

significant attack, including the accompanying research and development costs, and so 

arguably includes only those with the backing of a nation-state, whether the group is officially 

part of the state (e.g. military), or only sponsored (e.g., contractors), encouraged (e.g., patriotic 

hackers), or tolerated (e.g., international crime) by the state’. They further note that state-

backed groups ‘typically have a goal that serves the interest of a particular state or state-like 

group’ (Danks & Danks, 2013). Conversely, Bachmann’s definition does not require that a 

specific category of actor initiates cyber war or cyber warfare, so long as the actor in question 

targets a state and has the means to launch ‘a sustained campaign of concerted cyber operations’ 

(Bachmann, 2012). 

In a pattern similar to that observed elsewhere in the hierarchy, a number of definitions reflect 

a dual relationship with both Clarke and Knake’s and Arquilla and Ronfeldt’s definitions. 

Definitions such as those offered by Hughes (2010), and Taddeo (2012) utilise Arquilla and 

Ronfeldt’s conception of cyber war and warfare – conducting military operations according 

to information-related principles – but add the criterion that cyber war and cyber warfare is 

used ‘within an offensive or defensive military strategy endorsed by a state’ (Taddeo, 2012),  

or is ‘waged by states and significant non-state actors’ (Hughes, 2010). Other definitions 

grouped solely under Arquilla and Ronfeldt focus more exclusively on operational warfare 

and the furtherance of traditional, kinetic combat (see Libicki (2014), Clemmons and Brown 

(1999), and Lupovici (2011)).  

The final core definition within the hierarchy is that advanced by Nye – ‘hostile actions in 

cyberspace that have effects that amplify or are equivalent to major kinetic violence’ (Nye, 

2011). Nye’s definition is useful as a means of categorising those definitions that refer to the 

concepts of ‘use of force’ and ‘armed attack’, as they appear in international law. A 

considerable part of the legal discourse pertaining to cyber war and cyber warfare discusses 

how these concepts, enshrined in the U.N. Charter, apply to cyber conflict. While there is 
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considerable disagreement as to whether acts of cyber disruption can ever reach the threshold 

of the use of force, or even armed attack, there is near universal agreement that cyber war or 

warfare that causes physical destruction to a level equivalent to traditional kinetic weapons 

would cross these thresholds. Thus, within the hierarchy, definitions that make reference to 

‘use of force’, or ‘armed attack’, such as those offered by Huntley (2010) and Droege (2012), 

were aligned with Nye’s definition.  

The definition offered by Hunker (2012) was categorised as derived from a combination of 

Nye’s definition with that of Clarke and Knake, as he draws upon the latter’s conception of 

cyber war as something that occurs between nation states. Raboin’s definition was similarly 

categorised, as he states that ‘cyber warfare … has come to symbolise a state-sponsored use 

of weapons functioning within the cyberspace domain to create problematic and destructive 

real world effects’ (Raboin, 2011). The final definition associated with Nye, that proposed by 

Parks and Duggan, is related to Arquilla and Ronfeldt’s definition. They state that ‘cyber-

warfare, is a combination of computer network attack and computer network defence’ and that 

‘cyber warfare must have kinetic world effects’ (Parks & Duggan, 2011). From the context of 

their paper ‘The Principles of Cyber-warfare’, this is interpreted to primarily mean kinetic 

military effects. 

Conclusions 

The analysis performed in this chapter on explicit definitions of cyber war and cyber warfare 

encountered in the sample has allowed the presentation of the following conclusion. The 

discourse is characterised by the existence of a multitude of inconsistent definitions both 

within and between disciplines. Most of these definitions have exerted minimal academic 

influence. While there are definitions that have been comparatively influential, there is no 

dominant functional definition of significance to the discourse. It is proposed that this is 

indicative of a discourse contested by a multitude of stakeholders with differing agendas. 

Furthermore, this may be a factor in the discourse of the domain to produce a dominant 

functional definition. An examination of the effect of pertinent interests of competing 
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stakeholders in the discourse – for example those working within distinct academic disciplines 

– as it relates to the failure of the discourse to produce a dominant definition, may be a 

promising area for future discourse-focused research. 

While some element of fragmentation within the discourse may be inevitable, it has 

nonetheless been shown that almost all of the definitions encountered can be deduced from 

five core definitions – those identified through sustained analysis of the results produced by 

the application of discourse analysis on the sample. The identification of these core definitions 

has, in turn, allowed the author to construct a discourse hierarchy of cyber war and warfare 

definitions. In itself, the hierarchy has value in its ability to represent a plethora of disparate 

definitions under a single model and demonstrating the relationships between them. However, 

it is proposed that the greater value of the hierarchy is its ability to identify points of 

consistency, rather than inconsistency, between definitions. The author contends that it is the 

identification of these points of consistency which paves the way for an analytic model which 

can be used to uncover the structural components of the definitions of cyber war and cyber 

warfare. The application and construction of this model is presented in the next chapter. 
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Chapter Five: Definitional Components 
 

The analysis conducted in the previous chapter allowed the construction of a discourse 

hierarchy of cyber war and cyber warfare definitions. This demonstrated the primacy of five 

core definitions of cyber war and cyber warfare, both in explanative power and their ability to 

represent the discourse. Using these five definitions as a starting point, the analysis in this 

chapter will consider the structural components of the definitions of cyber war and cyber 

warfare. This will be achieved through the creation of a structural definition model, which 

will be used to analyse the structural components of each definition of cyber war or cyber 

warfare encountered in the sample.  

The structural definition model provides for a rigorous, component-by-component 

comparative analysis of divergent definitions of cyber war and cyber warfare. While time-

consuming, this analysis is crucial in that it provides for the establishment of a foundational 

definition of cyber war and cyber warfare. Concomitantly, this analysis identifies key points 

of inter-definitional inconsistency. Collectively, these are essential analytic outputs. They 

allow for partial reconciliation of the discrepancies between definitions, as well as for future 

consideration of the doctrinal, strategic and political implications that definitional 

permutations may have. 

A Structural Definition Model 

The creation of the structural definition model begins with consideration of the five core 

definitions of cyber war and cyber warfare, listed in Table 9. 
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Table 9. Core Definitions of Cyber War and Cyber Warfare 

Author Definition 

Arquilla and Ronfeldt 
(1993) 

Cyberwar refers to conducting […] military operations according to 
information-related principles. It means disrupting, if not destroying, 
information and communications systems […] It means trying to know 
everything about an adversary while keeping the adversary from 
knowing much about oneself. 

US Department of 
Defense (2010)7 

Computer Network Operations (CNO) as including computer Network 
Attack (CNA), computer network defence (CND) and computer network 
exploitation (CNE). 

Nye (2011) Hostile actions in cyberspace that have effects that amplify or are 
equivalent to major kinetic violence. 

Rid (2012) A potentially lethal, instrumental, and political act of force conducted 
through malicious code. 

Clarke and Knake 
(2012) 

Cyber war is the act of a nation state to penetrate another nation’s 
computer or network in order to cause damage or disruption. 

 

At first observation, it is the dissimilarity between the five core definitions of cyber war and 

cyber warfare that is most apparent. Arquilla and Ronfeldt’s definition can be characterised 

by its military focus; it principal concern is on the operational or tactical application of cyber 

techniques to further combat performance. The DoD definition is more expansive, but 

ultimately shares Arquilla and Ronfeldt’s focus on the operational and tactical application of 

cyber force. Conversely, Rid’s definition is the result of the application of Clausewitz’s 

conception of war into the cyber domain; it represents cyber war as an activity where violence 

is necessary, but is subordinate to strategic and political calculations. Clarke and Knake’s 

definition casts cyber war as solely the province of nation states, while Nye’s definition 

focuses on the effects of cyber war, without consideration to actors, political intent, or military 

application.  

While the differences between these definitions is evident, through a collective application of 

the key components of each definition, an element of consistency is also apparent. This is 

                                                      
7 As noted in Chapter Four, the concept of CNO has been retired by the DoD. However it continues to 
exert considerable influence on the discourse, hence remains as an object of analysis. 
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demonstrated by how each definition is consistent with the other definitions in that it would 

accord the following theoretical cyber event the status of cyber war or cyber warfare:  

A nation state launches a computer network attack with potentially lethal 

effects against the computer networks and military information and 

communication systems of another nation state, in order to achieve an 

objective that is instrumental to a political end. 

Such an event meets the thresholds established in the definitions offered by Rid (the act is 

potentially lethal, instrumental and political), Clarke (the actors are nation states), and Nye 

(the act is hostile and will cause effects equivalent to major kinetic violence). Furthermore, 

the event aligns with the DoD concept of CNA and Arquilla and Ronfeldt’s emphasis on the 

use of military force against adversary information and communication systems.  

 

The consistency of the explanative power of the five definitions to the same cyber event allows 

the construction of a structural definition model, which seeks to identify structural components 

that are common to all existing definitions of cyber war and cyber warfare. Through the 

construction of this model it is proposed that the consistencies, discrepancies and relationships 

between the different definitions will become more apparent. The structural definition model 

is presented in Figure 3. 

 

Figure 3. Structural definition model for definitions of cyber war and cyber warfare 

 

Based on analysis of the five core definitions of cyber war and cyber warfare, the structural 

definition model identifies eight components of which a definition of cyber war or cyber 
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warfare may be comprised. ‘Actor’ refers to the agent initiating the cyber action. In Clarke 

and Knake’s definition the actor is a nation state, while Rid’s definition requires the presence 

of a political actor. ‘Means’ refers to the cyber techniques used in the cyber action. In the DoD 

definition, the means are computer networks. In Rid’s definition the means is malicious code 

or malware, spread either through networks or by direct insertion into the target. ‘Intent’ is an 

aspect of the purpose of the action; the intent present in most of the five definitions is coercive 

or offensive. CNO, however, also allows for defensive and exploitive intent. ‘Effect’ is a result 

of the interaction of the means and the intent. Rid’s and Nye’s definitions require the presence 

of kinetically violent, potentially lethal effects. The other definitions, however, allow for a 

lower threshold of effect – for example disruption, manipulation or degradation. ‘Target’ 

concerns the object(s) that the cyber effects will be directed against. ‘Objective’ is the 

immediate goal to be achieved through cyber war or cyber warfare. The ‘Target Actor’ is the 

agent that controls the target through or against which an objective is to be achieved. Finally, 

‘Political End’ concerns the political outcome that the cyber action seeks to realise.  

Relevance of the Structural Definition Model to the Sample  
 

The relevance and explanative power of the structural definition model was tested by 

examining its correlation with the five core definitions of cyber war and cyber warfare and 

with the broader sample. Table 10 shows the results of the population of the model with the 

five core definitions of cyber war and cyber warfare.  
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Table 10. Structural Definition Model – Core Definitions 

Definition Actor Means Intent Effects Target Objective Target 
Actor 

Political 
End 

Rid (2012) Political 

Actor 

Malicious 

Code 

Coercive/ 

Offensive 

Potentially 

lethal 
Unspecified 

Instrumental 

Objective 
Unspecified 

Unspecified 

Political End 

Nye (2011) Unspecified Unspecified 
Coercive/ 

Offensive 

Amplification 

or equivalence 

to major kinetic 

violence 

Unspecified Unspecified Unspecified Unspecified 

Clarke & 
Knake 
(2011) 

Nation 

State 
Unspecified 

Coercive/ 

Offensive 

Damage and 

disruption 

Computer or 

network 
Unspecified Nation State Unspecified 

DoD 
(2010): Unspecified 

Computer 

networks 

Coercive/ 

Offensive, 

Defensive, 

Exploitive 

Disruption, 

Degradation, 

Manipulation, 

Destruction 

Defend 

Exploit 

Information, 

Computers, 

Computer 

Networks 

Unspecified Unspecified Unspecified 

Arquilla & 
Ronfeldt 
(1993): 

Unspecified Unspecified 
Coercive/ 

Offensive 

Disruption, 

Destruction 

Information 

Communication 

Systems 

Information 

Superiority 

Unspecified 

Adversary 

 

Unspecified 

 

Through population of the model, the underlying structure of each definition becomes 

apparent. No one definition contains entries in every category; however, the collective 

application of the definitions results in each category being populated with at least one value. 

Notably, each definition specifies intent and effects. Crucially, the absence of a structural 

component within a definition does not lessen the model’s explanative power regarding the 

structural components that are present within a definition.  

Such a structural view of definitions provides another means to consider the relationships 

between the definitions. Definitions that specify the same number of structural components as 

one another can be understood to have a relationship characterised by a high degree of 

structural consistency. Conversely, definitions that have considerable divergence in 

definitional components have a relationship characterised by structural inconsistency. 

To further explore the model’s explanative utility, the model was next populated with all the 

explicit definitions of cyber war and cyber warfare that were analysed under the discourse 

hierarchy of definitions presented in Chapter Four – a total of 43 definitions.  
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Table 11. Number of Structural Definition Model Components in Definitions of Cyber War 
and Cyber Warfare 

Number of Structural Model 
Definition Components Present 

Number of Definitions    
(out of 43) 

Percentage of Total 
Definitions 

8 2 4.65% 

7 0 0.00% 

6 10 23.26% 

5 12 27.91% 

4 9 20.93% 

3 8 18.60% 

2 2 4.65% 

1 0 0.00% 

 

Table 11 shows the number of components of the structural definition model that are present 

in individual definitions. The data shows that most definitions include between four and six 

components of the structural definition model. The median number of components in a 

definition was five, and the average was 5.375. This demonstrates that (a) the model has 

explanative power regarding the structure of the majority of definitions; and (b) the 

encountered definitions have a considerable degree of variance in their complexity and 

comprehensiveness. 

Table 12. Prevalence of Structural Model Components in Definitions of Cyber War and 
Cyber Warfare  

Model Definition Component Number of Definitions 
Including Component 

Percentage of Definitions 
Including Component 

Actor 18 41.86% 

Means 36 83.72% 

Intent 43 100.00% 

Effect 29 67.44% 

Target 29 67.44% 

Objective 19 44.49% 

Target Actor 11 25.58% 

Political End 13 30.23% 
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Table 12 captures the prevalence of the specific components of the model in each of the 

definitions analysed. It demonstrates that Means, Intent, Effect and Target are the most 

common components found in the definitions of cyber war and cyber warfare, while Target 

Actor and Political End were the least common. 

Definitional Spectrums 

The population of the structural definition model with each explicit definition encountered in 

the sample allows the construction of what the author has labelled ‘definitional spectrums’ – 

one for each of the eight components of the model. The analysis of each definitional spectrum 

allows for two crucial outputs to be identified; a foundational definitional component of cyber 

war and cyber warfare, and key areas of inter-definitional conflict. A schematic representation 

of the definitional spectrums and their relationship to the structural definition model, 

foundational definitional components and inter-definitional conflict, is provided in Figure 4, 

overleaf.  
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Figure 4. Analysis of definitional spectrums 
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A foundational definitional component is the attribute or value that has the greatest power to 

contextualise and explain the complete spectrum of responses encountered under each 

component of the model. Foundational definitional components should be understood as 

unifying. They are an attempt to represent the majority opinion of the discourse as it relates to 

a particular definitional component.  

Foundational definitional components, however, should not be understood as final, or absolute. 

Previous chapters have shown the degree to which definitions are inconsistent on the attributes 

that should be attributed to cyber war or cyber warfare. Accordingly, in many definitional 

spectrums there is what, for the purposes of this analysis, has been labelled as inter-definitional 

conflict. Inter-definitional conflict occurs when there is divergence between a foundational 

definitional component, representing the majority opinion of the discourse, and a minority 

within the discourse that have dissenting views on how a definitional component should be 

represented.  This is not to say that it was the intent of those who authored definitions for their 

definitions to be in competition in conflict with other definitions. Rather the inter-definitional 

conflict referred to is a representation by the author of the inconsistencies between definitions 

within the discourse.  

Inter-definitional conflict is recorded and analysed when one of three conditions are met: 

1. When there is irreconcilable disagreement between definitions concerning a property of 

cyber war or cyber warfare;  

2. Where a majority of definitions attribute a specific property to cyber war or cyber warfare 

that is different to, but can be subsumed under the property identified as the foundational 

definitional component; and  

3. Where less than one third of the encountered definitions specify a particular component 

of the structural definition model, thus challenging the applicability and relevance of that 

component.  
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Definitional Spectrum: ‘Actor’ 

There were 18 definitions that specified Actor as a definitional component. A consolidated list 

of the actors that were specified in explicit definitions encountered in the sample is shown in 

Table 13. 

Table 13. Actors Identified in Definitions of Cyber War and Cyber Warfare 

Actor Number of Definitions 

Actor with a command structure and political or military goals 1 

Groups with the expertise and resources to mount a significant 
attack 1 

Nation states 7 

Nation state & non-state actors 3 

Nation state endorsed actor 2 

Nation states, agents of states, non-state actors and groups 2 

Political actors 2 

Total 18 
 
The majority of actors identified are either nation states, or are primarily constituted by their 

relationship to a nation state. Accordingly, it is proposed that the Actor definitional spectrum 

is organised according to the cohesiveness and power of a political actor. At the lower end of 

the spectrum, actors identified in the definitions include non-state actors (Solis, 2014; Hughes, 

2010), actors with a command structure and political or military goals (Dipert, 2013), and 

actors with the expertise and resources to mount a significant attack (Danks & Danks, 2013). 

The mid-point of the spectrum is represented by definitions that identified state-sponsored 

organisations (Raboin, 2011; Solis, 2013), while the high end of the spectrum is represented 

by definitions that identified nation-states as the primary initiating actor in cyber war or cyber 

warfare (Clarke & Knake, 2011; Nicholson et al., 2012; Schapp, 2009; Droege, 2012; Hunker, 

2010). A visual representation of the Actor spectrum is shown in Figure 5. 
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Figure 5. Definitional spectrum – ‘Actor’ 

 

Based on this analysis, the foundational definitional component of the Actor spectrum is 

political actor. This is justified by the observation that all of these definitions that specified 

the Actor component were consistent in that they identified cyber war or cyber warfare as 

something that is initiated by some form of political actor. Furthermore, there is inter-

definitional conflict within the Actor spectrum on whether Actor is required to be a nation 

state. While the concept of nation state can be subsumed under that of political actor, seven 

definitions specified that Actor must be a nation state. In addition, four definitions specified 

that Actor should either be a nation state or a group constituted by its relationship to a nation 

state – for example a state-sponsored group or a state agent. 

Definitional Spectrum: ‘Means’ 

Means was the second most common component of the structural definitional model present 

in the encountered definitions. Over 80% of the definitions specified this component in their 

conception of cyber war or cyber warfare. A consolidated list of the means specified in explicit 

definitions encountered in the sample is presented in Table 14. 
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Table 14. Cyber Means Identified in Definitions of Cyber War and Cyber Warfare 

Means Number of Definitions 
Computer networks 14 
Cyber 
actions/operations/techniques/means/capabilities 8 

Cyber attack 4 
ICTs 2 
Cyber and electronic weapons 2 
Actions executed against software controlling 
processes 1 

Information operations 1 
Malicious code 1 
Non-kinetic actions 1 
Systematic use of information 1 
Virtual application of force 1 
Total 36 

 
 

In the analysed definitions, means are consistently described using expansive terms that 

encompassed a broad range of activities. Cyber actions, operations, techniques, means and 

capabilities are broad enough terms that nearly any cyber activity could be categorised under 

them. Information operations, non-kinetic actions and the systematic use of information share 

this characteristic. Cyber attack and the virtual application of force are slightly more restrictive, 

but nonetheless provide for the description of a broad array of cyber activities. The only 

exception is the means of ‘malicious code’, which can be subsumed under any of the other 

means identified.   

While ‘computer networks’ was the most commonly identified Means encountered, it has 

significant deficiencies in its explanative power. As stated by Dipert (2013), significant cyber 

effects can be achieved using Other Than Internet (OTI) means, such as the exploitation of 

portable media or certain uses of electromagnetic radiation (Dipert, 2013). The evolution of 

the DoD concept of CNO to CO, as discussed in Chapter Four, is considered as further 

evidence of insufficiencies of using computer networks as a primary explanatory example of 

cyber means.  
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In consideration of the above, no organising principle of the Means definitional spectrum is 

apparent. All the definitions that include this component are similar in that they specify Means 

as some form of cyber, computer or network based activity. Accordingly, it is proposed that 

the foundational definitional component of the Means spectrum can be represented by any 

suitably inclusive term that indicates that the Means in question are cyber-enabled. For 

simplicity, the term cyber means is offered as a suitable term. In accordance with this analysis 

it is proposed that there is no inter-definitional conflict within the Means definitional spectrum. 

Instead, the disagreement in the discourse regarding the means of cyber war or cyber warfare 

appears superficial and largely lexical. 

Definitional Spectrum: ‘Intent’ 

The definitional spectrum for Intent was unique in that every explicit definition encountered 

in the sample ascribed one or more types of intent to cyber war or cyber warfare. As shown in 

Table 15, three types of intent were identified: coercive, defensive and exploitive. 

Table 15. Intent Identified in Definitions of Cyber War and Cyber Warfare 

 
 

Based on the material examined, offensive intent was regarded as equivalent to coercive intent; 

every offensive action, whether conducted at a tactical, operational or strategic level, seeks to 

coerce an adversary. All the definitions encountered associated a coercive intent to cyber war 

or cyber warfare. Sixteen definitions also identified a defensive intent, while four definitions 

also identified an exploitive intent.  

To complement Table 15, Table 16 illustrates the number of definitions that identified multiple 

intents. It demonstrates that definitions with multiple intents always include coercive and 

Intent Number of Definitions Percentage of Definitions 

Coercive 43 100.00% 

Defensive 16 37.21% 

Exploitive 4 9.30% 
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defensive as the primary intents associated with cyber war and cyber warfare. In addition, four 

definitions also associated cyber war and cyber warfare with an exploitive intent. 

Table 16. Groupings of Intent Identified in Definitions of Cyber War and Cyber Warfare 

Intent Number of Definitions 
Coercive 27 

Coercive & Defensive 12 

Coercive, Defensive, & Exploitive 4 

Total 43 
 
 
Exploitation in the cyber realm is closely linked to espionage, with some authors equating 

CNE with cyber espionage (Roscini, 2010; Lobel, 2011). An alternative conception of 

exploitive intent is provided in Applegate’s conception of ‘exploitive manoeuvre’, which he 

identifies as a basic form of offensive cyber manoeuvre. He defines exploitive manoeuvre as 

‘the process of capturing information resources in order to gain a strategic, operational or 

tactical competitive advantage’ (Applegate, 2012). Both conceptions of exploitive intent allow 

it to be considered as a coercive or a defensive activity, depending on the objectives of the 

exploiting agent. 

In consideration of the above, three propositions are offered regarding the Intent definitional 

spectrum. The first proposition is that the spectrum is organised according to the degree of 

coercive intent motivating a cyber action. As shown in Figure 5, defensive intent is at the low 

end of the spectrum. Exploitive intent, which can be either defensive or coercive in nature, 

depending on the objective of exploitive activities, sits at the midpoint of the spectrum. 

Coercive intent is established at the high end of the spectrum. 
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Figure 6. Definitional spectrum – ‘Intent’ 

 

The second proposition is that the foundational definitional component of the Intent spectrum 

is coercive. This choice was justified due to the presence of coercive or offensive intent in 

every definition of cyber war and cyber warfare encountered. It was unclear from the discourse 

whether defensive intent was a necessary component of a definition of cyber war or cyber 

warfare; less than 40% of the definitions specified defensive intent. It can be argued, however, 

that defensive intent is a crucial component of a definition of cyber war or cyber warfare. Any 

action motivated by coercive intent may be met by an action driven by defensive intent, and 

both actions form part of the same cyber war event. However, there is no necessity that 

demands that coercive intent must be met with defensive intent; rather, a targeted actor may 

respond with a coercive action of their own, or not respond at all. The inclusion of exploitive 

intent can also be contested. While it was present in less than 10% of definitions, the close 

relationship of exploitive intent to both defensive and coercive intent suggests that further 

consideration of its relevance to the definitions of cyber war and cyber warfare is warranted. 

Accordingly, the third proposition arising from analysis of the Intent spectrum is that there is 

inter-definitional conflict in the Intent definitional spectrum concerning the status of defensive 

and exploitive intent. 

Definitional Spectrum: ‘Effect’ 

Effect(s) was one of the most commonly encountered components of the structural definition 

model, present in 29 out of 43 definitions. Single definitions identified multiple effects, 

resulting in a broad array of effects varying in severity from defacement to casualties. A 
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consolidated list of Effect(s) specified in explicit definitions encountered in the sample is 

presented in Table 17. 

Table 17. Effects Identified in Definitions of Cyber War and Cyber Warfare 

Effect Times Mentioned in Definitions 

Defacement 1 

Disruption 19 

Denial 4 

Degradation 11 

Manipulation 8 

Damage 3 

Destruction 15 

Amplify kinetic violence 1 

Use of force 3 

Potentially lethal effects 1 

Major kinetic violence 1 

Armed attack 2 

Casualties 1 

 

 
This suggests that the Effect(s) spectrum is organised according to the degree of violence 

inherent in an effect. This is illustrated in Figure 7. 

 

Figure 7. Definitional spectrum –‘Effects’ 

 

Figure 7 does not, however, capture the full complexity of the Effect(s) encountered in 

definitions of cyber war and cyber warfare. It is the author’s considered view that there are 
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two categories of effects present in the definitions – primary effects, which have a direct effect 

on a target, and cascading effects, which are the result of the interaction of a primary effect 

and a specific target. Out of the effects identified in the definitions, defacement, disruption, 

denial, degradation, manipulation, damage and destruction are considered as primary effects. 

The amplification of kinetic violence, use of force, potentially lethal effects, major kinetic 

violence, armed attack and casualties are considered as cascading effects.  

It is important to maintain a distinction between cascading effects and objectives. Cascading 

effects are rarely objectives in themselves; political actors seldom seek violence as an end in 

itself. Instead, as articulated in the structural definition model, the application of violence is 

directed towards an objective, which in turn contributes to or achieves a political end. Nor 

does the discourse provide sufficient evidence to conclude that a definition of cyber war must 

include consideration of both primary and cascading effects. Indeed, a considerable majority 

of the definitions encountered include primary, rather than cascading effects, in their 

conception of cyber war or cyber warfare. 

While numerically small, the number of definitions that focus on cascading effects have had 

considerable influence within the discourse. For example, two of the five core definitions 

identified –Rid (2012) and Nye (2011) – emphasise cascading rather than primary effects in 

their definitions. These definitions insist that the primary effect of kinetic destruction creates 

a ‘threshold of violence’ that must be reached before a cyber event can properly be considered 

as cyber war or cyber warfare. In the case of Rid, his insistence on this threshold can be traced 

to his utilisation of Clausewitz’s conception of war, namely as something that is essentially 

violent. The mantra that violence is a necessary condition of cyber war and cyber warfare is 

also found in the works of Dinstein (2013), Stone (2013) and Lewis (2011). When considered 

against the entirety of the discourse, however, these are minority opinions. Accordingly, it is 

proposed that primary effects form the basis for the foundational definitional component of 

the Effect(s) spectrum. Due to the prevalence with which they are encountered in the 

definitions (as shown in Table 17), it is argued that the most appropriate effects to represent 
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the foundational definitional component are disruption, manipulation, degradation and 

destruction.  

Importantly, definitions that do not directly reference cascading effects do not exclude 

cascading effects, such as major kinetic violence, from their scope. Disruption, manipulation, 

degradation and destruction can cause or amplify major kinetic violence when applied to a 

susceptible target under the right conditions. In consideration, however, of the influence of 

dissenting opinion, it is recognised that there is inter-definitional conflict within the Effect(s) 

spectrum regarding whether the effects of cyber war or cyber warfare must be equivalent to 

major kinetic violence. 

Definitional Spectrum: ‘Target’ 

Target was another commonly utilised component of the structural definition model. Like 

Effect(s), it was encountered in 29 out of 43 definitions. Several definitions identified multiple 

targets; a consolidated list of the targets specified in the explicit definitions encountered in the 

sample is shown in Table 18. 

Table 18. Targets Identified in Definitions of Cyber War and Cyber Warfare  

Target Number of Times Mentioned in Definitions 

Computers & Computer Networks 31 

Information 14 

Information Based 
Processes/Systems 6 

Military Targets 5 

Infrastructure 4 

Communication Systems 2 

Cyber Controlled Objects 1 

 
 

The dominant targets identified were: 

 Computers and computer networks; 

 Information, information based processes and systems; 
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 Military targets and infrastructure.  

These targets can be rationalised into three categories:  

 Information;  

 Information based systems and processes; and  

 Cyber controlled objects.  

Information based systems and processes are considered an appropriate parent category for 

computers, computer networks and computer systems. These objects are all constituted 

through an interaction of the virtual (information) with the physical (hardware). Considering 

the potential reach of cyber effects, sole reference to computers and computer networks is 

regarded as unnecessarily restrictive in the consideration of targets of cyber war and cyber 

warfare. The category of cyber-controlled objects has similar utility, it is sufficiently 

expansive to encompass the wide array of potential targets, including but not limited to critical 

infrastructure and military hardware.  

Based on this analysis, the organising principle for the definitional spectrum of Target is the 

degree of physicality that a target possesses. This is illustrated in Figure 8. On the far end of 

the spectrum is information, which in the cyber realm is purely virtual. The mid-point of the 

spectrum is information-based systems and processes, comprising both virtual information 

and physical hardware. The far end of the spectrum is cyber controlled objects – objects in the 

kinetic domain controlled by cyber means. 

 

Figure 8. Definitional spectrum – ‘Targets’ 
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In alignment with Figure 8, the foundational definitional component for the Target spectrum 

is information, information based systems and processes, and cyber-controlled objects. This 

judgement is based on the ability of these categories to represent all of the individual targets 

specified in the encountered definitions. Thus, there is no inter-definitional conflict within the 

Target definitional spectrum. 

 Definitional Spectrum: Objective 

Less than half of the encountered definitions specified objectives in their articulation of cyber 

war or cyber warfare. Out of those 21 definitions, however, the majority listed multiple 

objectives towards which cyber war or cyber warfare activities could be orientated. A 

consolidated list of the objectives specified in the explicit definitions encountered in the 

sample is captured in Table 19. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



75 
 

Table 19. Objectives Identified in Definitions of Cyber War and Cyber Warfare 

Objective Number of Times Mentioned in Definitions 
Achieve tactical and strategic effect 1 

Affect adversary will 1 

Defend networks 4 

Deny freedom of movement in cyberspace 1 

Detect, deny, deter, defeat enemies 1 

Deter information attacks 1 

Disrupt communications 1 

Disrupt infrastructure 1 

Disrupt offensive capability 1 

Enable operations 1 

Frame actor 1 

Further combat performance 1 

Information superiority 3 

Intelligence 2 

Instrumental objective 1 

Military defence 1 

Prevent aggression 1 

Reduce enemy defensive capability 2 

Support defensive military strategy 1 

Support offensive military strategy 2 

Take control of enemy resources 1 

Unspecified military objectives 1 
 
What is first evident is the number and extent of the identified targets. There are objectives 

that are limited to a combination of effects and targets – for example disrupt communications 

or defend networks. More important is the scope of the identified objectives; objectives such 

as the support of offensive or defensive military strategy, enabling operations or achieving 

information superiority have the potential to encompass a vast number of interrelated sub-

objectives. Moreover, many of the identified objectives, depending on context and application, 

are understood by the author to operate across the multiple levels of war i.e. strategic, 

operational and tactical. This phenomenon is represented in Table 20, with a preliminary 

interpretation of which levels of war the identified objectives are most closely linked with.  



76 
 

Table 20. Cyber War and Cyber Warfare Objectives Related to Levels of War8 

 
This suggests that the Objective spectrum is organised according to the level of warfare – 

whether an objective is most appropriately categorised as a tactical, operational or strategic. 

This is illustrated in Figure 9. 

                                                      
8 The analysis has been conducted on the basis that, while any tactical or operational action may be 
linked to strategic intent, many tactical and operational actions are not inherently strategic and should 
not be identified as such. 

Objective Tactical Operational Strategic 

Achieve tactical and strategic effect    

Affect adversary will    

Defend networks    

Deny freedom of movement in cyberspace    

Detect, deny, deter, defeat enemies    

Deter information attacks    

Disrupt communications    

Disrupt infrastructure    

Disrupt offensive capability    

Enable operations    

Frame actor    

Further combat performance    

Information superiority    

Intelligence    

Instrumental objective    

Military defence    

Prevent aggression    

Reduce enemy defensive capability    

Support defensive military strategy    

Support offensive military strategy    

Take control of enemy resources    
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Figure 9: Definitional spectrum – ‘Objective’ 

 

While objectives can function across multiple levels, empirical examples of the objectives of 

cyber war or cyber warfare will be subject to an additional level of specificity, allowing better 

categorisation as a tactical, operational or strategic objective. Thus, categorising objectives 

according to whether they are tactical, operational or strategic is both representative of the 

discourse and provides sufficient explanative flexibility to encompass the wide array of 

objectives sought in cyber war or cyber warfare. Accordingly, the foundational definitional 

component for the Objective spectrum is tactical, operational and strategic objectives. As 

these concepts are sufficiently broad to encompass all of the objectives encountered in the 

definitions, there is no inter-definitional conflict within the Objective definitional spectrum. 

Definitional Spectrum: Target Actor 

Expectedly, the definitional spectrum for Target Actor is similar to that of (initiating) Actor. 

All the definitions included in this component identified some form of political agent as a 

target actor, with nation state as the dominant response. A list of the target actors specified in 

explicit definitions encountered in the sample is presented in Table 21. 
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Table 21. Target Actors Identified in Definitions of Cyber War and Cyber Warfare 

Target Actor Number of Definitions 

Actor with a command structure and political or military 
goals 1 

Nation states 7 

Nation state and non-state actors 1 

Unspecified adversary 1 

Political actors 2 

Unspecified 31 

Total 43 
 
Based on analysis of this information and its correspondence with the (initiating) Actor 

spectrum, the definitional spectrum for Target Actor is organised according to the power and 

cohesiveness of the political actor, as shown in Figure 10. 

 

Figure 10. Definitional Spectrum – ‘Target Actor’ 

 

Furthermore, as per the (initiating) Actor spectrum, the foundational definitional component 

for the Target Actor spectrum is political actor. It is relevant, however, to note that there were 

noticeably fewer definitions specifying a Target Actor (11/43) than there were definitions 

specifying an (initiating) Actor (18/43), and less than one third of the definitions specified a 

Target Actor. In addition, as per the analysis of the (initiating) Actor spectrum, there was a 

prevalence of definitions that maintained that the Target Actor must be a nation state. 

Accordingly, there is inter-definitional conflict within the Target Actor definitional spectrum 

regarding both these points. 
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Definitional Spectrum: Political End 

The final component of the structural definitional model is Political End. This was the second 

least utilised component, with 13 out of 43 definitions specifying it in their conception of 

cyber war or cyber warfare. The Political Ends specified in the explicit definitions encountered 

in the sample are presented in Table 22. 

Table 22. Political Ends Identified in Definitions of Cyber War and Cyber Warfare 

Political End Number of Definitions 

Achieve desired end 1 

Achieve political gain 1 

Change or preserve a political status quo 1 

Extract political concessions 1 

Fulfil national will 1 

Further social, ideological, religious, political or similar 
objectives 1 

Unspecified political end 7 

No political end specified 30 

Total 43 

  

All the definitions specifying this component used slight lexical variations of the concept of 

political end. This leads to the conclusion that the specification of a specific political end is 

not relevant in a definition of cyber war or cyber warfare. Rather, what is important in the 

definition is the presence or absence of a non-specific political end towards which the cyber 

war or cyber warfare is orientated.  

Therefore, no organising principle was identified for the definitional spectrum of Political End. 

All the definitions encountered specified variations, rather than progressions of the concept of 

political end. Following this observation to its conclusion, the foundational definitional 

component of the Political End spectrum can be represented by any articulation of the concept 

of political end. To align with the structural definition model, political end is proposed as a 

suitable term. However, as less than one third of the definitions specified a Political End, there 
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is inter-definitional conflict within the spectrum as to whether Political End is an essential 

component of a definition of cyber war or cyber warfare.  

A Foundational Definition 

The results of the analysis of all the definitional spectrums can now be presented in Table 23. 

Table 23. Summary of Analysis – Definitional Spectrums 

Structural Model 
Component 

Foundational Definitional 
Component Inter-Definitional Conflict 

Actor Political Actor - Whether Actor must be 
nation state 

Means Cyber Means - No significant conflict 

Intent Coercive - Inclusion of defensive and 
exploitive intent 

Effect Disrupt, manipulate, degrade, 
destroy 

- Effect must be equivalent to 
major kinetic violence 

Target Information, information based 
processes, cyber controlled objects - No significant conflict 

Objective Tactical, operational, strategic - No significant conflict 

Target Actor Political Actor 

- Target Actor as a necessary 
component of a definition. 

- Whether Target Actor must 
be nation state 

Political End Political End - Political end as a necessary 
component of a definition. 

 

 
The analysis of the definitional spectrums allows the presentation of a foundational definition 

of cyber war and cyber warfare, comprising the foundational definitional components 

identified above. This definition is as follows: 

Cyber war or cyber warfare is initiated by a political actor using cyber means with a coercive 

intent through the disruption, manipulation, degradation or destruction of information, 

information based systems and processes, or cyber controlled objects to achieve tactical, 

operational or strategic objectives against a political actor in order to achieve a political end. 
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In part this definition is considered foundational in that it both represents and is consistent 

with the majority opinion of cyber war and cyber warfare definitions present in the discourse. 

Equally, its ability to also act as a foundational definition is provided through its adherence to 

the structural form of Actor, Means, Intent, Effect, Target, Objective, Target Actor, Political 

End and the componentised comparative analysis this structure allows. It is this component-

by-component analysis that allows the points of conflict between the definitions to be 

articulated. The identification of these points of contention – whether actors must be nation 

states; whether exploitive and defensive intent fall within the scope of cyber war or cyber 

warfare; whether effects must have results comparable to major kinetic violence; and whether 

target actors and political ends are necessary components of definitions – are crucial. It is 

when both these outputs are considered together that the definition truly becomes foundational, 

in that the implications for policy, doctrine and strategy arising from both majority and 

dissenting perspectives can be captured and analysed.  

Conclusions 

Based on the consistency with which the five core definitions identified in Chapter Four can 

be applied to a hypothetical cyber event, a structural definition model of definitions of cyber 

war and cyber warfare was created. The applicability of the model to definitions encountered 

in the discourse was evidenced by quantitative analysis demonstrating how the components 

of the model are broadly and consistently used in the explicit definitions of cyber war and 

cyber warfare identified in the sample. The utility of the model was demonstrated by its ability 

to allow for the identification and analysis of definitional spectrums for each component of 

the structural definition model. This enabled comparative analysis between the explicit 

definitions encountered in the sample at a structural level. This analysis identified a 

foundational definition of cyber war and cyber warfare, presented as a comprehensive, 

reconciliatory definition which best represents the discourse. Importantly, it also allowed the 

author to identify areas where inconsistency between the definitions is most evident. Full 
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consideration of the implications and applications of the output of the structural definition 

model are presented in Chapter Six: Structural Definitions – Applications and Future Research. 



83 
 

Chapter Six: Structural Definitions – Applications and Future 
Research 

 

In Chapter Five, the author constructed a structural definition model and used it as a basis to 

conduct comparative analysis of the components which comprise definitions of cyber war and 

cyber warfare. The key outputs from this process were the identification of definitional 

spectrums for each structural component, the construction of a foundational definition of cyber 

warfare, along with the identification of those components where there is ‘inter-definitional 

conflict’ - significant disagreement between definitions. Together, these outputs are a 

representation of the discourse of cyber war and cyber warfare. A schematic representation is 

provided overleaf in Figure 11. 
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Figure 11. The discourse of cyber war and cyber warfare definitions 
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In Figure 11 the underlying structure common to the definitions across the discourse is 

demonstrated by the top row, which sets out each constitutive component of the structural 

definition model. A summary of each definitional spectrum is also presented, which allows a 

researcher to better understand the range of responses encountered in the definitions under 

each component of the structural definition model. A consolidated list of values encountered 

in the definitions is presented for each spectrum, along with the identification of areas where 

the inter-definitional disagreement is strongest (dark shaded areas). As detailed in Chapter 

Five, this information provides the basis for a foundational definition of cyber war and cyber 

warfare. The foundational definition, along with its relation to the structural definition model, 

is presented overleaf in Figure 12. 
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Figure 12. Illustration of the foundational definition of cyber war and cyber warfare 
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Applications 
 

The output of the analysis conducted in Chapter Five (illustrated in Figures 11 and 12) has 

several immediate applications. One such application is the construction of a discourse-driven 

taxonomy of definitions of cyber war and cyber warfare. Another application is to act as a 

basis for the formulation of alternative definitions, which either emerge in response to new 

developments, or are tailored to represent the perspective or interests of a particular actor. 

Alternative definitions constructed in this manner may vary from the foundational definition 

offered above, but will possess the same underlying structural components. This not only 

allows for more effective comparative analysis between definitions, but provides the basis for 

future reconciliation in the discourse. This reconciliation may be provided for by the nature of 

the structural definition model; its ultimate concern is with the structural components of the 

definitions; thus, it retains its integrity even if the values that represent each structural 

component change. This provides the model with the potential to retain its utility even if the 

discourse of cyber war and cyber warfare definitions changes substantially. A more detailed 

consideration of each of these applications is presented below. 

A Discourse Taxonomy 

To the best of the author’s knowledge, a taxonomy of definitions of cyber war and cyber 

warfare has yet to be created. Such a taxonomy can provide a means to conceptualise the 

characteristics of the definitions of cyber war and cyber warfare, as well as to contextualise 

individual definitions. By repurposing the results of the analysis supporting the structural 

definition model, the foundations of such a taxonomy can be created. Like the foundational 

definition of cyber war and cyber warfare, a discourse-driven taxonomy of cyber war and 

cyber warfare definitions is constructed through comparative analysis of the explicit 

definitions encountered in the sample, considered through the lens of the definitional 

components of the structural definition model. An initial discourse taxonomy of cyber war 

and cyber warfare definitions is presented overleaf in Figures 13 and 14. 
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Figure 13. Taxonomy of cyber war and cyber warfare definitions – part one 
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Figure 14. Taxonomy of cyber war and cyber warfare definitions – part two 
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Working horizontally along the model it is possible to contextualise a particular definition 

within the discourse by identifying which components of the taxonomy it features. It also 

provides another means of viewing the definitional spectrums associated with the structural 

definition model; instead of being represented on a continuum, spectrums are now represented 

by category. The categories were created based on the collective analysis of the explicit 

definitions according to the structural definition model, and present information extracted 

directly from the text of the relevant definitions. The taxonomy is presented as foundational, 

rather than complete. More nuance and complexity is possible through a more in-depth 

examination and analysis of the definitions that form its basis, as well as by incorporating any 

definitions and major developments not captured in the sample. However, even at this initial 

stage, the taxonomy provides an alternative visual representation of the structure of and 

relationships between the definitions, as well as how the structural definition model can be 

further applied to increase definitional clarity. 

  
Constructing Definitions 

Based on the analysis conducted in Chapter Five, the author constructed a foundational 

definition of cyber war and cyber warfare, which was presented alongside the key points of 

inter-definitional divergence. However, using the form provided by the structural definition 

model, alternative but structurally consistent definitions can easily be composed. If the 

foundational definition can be considered an inclusive definition, in that it is representative of 

the majority of the discourse, it is possible to form an alternative exclusive definition, which 

captures the highest thresholds that different researchers have assigned to each definitional 

component. Based on the definitions encountered in the sample, an exclusive definition of 

cyber war and cyber warfare is presented in Figure 15. 
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Figure 15. Definition of cyber war and cyber warfare – exclusive 
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The exclusive definition presented above differs from the foundational definition in its 

presentation of Actor, Effect, Objective and Target Actor. In the exclusive definition, each of 

these components is represented by the most exclusive value encountered in the explicit 

definitions. For example, by specifying that Actor and Target Actor must be nation states, the 

definition excludes any cyber aggression perpetrated by or against sub-state groups. Similarly, 

by specifying that Effect must be of a major kinetic violent nature, the definition excludes any 

cyber aggression that does not reach this threshold from the scope of cyber war or cyber 

warfare.  

The exclusive definition presented above demonstrates the ease with which the values that 

represent each structural component can be altered without changing a definition’s underlying 

structure. Indeed, while the current discourse of the definitions of cyber war and cyber warfare 

inspired the model’s construction, it can be utilised without reference to the discourse at all. 

A researcher or practitioner may use the model to create structural components of a definition 

of cyber war or cyber warfare that are a result of their own independent thought, or that are 

representative of the expertise, interests and strategy of a particular actor, political or otherwise.  

This suggests another application of the structural definition model – it can be used by a 

political actor, such as a nation state, to clarify or construct a formal definition which more 

accurately reflects their own doctrine pertaining to cyber war or cyber warfare. For example, 

a state’s cyber doctrine may have a strong focus on military applications of cyber power that 

cause or amplify major kinetic violence against other states. In this situation the Actor and 

Target Actor of that state’s definition of cyber war or cyber warfare would be nation states, 

and the Effect must cause or amplify major kinetic violence. Alternatively, a nation states 

cyber doctrine may have a strong focus on sub state actors and a broader conception of the 

effects that qualify as cyber war. In this case the Actor and Target Actor can include sub-state 

groups, and Effects may encompass disruption, manipulation, and degradation. 
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A related application of the model is a structural comparative analysis of any existing 

definitions of cyber war or cyber warfare represented in the policies of different states. Similar 

to the example above, if the policy of a particular state is to define Actor as a nation state, then 

the scope of their response to cyber war and cyber warfare is likely to differ considerably from 

a state whose specification of Actor includes sub-state groups. Furthermore, if a state does not 

have a formal definition of cyber war or warfare, then it is possible for an outside party to use 

the structural definition model to retroactively construct a definition that represents the 

relevant actions and policy of that state. This would be achieved through analysis of the actions 

taken by a state, a published policy, relevant investments, and consideration of the 

organisation and structure of relevant state agencies. 

The United States provides a useful example. The Actor is a nation state – in this case the 

United States via the DoD. From analysis of relevant material, such as the DoD Cyber Strategy, 

and Joint Publication 12-R, Cyber Operations, we can deduce that a Target Actor may be a 

sub-state actor as well as a nation state. We can also determine that Intent can be coercive, 

defensive or exploitive (DoD, 2013). This is a limited analysis conducted to demonstrate a 

potential application of the structural definition model; however, it is proposed that a more in-

depth application of this analytical method may generate information that will make a valuable 

contribution to the discourse. 

Reconciling the Discourse 

The section above explored ways in which the structural definition model can be used to 

construct new definitions. Reflecting on the research presented in this thesis regarding the 

analytical confusion caused by a multitude of inconsistent definitions, one may question 

whether new definitions are necessary or beneficial. It must be recognised, however, that like 

the discourse, definitions are not immutable. In coming years, the discourse of the definitions 

of cyber war and cyber warfare is likely to expand rather than contract, particularly as new 

cyber events occur that challenge our understanding of what cyber war or cyber warfare should 

signify. It is proposed, however, that the structural definition model will retain its utility with 



94 
 

the emergence of new definitions. Due to the ease with which the components of the model 

can be adjusted to represent new values, the structural definition model can be used to 

interrogate new definitions and link them back to the original discourse. This provides a means 

to quickly determine whether a recently coined definition is novel, or whether it is simply a 

reformulation of existing definitions. When new definitions of value do emerge, the model 

can be used to identify precisely how new thought challenges or refines the established 

definitional components of Actor, Means, Intent, Effect, Target, Objective, Target Actor and 

Political End. In some cases this could result in an alteration of the foundational definition of 

cyber war and cyber warfare presented in this thesis. For example, if a sufficiently large weight 

of new definitions emerges – perhaps in response to a major cyber event – that specify that 

Effect must cause major kinetic violence, then it would be appropriate to update the 

foundational definition to reflect this evolution of thought.  

These potential applications underscore the value of the structural definition model as a 

reconciliatory tool. By providing a structural basis for new research to be reconciled with the 

existing discourse, the model indicates that, despite the conflict between them, current and 

future definitions can share a common foundation. If the commonality between the definitions 

can be emphasised, then points of conflict and the implications associated with them can be 

better understood. Having a consistent way to both represent and analyse these points of 

commonality and conflict can do much to aid the clarity with which the terms cyber war and 

cyber warfare are understood and used. By providing a consistent, structural basis for this 

presentation and analysis, the structural definition model provides a means to substantially 

increase the analytical specificity with which the terms cyber war and cyber warfare are used.  

Future Research and Applications 

The findings presented in this thesis suggest that the pursuit of several adjacent threads of 

research may yield beneficial outcomes. One approach would be to repeat the research process 

six months to one year after the occurrence of a major cyber event and to simultaneously 

increase the size of the sample. The sample could be broadened in its entirety by adding 
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sources such as published texts and relevant theses and dissertations. Alternatively, the sample 

could be broadened by using more expansive search terms such as ‘cyber weapons’, ‘cyber 

attack’ and ‘cyber military’, as well as searching on alternative academic search engines.  

Using the results of this study as a starting point, such research could identify any shifts in the 

discourse that occurred since the publication of this thesis. Such shifts could be evidenced by 

the emergence of new influential definitions, a decline or increase in the relevance of a 

particular discipline, or in changes to the foundational definitional of cyber war and cyber 

warfare. It would also allow one of the findings of this study to be tested – that the volume of 

relevant publications will increase in response to a major cyber event. This approach would 

be strengthened by establishing a benchmark, or series of benchmarks over time. This would 

provide a baseline that will assist in clearly demonstrating the degree of change in the 

discourse. 

An alternative approach may be to conduct targeted research that seeks to identify more 

definitions of cyber war and cyber warfare for analysis via the structural definition model. If 

enough new definitions can be identified then the key outputs of the model – the foundational 

definition and the key areas of inter-definitional conflict – may shift. Alternatively, the 

structural definition model may be used as a basis to consider how related terms such as ‘cyber 

attack’ and ‘cyber aggression’ are parsed by the model, identifying commonality and 

divergence in an effort to map the relationship of these terms, as they are used in the discourse, 

to cyber war and cyber warfare.  

It may also be of benefit to analyse the context in which different definitions are offered. An 

examination of context as a variable may offer insight into both the purpose of definitions and 

the intent that led to a definition’s construction. Consideration of context, intent and purpose 

may be especially valuable to attempts to resolve the major inconsistencies between 

definitions. For example, it may be the case that major instances of divergences between 

definitions can be partially explained by the purpose of the organisation or individual 

proposing a particular definition. 
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As alluded to in the discussion on applications, the structural definition model can also be 

used to construct definitions based on the actions and policy of states and political actors, 

rather than on the discourse. In-depth analysis of relevant policy, action, investment and 

organisational responsibility across a number of different political actors may allow 

alternative definitions to be created that are based on the political and military strategy of 

major political actors, rather than on academic publications. 

Of particular interest to the author is research that provides a basis for a formal delineation of 

meaning between cyber war and cyber warfare. The application of discourse analysis in this 

thesis has proven insufficient to do so, but it may be the case that analysis over a broader 

sample may provide more promising results. A second area that the author believes would be 

particularly relevant would be focused analysis on the areas where inter-definitional 

divergence is greatest, such as is the case of the definitional components of Actor, Target 

Actor and Effect. This would involve focused analysis on the implications of each 

representation of these components on the theory, policy and the scope of the cyber war and 

cyber warfare enquiry. Findings from such analysis may present valuable opportunities for 

these inconsistencies to be resolved, or reduced. At the very least, understanding the 

theoretical and practical implications of these definitional inconsistencies would be valuable 

in itself. 

Conclusions 

This chapter considered several potential applications of the structural definition model and 

its key outputs – the foundational definition of cyber war and cyber warfare and the areas of 

greatest inter-definitional divergence. One such application was the construction of a 

discourse-driven taxonomy of cyber war and cyber warfare definitions. While the taxonomy 

is nascent, it allows researchers to grasp all of the permutations of definitions present in the 

current discourse in a single visual presentation. Further applications have been demonstrated 

through the ability of the structural definition model to be used as a basis to construct new 

definitions that are representative of the interests and actions of a political actor.  
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While these definitions may vary in their representation of the definitional components, they 

will retain structural consistency with any other definition that was analysed according to the 

parameters of the structural definition model. In addition, through comparative structural 

analysis, the model provides the means for new definitions to be measured against the existing 

discourse, and their points of commonality and conflict to be clearly articulated. This 

highlights the reconciliatory nature of the model; it provides a structure for a unified 

understanding of current definitions, while simultaneously providing the means for new 

definitions to be enfolded into the current discourse. Importantly, in doing so it provides a 

structured process by which definitions, and the surrounding discourse, can evolve in response 

to insightful research or new developments. 

Based on the findings of this thesis, this chapter also identified opportunities for future 

research. These include repeating this research after a major international cyber event, in an 

attempt to see how the discourse has shifted. Alternative research proposals could focus on 

further application of the structural definition model; either through analysis of more relevant 

definitions, consideration of ancillary terms, or construction of definitions based on the policy 

and actions of political actors rather than on the discourse. Additional opportunities for 

research also include efforts to definitively clarify the distinction between cyber war and cyber 

warfare, and focused analysis of the implications and possibilities for reconciliation arising 

from the areas of greatest inter-definitional conflict. 
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Conclusion 
 

Definitions do matter. In emergent fields of study, such as that arising from the application of 

military power to the cyber realm, they become vital. Definitions form a foundation for 

consistent understanding and interpretation of events. They allow for consistency in the 

articulation of research, policy and objectives. As political actors shape doctrine and policy in 

response to the evolving geopolitical implications of cyber conflict, definitions become crucial. 

Currently, however, a multitude of inconsistent definitions of cyber war and cyber warfare 

exist, most of which have exerted limited influence. The differences between these definitions 

are considerable, and the relationships between them have been poorly explored. The result is 

a discourse in conflict, built upon definitions that have reduced analytical utility due to the 

inconsistencies created by definitional proliferation. 

The research in this thesis sought to bring a measure of clarity to the discourse of cyber war 

and cyber warfare definitions. It established that the most commonly occurring characteristics 

of definitions of cyber war and cyber warfare are that they specify a means through which 

cyber war or cyber warfare is conducted, an intent with which an action in cyber war or cyber 

warfare is conducted, an effect that is caused against a target, and the identification of a target 

against which the effects are sought. It has further established that the academic disciplines 

that have contributed the greatest number of definitions of cyber war and cyber warfare are 

law, ICT, military studies, strategic studies and security studies. This, in turn, has underscored 

the inter-disciplinary nature of the discourse. 

Despite the intent of the author, the discourse, as evidenced in the sample, did not provide an 

evidentiary basis to distinguish between definitions of cyber war and cyber warfare. However, 

historical patterns of how definitions have emerged over time have become apparent. Analysis 

of the sample selected for this study showed a discourse that emerged in 1993, yet remained 

on the margins of academic debate for nearly 15 years. The discourse then rapidly grew in a 

manner that correlates with the occurrence of major international cyber conflict events, but 
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has since waned. Over this period, comparatively influential definitions of cyber war and cyber 

warfare have emerged. When academic citation count and originality of content are considered, 

these definitions are those presented by Clarke and Knake (2011), Arquilla and Ronfeldt 

(1993), Rid (2012), the U.S. DoD (2010), Schaap (2009) and Nye (2011).  

The nature of the relationships between divergent definitions was demonstrated through a 

hierarchy of the definitions. This hierarchy is based on the five influential definitions set out 

above, each of which articulate components of a cyber war or cyber warfare definition that 

forms the basis for the majority of the definitions in the discourse. The definitions can 

therefore be interpreted as representative of a definitional category, with each category 

constituted from a core definition. However, the definitions may also be the result of 

interaction between two core definitions, thus being derived from a relationship between 

certain core definitions.  

Alternatively, the relationships between definitions can be understood through comparative 

analysis of their structural components. This is achieved by analysing the definitions 

according to the structural definition model. By identifying which definitional components a 

definition specifies, it is possible to determine its structural relationship to other definitions. 

Definitions that specify an equal number of definitional components can be understood to 

have a relationship characterised by a high degree of structural consistency, while definitions 

that have considerable divergence in definitional components have a relationship characterised 

by structural inconsistency. 

The structural definition model also provides the means to identify the key points of 

inconsistency between definitions. These points of inter-definitional inconsistency are:  

 Whether an actor initiating cyber war or cyber warfare has to be a nation state;  

 Whether the intent of cyber war or cyber warfare needs to be coercive, or whether it 

can be defensive or exploitive;  

 Whether cyber war or cyber warfare must cause major kinetic violence;  
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 Whether the target actor against whom cyber war is conducted must be a nation state; 

 Whether a target actor is a necessary component of the definition of cyber war or 

cyber warfare; and  

 Whether the identification of a political end is a necessary component of a definition 

of cyber war or cyber warfare.  

The number and extent of the inconsistencies between definitions precludes an immediate and 

complete reconciliation between the definitions presented in this thesis. However, partial 

reconciliation is possible when the disagreements set out above are considered in conjunction 

with the structural definition model and the foundational definition of cyber war and cyber 

warfare. The foundational definition is envisaged as a comprehensive and reconciliatory 

definition, which best represents the discourse at the time of research. It is unifying, but not 

fixed. Due to the flexibility of the structural definition model, the foundational definition has 

the ability to encompass and enfold the evolution of the discourse and the inevitable changes 

that will occur as understandings of cyber war are challenged by new perspectives introduced 

by future research and events.  

The particular flexibility and utility of the structural definition model was further evidenced 

by its immediate applications. Examples include the foundation of a discourse-driven 

taxonomy of definitions of cyber war and cyber warfare and the adaption of the model to 

construct alternative definitions. These alternative definitions can represent the interests of a 

particular actor, or the perspective of new research, but are nonetheless structurally consistent 

with the existing definitions.  

This is indicative of the power of the structural definition model as a tool of discourse 

reconciliation. It provides a structural basis for new research to be reconciled with the existing 

discourse, suggesting that despite the inconsistency between them, divergent definitions can 

share a common foundation. If the commonality between definitions can be accentuated, then 

the inconsistencies between them – and the implications of these inconsistencies – can be 

addressed. Consistent representations and analysis of these points of commonality and 
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disagreement can do much to aid the analytic clarity with which the terms cyber war and cyber 

warfare are used.   

As a result of this thesis, several promising avenues for future research have been identified. 

Similar research could be repeated with an expanded sample size after a major international 

cyber event, to evaluate any shifts in the discourse. Alternative research proposals could focus 

on further application of the structural definition model; either through analysis of further 

definitions, consideration of related terms, or construction of definitions based on the policy 

and actions of political actors rather than on the discourse. Further opportunities for research 

include efforts to definitively clarify the distinction between cyber war and cyber warfare, as 

well as focused analysis of the implications and possibilities for reconciliation arising from 

the areas of greatest inter-definitional disagreement. 

This thesis began with a consideration of the fragmented nature of the discourse surrounding 

definitions of cyber war and cyber warfare. While this is a characteristic of the current state 

of the discourse, this thesis has shown that through the application of the correct analytical 

tools, an underlying consistency between the structure of definitions can be identified. This 

common structure indicates that, in many cases, the divergence between the definitions is not 

as great as may be evidenced by surface-level analysis. Rather, through deeper analysis of the 

structural components of the definitions, opportunities to clarify and partially resolve inter-

definitional inconsistency can be made apparent. This thesis thus concludes on an optimistic 

note; by first emphasising the consistency between the definitions, then focusing the analysis 

on reconciling the areas of disagreement that remain, dominant, functional definitions of cyber 

war and cyber warfare may soon become apparent. 
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