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“I straight up criminalized myself on messenger”: law enforcement risk 
management among people who buy and sell drugs on social media

Robin van der Sanden, Chris Wilkins  and Marta Rychert 

SHORE & Whāriki Research Centre, College of Health, Massey University, New Zealand

ABSTRACT
Background and Aim: Social media drug markets are likely to present people participating in these 
spaces with new vulnerabilities to law enforcement. There is currently limited research on how 
people perceive and manage the risk of exposure to law enforcement in social media drug markets. 
This is particularly notable considering widespread practices of user data collection and the 
normalization of surveillance as part of social media engagement.
Methods:   We present a thematic analysis of data from anonymous online interviews with people 
who buy and sell drugs (N = 33) via social media and messaging apps in New Zealand. We use the 
concept of “imagined surveillance” to explore how participants adapted existing understandings of 
online surveillance to online risk management strategies to avoid police.
Findings: Most participants reported low concern for exposure to law enforcement while using social 
media and messaging apps for drug trading. Nevertheless, almost all participants took active risk 
management measures. Examples of strategies used included limiting the accumulation of evidence 
via self-deleting messages or arranging drug trades using code language. Participants often also 
reported low concern for their digital trace data to be accessed by police.
Conclusions:  Navigating law enforcement risk in social media drug markets is likely to be informed 
and shaped by more general perceptions of digital privacy risk and related management strategies, 
particularly in more normalized drug market contexts. The potential for broader and unexpected 
consequences to result from the use of drug-related digital trace data across public and private 
contexts is discussed.

Introduction

Social media and app-facilitated drug markets increasingly pro-
vide easily accessible, local pathways to buy and sell illegal 
drugs (Demant et al., 2019; Moyle et al., 2019). Social media can 
be defined as online platforms or services which facilitate net-
worked connection, interaction and collaboration between peo-
ple, groups, and organizations through the medium of easily 
accessed user-generated content (McCay-Peet & Quan-Haase, 
2016). This definition can be expanded to include encrypted 
messaging platforms such as Wickr, Signal, and Telegram, based 
on their respective platform features.

Existing findings indicate that social media drug markets are 
likely to be most often used by young people to buy and sell 
small amounts of drug types like cannabis and MDMA (Oksanen 
et  al., 2021; van der Sanden et  al., 2021). As such, a high 
degree of normalization around recreational drug use, particu-
larly cannabis, has been highlighted as a facilitator of the 
uptake of social media for drug procurement (Demant & 
Bakken, 2019), and has been reported in relation to other 
types of surface web drug-purchasing websites (Childs et  al., 
2022). As part of perceptions of certain forms of drug use as 

“normal,” and the techniques of “neutralization” (Sykes & Matza, 
1957) employed by both buyers and sellers, risk perceptions 
around the purchasing and supply of drugs may also be lower 
(Coomber et  al., 2016). For example, Childs et  al. (2022) found 
buyers using the website LeafedOut to buy cannabis in Australia 
were largely unworried about law enforcement, based on a 
belief that police were “not interested” in cannabis offenses 
and due to the small size of most transactions.

Despite evidence that social media drug trades may often 
be viewed as low-risk, there is currently little research explor-
ing how participants in these markets perceive vulnerability 
to police as part of social media drug trading, and what strat-
egies they employ to prevent detection by police. Both Moyle 
et  al. (2019), and Childs et  al. (2022) emphasize the impor-
tance of digital trace data “trails,” including messages, photos, 
and additional data sources, to perceptions of law enforce-
ment risk among buyers and sellers. Though Moyle et  al. 
(2019) found that being caught by the police because of dig-
ital trace data was not a primary concern among respon-
dents, they also found considerable differences in how 
respondents perceived themselves to be vulnerable to police 
on social media. Notably, respondents were at times 
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uncertain of whether or how they might be at risk of getting 
caught, suggesting they “couldn’t be sure they were not 
being monitored” (Moyle et  al., 2019, p. 108). Additionally, a 
recent paper from Bakken et  al. (2022) exploring digital capi-
tal in social media drug selling demonstrated that sellers’ dig-
ital risk management strategies often involve subjective 
perceptions of what constitutes digital security from law 
enforcement and may draw on factors beyond platform secu-
rity features. These findings indicate the complexity of under-
standing and navigating law enforcement risk and digital 
security as part of social media drug trading. Further investi-
gation of these risk perceptions and related risk management 
behaviors is important given the widespread awareness of 
social media surveillance by governmental institutions and 
the challenges of maintaining individual privacy in these 
spaces (e.g. Acquisti et  al., 2015; Lyon, 2018). These broader 
factors are likely to play a substantial role in influencing how 
buyers and sellers in social media drug markets perceive law 
enforcement risk and their resulting risk management behav-
iors but have yet to be explored by researchers.

This paper contributes to existing understandings of how 
social media and messaging apps are navigated for drug trad-
ing purposes by demonstrating how perceptions of vulnerabil-
ity to law enforcement and resulting social media risk 
management practices may be shaped by people’s under-
standings of digital privacy and surveillance more generally. To 
illustrate this relationship, we explore these perceptions and 
behaviors in the context of social media drug trading charac-
terized by substantial normalization, and therefore 
self-expressed low-risk perceptions around police. We acknowl-
edge that explorations of law enforcement risk and risk man-
agement behaviors are often framed in terms of deterrence 
(Gibbs, 1975) or restricted deterrence (Moeller et  al., 2016) 
theories. However, in this paper, we focus on exploring how 
broader understandings of visibility, digital trace data sources, 
and third-party data collection practices influence perceptions 
and inform strategies used to navigate law enforcement risk 
as part of social media drug trading. This focus allows us to 
explore some of the novel challenges that may arise as part 
of embedding drug trading behaviors into a social media con-
text. In particular, the question of how digital trace data gen-
erated as part of social media drug trading may challenge 
‘traditional’ links between being physically caught by police 
and the disadvantaging and harmful effects associated with 
having a criminal record (e.g. Uggen et  al., 2014).

Background

Data persistence, divergent platform features and 
“imagined surveillance”

In this paper, we consider two interrelated characteristics of 
the social media environment as important factors in shaping 
buyers’ and sellers’ perceptions of and attempts to manage 
their risk of exposure to law enforcement: data persistence 
(Mayer-Schönberger, 2011), and “imagined audience” (Litt, 
2012). Data persistence refers to the potential for online con-
tent, such as videos, messages, and photos to remain search-
able and accessible online overtime (Boyd, 2014; Koops, 

2011). Many contemporary social media platforms provide 
the capability to post temporary content (e.g. “stories” on 
Facebook, Instagram, or send disappearing messages on 
Snapchat), and most messaging platforms enable the use of 
message-timers to prevent the accumulation of chat logs 
over time. Additionally, end-to-end encryption helps to ensure 
that messages and content which are not automatically 
deleted are protected from snooping by third parties like the 
police (Endeley, 2018). These inbuilt features have been iden-
tified as important factors underpinning people’s preference 
for social media drug trading (Moyle et  al., 2019).

Existing research on social media drug trading highlights 
the practice of using different platforms for different parts of 
a drug transaction as a method used by sellers to maintain 
greater security from law enforcement (Bakken & Demant, 
2019). Often this practice involves using multiple platforms to 
ensure that the most sensitive stage of the transaction is 
organized on a platform where messages are automatically 
deleted and/or end-to-end encrypted (Bakken & Demant, 
2019; Childs et  al., 2022; Demant et  al., 2019). End-to-end 
encrypted messaging services such as Wickr have faced broad 
scrutiny for “insulating” drug sellers, among other criminal 
actors because of platform features that enable temporary, 
anonymous communication (Christou, 2018; Silva, 2015).

Though social media offer their drug market participants a 
diversity of security features which can be combined to pro-
tect them from the police, similar platform features and func-
tions can mask small but important differences across apps 
(Versus, 2022; Williams, 2022). This terrain makes it more likely 
that platform users may fail to fully understand how secure a 
given platform is, particularly concerning features such as 
end-to-end encryption (e.g. Abu-Salma et  al., 2017). Indeed, 
Moyle et  al. (2019) have highlighted that people using social 
media and messaging apps for drug trading make erroneous 
assumptions of security based on a faulty understanding of 
platform features. They found this was particularly the case 
around whether platforms end-to-end encrypted user mes-
sages, but also highlighted low awareness around the poten-
tial for self-deleting messages or pictures to be stored via 
third-party apps (Moyle et  al., 2019).

Despite these security enhancements, perceptions of online 
data as permanently accessible often continue to guide peo-
ple’s perceptions of their online security and privacy (Kang 
et  al., 2015). While messages or images may be increasingly 
easy to delete, other stored forms of online data remain avail-
able. For example, metadata such as geolocation tags, time-
stamps on communications, and EXIF data on images provide 
contextual information on users and their interactions. These 
can be used to identify and track users’ activities with consid-
erable accuracy, in lieu of direct access to messages (Newell & 
Tennis, 2014; Perez et  al., 2018; Sarre, 2017).

Data persistence and the dynamic network nature of social 
media greatly challenge people’s ability to control when, 
where, and how content is circulated, and in turn who can 
view or access it (Boyd, 2014; Litt, 2012; Litt & Hargittai, 2016). 
Social media data is easily spread beyond its intended recip-
ients, or alternatively, online data generated by others can 
lead to personal information being shared or publicized irre-
spective of individual action or intent (Boyd, 2007; Marwick & 
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Boyd, 2014). Indeed, examples of people facing professional, 
family, political, and legal consequences resulting from the 
“leakage” of digital information from one context into another 
are increasingly common.

As a result, research findings suggest people have become 
accustomed to managing the potential for continuous surveil-
lance from others on social media (Albrechtslund, 2008; Boyd, 
2007; Marwick, 2012). Duffy and Chan (2019) introduce the con-
cept of “imagined surveillance” to explain how young people are 
increasingly taught to assume their social media presence will 
be scrutinized by others, including family, prospective employ-
ers, and even the police (See also, Lyon, 2017, 2018). They argue 
that “imagined surveillance” results from the consideration of 
two interrelated factors: “imagined audience” and “imagined 
affordances” (Nagy & Neff, 2015). “Imagined audience” describes 
people’s perceptions of who could view their social media pres-
ence, or messages and data, both now and in the future. 
“Imagined affordances” describe how people perceive platform 
features as either making them vulnerable to, or insulating them 
from, online surveillance (Duffy & Chan, 2019). Duffy and Chan 
(2019) suggest that young people actively respond to this con-
tinuously shifting potential for online surveillance by using both 
platform features and social practices to manage the outcomes 
of “imagined surveillance.”

In this paper, we use the concept of “imagined surveil-
lance” to explore how buyers and sellers transacting in social 
media drug markets perceive and respond to the potential 
for exposure to law enforcement. In doing so, we consider 
how people’s more general perceptions of risks around digital 
exposure to others on social media come to inform both 
their perceptions of vulnerability to law enforcement and 
subsequent digital risk management behaviors.

Technology: New opportunities and new vulnerabilities 
for people who buy and sell drugs

The introduction of new digital communication technologies 
such as the mobile phone, and later the internet and smart-
phones, into drug selling practices represents both new 
opportunities to avoid detection by law enforcement, as well 
as new vulnerabilities. For example, the mobile phone facili-
tated greater seller adaptability and flexibility in the face of 
evolving policing strategies, allowing sellers to easily shift to 
secure physical locations for exchanges (Barendregt et  al., 
2006; Fader, 2016; VanNostrand & Tewksbury, 1999). On the 
other hand, this development also paved the way for the 
police practices of wiretapping and requesting text and call 
logs from mobile service providers as a means of gathering 
evidence (Diffie & Landau, 2010).

Darknet markets (otherwise known as cryptomarkets) also 
exhibit a similar trade-off between new opportunities for 
increased anonymity and security, and new vulnerabilities. 
These spaces facilitate anonymous drug transactions with 
participants protected by many different online security fea-
tures such as anonymous accounts, cryptocurrency payment, 
and the marketplace’s location on the un-indexed deep web 
(Aldridge & Décary-Hétu, 2016). However, the need to send 
and receive packages using postal services opens buyers to 
detection if packages are intercepted, leading to a 

proliferation of risk management strategies among buyers 
around “safely” receiving packages (Aldridge & Askew, 2017). 
Additionally, the success of several, increasingly sophisticated 
law enforcement operations and the resulting seizure and 
shutdown of large darknet marketplaces have undermined 
trust in these sites (Décary-Hétu & Giommoni, 2017; 
Ladegaard, 2020). Similarly, recent seizures of encrypted mes-
sages on platforms like SKY ECC (Soudijn et  al., 2022), and the 
ANOM operation (Parkin, 2021) provide indications of evolv-
ing law enforcement capacities relating to encrypted commu-
nications (Greenberg, 2018).

Law enforcement agencies around the world use social 
media for a range of investigative and surveillance purposes 
(Trottier, 2012; Walsh & O’Connor, 2019). Social media compa-
nies generally provide channels through which both U.S.-based 
and international law enforcement agencies can make legal or 
emergency requests for access to user data (e.g. Discord, 2022; 
Meta, 2022d; Snap Inc., 2020). However, any legal requests must 
be made via U.S. courts, which can make this process more 
time-consuming for non-U.S. agencies such as the New Zealand 
Police. Meta’s latest transparency report highlights a steady 
increase in legal requests for user information made by govern-
ment agencies from 2013 onwards. Globally, governmental 
agencies made just under 215,000 requests to Meta for user 
data on more than 360,000 social media accounts in the last six 
months of 2021, of which 73% generated some “usable data” 
(Meta, 2022b). “Usable data” may refer to basic subscriber infor-
mation such as name, duration of platform membership, email 
addresses, data on account activity such as IP addresses, and 
stored account content such as messages, photos, and location 
information. However, as Meta states, they “produce only the 
information that is narrowly tailored to respond to each request” 
(Meta, 2022a).

Public aspects of people’s engagement with social media, 
such as user profiles and information including their social 
networks or tagged photos may be accessed by police as 
part of routine investigations of social media profiles 
(Egawhary, 2019). The seizure of devices such as phones and 
laptops as part of many contemporary police investigations, 
or the requesting of social media credentials and login infor-
mation as part of cooperation with a police investigation (e.g. 
Espiner, 2021; Levin, 2021), can generate access to a person’s 
social media presence. This can make it possible to gather 
significant social media information and data without filing 
legal requests (Arshad et  al., 2019; Egawhary, 2019; Morrison, 
2021). Additionally, police may be able to access social media 
data via third parties, such as data brokers or open-source 
intelligence platforms (Brayne, 2017). This latter point evi-
dences the potential for social media data to be combined 
with other forms of digital trace data and accessed by com-
panies and institutions beyond law enforcement (Brayne, 
2020; Koops, 2011). These developments underscore the 
importance of considering the global data trade (Kitchin, 
2014) in relation to social media drug trading. It may be that 
awareness of user data collection practices by social media 
companies, and the inclusion of these data sources in a 
broader data trade similarly influences how people under-
stand and manage their digital security in relation to drug 
trading.
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The New Zealand drug market context

Drug use patterns in New Zealand have historically been 
shaped by the country’s small population and geographic iso-
lation (Wilkins et  al., 2017). This has meant that imported 
drug types like MDMA, cocaine, and heroin have often been 
of varying availability, potency, and price compared to locally 
grown and manufactured drug types like cannabis and meth-
amphetamine (Wilkins et  al., 2018). The annual Household 
New Zealand Health Survey (NZHS) estimates that past-year 
use of cannabis was 15%, MDMA was 4.3%, hallucinogens 
was 2.5%, and methamphetamine 1.3% in 2022 (Ministry Of 
Health, 2022). This is likely an underestimate of methamphet-
amine use owing to the drug’s embeddedness in many mar-
ginalized, hard-to-reach populations in rural regions (Wilkins, 
Prasad, et al., 2018; Wilkins, Romeo, et al., 2018).

Cannabis use in New Zealand appears normalized among 
younger people (Robertson & Tustin, 2020). Indeed, cannabis 
was most often purchased from social media among 2020 
New Zealand Drug Trends (NZDTS) respondents. Of respon-
dents who had purchased cannabis in the prior six months, 
24% had done so via social media (van der Sanden et  al., 
2021). Most respondents used Facebook (including Messenger) 
to purchase drugs (60%), followed by Snapchat (48%) and 
Instagram (20%) (van der Sanden et  al., 2021). This indicates 
a high proportion of transactions taking place on so-called 
“low security” platforms (van der Sanden et  al., 2022a). The 
development of novel, local social media drug market trends 
has also been documented in New Zealand in the form of 
Discord1 drug servers (van der Sanden et  al., 2022b).

The role played by social media platforms in facilitating 
arrests relating to drugs and other crimes in New Zealand is 
emergent. From June to December 2021, New Zealand agen-
cies made a total of 259 legal requests for user data to Meta 
during this period – the largest number of requests to date 
– of which 82% generated some “usable data” (Meta, 2022c). 
Media reports commonly cite encrypted Wickr messages as 
part of incriminating evidence used to arrest drug traffickers 
or gang-related trials, but also cite simultaneous intercepting 
of voice calls and text messages among criminal communica-
tions (e.g. Bayer, 2022; Savage, 2022). Additionally, recent 
reports on a police operation in Queenstown where 12 peo-
ple were arrested for their role in the local resale of 
darknet-sourced drugs cited police discovery of a “Facebook 
group” as the basis of the operation, though details of how 
subsequent evidence was gathered and how the group was 
infiltrated were not disclosed (Swift, 2022; Williams, 2023).

This paper explores how people who buy and sell drugs 
via social media perceive their vulnerability to law enforce-
ment as part of social media drug trading, and the related 
behaviors and practices they develop to try and counter 
these perceived vulnerabilities.

Methods

This paper presents a thematic analysis (Braun & Clarke, 2012) of 
data gathered from anonymous qualitative online interviews with 
people who use social media to buy and/or sell drugs as part of 
a broader project exploring the use of social media for drug 

trading in New Zealand (van der Sanden et  al., 2021; 2022b). 
Thirty-three people participated in synchronous online chat inter-
views (Bakken, 2022; Barratt, 2012; Gibson, 2022) via the 
encrypted messaging app Wickr me (Wickr) between July 2020 
and September 2021. Interviews were semi-structured to ensure 
questions were adaptable across a range of different drug market 
roles and patterns of social media use. Semi-structured interviews 
provide greater flexibility in responding to issues or experiences 
raised by participants that might not have been planned for 
(Brinkmann & Kvale, 2015). Development of the initial interview 
schedules was based on a comprehensive literature review, and 
the results of an earlier large-scale quantitative survey of people 
who purchased drugs via social media in New Zealand (van der 
Sanden et  al., 2021).

To encourage open disclosure by participants and address 
the anticipated difficulties of recruiting from a hard-to-reach 
population (Coomber, 2011), the research team used the 
encrypted messaging app Wickr to carry out interviews (see 
also, Bakken, 2022). We anticipated that prospective partici-
pants would be more willing to share their experiences anon-
ymously via direct messaging (Barratt, 2012). The choice of 
direct messaging as the interview medium also reflected our 
assumption that many participants would be younger in age 
(e.g. < 25 years old). We recognized that many young people 
view direct messaging as more “relaxed” than in-person or 
phone conversations, particularly when talking to strangers 
(Gibson, 2022). Participants appeared comfortable using Wickr 
to complete interviews. However, whether this reflects more 
general trust in app security may be more complex, and 
likely reflects participant trust in Wickr’s packaging together 
of different security features, particularly the ability to sign up 
anonymously. Wickr has been used in previous research with 
social media drug sellers internationally (Bakken, 2022; 
Demant et  al., 2019), as well as with surface web cannabis 
sellers and buyers (Childs et  al., 2022).

Participants were recruited using a targeted sampling 
approach (Watters & Biernacki, 1989) involving different social 
media channels (Facebook and Reddit) to promote the study, 
and by physically distributing flyers at the entrance to a 
dance music festival. New Zealand-based Facebook groups 
and subreddits focusing on dance music (Forsyth et  al., 1997) 
or cannabis culture were targeted. Group administrators/mod-
erators were approached for permission to post on these 
forums. Information promoting the study was also posted to 
social media (Facebook, Instagram, Twitter) by the New 
Zealand drug-checking service Know Your Stuff. Participants 
were required to be aged 16+ and have some experience 
using social media to buy and/or sell drugs in New Zealand. 
Interviews were completed over the course of several hours, 
or sometimes several days if there were breaks between 
ongoing messages. The longest interview duration was five 
days. Participants were offered a supermarket voucher as 
reimbursement for their time.

Eleven participants took part in a small follow-up interview 
(also via Wickr) six months after their initial interview. These 
interviews were aimed at further developing an understand-
ing of social media drug markets by enabling clarification and 
checking of interpretations of responses and views. The 
follow-up interviews also provided an opportunity to ask 



Drugs: Education, Prevention and Policy 5

participants about additional topics that had emerged from 
previous interviews with other participants.

The analytical process followed Braun and Clarke’s Six-step 
Thematic Analysis framework (Braun & Clarke, 2012, 2022). We 
developed the initial coding structures based on a combination 
of deductive elements drawn from the existing literature and 
inductive findings generated from initial interviews. Codes were 
refined as the data collection and analysis progressed. Interviews 
were initially read and coded by hand based on descriptive data 
such as apps used for drugs, drug market roles, and seller types, 
and perceived risk or negative experiences. For each code group, 
we maintained a memo detailing any development in thinking 
and noting interview transcripts or excerpts that were particularly 
important to the codes in that group. An overarching “project 
memo’ was maintained to map developing themes and relation-
ships between code groups. We combined this with ongoing 
concept mapping to refine relationships between data, codes, 
code groups, and themes.

The original language used by participants in the inter-
views has been retained as part of the presentation of find-
ings in this paper. Clarification of slang terms in the interview 
excerpts is provided in non-italicized parentheses.

This research received ethics approval from Massey 
University Human Ethics Committee Southern A (application 
code: SOA 20/22).

Findings

Contextualization of sample

Most of the participants used social media only to buy drugs 
(n = 20), while the remainder (n = 13) had differing levels of 
experience in both buying and selling. The drug types most 
often purchased through social media were cannabis (n = 25), 
MDMA (n = 23), and LSD (n = 23). However, other drug types 
purchased and sold included ketamine (n = 9), cocaine (n = 6), 
pharmaceuticals such as Ritalin and benzodiazepines (n = 6), 
and, psilocybin (n = 4) occasionally also diverse novel psycho-
active substances (n = 3). Cannabis, MDMA, and LSD were 
most often sold among participants with selling experience.

The median age of participants was 24 (IQR = 19.5–26), 
with the youngest aged 16 and the oldest 39. Twenty-two 
participants identified as male, 10 as female, and one as gen-
der neutral. Most participants resided in New Zealand’s more 
populous North Island (n = 23), with 10 living in the South 
Island. Among participants in the interview sample, Messenger 
and Snapchat were the platforms most often used to buy 
and sell drugs (both n = 17), followed by Wickr (n = 16), Discord 
(n = 12), Signal (n = 5) and Telegram (n = 4). In line with find-
ings on the use of social media drug markets internationally 
(e.g. Demant et  al., 2019), participants predominantly used 
these platforms to connect with sellers and arrange transac-
tions, which were then completed largely via in-person pickup 
or delivery, and occasionally via post.

Transaction risks and concern for law enforcement

Most participants expressed little concern for law enforce-
ment when using social media and messaging apps for drug 

transactions. Participants tended to be involved in buying via 
social media for personal consumption or occasionally sup-
plying their friends, often using social media primarily to 
access cannabis. These participants considered themselves 
“small fish,” rationalizing that they were of little interest to law 
enforcement:

I doubt police would be looking at my socials. Maybe naïve but I feel 
like they have bigger fish to fry. (P17, F26, buyer)

Participants who expressed greater concern about expo-
sure to law enforcement were more often involved in selling 
or buying larger quantities of drugs. Alongside drug quantity, 
drug type was also a factor in either increasing or decreasing 
participant concern. Class A or B substances like LSD and 
MDMA were viewed as higher risk because of higher legal 
penalties faced for their supply and possession versus a Class 
C drug type like Cannabis. Hence, for buyers buying upwards 
of 2 grams of a substance such as MDMA or Ketamine was 
considered more high risk, but for sellers this could be more 
variable. For example, one seller involved in selling $50 bags 
of cannabis in a more commercial local market context pro-
fessed high concern for police. Another participant involved 
in the darknet import and social media resale of large 
amounts of MDMA (e.g. a half-pound, or 228 grams) within a 
friendship-oriented “social dealing” context had relatively low 
concern for police.

Participants often reported a lack of direct experience with 
law enforcement related to their involvement with either buy-
ing or selling drugs generally. Some participants had previous 
experiences with police related to cannabis and this appeared 
to reinforce their perception of cannabis as being a low pri-
ority for police:

Eh the police already have evidence of me buying and selling drugs 
from a few of my mates’ phones when they got arrested and have 
seen weed lying out next to a bong in my flat before and not said 
anything so… (P10, M21, buyer)

Despite this many participants still took steps to manage 
their risk of exposure to law enforcement. For many partici-
pants, the apparent contradiction between their perceptions 
of law enforcement as low risk, and their use of subsequent 
digital risk management strategies reflected an ingrained 
awareness of the pitfalls of online communication that could 
lead to unwanted exposure to others . In these instances, 
participants often referenced two core aspects of the social 
media environment which guided their use of digital security 
strategies: Data persistence, and imagined audience.

Factors influencing vulnerability to law enforcement on 
social media

Data persistence
Data persistence was often referenced by participants as a 
principal drawback of using social media and messaging plat-
forms for drug trading. Participants articulated a belief that 
their online data and messages remained “online forever”:

I guess you have to factor in that anything you put on the internet is 
essentially out there for good and you can’t take it back. So knowing 
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there is a paper trail of messages etc is a downside and a risk. (P17, 
F26, buyer)

The availability of incriminating messages over time was 
viewed as an accumulation of evidence. Some participants 
had knowledge of people who were incriminated because of 
permanent messages, often involving the use of Facebook 
Messenger:

I know someone who got busted via facebook messages during a 
raid. I think they got their phone and just went through it… it was 
taken from them. (P19, F26, buyer).

For this reason, consideration of data persistence was a 
key factor in how participants looked to manage their risk of 
exposure to law enforcement, and one which guided how 
they used other risk management strategies or juggled differ-
ent platforms for drug trading purposes.

Broad audience
In combination with the problem of data persistence over 
time, many participants articulated the difficulty of controlling 
their social media audience as a point of vulnerability to 
police exposure. For participants, situating the risk of expo-
sure to law enforcement as part of social media drug trading 
involved acknowledging the continuous potential for informa-
tion to be made visible to the “wrong” people, either through 
their interaction with different platforms, or because of others 
viewing their phone screens:

The fact the wrong person could be looking at my phone at the 
wrong time, so cautious with that too… if I leave my phone sitting 
around. (P24, M31, buyer/seller)

I think them (the seller) getting caught and the police going through 
their social media contacts or the police pretending to be them… 
(P30, F17, buyer)

When you sign up to Signal it alerts all your contacts that also have 
Signal! I got a notification that my boss had joined signal… the infor-
mation feels insecure and could either be leaked to cops or friends. 
(P19, F26. Buyer)

These excerpts underscore how participants tended to experi-
ence vulnerability to law enforcement on social media in ways 
that merged exposure to police with the potential for surveil-
lance and scrutiny from others in their social networks. As the 
example from P19 illustrates, exposure to one’s employer on 
social media could easily be extrapolated to serve as a general 
“proxy” for increased risk of exposure to other groups, including 
the police.

Digital trace data and social media data collection
Many participants were aware of social media data harvest-
ing, and the potential for this data to be accessed by third 
parties. The availability of this data and the potential for 
police access to it was sometimes viewed with a sense of res-
ignation and indifference:

My data’s been bought and sold a thousand times by now I don’t care 
which company has it anymore. (P10, M21, buyer)

However, when it came to thinking about the likelihood of 
their data being accessed by law enforcement or requested 

using a warrant, most participants rationalized this level of 
effort as not likely to be justified by their “small fish” status:

If someone wanted to collect all my digital trail and bust me I’m sure 
they could, but I think a huge portion of people my age don’t think 
any cop cares enough about that kind of stuff to do anything. (P27, 
M23, seller)

The level of effort participants assumed it would cost police 
to request their data from social media companies then meant 
this was a threat that predominantly affected sellers or people 
more heavily involved in their local drug trade. Among partic-
ipants who were more concerned about exposure to law 
enforcement, data collection by social media companies such 
as Meta was viewed as another reason to avoid these plat-
forms for drug trading, regardless of actual practice, and a 
strong incentive to use encrypted messaging apps:

Oldmate Zuck [Mark Zuckerberg] can just look for a couple keywords 
and send in what he finds to law enforcement. Stands true for any 
big social media. Which is why sellers should move away from social 
media and use applications with privacy in mind. (P32, M19, buyer/
seller)

If you want to be secure and private use something like wickr or the 
dark web… but Facebook and other social media platforms? You give 
them the right to see your data when you sign up. (P8, M23, buyer/
seller)

Following this, the first risk management strategy turned 
to by many participants to insulate themselves from possible 
police surveillance was the strategic use of different platforms 
to facilitate greater security around the most high-risk drug 
transactions.

Perceptions of platform security: Platform ownership 
and shifting “locations”

Most participants made use of platforms for drug trading that 
had one or more of three key “security” features: (1) message 
timers or self-deleting data; (2) username-based sign-up; and 
(3), end-to-end encryption. The more security features a par-
ticular platform had, the more appropriate it was perceived to 
be for drug transactions involving a higher risk of legal pen-
alties, such as large quantity purchases, selling drugs, or 
transactions involving Class A drug types. Participants often 
used platforms such as Wickr to add security to more “high 
stakes” drug transactions that would result in more severe 
legal penalties, while conversations about “low risk” transac-
tions could take place in less-secure settings like Snapchat. 
Though buyers often followed sellers to high-security plat-
forms in commercial drug trading contexts, this could be 
complicated in a normalized drug market involving social 
supply, where low-risk perceptions could prevent sellers from 
shifting to more secure encrypted messaging apps. 
Additionally, platforms like Wickr occupied a position well 
outside participants’ day-to-day social media engagement 
which helped them keep their drug trading practices sepa-
rate from their day-to-day social media use. In this vein, 
encrypted messaging apps helped participants manage their 
“imagined audience” more effectively, by serving as platforms 
used specifically for drug trading.
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However, perceptions of platform security could extend 
beyond platform features. For example, encrypted messaging 
apps and their association with a need for secrecy made some 
participants feel as though they were “advertising” their involve-
ment in drug trading to others. In this instance, participants 
considered what the using encrypted messaging apps “said” 
about them from the perspective of an onlooker. In this vein, 
using platforms like Snapchat for drug trading could also func-
tion as a risk management strategy by allowing buyers and 
sellers to transact on an inconspicuous, mainstream platform:

P21: I think Wickr is great but it’s less commonly used and definitely 
for your more paranoid user. I think there would be a certain level of 
suspicion if other people saw it on your phone.

Interviewer: So Snapchat is kind of like a “normal” app to have on 
your phone, and you already use it to chat with mates so it doesn’t 
feel as dodgy?

P21: Yeah exactly. (M17, buyer)

Participants with a more comprehensive understanding of 
app features and online security tended to stress the need to 
consider additional platform features when thinking about their 
suitability for drug trading. For example, several participants 
placed importance on platform ownership, and prior knowledge 
of company cooperation with law enforcement as important fac-
tors to consider when engaging with social media drug markets:

Telegram is such a good app and I don’t trust Facebook. The fact that 
they’ve been pressured by governments to hand over data and hav-
en’t. That’s a pretty big tick… if Telegram aren’t handing over any 
data at all then I don’t worry about my account being tied to my 
username or my phone number. (P9, M29, buyer/seller)

ASW [Amazon Web Services] bought Wickr so some people rumour 
about it but I trust it… Wickr has a good rep and validation by third 
parties. I wouldn’t trust the Bezoses of this world as far as I could 
throw them… in saying that ANOM has taught the world it’s good to 
know who owns your software. (P25, M27, buyer)

These examples highlight the importance of broader con-
sideration of platform security beyond platform features. This 
type of understanding was often lacking among participants 
involved in small-scale buying or social supply behaviors. 
Participants with a deeper understanding of online security 
often also considered using, or made use of additional online 
security features such as VPNs or removing EXIF data from 
images they posted or sent as part of social media drug 
trades. However, ultimately, even participants in this group 
appeared to balance their need for additional online security 
with the principal reason they used social media for drug 
trading to begin with – convenience:

I’m also lazy so don’t take all the precautions I should [such as] sep-
arate Discord for social and drugs, not sending direct to myself, VPN. 
But in reality the way I use Discord I find a nice compromise between 
safety/anonymity and convenience. (P23, M21, buyer)

Managing exposure to law enforcement on “low 
security” platforms and drug markets

Despite the emphasis placed on staying away from low secu-
rity platforms such as Messenger for drug trading, many 

participants continued to use these platforms for small-scale 
trades between friends. Additionally, some participants made 
use of large, more “public” social media drug markets such as 
“lower tier” Discord drug servers, which are characterized by 
a high level of accessibility and a large size. In these settings, 
participants felt at risk of exposure to “undercover” police. In 
these environments, platforms lacked many of the features 
participants equated with greater security from police. As a 
result, they developed tailored risk management strategies 
which were geared towards managing “imagined surveillance” 
in lieu of these platform protections.

Managing law enforcement risk in “lower tier” Discord 
servers
Discord drug servers enabled buyers and sellers to transact 
using pseudonyms. Though this feature was useful as a means 
of providing some protection from police, it also challenged 
people’s ability to “survey their surroundings” for law enforce-
ment, as is characteristic of risk management strategies in 
offline, street drug markets for example. As a result, market 
members were often highly sensitive to perceived shifts in 
the drug server environment, as well as to nuances in their 
interactions with others on the drug servers:

There was a lot of paranoia and finger-pointing around any perceived 
shift in culture within the servers. One server had a mass exodus after 
the admins sold it on to an anonymous buyer, after which they 
immediately started requesting photo ID with verifications2… It was 
the biggest server at the time too, so it just came across as really sus-
picious. (P15, F31, buyer/seller/ex-drug server admin)

I got a message like this “Need a 50 outdoor indica to dome, free late 
night drop.” Feel like now one really talks like that lol (P6, F19, buyer)

These excerpts underscore how server members used 
available online cues such as the structure of messages they 
received or visible changes to drug server features to make 
judgements around the potential for exposure to police.

Notably, drug servers also contained channels where mem-
bers could post warnings to others of police checkpoints or 
arrests involving other market members, creating a 
community-based awareness of local police presence. The 
sharing of knowledge related to police activities potentially 
helped server administrators to address the risk of police infil-
tration, and also helped members to avoid police as part of 
completing transactions offline:

It’s building up quite a community feel ATM [at the moment] … 
someone got stopped by the police and their phone was taken (I’m 
assuming they were arrested), once people were aware of that, the 
person’s access to servers were stopped. (P7, M39, buyer)

On Discord drug servers, managing the risk of exposure to 
law enforcement primarily meant focusing on the attributes 
of other market members, and of the servers themselves. 
Considering the actual security of the platform appeared to 
be almost an afterthought for most participants in this set-
ting. This represents an important point of contrast to the 
importance of platform security features (or lack thereof ) to 
risk management in other social media drug market 
environments.
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Using “code” to talk about drugs on Messenger
While some participants in Facebook selling groups men-
tioned the use of emojis by sellers to advertise drugs, sellers 
on Discord servers did not tend to use code, instead opting 
to advertise drugs more openly. However, almost every inter-
viewee who made use of Messenger for drug trades, often 
with friends or social connections, emphasized the impor-
tance of using code language to “disguise” drug trading con-
versations. In these contexts, the social nature of buyer and 
seller contacts allowed them to construct more personalized 
code words and language to disguise drug trades:

It was usually people asking if they’d come over, or asking for colors, 
or coded substances in a message… When stuff arrived it would usu-
ally be a “hey you should come over for a sesh” and they’d know. 
(P12, Gender neutral, 25, buyer/seller)

I never did the “hey have you got any bottles of milk/crayfish/what-
ever” sort of thing… I always thought that was pretty stupid and 
obvious. I would say the vast majority of the time if someone unlocked 
my phone it would be indistinguishable from a normal conversation. 
(P18, M26, buyer)

In keeping with the above excerpts, interviewees’ percep-
tions of what counted as effective code language varied. The 
aim of using code language was primarily to mask drug trad-
ing conversations, as well as to limit the amount of obviously 
incriminating evidence that accrued in Messenger chats. This 
meant thinking about how messages would be visible to oth-
ers in the event a phone was taken, or messages were read 
by the wrong person and exemplify the evolving social prac-
tices that can characterize responses to “imagined 
surveillance.”

There were instances where participants neglected to use 
code when using platforms like Messenger. For example, the 
quote featured in the title of this paper refers to P32’s (M19, 
buyer/seller) experience using Messenger to both buy and 
sell drugs without using code or the secret chats feature. For 
some participants, a gradual shift away from using code on 
platforms like Messenger reflected the challenges of manag-
ing a general accumulation of drug-related messages and 
content as part of group chats with friends, which made 
using code specifically to talk about small transactions seem 
pointless:

These days I don’t have really a formal code with anyone. If someone 
got my messenger chats there would definitely be some stuff in there, 
but there’s literally photos of me doing lines in some group chats, so 
I think you just don’t worry too much at a certain point. (P27, M23, 
seller)

In some instances, participants who felt they had left a 
trail of incriminating messages behind on Messenger made 
the effort of combing back through their chat history and 
manually deleting drug trading conversations.

The perceived need to use “code” language tended to 
decrease as participants shifted to more secure platforms 
offering features like end-to-end encryption and self-deleting 
messages. However, even on “more secure” platforms like 
Snapchat, participants were still aware of the potential for 
drug-related messages and snaps to spread beyond their 
intended audience. To minimize the unwanted spread of 

incriminating evidence, sellers often avoided posting photos 
of their stock, opting to keep “adverts” vague, or not use 
them at all:

Hahaha, no way! No stories at all… I have had experience with peo-
ple like this in Aussie. But they seem to get arrested or busted a lot. 
In my opinion I think it’s a risky and stupid way to do it. You can be 
a lot safer and make the same money. (P24, M31, buyer/seller)

Despite the ability to post private stories, visible to only 
selected contacts on Snapchat, P24 continued to feel that the 
only guaranteed way to avoid incriminating stories being 
spread to the wrong people was not to post them at all. He 
insisted on only communicating one-to-one with his buyers, 
and only via snap (images/photos), explaining that messages 
were far easier to save on Snapchat.

Discussion

This paper has explored how understandings of digital pri-
vacy and the potential for surveillance as part of broader 
day-to-day engagement with social media and messaging 
apps influence how law enforcement risk is perceived and 
managed among people involved in small-scale social media 
drug trading. In this context, the concept of “imagined sur-
veillance” (Duffy & Chan, 2019), helps to explain the apparent 
contradiction between participants’ self-expressed low-risk 
perceptions around exposure to law enforcement, and their 
subsequent use of diverse digital risk management behaviors. 
Our participants were often young people involved in low-risk 
market roles and using social media drug markets largely to 
access these drug types amid reportedly low risk perceptions 
around law enforcement. However, low risk perceptions were 
paralleled by the use of a range of risk management strate-
gies that addressed what participants perceived to be digital 
risk areas that could become potential sources of exposure to 
others such as employers or family members. This is in keep-
ing with “imagined surveillance,” where social media users 
often already assume people beyond their immediate social 
networks are scrutinizing their social media presence and fac-
tor this into how they use different platforms (Duffy & Chan, 
2019). We have suggested that perceptions of digital data as 
permanently accessible, lack of control over digital audience, 
and digital surveillance by others help inform participant per-
ceptions of how they could be caught by police, and subse-
quently what constitutes “good” digital security practice as 
part of drug trades.

Low risk perceptions around being caught by police 
among people who use digital drug markets, particularly for 
buying purposes have been documented by researchers (e.g. 
Aldridge & Askew, 2017; Childs et  al., 2022). Though people 
often reported concern for their digital trace data as a poten-
tial source of law enforcement risk, they often continued to 
perceive this as difficult for the police to access, or not a 
policing priority (Childs et  al., 2022; Moyle et  al., 2019). 
Although law enforcement risk appears to be of low concern 
to many involved in small-scale digital drug market transac-
tions, there continues to exist considerable uncertainty and 
ambiguity around precisely how, where and when exposure 
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to law enforcement could occur. Our findings suggest that 
this uncertainty may in part be understood and responded to 
via people’s established understandings and practices of nav-
igating a broader social media landscape and its implications 
for personal privacy and security.

Cherbonneau and Copes (2006) have suggested that many 
people involved in crime base their perceptions of policing 
practices and priorities on partial heuristics which may not be 
reflective of actual policing practice. These partial heuristics 
are likely to be exacerbated in a social media environment, 
where the pathways through which people can be exposed 
to or watched by others are seemingly endless, and often 
beyond individual control (e.g. Lyon, 2018; Marwick & Boyd, 
2014). The embedding of drug trading behaviors into this 
social media environment may then mean that people take a 
more general approach to managing the potential for digital 
exposure to outsiders. Among our interview sample direct 
experience of actual police practice was low and resulting 
“knowledge” was often based on anecdotal reports from oth-
ers. But participants were highly aware of how they could be 
exposed through social media features such as permanent 
chat logs or by receiving notifications on their phone screens. 
This reflects the way that thinking about and managing the 
potential for unwanted surveillance on social media generally, 
translates into risk perceptions and management strategies 
that can be applied to drug trading (Duffy & Chan, 2019). In 
this sense, though participants might not have been overly 
concerned about exposure to law enforcement, they could 
easily situate police as part of their general perceptions of 
“imagined audience” (Litt, 2012) on social media. This more 
general perception of digital audience helps to explain why 
participants often conflated exposure to an employer, or fam-
ily members with increased vulnerability to police.

Participants varied considerably in what they perceived to 
constitute adequate digital security for drug trading, as well 
as how they interpreted and prioritized platform security fea-
tures. These findings can be tied to the importance of “imag-
ined affordances” in shaping participant perceptions of 
vulnerability to “imagined surveillance” (Duffy & Chan, 2019). 
Nagy and Neff (2015) argue that people’s perceptions of plat-
form affordances are not per se “true” or “right,” but rather are 
often the result of a process of “imagination” that encom-
passes user beliefs and expectations as well as direct knowl-
edge. This helps to explain why participants tended to base 
their perceptions of security around consideration of a broad 
range of variables beyond simply platform features, for better 
or for worse (See also, Bakken et  al., 2022). For example, par-
ticipants’ consideration of factors like platform ownership and 
past cooperation with law enforcement could sometimes 
trump the need for certain security features. Ladegaard (2018) 
has suggested people using darknet drug markets place their 
trust in “expert systems,” whereby reliance on technologies 
the individual does not fully understand can make them 
oblivious to the potential for police exposure. This perspec-
tive links back to the uncertainties of both perceiving and 
navigating law enforcement risk in social media drug trading. 
Though social media and messaging platforms are by design 
easy-to-use, people’s familiarity with them and established 
understandings of their features may not per se translate into 

more accurate perceptions of platform security (See also, 
Moyle et  al., 2019).

On Discord drug servers for example, the more “open” 
nature of many drug servers meant that interview partici-
pants were primarily concerned with the “imagined affor-
dance” (Nagy & Neff, 2015) of pseudonymity. They felt this 
feature both made them vulnerable to potential undercover 
police officers operating pseudonymously on the drug server, 
but also felt it insulated them from police. The resulting reli-
ance on visual cues to decipher whether a potential transac-
tion partner was legitimate or not bears similarities to risk 
management strategies documented among people involved 
in drug sales or other types of crime involving mandatory 
interactions with strangers (e.g. Holt et  al., 2014; Jacobs, 
1996). However, in social media drug market settings, the 
infrastructure through which transactions are organized is an 
additional parameter people need to factor into their risk 
management practices. Discord’s pseudonymity could make 
participants feel secure, but digital forensics experts have in 
the past illustrated that the platform offers its users little data 
security, allowing law enforcement to easily recover a range 
of user data including plain-text messages and images (Moffitt 
et  al., 2021). Hence, in this case, a focus on particular “imag-
ined affordances” can obscure deeper issues around platform 
security which may have ramifications for law enforce-
ment risk.

Many participants in this study expressed a sense of resig-
nation about the collection of their digital trace data by social 
media companies, though many continued to view the likeli-
hood that police would access this data as low risk (e.g, 
Childs et  al., 2022). Though these perceptions may not be 
inaccurate in a context of small-scale drug trades and law 
enforcement risk, drug-related digital trace data sources may 
lead to broad and unexpected future repercussions as they 
flow into user profiles and data products social media com-
panies sell to third-parties (Elmas, 2021; Hern, 2022). As one 
interviewee neatly put it: “Facebook probably knows that I sell 
drugs” (P9, M29, buyer/seller). Indeed, growing awareness of 
police use of social media data sources as part of big data 
policing practices (e.g. Brayne, 2017, 2020; Ferguson, 2017) 
may increasingly be paralleled by the potential for drug-related 
digital trace data to impact future opportunities across a per-
son’s life regardless of whether legal sanctions are faced. The 
potential for such broad impacts reflects the likelihood that 
these data sources will be reused and combined for different 
purposes by a range of actors in sectors such as advertising, 
employment, education and insurance (e.g. Kitchin, 2014; 
Zuboff, 2019). As younger age groups “grow up digital,” they 
are increasingly likely to bear the brunt of the evolving and 
unpredictable ways in which their digital trace data may 
impact their future lives.

Limitations

Our findings are based on a non-representative sample of 
people who buy and sell drugs via social media and their 
self-report experience. Most of the participants in this study 
predominantly used social media to purchase small amounts 



10 R. VAN DER SANDEN ET AL.

of drugs, often cannabis and MDMA, within personal and 
extended social networks, rather than for large-scale drug 
selling for profit. These sample characteristics no doubt influ-
enced their reports of low-risk perceptions and fragmented 
risk management strategies. Larger-scale drug sellers are likely 
to have different risk perceptions related to law enforcement 
and more comprehensive risk management strategies. It is 
also likely that law enforcement agencies will be more 
focused on large-scale drug selling on social media rather 
than small quantity purchases, reflecting the very large num-
ber of small-scale trades and small legal penalties involved.

Conclusion

Our study participants using social media and messaging 
platforms for small-scale illegal drug trades reported low lev-
els of concern about law enforcement risk. Yet these partici-
pants were well-versed in thinking about and responding to 
many of the privacy risks of online social media communica-
tion, such as data persistence and the potential for content 
and messages to be easily spread beyond their intended 
recipients. This paper suggests that an understanding of 
these factors may guide people involved in small-scale pur-
chasing of illegal drugs via social media and messaging plat-
forms, regardless of whether they perceive this risk as high. 
Our participants largely focused on minimizing the likelihood 
of exposure to law enforcement by seeking to control factors 
like message visibility, language, and exposure to unknown 
market members. They expressed resignation regarding the 
collection of their data by social media companies, and the 
potential for it to be shared with law enforcement. In this 
sense, people who use social media drug markets engage 
with these markets despite an awareness that their digital 
trace data may be enough to incriminate them.
The embedding of illegal drug trading within social media 
may have important implications for the risk of drug market 
involvement impacting other areas of people’s lives. This is 
noteworthy, particularly as there is mounting evidence of 
policing approaches in many western countries shifting 
towards alternatives to punishment for minor drug offenses 
such as possession (e.g. Abbott, 2019; Bacon, 2022; Mannheim 
& Frost, 2022). The integration of digital trace and social 
media datasets across a growing range of sectors may mean 
that people who interact with social media drug markets face 
negative reputational consequences beyond legal repercus-
sions and criminal records. Criminal records for minor offences 
such as drug possession have negative impacts on employ-
ment prospects (Uggen et  al., 2014), and educational oppor-
tunities (Stewart & Uggen, 2020), compounding social and 
economic inequalities. However, in the future data linkages 
between individuals and the purchase, sale and consumption 
of illegal drugs may serve as invisible “proxies” for criminal 
involvement in the absence of an official criminal record. In 
this vein, drug-related digital trace data may perpetuate many 
of the same stigmas and harms associated with legal sanc-
tions, shaping employment, educational and travel opportuni-
ties, housing, and insurance coverage throughout a person’s 
life. As such, though perceptions around drug use and minor 

drug offenses may be softening in many western societies, it 
may equally be that the long-term repercussions of having a 
drug-linked “digital footprint,” (Koops, 2011) become more 
invisible, far-reaching, and entrenched.

Notes

	 1.	 Discord is a social media platform which enables users to create 
online customizable communities, joinable via ‘invite link’ – known 
as ‘servers’ – which they can use to message, voice, and video call 
with other server members.

	 2.	 To buy and sell on a Discord server, buyers and sellers often had 
to ‘verify’ themselves to server administrators. This often referred 
to a process of posting a picture of drugs or drug paraphernalia, 
the date, and their Discord username and four-digit account tag.
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