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1 Introduction

Ransomware, also known as the malware that extorts ransom payments since its conceptual in-
ception in Reference [227], has to date caused major havoc for both organizations and individu-
als by disrupting users’ exclusive access to data and extorting ransom payments [152]. Since tak-
ing off in 2010, ransomware originally appeared as “locker ransomware” to lock User Interfaces

(UIs), or as “crypto-ransomware” to stealthily encrypt user files, and its attacks used to be au-
tomated, opportunistic, and non-selective [72, 152]. However, aggressive and protective measures
(e.g., better data backup and protection, network and Operating System (OS) hardening, adoption
of cloud technology, sanctions and arrests of cyber-criminals and facilitators), taken by govern-
ments, law-enforcement agencies, cybersecurity vendors, and private enterprises, have prompted
ransomware actors to evolve their strategies and business models [132]. The Maze ransomware
was one of the first known variants to perform data exfiltration (data theft) to blackmail victims
with data breach and privacy breach, and has been active since November 2019 or earlier.1 Other
novel attack vectors found in more recent ransomware variants include selective big-game hunting
[75], human-operated ransomware,2 Distributed Denial-Of-Service (DDoS) attacks,3 privilege
escalation against antivirus and Endpoint Detection and Response (EDR),4 and data breach am-
plification [75]. Some geopolitical events, e.g., the war between Russia and Ukraine since 2022,
have prompted nation states to increasingly use ransomware with data theft extortion to frustrate
attrition without necessarily prioritizing monetary extortion [163]. The IBM’s X-Force Threat In-
telligence Index 2023 indicates that although there was a minor decrease (4 percentage points) in
the number of ransomware incidents from 2021 to 2022, it still represents a significant proportion
of attacks [111]. Furthermore, the average time taken to carry out a ransomware attack decreased
significantly, from two months in 2019 to less than four days in 2021 [111]. It is highly likely that
those factors aforementioned will continue to make ransomware actors rethink their business
models and result in gradual changes in ransomware to become more sophisticated, selective, and
targeted.

The recurrent ransomware attacks and its extent of damages have prompted prolonged interest
in both the industry and the academia to invest in ransomware research (Figure 1). Most of the ear-
lier research from both the industry (e.g., Symantec5 and Sophos6) and academia (e.g., References
[73, 125]) focused on the notion of crypto-ransomware and its encryption mechanism, and its
technical indicators of attacks, collected from either ransomware incidents or detection telemetry.
Since the emergence of novel attack vectors that were no longer encryption-related, especially data

1https://www.kaspersky.com/resource-center/definitions/what-is-maze-ransomware
2https://www.microsoft.com/en-us/security/blog/2020/03/05/human-operated-ransomware-attacks-a-preventable-
disaster/
3https://www.cloudflare.com/en-au/learning/ddos/ransom-ddos-attack/
4https://www.trendmicro.com/en_us/research/22/h/ransomware-actor-abuses-genshin-impact-anti-cheat-driver-to-kill-
antivirus.html
5https://community.broadcom.com/symantecenterprise/communities/community-home/librarydocuments/
viewdocument?DocumentKey=ee3df1cb-b129-4cf0-94e6-36bd616a93c8
6https://news.sophos.com/en-us/2015/12/17/the-current-state-of-ransomware-cryptowall/
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Fig. 1. The article counts with titles containing the keyword “ransomware” per year on Google Scholar.

exfiltration, industry research (e.g., References [75, 99, 110, 132, 161–163]) has branched out to con-
sider other equally valuable data sources to analyze ransomware campaigns and groups, including
ransomware business models, ransom negotiations, data protection, cyber intelligence, and orga-
nizational cybersecurity risk management [75, 99, 132, 163]. More industry experts have started
to conclude and/or agree that ransomware mitigation is no longer solely a technical problem, but
a business problem involving cybersecurity risk management against vulnerabilities, cyber intru-
sions, and data breach.

In our earlier survey [152] in February 2020, we correctly predicted that (1) ransomware with
data extortion and other novel attack vectors would take off to surpass crypto-ransomware, and (2)
recombinations of different Machine Learning (ML) algorithms with different self-constructed
ransomware datasets would produce even more such studies, but their external validity (i.e., the
extent to which the findings of studies could be generalized to real-world situations) could not be
guaranteed. Nevertheless, we have been perplexed by the ongoing trend that the majority of aca-
demic research articles published between 2020 (Maze ransomware performing data exfiltration)
and February 2023 (time of this survey) have continued to still focus merely on the opportunistic
non-selective encryption behavior of earlier crypto-ransomware, have used ransomware samples
mostly predating the data extortion phase, and have nearly all claimed their superiority in miti-
gating ransomware over other academic studies (and sometimes even over commercial antivirus),
despite their vastly different methodologies. Very few of them considered ransomware with data
extortion or other novel attack vectors. Very few realized that many larger organizations tend
to deploy EDR (instead of antivirus with limited functionalities or heuristics), to sign up with
Security Operations Centers (SOCs) with “eyes on glass” cybersecurity monitoring, and to im-
plement comprehensive Governance, Risk & Compliance (GRC) to manage ransomware-related
data breaches as business risks. It seems our predictions in Reference [152] that researchers would
continue to focus on producing papers on data encryption, rather than transitioning to research
on data exfiltration, have been confirmed. As a result, we have decided to conduct another survey
on the most recent research in ransomware, to re-examine its latest trends, and the relevance of
newly published studies on ransomware.
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The major contributions of this survey include:

� We compiled the ransomware evolution history according to industry sources and applied
Rogers’ Innovation Adoption Curve. We demonstrated the shift from data encryption to data
exfiltration and predicted the potential rise of destructive ransomware with espionage.

� We reviewed 212 academic studies (196 primary research studies and 16 surveys) published
between 2020 and February 2023, cross-verifying them against government strategies, in-
dustry reports, and cyber intelligence. We found that most academic research has become
less relevant in the era of ransomware double extortion with data exfiltration, highlighting
the need for current research to prioritize this threat, and we called for realignment of ran-
somware academic research to industry trends.

� We proposed integrating ransomware risk management into organizational cybersecurity
risk management, emphasizing the importance of government strategies, industry reports,
guidelines, and cyber intelligence in ransomware research and mitigation.

� We discussed innovative research prospects, including the role of generative AI, focusing on
practical and regulatory-compliant approaches to address the evolving ransomware threat
landscape.

The rest of the survey is organized as follows: Section 2 compares our survey with other ran-
somware surveys recently published, especially in the areas of coverage of new ransomware attack
vectors and information. Section 3 presents the factors that have motivated the research that has
led to this survey. Section 4 introduces the new ransomware threat landscape with data exfiltration.
Section 5 demonstrates the misalignment of existing academic ransomware research with the cur-
rent ransomware threat landscape. Section 6 lists our survey insights, discussions, and reflections.
Section 7 concludes the survey and suggests future research directions.

2 Related Work

Sixteen surveys [16, 23, 27, 47, 50, 52, 89, 106, 115, 117, 152, 169, 180, 188, 204, 213] between 2020
and February 2023 were found to have extensively surveyed other primary ransomware research
and were listed in Table 1. We observed that the topics covered in a research survey paper were
dependent on the availability, quality, and scope of the primary research articles that had been sur-
veyed. Therefore, it is important for ransomware surveys to carefully select the primary research
articles that will be included in their survey, taking into consideration the latest ransomware de-
velopment and evolution. Although all surveys covered the topic of crypto-ransomware, we only
observed three surveys [115, 152, 180] that covered the topic of data exfiltration. Among which,
Reference [152] correctly predicted the diminishing of crypto-ransomware and the uprising of ran-
somware with data exfiltration, but did not predict the transition from attacking personal users to
businesses and organizations. References [115, 180] both stated the emerging problem of data exfil-
tration in brief, but did not explore it in depth, nor predicted its trend to overtake data encryption.
Of other studies [16, 23, 27, 47, 50, 52, 89, 106, 117, 169, 188, 204, 213] that focused on crypto-
ransomware and did not explore ransomware data exfiltration, Reference [16] only summarized
the range of primary research they surveyed without critiquing on research gap or predict future
trends or research directions, whereas Reference [117] recommended mitigation strategies against
ransomware, but the recommendations were based on common knowledge and not supported by
evidence in their survey.

To the best of our knowledge, this survey is innovative in the following areas, not seen in pre-
vious ransomware surveys:

ACM Comput. Surv., Vol. 57, No. 1, Article 18. Publication date: October 2024.
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Table 1. Comparison of Different Studies on Ransomware Surveys between 2020 and February 2023 and
against This Survey

Ref. Date
Core features covered Existing research

gap critiqued

Future trends

reasonably predicted

Future research direction

suggested and justified

Regulatory compliance

considerations

Generative AI

in cybersecurityEncryption Exfiltration

[27] 2020 Q1 � �

[52] 2020 Q1 � �

[50] 2020 Q1 � � � �
[106] 2020 Q2 � � �

[169] 2020 Q4 � � � �

[89] 2020 Q4 � � � �
[188] 2021 Q1 � � �

[152] 2021 Q2 � � � � �
[47] 2021 Q3 � � �
[117] 2021 Q4 � � � �

[213] 2021 Q4 � � �

[180] 2021 Q4 � � � � �

[23] 2022 Q1 � �
[16] 2022 Q2 �
[115] 2022 Q3 � � � × �

[204] 2022 Q3 � × � ×

This survey 2023 Q1 � � � � � � �

(�: Done Extensively; �: Attempted but Can Be Improved).

— We not only examined what was presented in the primary research about ransomware stud-
ies, but also cross-verified them with the latest information from the contemporary ran-
somware landscape.

— We considered the innovation, adoption, and obsolescence of different ransomware attack
techniques and mapped them to an approximate timeline.

— We referenced government and industry research from more reliable sources to supplement
information from academic studies.

— We included regulatory compliance considerations, emphasizing how proposed ransomware
mitigation solutions align with evolving privacy and data breach laws.

— We discussed the role of generative AI in cybersecurity, highlighting its potential for inno-
vative ransomware mitigation strategies.

We believe this survey will provide new and valuable information to future ransomware re-
search by offering a comprehensive and up-to-date analysis that addresses current deficiencies
and explores future directions.

3 Research Motivation

In this section, the background information to motivate this survey is presented. In our previ-
ous survey [152], we noticed that many academic studies (1) used “ransomware” and “crypto-
ransomware” interchangeably; (2) failed to define benign or ransomware-like activities; (3) mis-
used terminologies of mitigation strategies; and (4) did not effectively compare and evaluate the
effectiveness of their studies. Since our previous survey, we have noticed even more common is-
sues with more recent studies surveyed.

3.1 Stereotypical Assumptions of Ransomware Attack Strategies

Since Maze ransomware in 2019, there have been many government strategies and industry reports
or guidelines published on ransomware research and its mitigation, most of which have noticed
data exfiltration as part of the new ransomware tactics and warned the public to be prepared.
In July 2020, Hiscox Insurance (UK) appeared to be the first industry report surveyed by us to
alert that the combination of file encryption and data exfiltration via a watering-hole technique
were netting increased success by ransomware attacks.7 In September 2020, the Cybersecurity

7https://www.hiscox.co.uk/sites/uk/files/documents/2020-07/20816-Data-exflitration-guide-final.pdf

ACM Comput. Surv., Vol. 57, No. 1, Article 18. Publication date: October 2024.

https://www.hiscox.co.uk/sites/uk/files/documents/2020-07/20816-Data-exflitration-guide-final.pdf


18:6 T. McIntosh et al.

Table 2. Common Stereotypical Assumptions on Ransomware

Misconception about ransomware The new reality

Ransomware only performs file encryption, and
their attacks are often aggressive, automated, and
non-selective (e.g., References [112, 114, 115, 147, 236]).

Newer ransomware prefers data exfiltration to file
encryption, and the attacks are more selective,
human-operated, and stealthy [72, 76, 163].

Data attacked by ransomware are only stored in files
on hard drives of personal computers, not in cloud
or databases (e.g., References [35, 37, 93, 97, 108, 164, 204, 237]).

Ransomware could encrypt or exfiltrate data from
cloud storage or databases, without incurring local
file system activities [76, 111, 163]. Certain direct
disk operations can bypass IRP checks.1

Entropy is a reliable indicator of file encryption
(e.g., References [79, 136, 236]).

Ransomware can perform partial file encryption to
minimize file entropy changes or apply encoding
(e.g., Base64) to manipulate entropy values [150].

Ransomware only generates unique encryption keys
in the OS memory, not obtained from its C&C centers
(e.g., References [39, 40, 70]).

Ransomware could obtain unique encryption keys
directly from its C&C [91] or does not require
encryption keys if only performing data exfiltration.

Ransomware only exists as executable files on the
storage (e.g., References [144, 211, 212]).

Ransomware can exist as fileless ransomware or
purely as intrusion activities of human-operated
ransomware [152, 163].

Ransomware only extorts bitcoin payments
(e.g., References [11, 26, 62, 172, 215]).

Ransomware such as Sodinokibi and Darkside accepted
Monero to minimize payment traceability.

1https://learn.microsoft.com/en-us/windows-hardware/drivers/ifs/bypassio

and Infrastructure Security Agency (CISA) of the USA government warned that, occasionally,
nefarious individuals may exploit their granted access to steal data and then coerce the victim
into paying a ransom by threatening to disclose the information publicly, thereby attempting to
extract more money from them and compel them to comply [76]. However, most academic studies
after the emergence of Maze ransomware performing data exfiltration still appeared to make the
stereotypical assumptions on ransomware, as listed in Table 2.

We believe in the importance of keeping up with the constantly changing and advancing nature
of ransomware, and that any research or analysis conducted on ransomware should strive to incor-
porate the most recent developments and characteristics of ransomware. By doing so, researchers
and analysts can gain a more comprehensive and up-to-date understanding of the various tactics
and techniques employed by ransomware and keep pace with the evolving nature of ransomware
and remain better prepared to respond to the ever-changing threat landscape.

3.2 Usage of Unverified, Outdated, and Limited Self-collected Ransomware Samples
or Self-constructed Datasets

We were concerned with the frequently seen usage of unverified, outdated, and limited self-
collected ransomware samples or self-constructed datasets by some studies, without their further
assessment on the validity of their samples or datasets. The difficulty of collecting ransomware
samples has been acknowledged, that there is no universal ransomware sample datasets that can
represent all ransomware variants, not to say that it is often difficult or impossible to collect
samples of certain ransomware variants that do not exist as executable files [152]. Nonetheless,
many researchers simply decided to either self-collect ransomware samples from any storage plat-
forms (such as VirusTotal, VirusShare) they could get to (e.g., References [137, 159, 236]), used
self-constructed datasets of ransomware access patterns (e.g., References [78, 79, 104]), or resorted
to simulations (e.g., References [4, 139, 140, 171, 179]). Many studies claimed to have been evalu-
ated against WannaCry (May 2017), NotPetya (June 2017), and GandCrab (January 2018), possibly
due to them causing some of the most notable crypto-ransomware attacks. The average age of
ransomware samples used by many studies ranged between three to four years old. However, in
Reference [236], published in 2022, authors used TeslaCrypt (early 2015) and Cerber (early 2016).

ACM Comput. Surv., Vol. 57, No. 1, Article 18. Publication date: October 2024.
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Table 3. A List of Anti-ransomware Modules by Some Commercial Antivirus Products

Security Vendor and Product Anti-ransomware Module

AVG Ransomware Protection
Avira Anti-ransomware
Bitdefender Ransomware Remediation
ESET PROTECT Advanced
Kaspersky Anti-ransomware
Microsoft Windows Defender Controlled Folder Access
Trend Micro Folder Shield

In Reference [104], authors used seven ransomware variants between 2015 and 2021 to construct
access patterns to storage devices. Six of those seven variants were crypto-ransomware only, and it
was unknown whether their Darkside sample was able to exfiltrate data, given that data exfiltration
was never mentioned in their study.

According to Reference [184], a study should strive to achieve both internal validity (the extent
to which a study accurately measures the intended variables) and external validity (the extent
to which the results of a study can be generalized to the larger population). Using historical ran-
somware samples could be a useful method for verifying newer, general-purpose ML data-mining
algorithms that can detect old, current, and future ransomware variants. However, to date, no such
algorithm has been developed. Many authors have only generated a feature matrix and applied
ML algorithms to it without specifically addressing the problem of detecting ransomware variants.
Given that some ransomware groups have ceased operation and that newer ransomware variants
now employ very different attack models, using outdated ransomware samples or datasets could
jeopardize both the internal validity (whether there is a causal relationship between observed fea-
tures and ransomware behaviors) and external validity (whether the result of the study applies to
all the active ransomware attacks in the wild) of those studies.

3.3 Compartmentalized View of Commercial Antivirus Products

Many recent ransomware studies (e.g., References [8, 9, 20, 21, 47, 159, 190, 212]) appeared to have
formed compartmentalized view of commercial antivirus products before claiming their superior-
ity over commercial antivirus. Some studies (e.g., References [20, 21, 190, 212]) appeared to have
considered antivirus products as simply static scanners, or they might not have adequately consid-
ered the convergent and synergistic effect of multiple technologies (i.e., malware scanner, real-time
protection with behavioral analysis and advanced heuristics, firewall, anti-ransomware modules,
kernel protection, sandboxing, and cloud-based analysis). If a newly crafted ransomware variant
is not detected as positive by VirusTotal, a website that only performs static analysis based on the
hash values of submitted files, then it simply means the scanning engines of participating antivirus
products cannot recognize the sample via static analysis. It does not mean the ransomware will
not be thwarted by antivirus during runtime with other technologies. Some studies (e.g., Refer-
ences [20, 21, 47]) seemed to be unaware of existing anti-ransomware modules by antivirus ven-
dors (Table 3). In References [151, 153], we evaluated the effects of those anti-ransomware mod-
ules, which were able to fully block file encryption activities of simulated ransomware encryption
activities against files in their protected folders. Some studies (e.g., References [9, 159]) did not
realize that many cloud storage providers (e.g., Microsoft OneDrive, Amazon AWS) implement
cloud-based crypto-ransomware detection of likely encryption activities, with file version control
and reversal. Some studies (e.g., References [8, 9]) decided to take antivirus labels as ground truth
by labeling their collected ransomware samples the same as their chosen antivirus did, whereas

ACM Comput. Surv., Vol. 57, No. 1, Article 18. Publication date: October 2024.
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different antivirus products can label the same ransomware samples differently [56, 57]. Research
developed with compartmentalized view of commercial antivirus products is likely to have internal
bias against antivirus products and thus may not provide a comprehensive and objective compar-
ison of the effectiveness and limitations of their own anti-ransomware proposals in real-world
scenarios.

3.4 No Consideration of Government Strategies, Industry Guidelines, or Cyber
Intelligence

Many recent studies we surveyed had not considered government strategies, industry guide-
lines, or cyber intelligence, apart from a few socioeconomic studies (e.g., References [72, 98,
135, 160, 228]). In our survey, we thoroughly examined government strategies (e.g., References
[76, 175, 176]), which were often compiled by national cyber departments equipped with some of
the best experts in the field of cybersecurity. Such strategies have proven success in protecting criti-
cal infrastructure, sensitive information, and citizens’ privacy. For example, the Australian Govern-
ment’s Ransomware Action Plan provided a comprehensive framework for prevention, detection,
and response to ransomware attacks. We also considered guidelines and standards developed by
reputable industry organizations such as the International Organization for Standardization

(ISO), the National Institute of Standards and Technology (NIST), and the Information Sys-

tems Audit and Control Association (ISACA). Their guidelines were based on industry best
practices, were frequently updated to reflect changes in the threat landscape, and were subject to
rigorous review and validation processes. The NIST Cybersecurity Framework, for instance, of-
fered a robust set of guidelines that helps organizations manage and reduce cybersecurity risks.
Additionally, we integrated cyber intelligence from reliable sources, which were based on accurate
and diverse information analyzed by experienced analysts. Cyber intelligence could help organi-
zations and governments identify, prevent, and respond to fast-emerging cyber threats effectively.
For example, in mid-2022, CyberCX Intelligence was one of the first to report the adoption of (1) the
InterPlanetary File System (IPFS) by ransomware; (2) the availability of “Command and Control
as a Service,” allowing threat actors to inject any payload into any device with local code execu-
tion; and (3) the trend of data breach amplification, when Alphv and Lockbit established clearnet
sites with search functions for “customers” to selectively “shop” for stolen data. Our additional
considerations of government strategies, industry guidelines, and cyber intelligence provided us
with a comprehensive view of ransomware development and its mitigation strategies, allowing us
to identify trends, best practices, and areas needing further research and to offer a more holistic
understanding of the ransomware landscape.

4 Data Exfiltration: The New Ransomware Reality

In this section, we present the new ransomware reality in the new era of double extortion with
data exfiltration. We have collated the information using multiple sources, including government
strategies, industry insights, and cyber intelligence.

4.1 Technical Background and Evolution of Ransomware

Ransomware has undergone significant evolution since its inception, reshaping its definition
and impact in ways not fully captured by previous surveys. This comprehensive outline of ran-
somware’s evolution highlights its dynamic nature and the continuous adaptation required in de-
fensive strategies, and understanding such stages is crucial for grasping the current and future
threat landscape. The development of ransomware can be categorized into three major stages:

(1) Crypto-ransomware: Initially, ransomware primarily involved encrypting the victim’s
files and demanding a ransom for the decryption key [155]. This form, known as

ACM Comput. Surv., Vol. 57, No. 1, Article 18. Publication date: October 2024.
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Fig. 2. Trend of ransomware data exfiltration and payment resolution status.

crypto-ransomware, threatened data loss if the ransom was not paid, exemplified by no-
torious attacks such as CryptoLocker and WannaCry [150].

(2) Data Exfiltration Ransomware: As defensive measures against file encryption improved,
attackers adapted by incorporating data theft into their operations. Data exfiltration ran-
somware may or may not encrypt files, but exfiltrates sensitive data, threatening to release
it publicly or sell it unless the ransom is paid to suppress such data breach [151]. This evo-
lution introduced a dual-threat model, significantly increasing the leverage over victims, as
seen in attacks by groups like Maze and REvil [152].

(3) Destructive Ransomware with Espionage: The latest and most sophisticated form of ran-
somware includes elements of espionage, where attackers maintain long-term access to com-
promised systems, conducting surveillance and data gathering [153, 154]. This form poses
a severe threat by combining financial extortion with potential state-sponsored espionage,
such as Bronze Starlight and Colorful Panda, projecting a future where ransomware is used
for cyber warfare and long-term strategic gains [154].

4.2 Percentage of Ransomware with Data Exfiltration

We collated data from various sources, including government strategies [76, 175, 176], industry re-
ports8 [110, 111, 132, 161–163], and cyber intelligence [75] and constructed Figure 2 to illustrate the
trend (changes in percentage) of ransomware data exfiltration and payments collected. In the past
four years, despite a sharp increase in the percentage of ransomware performing data exfiltration
(data theft), from 5% in Q1 of 2020 to 90% in Q4 of 2022, there has been a significant decrease in the
tendency of ransomware victims to pay a ransom. The percentage of victims who paid a ransom
dropped from 85% in Q1 of 2019 to 37% in Q4 of 2022. The ongoing fight against ransomware is not
expected to be resolved in the next quarter. However, if the current trend persists, the frequency
and severity of ransomware could be vastly different in a few years.

There were no available, consistent, and intact data on the percentage of ransomware still
performing data encryption over time. However, if a ransomware attack significantly disrupts
large corporations, then it can draw the attention of law enforcement and even trigger geopolitical

8https://www.coveware.com/ransomware-quarterly-reports
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responses from the attacker’s home country. However, data theft without encryption does not
cause operational disruptions but enables the threat actor to blackmail the victim. Given that (1)
valuable data must be exfiltrated first before any encryption, (2) most organizations now have
comprehensive data backups, and (3) victims are becoming less likely to pay ransom, we believe
it is fair to conclude that even if ransomware still performs data encryption, it is becoming less
damaging and less relevant during ransomware attack incident management and response.

Other notable observations of ransomware trends over time by Coveware™ include:

— 2020 Q1: Ransomware such as Sodinokibi attacked IT Managed Service Providers (MSPs),
by using Remote Monitoring and Management (RMM) to deploy their ransomware pay-
load. “Work From Home” network configurations during COVID-19 resulted in increased
attack surface and more ransomware attacks.9

— 2020 Q2: Increased Remote Desktop Protocol (RDP) intrusions and email phishing as at-
tack vectors; 30% of all ransomware incidents involved threats of releasing stolen data, while
in 22% of the cases, the data were actually stolen.10

— 2020 Q3: Stolen data from victims were held by multiple parties and were not credibly de-
stroyed by cybercriminals even after receiving ransom payments.11

— 2020 Q4: Fewer companies pay data exfiltration extortion demands, resulting in overall drop
in ransomware payments. Data destruction instead of data encryption, after data exfiltration,
is taking off to become more common.12

— 2021 Q1: Ransomware actors were increasingly defaulting on their data promise of destroy-
ing stolen data after receiving payments, making paying ransom less attractive to attempt
to suppress a data leak.13

— 2021 Q2: Underwriting standards for cyber insurance against ransomware are hardening,
requiring organizational due diligence, such as MFA, EDR, and network segmentation. RaaS
increasingly targeted Linux and attracted attention of global governments.14

— 2021 Q3: Ransomware shifted to target mid-sized organizations. Governments and law-
enforcement agencies are taking actions, increasing the cost to ransomware actors.15

— 2021 Q4: The USA government agencies were required to implement “zero trust” against
ransomware. Ransomware groups were refining their tactics due to increased pressure from
law enforcement.16

— 2022 Q1: Conti ransomware group pledged their support for the Russian government dur-
ing the war between Ukraine and Russia and threatened “enemy states” of Russia with ran-
somware espionage without monetary extortion.17

— 2022 Q2: Ransomware threat actors were shifting their focus from “big game” hunting to
“big shame” hunting and attacked Windows, Linux, and VMWare ESXi platforms.18

9https://www.coveware.com/blog/q1-2020-ransomware-marketplace-report
10https://www.coveware.com/blog/q2-2020-ransomware-marketplace-report
11https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report
12https://www.coveware.com/blog/2021/2/18/q4-doxxing-victim-trends-industrial-sector-emerges-as-primary-ransom-
non-payor
13https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound
14https://www.coveware.com/blog/2021/7/23/q2-ransom-payment-amounts-decline-as-ransomware-becomes-a-
national-security-priority
15https://www.coveware.com/blog/2021/10/20/ransomware-attacks-continue-as-pressure-mounts
16https://www.coveware.com/blog/2022/2/2/law-enforcement-pressure-forces-ransomware-groups-to-refine-tactics-in-
q4-2021
17https://www.coveware.com/blog/2022/3/25/how-the-russianukraine-war-may-lead-to-an-explosion-in-ransomware-
attacks
18https://www.coveware.com/blog/2022/5/3/ransomware-threat-actors-pivot-from-big-game-to-big-shame-hunting
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Fig. 3. Ransomware innovation adoption curve.

— 2022 Q3: Increased level of re-extortion (i.e., the same adversary who extorted money from
companies demanded payment again after a few days or weeks, even though the initial
agreed-upon amount had been paid). Data destruction during ransomware attacks continued
to occur, whether deliberately or accidentally.19

— 2022 Q4: Record-low amounts of ransomware payments were attributed to better security
measures and data backups and less victims paying ransom.20

4.3 Applying Rogers’ Innovation Adoption Curve to Ransomware

Based on our observations, research, and understanding of ransomware, we applied the Rogers’

Innovation Diffusion theory [220] (named after Everett Rogers) and created a double-curved
Ransomware Innovation Adoption Curve (Figure 3) to illustrate the evolution journey of crypto-
ransomware and ransomware with data exfiltration. The innovation adoption curve consists of
four stages for each type of ransomware attack vector:

— Innovators: At this stage, the attack vector is new and most victims are unprepared. Con-
sequently, the attack success rate is high. This stage was exemplified by the emergence of
crypto-ransomware, where encryption-based attacks caught many organizations off-guard.

19https://www.coveware.com/blog/2022/10/26/q3-2022-quarterly-report
20https://www.coveware.com/blog/2023/1/19/improved-security-and-backups-result-in-record-low-number-of-
ransomware-payments
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Innovators include early ransomware variants such as CryptoLocker and WannaCry, which
caused widespread damage due to the lack of effective countermeasures.

— Early Adopters: Motivated by the success of the innovators, other ransomware actors begin
to copy and improve the attack vector. The number of successful attacks increases as more
attackers join the crime. This stage also sees potential targets starting to implement initial
countermeasures. The early adoption of data exfiltration techniques by ransomware groups
like Maze represents this stage, where attackers began to combine data theft with encryption
to enhance their leverage over victims.

— Late Adopters: As many potential targets proactively take countermeasures to mitigate the
risk of this type of attack, attackers are forced to evolve their strategies. However, the attack
success rate starts to drop. Currently, ransomware with data exfiltration is in this stage as
organizations improve their defenses against both encryption and data theft. The plateau in
the percentage of ransomware attacks involving data exfiltration indicates that this tactic is
facing increased resistance.

— Laggards: When most potential targets have adopted mature mitigation strategies against
this type of attack, many attackers choose to abandon this strategy and switch to other vec-
tors. However, some attackers may still continue to search for unprepared victims, leading
to a continued drop in the attack success rate. Crypto-ransomware is currently in this stage,
as evidenced by the reduced impact and success of purely encryption-based attacks. This is
supported by the increasing number of victims relying on backups to restore data without
paying ransoms.

We believe crypto-ransomware attackers or groups are in the “laggard” stage, as an increasing
number of their victims have proper backups to restore encrypted data without paying the ran-
som. This is likely to be supported by the fact that the Darkside ransomware group have had to
frequently resort to “re-extortion,” possibly due to financial strains because of less successful at-
tacks. However, we are likely to have just entered the “late adoption” stage of ransomware with
data exfiltration, because the percentage of ransomware performing data exfiltration is known to
have plateaued, and fewer and fewer victims are refusing to pay ransom. It is probable that we
have recently transitioned into the “innovator” stage of destructive ransomware for espionage, as
at least two groups (Bronze Starlight and Colorful Panda), likely state-sponsored, were found to
have used ransomware for political espionage on military industrial complex enterprises and pub-
lic institutions in several countries. We are yet to witness when ransomware with data exfiltration
is likely to subside and when destructive ransomware for espionage will take off.

4.4 Potential Evolution

While it is difficult to predict the exact future trends of ransomware attacks, based on past patterns
and emerging technologies, we have predicted some potential scenarios:

— More Targeted Attacks: Ransomware attackers may shift from mass attacks to more tar-
geted attacks, focusing on specific organizations (e.g., critical infrastructures or organiza-
tions known to have weak cyber defense) or individuals (e.g., high-net-worth individuals,
celebrities, or high-ranking politicians) with more valuable or sensitive data. This could in-
volve using advanced reconnaissance techniques to gather information on the target and
tailor the attack to their specific vulnerabilities.

— Greater Focus on Data Theft: Ransomware attackers have already started focusing more
on stealing data in addition to encrypting it (and will continue to do so), using the threat of
data exposure as a leverage to increase the ransom demand.
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— More Sophisticated Exfiltration and Encryption Methods: Ransomware attackers may
start using more sophisticated exfiltration and encryption methods to make it even harder
for victims to notice their data theft or to recover their data without paying the ransom. It
is entirely possible that ransomware criminals could selectively exfiltrate sensitive data and
encrypt what is not easily replaceable but not as sensitive.

— Data Breach Amplification: Ransomware attackers with stolen data could auction the data
for the highest price and attract buyers that may be the competitors of the victims or other
fraudsters.

— Multi-purpose Extortion: Ransomware can be used more frequently for espionage based
on political or religious ideologies, without necessarily extorting monetary payments.

— Increasing Use of AI and Automation: Ransomware attackers may start using artificial

intelligence (AI) and automation to identify vulnerabilities and deploy attacks more quickly
and efficiently. This could make it harder for organizations to detect and respond to attacks.

To mitigate the impact of these potential trends, organizations should continue to prioritize their
cybersecurity efforts, including regular backups of critical data, employee training, and proactive
vulnerability assessments, patch management, and intrusion detection and prevention.

5 The Misalignment of Existing Ransomware Research with the Current Ransomware
Threat Landscape

In this section, we align the progress of ransomware evolution in the real world with our con-
structed timeline of academic ransomware studies to demonstrate the apparent misalignment of
them with the current ransomware threat landscape. While our previous survey extensively an-
alyzed attack methods and defense mechanisms, the focus of this current survey is to highlight
the misalignment between academic research on ransomware and the practical evolution of ran-
somware in the industry.

5.1 Definitions of Five Categories

In this survey, the ransomware research articles surveyed by us are classified into the following
five categories:

— Socioeconomics: studies to explore the socioeconomic aspects of ransomware attacks, such
as people’s behaviors and cyber hygiene, or organizational management decisions on ran-
somware risk management, without dealing with the technical aspects of ransomware or its
mitigation.

— Concept: studies to investigate or analysis of a particular idea or concept that could shape
the future of ransomware evolution, but has not been realized yet.

— Investigation: studies to investigate the technical aspects of ransomware, such as the en-
cryption mechanism, its source code, or its payment traces on the blockchain network with-
out proposing how to mitigate ransomware.

— Mitigation: studies to claim to be able to prevent, defend against, or detect ransomware or
its attack indicators.

— Survey: studies to summarize and/or critique the findings of other existing primary research
on ransomware.

While further subcategories could theoretically provide more granular insights into attack
strategies and models, our survey aims to redirect focus on the broader issue of misalignment,
especially when proper file backups with proper version controls could sufficiently mitigate file
encryption by ransomware, and mature simple industry solutions are now prevalent (e.g., Table 3
and Microsoft OneDrive). We believe the existing five categories sufficiently capture the scope of
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Table 4. Academic Article Selection Criteria

Criterion Condition

Article date (revision, submission, or publication) Available, and between January 2020–February 2023
Search Engine availability Available in Google Scholar search results
Excluded publication types Excluding citations, patents, textbooks, and communication articles
Language English only
Title Contains “ransomware”
Peer review Declared as peer-reviewed only

Quality indicators (content)
Clarity and organization. Presence of comprehensive literature review.
Properly explained methodology. No major ethical concerns.

Quality indicators (presentation) No mismatched references, major grammar, or spelling mistakes

research and highlight areas needing redirection without delving into redundant details already
covered extensively in prior ransomware surveys.

5.2 Article Selection and Evaluation Criteria

Because our previous survey [152] was produced in February 2020, shortly after the emergence
of Maze ransomware performing data exfiltration, we decided to review only ransomware studies
published since 2020 to review the validity and relevance of those studies and whether they would
consider data exfiltration. To best determine the date of each article, we used its revision date
whenever possible. If its revision date was unavailable, or no revision was required, then we used
its initial submission date. If neither the revision nor the submission date was available, then we
used its date of publication or its conference date. A full list of article selection criteria is in Table 4.
We collected our academic studies using the following detailed methodology:

5.2.1 Search Strategy. We performed comprehensive searches using Google Scholar, targeting
articles containing the term “ransomware” in their titles. We refined our searches to include articles
published or revised between January 2020 and February 2023, corresponding to the period of
transition away from crypto-ransomware. The search results were filtered to exclude citations,
patents, textbooks, and communication articles, focusing solely on peer-reviewed papers.

5.2.2 Selection Process. The selection process involved multiple stages:

(1) Initial Screening: Titles and abstracts of the search results were screened for relevance.
Only articles explicitly related to ransomware were retained.

(2) Full-text Review: The full texts of the retained articles were reviewed to ensure they met
the inclusion criteria outlined in Table 4.

(3) Feature Identification: Each selected article was examined to identify the presence of core
and optional features relevant to ransomware, such as encryption, data exfiltration, ML ap-
plications, entropy analysis, API/IRP activities, DDoS, and other optional features.

5.2.3 Feature Markers. After initial selection, the articles were identified with the following
feature markers, selected according to the survey results of References [152, 180]:

— core features:

– encryption: Does the study recognize and investigate crypto-ransomware?
– exfiltration: Does the study recognize and investigate ransomware preforming data

exfiltration?
— ML: Does the study use or promote ML to investigate or mitigate ransomware?
— optional features:

– entropy: Does the study consider or propose file entropy analysis to investigate or miti-
gate ransomware?
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– API/IRP: Does the study consider or propose Application Program Interfaces (APIs)

of the payload or its file system activities, e.g., Input/output Request Packets (IRPs), to
investigate or mitigate ransomware?

– DDoS: Does the study mention ransomware performing DDoS as one of the extortion
methods, which is currently being trialed by Alphv and Lockbit groups?

– other features: Does the study investigate optional features of ransomware that are not
determinant nor essential components of its attack mechanisms, such as usage of par-
ticular network protocols, transactions on the bitcoin blockchain, or display of ransom
messages on the client computers?

In Tables 5–8, if a ransomware feature is explicitly covered in an article (indicated by the article
reference in the first column), as assessed by us, then the symbol “�” is used. If the feature is
implicitly implied (i.e., an article does not discuss file encryption by ransomware but uses only
crypto-ransomware samples), then the symbol “�” is used.

5.3 Performance Metric: Completeness of Core Features Covered

To objectively compare the surveyed publications, we propose a performance metric called “Com-
pleteness of Core Features Covered,” which assesses the presence of two essential ransomware
features: encryption and exfiltration. A proper ransomware study should comprehensively address
both features to reflect the latest trends and understand the full scope of ransomware threats. A
score of 1 if the feature is explicitly present (�), 0.5 if implicitly present (�), and 0 if absent. The
scores for each feature are summed to provide an overall completeness score ranging from 0 to 2
for each publication, from a minimum of 0 (no coverage of core features) to a maximum of 2 (full
coverage of both core features). Focusing solely on these core features ensures the metric’s univer-
sality across all ransomware studies, as these features are fundamental to modern ransomware’s
operation and impact. By contrast, optional features may not be universally applicable or neces-
sary for a foundational understanding of ransomware. Not fully addressing these core features
suggests that the authors might be relying on outdated research paradigms without critically re-
examining the evolving ransomware landscape. Given the volume of articles reviewed, this metric
remains simple and concise, facilitating straightforward comparison and evaluation.

5.4 Different Types of Ransomware Studies

In contrast to our previous survey that delved into detailed attack methods and mitigation strate-
gies, this survey categorizes existing ransomware research to emphasize the gap between aca-
demic studies and real-world ransomware evolution. The 196 primary research ransomware stud-
ies are critiqued as follows, grouped into four categories, based on their research perspective in
ransomware:

5.4.1 Socioeconomic Studies. Twenty-five studies [26, 36, 43–45, 48, 49, 64, 65, 71, 72, 86, 98,
100, 102, 107, 135, 143, 158, 160, 168, 173, 191, 215, 225, 226, 228, 232] were surveyed to have stud-
ied the socioeconomic aspects of ransomware and its attacks and were listed in Table 5 in the
Supplementary Material. Of which, References [36, 43, 135, 143, 160, 168] mentioned ransomware
performing data exfiltration. Reference [135] observed the trend of increased ransomware attacks
since COVID-19 and attributed it to the increased attack surface due to working-from-home ar-
rangements, but most of its recommendations were technical in nature and generic to any cy-
bersecurity threats. Reference [143] mentioned the data exfiltration by Darkside ransomware but
only covered automated attacks via OTA updates on the platform of connected vehicles. Refer-
ence [36] modeled the risk of ransomware among organizations and suggested that refusing to
pay the ransom overall helped victims to recover from ransomware attacks but only tested their
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hypothesis on simulated case studies. Reference [160] mentioned ransomware data exfiltration,
but their quantitative study used regression analysis to examine the relationship between ran-
som amounts requested, payments made, and financial losses incurred. References [43, 168] both
delved into cyber insurance against ransomware but did not mention the increased hardening of
their underwriting standards, including requiring increased level of organizational due diligence,
and did not note that more insured ransomware victims had been denied payouts.21 References
[26, 158, 215] all wrongfully assumed that ransomware only took bitcoin as payments. Reference
[45] proposed to use web search logs to study ransomware attacks, which was reactive and prone to
data errors and noise in analyses. References [72, 100, 225] all investigated the human elements of
ransomware victims, particularly the decision-making processes of individuals on whether to pay
the ransom, without supplying evidence to intercept ransomware attacks. References [48, 98, 173]
examined how organizations could be motivated to combat ransomware attacks but did not suggest
effective countermeasures against data exfiltration. Other studies in this category [44, 49, 64, 65,
71, 86, 102, 107, 191, 226, 228, 232] all focused on the socioeconomic effects of crypto-ransomware
encryption, making them less relevant to more recent ransomware performing data exfiltration.

5.4.2 Concept. Fifteen studies [10, 18, 20, 21, 42, 59, 60, 69, 101, 136, 139, 140, 148, 210, 235]
were found to have explored proof-of-concept ransomware evolution and were listed in Table 6
in the Supplementary Material. Of which, Reference [139] was the first study surveyed by us to
mention data exfiltration and correctly predicted that common defensive measures against crypto-
ransomware, such as data backup and refusing to pay the ransom, would not be effective against
data-selling ransomware but stopped short of explaining how to determine which data to exfiltrate.
In Reference [140], the same authors further explored the economic viability of data encryption and
data exfiltration but assumed ransom payments could always suppress their data breaches. Refer-
ence [60] created a proof-of-concept lock ransomware on industry Internet of Things (IoTs) but
did not consider non-locking data exfiltration. Reference [59] prototyped a data exfiltration ran-
somware on IoT devices, but their proof-of-concept ransomware was automated to exfiltrate all
data on the IoT devices (thus increasing the risk of attack failures) and was unable to efficiently eval-
uate which valuable data to exfiltrate. Reference [69] proposed how to bypass whitelist-based ran-
somware mitigation but relied on OS APIs and did not consider human-operated cyber intrusions
disabling security software. Other studies in this category [10, 18, 20, 21, 42, 101, 136, 148, 210, 235]
all suggested ways of circumventing encryption-based ransomware mitigation without consider-
ing data exfiltration. To summarize, while proof-of-concept studies may examine novel ideas that
could shape the future of ransomware evolution, most failed to notice changes in ransomware that
had already occurred at their time of publication.

5.4.3 Investigation. Thirty-five studies [11, 29, 39, 40, 54, 58, 63, 70, 77, 78, 80, 81, 83, 90, 96, 104,
118, 120, 126, 127, 131, 138, 145, 149, 157, 167, 177, 181, 194, 196, 207, 214, 223, 224, 229] were found
to have investigated the technical aspects of ransomware and were listed in Table 7 in the Sup-
plementary Material. Reference [207] mentioned “personality theft” with healthcare data, possibly
meaning a data breach, but did not specifically mention data exfiltration. Reference [120] clearly
coined “double-extortion ransomware,” mentioned both file encryption and data leak, and referred
to Maze ransomware, but only investigated the technical aspects of Maze ransomware without ex-
amining its business model or the prevalence of data exfiltration among other ransomware variants.
Reference [63] investigated a case study in which Babuk ransomware attacked via both encryp-
tion and data exfiltration; the authors suggested combating ransomware at government levels but
did not suggest technical countermeasures and did not examine the prevalence of data exfiltration

21https://ia.acs.org.au/article/2022/ransomware-victim-denied-insurance-pay-out.html
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among other ransomware variants. Other studies in this category [11, 29, 39, 40, 54, 58, 70, 77, 78,
80, 81, 83, 90, 96, 104, 118, 126, 127, 131, 138, 145, 149, 157, 167, 177, 181, 194, 196, 214, 223, 224, 229]
all investigated crypto-ransomware without considering data exfiltration. While ransomware in-
vestigation studies revealed more of their chosen technical aspects of ransomware of their choice,
most did not explore at the technical level how ransomware could exfiltrate information to perform
data theft.

5.4.4 Mitigation. Of the 123 studies [1–9, 12–15, 17, 19, 22, 24, 25, 28, 30–35, 37, 38, 46, 51, 53, 55,
61, 62, 66–68, 74, 79, 82, 84, 85, 87, 88, 91–95, 97, 103, 105, 108, 109, 112–114, 116, 119, 121–124, 128–
130, 133, 134, 137, 141, 142, 144, 146, 147, 151, 153, 159, 164–166, 170–172, 174, 178, 179, 182, 183,
185–187, 189, 190, 192, 193, 195, 197–203, 205, 206, 208, 209, 211, 212, 216–219, 221, 222, 230, 231, 233,
234, 236–238] listed in Table 8 in the Supplementary Material, only References [153, 171] addressed
data exfiltration, but both relied on simulation to verify their proposals; they could instead consider
Penetration Testing (PenTest), an industry standard of assessing resilience against data breaches.
References [105, 109, 222] briefly noted data exfiltration in their introductions to ransomware but
still focused on mitigating data encryption and did not specifically address data exfiltration as a
separate feature. All other studies [1–9, 12–15, 17, 19, 22, 24, 25, 28, 30–35, 37, 38, 46, 51, 53, 55, 61,
62, 66–68, 74, 79, 82, 84, 85, 87, 88, 91–95, 97, 103, 108, 112–114, 116, 119, 121–124, 128–130, 133, 134,
137, 141, 142, 144, 146, 147, 151, 159, 164–166, 170, 172, 174, 178, 179, 182, 183, 185–187, 189, 190,
192, 193, 195, 197–203, 205, 206, 208, 209, 211, 212, 216–219, 221, 230, 231, 233, 234, 236–238] cited
previous ransomware definitions, which had identified ransomware only as crypto-ransomware
as ground truth, without further questioning their accuracy or contemporaneity, so they did not
investigate ransomware data exfiltration. Among them, References [1–9, 12–15, 19, 25, 31, 32, 34, 35,
37, 46, 51, 53, 55, 61, 62, 82, 87, 88, 91–95, 103, 105, 113, 114, 121, 122, 124, 128–130, 133, 141, 142, 144,
146, 147, 159, 165, 166, 170, 172, 174, 178, 182, 183, 185, 189, 190, 193, 195, 197–199, 202, 203, 205, 206,
211, 212, 217–219, 221, 222, 230, 231, 233, 234, 236, 238] all took blackbox approaches to apply ML
on crypto-ransomware (without considering data exfiltration), fully relied on ML to automatically
detect and differentiate their samples, and did not evaluate the external validity of their studies
on ransomware in the wild. Many of those studies used optional features of ransomware that only
existed in some of the variants. References [32, 67, 79, 85, 105, 112, 116, 134, 208, 236] chose to
use entropy values to confirm data encryption, while entropy had already been proven to be an
unreliable indicator of data encryption [150]. References [5, 8, 9, 13, 19, 24, 28, 30, 32, 37, 38, 53,
66–68, 74, 82, 84, 88, 97, 108, 109, 113, 129, 137, 165, 166, 183, 185, 186, 192, 200, 201, 206, 208,
209, 211, 212, 234, 237] investigated API calls or IRP activities of crypto-ransomware attacks on
personal computers without recognizing that exfiltrating data from databases or cloud storage
could circumvent local API calls and that certain direct disk operations could evade IRP checks.
References [7, 12, 22, 25, 33, 51, 62, 103, 124, 179, 189, 202, 209, 217] centered on optional features
of some crypto-ransomware variants, such as the observed specific network ports used by their
C&C traffic or the usage of the bitcoin blockchain, yet those optional features were only valid for
the variants observed by those authors and not critical features for the success of ransomware
extortion.

5.5 Summary of Findings

The academic community, sidetracked by combinatorially assessing different combinations
of ML algorithms and datasets—producing nominally impressive “detection” rates on crypto-
ransomware—collectively missed the real opportunity in the past three years (2020–2022) to keep
up with the transition of ransomware from data encryption to data exfiltration. The ML studies
have largely failed to produce meaningful, externally valid results that contribute to the mitigation
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Fig. 4. Completeness scores across different research focus areas.

of actual ransomware in the wild or, most importantly, failed to prevent, deter, or block numer-
ous data breaches of national significance, where data was held for ransom, such as Optus22 or
Medibank23 in Australia.

Despite data exfiltration ransomware being prevalent since the end of 2019, most of the studies
we surveyed from 2020 to 2022 still did not cover data exfiltration ransomware adequately, as
evidenced by their low completeness metric scores (Figure 4). This is a significant finding in the
research landscape for several reasons:

(1) Many researchers simply cite previous research outcomes and build on them without re-
examining whether those cited outcomes are still relevant and up to date.

(2) Novelty and possibility do not necessarily equate to superiority over existing approaches.
(3) Many researchers, particularly in the machine learning community, tend to recombine ML

algorithms and datasets without a real-world understanding of ransomware as it is deployed
in industry.

Our analysis does not aim to diminish the value of exploring novel attack methods and mitiga-
tion techniques, but emphasizes the need for research alignment and practicality with the current
ransomware threat landscape.

6 Survey Insights

Based on our review of research articles in Section 5, we have made the following observations.

6.1 Major Themes Identified

We have identified the following four major themes among the ransomware research published
since 2020:

6.1.1 Encryption Dominated the Academic Research, Despite Slowly Being Deprecated. Despite
being gradually phased out by ransomware in favor of data exfiltration, encryption has remained
a dominant area of focus in academic research. We grouped academic studies based on the ar-
ticle dates, superimposed the curves displaying the counts of articles that met selected criteria
per quarter, with the trend curve of percentage of actual data exfiltration, and generated Figure 5.

22https://www.acma.gov.au/optus-data-breach
23https://www.medibank.com.au/health-insurance/info/cyber-security/timeline/
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Fig. 5. Percentage of ransomware data exfiltration vs. ransomware academic research focus.

We used article revision dates or submission dates whenever possible to best represent their sup-
posed contemporaneity. Give that, on average, an academic study could take several months to
be conducted and authored, we expected to see a similar uptick trend of studies focusing on data
exfiltration, lagging behind the trend curve of actual data exfiltration by a few months. However,
such an up-trending curve of research focus on ransomware data exfiltration was not observed,
even three years after the emergence of ransomware with data exfiltration. Instead, both the re-
search interest in crypto-ransomware and that in ransomware with data exfiltration remained
relatively stable, averaged at 91% and 7%, respectively. This deviation suggests that there is a gap
between the focus of academic research on ransomware and the evolving nature of ransomware
threats in the real world. It may be beneficial for researchers to consider a more comprehensive ap-
proach that takes into account the changing tactics and techniques of the most recent ransomware
attacks.

6.1.2 Machine Learning Widely Misused as Panacea for Ransomware Mitigation, but Cannot Be

Thoroughly Evaluated. We observed the continuing trend that the majority of ML studies on ran-
somware did not attempt to thoroughly investigate the most contemporary ransomware threat
landscape, but simply: (1) assumed ransomware only existed as crypto-ransomware encrypting
user files and had not changed its business model; (2) obtained some ransomware samples without
verifying their similarity to the most recent ones; (3) executed their ML algorithm on their chosen
ransomware samples in a blackbox manner; (4) compared their detection results and false positive
rates against other blackbox ML studies; (5) claimed their victory against ransomware and their
superiority over other studies. This was reflected in Figure 5, when the curve of ML studies and the
curve of studies involving both encryption and ML mostly overlapped. We believe the academic
community needs to rethink their general approach of ransomware (or even malware) research,
given that the samples are difficult or impossible to collect and are often hardly related to newer
variants, especially those developed by different ransomware groups using different attack vectors.
Those ML studies on ransomware could be used as proof-of-concept of newer machine learning

ACM Comput. Surv., Vol. 57, No. 1, Article 18. Publication date: October 2024.



18:20 T. McIntosh et al.

algorithms, but such studies should be discouraged from claiming victory over ransomware, a
real-world problem, unless the results of those studies could be extensively verified in real-world
scenarios. Our position is that although ML is a revolutionary tool to advance the IT industry (as
evident in ChatGPT and Tesla Full Self-driving), we advocate against a blackbox ML approach on
ransomware, in which the authors simply create recombinations of various machine learning algo-
rithms and different unverified ransomware samples without taking responsibility for the external
validity of their studies, nor contributing to the advancement of the understanding of ransomware
or cybersecurity.

6.1.3 Incomprehension or Complete Disregard of Ransomware Business Models. The end goal
of ransomware groups is to disrupt the exclusive access of data owners or custodians to their
irreplaceable data of value, to threaten with either data loss (via data encryption and sometimes
data destruction) or data breach (via data exfiltration) to extort either monetary values or other
gains such as political espionage [152]. The disruption can take place in different forms, especially
those not already known nor thwarted by existing countermeasures. Some observed features by
some studies (such as file encryption, the local generation of encryption keys, and file encryption
over the network) are no longer fixed features of ransomware and should not be treated as such.
Treating optional features of ransomware as staples is likely to mislead researchers in the wrong
research directions. To disrupt the ransomware business model, it is best to intercept the access
by ransomware to protected user data while preserving the legitimate and authorized access by
benign users or processes.

6.1.4 Lack of Clarity about Goals of Ransomware Mitigation without Being Business-practical.

Most studies, especially those in ransomware mitigation, appeared to value detection accuracy
over other metrics, which does not always make business sense in the real world. Ransomware at-
tacks, whether they involve data encryption or data exfiltration, should preferably be terminated
with urgency, or the extent of its damage could grow with time [152]. However, ransomware miti-
gation in a business context often requires a balanced tradeoff between security (detection accuracy
and mitigation success rate) and usability (user acceptance), taking into consideration the differ-
ent risk appetites of different industries [71, 72, 98, 228]. Industries with a stronger emphasis on
security, e.g., critical infrastructures, may have very low risk appetite and may decide to invest
heavily in cybersecurity measures to mitigate any potential risks, even at the cost of higher false
positive rates [98]. Other industries that do not tend to hold irreplaceable or mission-critical data,
e.g., hospitality or real estate, may wish to tolerate a higher level of false negative rate in exchange
for better usability and customer satisfaction [71, 135, 160]. Some ransomware mitigation propos-
als may theoretically reduce the false positive rates of ransomware to the minimum, but they are
not business-practical. For example:

— Intensive memory scans [32, 105, 133] or frequent CPU profiling [35, 61] will cause per-
formance degradation and affect user experience, especially with mission-critical systems
like web servers that cannot be shut down or frozen frequently to take snapshots for their
proposed thorough forensic analysis.

— Hooking into cryptographic APIs of the OS to preserve all encryption keys [39–42] will re-
quire additional safe storage of those extracted keys and may jeopardize the security and re-
liability of legitimate applications performing benign encryption consented and authorized
by the users, e.g., forming HTTPS connections while web browsing.

— A “moving target defense” [123] or tampering with the storage mechanisms of SSDs [38,
68, 210] can create major program compatibility issues with existing software, an issue that
many organizations would be reluctant to address with additional budget or resources.
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Therefore, we advocate that researchers should consider the practicality of their proposals in the
context of business cybersecurity and the potential new issues that their proposals can introduce to
the businesses they are trying to help before recommending their proposals to the business world
as viable solutions. We also advocate that manuscript reviewers consider the external validity of
a study as a primary requirement for good science.

6.2 Discussions

In this subsection, we reflect on the current stage of ransomware research.

6.2.1 Research Claiming to Mitigate Ransomware Should First Address the Current Dominant

Attack Method. Ransomware, when it first emerged as a technologically innovative method of
exploiting victims, garnered significant attention for its immediate features, particularly device-
locking and file encryption, which were considered defining characteristics of ransomware at that
time. However, as ransomware evolves, so should research aiming to mitigate ransomware. At-
tackers are constantly finding new ways to bypass security measures and deploy ransomware,
which makes it essential for researchers and cybersecurity professionals to stay up to date with
the latest trends and developments. By actively analyzing the most recent variants of ransomware,
understanding their methods of distribution, and developing new strategies for preventing and
mitigating attacks, researchers can ensure that they are up to date with the latest trends and de-
velopments without solely relying on inherited knowledge from previous research. Because data
exfiltration has been the current dominant attack method for the past few years and because user
data have to be exfiltrated before being encrypted, recent ransomware researchers should aim to
address data exfiltration before data encryption. We did not find extensive coverage of DDoS in
published research, possibly because DDoS is still an optional attack feature and is only being
trialed by two ransomware groups.

6.2.2 Ransomware Management Should Be Part of Organizational Cybersecurity Risk Manage-

ment. ISACA, in their Ransomware Readiness Audit Program conducted in December 2022, empha-
sized the negative consequences of inadequate ransomware readiness, which may include reduced
staff productivity, failure to achieve performance goals, diminished trust of consumers and stake-
holders in the security of their data, and a heightened risk of future attacks.24 Ransomware, as a
cybersecurity risk, should be subject to cybersecurity risk management of organizations. Cyber-
security risk management is not about eliminating the risk entirely, because it is impossible to
eliminate all cybersecurity risks. No matter how much time, effort, and money an organization
invests in cybersecurity, there is always some level of risk that remains, due to new threats and
vulnerabilities, human errors, requirements of cost-effectiveness on organizations, and impacts of
extreme mitigation strategies on business operations. The goal of ransomware risk management,
as part of the general cybersecurity risk management, should be to become ransomware-ready
to minimize the impact and likelihood of ransomware risks by identifying, assessing, and priori-
tizing them and implementing appropriate mitigation measures. It is also important to note that
ransomware risk management is not a one-time activity but a continuous process. Researchers can
explore how organizations can best manage ransomware risks effectively while also maintaining
business continuity and meeting business objectives.

6.2.3 Collaboration with Government and Industry Sources. As ransomware continues to be a
growing threat to individuals, organizations, and governments, it is essential for researchers to

24https://www.isaca.org/why-isaca/about-us/newsroom/press-releases/2022/isaca-introduces-new-audit-programs-on-
identity-and-access-management-and-ransomware-readiness
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work collaboratively with industry and government sources to achieve better research outcomes.
Collaborating with government agencies can provide academic researchers with access to valuable
resources, such as funding, data, and expertise. Government agencies are often at the forefront of
addressing cybersecurity threats and can provide insight into the latest tactics and techniques
used by attackers. Researchers can also work with industry sources, such as cybersecurity com-
panies, to gain a better understanding of how ransomware operates and how it can be mitigated.
By working together, academic researchers, government agencies, and industry sources can share
their knowledge and experience to develop more effective strategies for preventing and mitigat-
ing ransomware attacks. This collaboration can help to identify emerging threats, develop new
technologies, and create more robust defenses against ransomware attacks. In addition, this col-
laboration can help to bridge the gap between academia and industry/government, leading to the
development of more practical and effective solutions to the problems posed by ransomware. By
combining theoretical and practical knowledge, researchers can create more comprehensive and
effective solutions that can be implemented in the real world.

6.2.4 Leveraging People, Process, and Technology in GRC against Ransomware. The threat of ran-
somware has become a significant concern for organizations of all sizes and across all industries. To
effectively address this threat, researchers could investigate how organizations can best leverage
the power of people, process, and technology in their GRC strategies. The “people” aspect of GRC
involves communicating effective cybersecurity policies and procedures to employees, providing
ongoing training and education on best practices, and ensuring awareness of risks associated with
ransomware. The “process” aspect of GRC involves implementing policies and procedures to miti-
gate the threat of ransomware, including regular security reviews and updates, access controls, risk
assessments, and an incident response plan. The “technology” aspect of GRC involves implement-
ing tools and solutions to mitigate the threat of ransomware, such as EDR, SIEM, and cloud-based
backup and recovery solutions. By leveraging the power of people, process, and technology in
GRC, organizations can take a comprehensive and proactive approach to mitigating the threat of
ransomware. This approach can help organizations reduce the risk of an attack, minimize the po-
tential impact of an attack, and ensure business continuity in the event of an attack. In addition,
it can help organizations maintain compliance with relevant regulations and standards while also
protecting their reputation and brand.

6.3 Innovative Research Prospects

To address the evolving threat of ransomware, especially data exfiltration ransomware, it is es-
sential to explore state-of-the-art research directions that emphasize practicality and regulatory
compliance. Innovative research should not indiscriminately apply all possible solutions but fo-
cus on those that offer superior effectiveness and feasibility. The following innovative research
prospects are identified:

— Generative Adversarial Networks (GANs) for Simulation: Using GANs to simulate ran-
somware attacks can provide insights into potential vulnerabilities and help develop more
robust defensive strategies, which allows for realistic testing environments without the risks
associated with live ransomware [156].

— Generative-AI-driven Predictive Analytics: Leveraging AI to predict potential at-
tack vectors can enhance preemptive measures, as predictive analytics can identify pat-
terns and anomalies that indicate an impending ransomware attack, allowing for timely
intervention [154].
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— Automated Incident Response Systems: Developing generative-AI-powered systems
that can automatically detect and respond to ransomware threats can minimize damage and
downtime, and such systems should be capable of learning from new attack patterns and
adapting their responses accordingly [154].

— Privacy and Data Protection Compliance: Ensuring that ransomware mitigation strate-
gies comply with regulatory requirements—such as privacy and data breach laws—is critical,
as innovative solutions should be designed with compliance in mind to avoid legal repercus-
sions and ensure data privacy [156].

— Generative AI for Employee Training: Utilizing generative AI to create immersive train-
ing environments (e.g., VR and AR) can improve employee awareness and preparedness,
which can reduce the likelihood of successful ransomware attacks by enhancing the human
element of cybersecurity [156].

6.4 Limitations of This Survey

Despite our best attempt to survey as many relevant papers as possible, we hereby declare the
possible limitations of this survey.

6.4.1 Validating the Internal and External Validity of Some Studies Presents Challenges. We
have encountered difficulties in verifying the validity of certain studies based solely on their
manuscripts. Unfortunately, this is a recurring theme already identified in our previous survey
[152]. To ensure a study’s internal validity, its research method must be thoroughly explained
and scrutinized or replicated on various test samples. However, some researchers provided insuffi-
cient or no information regarding their research methods, and others did not make their software
available. Some studies simply implemented blackbox ML algorithms without supplying imple-
mentation details for validation. Hence, evaluating the internal validity of many studies has been
difficult or impossible. In terms of external validity, it is determined by the extent to which a
study’s ransomware samples converge towards the actual ransomware variants in the wild. While
some researchers used a wide range of ransomware samples, others used a limited number or
relied on simulations, case studies, or datasets created by others, assuming they had covered all
the necessary ransomware scenarios. Unfortunately, none of the existing studies has tested with
ransomware with data exfiltration (except several studies that performed simulation with data
exfiltration), raising doubts about their external validity.

6.4.2 Industry Reports and Cyber Intelligence on Ransomware Cannot Be Fully Validated. While
we had to use ransomware statistics from industry reports and cyber intelligence, it was difficult
to fully validate industry reports and cyber intelligence on ransomware. While such reports can
often provide valuable first-hand information on ransomware, they often rely on sources that
cannot be independently verified or are based on confidential information. Furthermore, the data
and statistics presented in such reports may not be comprehensive, up-to-date, peer-reviewed, or
accurate, as they may only reflect a limited sample size or a particular geographical or industry
sector. In some cases, reports on ransomware may be influenced by the interests or biases of the
organizations or individuals producing them. Therefore, caution should be exercised when using
industry reports and cyber intelligence as a sole basis for understanding the nature and scope of
the ransomware threat.

7 Conclusion and Future Work

We conducted an updated survey on ransomware research to evaluate the relevance of recent
studies since our previous survey [152]. We examined 212 academic studies (196 primary research
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articles and 16 surveys) and cross-verified the findings with contemporary government strategies,
industry research, and cyber intelligence. Our review revealed that although data encryption is
being deprecated by ransomware actors, it still dominates academic research. Machine learning
is often misused as a panacea against ransomware in blackbox manners. Many studies overlook
or misunderstand ransomware business models, treating it as a purely technical problem or ML
exercise. Additionally, numerous studies lack clarity on ransomware mitigation goals and present
proposals impractical for business operations.

To address ransomware, a constantly evolving real-world problem, academic researchers must
evaluate the latest ransomware threat landscape before citing previous research as ground truth
or starting their own studies. The fundamental cause of repeated ransomware attacks is the mo-
tivation of ransomware actors to disrupt the exclusive access of legitimate users to their data
through either data loss (via encryption or destruction) or data breach (via exfiltration). We pro-
pose that researchers prioritize the current dominant attack method, focusing on data exfiltration
over data encryption. It is crucial to integrate ransomware risk management into organizational
cybersecurity strategies, collaborate with government and industry sources, and leverage people,
processes, and technology in GRC against ransomware. Our survey also highlighted innovative re-
search prospects, emphasizing practical and regulatory-compliant approaches to the evolving ran-
somware threat landscape, including the potential of generative AI. Future research areas include
ransomware trend analysis and monitoring, advanced access control to safeguard data, minimiz-
ing incentives for cyber extortion, and enhancing organizational cyber resilience. By addressing
such areas, researchers can contribute to more effective and comprehensive ransomware mitiga-
tion strategies.
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Supplementary Material

A Tables of Comparison of Different Ransomware Studies

Table 5. Comparison of Different Socioeconomic Studies on Ransomware between 2020 and February 2023

Ref. Date
Core features

ML
Optional features

Encryption Exfiltration Completeness Entropy API/IRP DDoS
Other

features

[158] 2020 Q1 0
[45] 2020 Q3 0
[49] 2020 Q3 � 1
[228] 2020 Q4 � 1
[215] 2021 Q3 0 � �
[107] 2022 Q1 0
[86] 2022 Q1 � 1
[191] 2022 Q1 � 1
[71] 2022 Q1 0 �
[65] 2022 Q2 0
[100] 2022 Q2 0
[135] 2022 Q2 � � 2
[44] 2022 Q2 � 1
[225] 2022 Q2 0
[98] 2022 Q3 0
[64] 2022 Q3 � 1
[143] 2022 Q3 � � 1
[48] 2022 Q4 0
[36] 2022 Q4 � � 1.5
[160] 2022 Q4 � � 2
[43] 2022 Q4 � � 2
[232] 2022 Q4 � 1
[26] 2022 Q4 � 1 �
[173] 2022 Q4 0
[226] 2023 Q1 � 1
[168] 2023 Q1 � � 2

(�: Explicitly expressed; �: Implicitly indicated).
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Table 6. Comparison of Different Studies on Ransomware Concept between 2020 and February 2023

Ref. Date
Core features

ML
Optional features

Encryption Exfiltration Completeness Entropy API/IRP DDoS
Other

features

[42] 2020 Q2 � 1
[60] 2020 Q3 0
[139] 2020 Q3 � 1
[148] 2020 Q4 � 1
[20] 2021 Q1 � 1
[59] 2021 Q4 � 1
[136] 2022 Q1 � 1 �
[140] 2022 Q1 � � 2
[21] 2022 Q1 � 1
[18] 2022 Q1 � 1
[10] 2022 Q1 � 1
[101] 2022 Q3 � 1 �
[235] 2022 Q3 � 1
[210] 2022 Q4 � 1
[69] 2023 Q1 0 �

(�: Explicitly expressed; �: Implicitly indicated).
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Table 7. Comparison of Different Studies on Ransomware Investigation between 2020 and February 2023

Ref. Date
Core features

ML
Optional features

Encryption Exfiltration Completeness Entropy API/IRP DDoS
Other

features

[39] 2020 Q1 � 1
[77] 2020 Q2 � 1
[40] 2020 Q2 � 1
[70] 2020 Q2 � 1
[138] 2020 Q3 � 1
[167] 2020 Q3 � 1
[90] 2020 Q4 � 1
[145] 2020 Q4 � 1 �
[181] 2020 Q4 � 0.5 �
[177] 2021 Q1 � 1
[194] 2021 Q1 0 � �
[78] 2021 Q1 � 1 �
[207] 2021 Q2 � � 1
[229] 2021 Q2 � 1 �
[11] 2021 Q3 � 1 � �
[224] 2021 Q3 0 �
[80] 2021 Q3 � 1 � �
[157] 2021 Q4 � 1 � �
[104] 2021 Q4 � 1 �
[120] 2021 Q4 � � 2
[118] 2021 Q4 � 1 �
[149] 2021 Q4 � 1 �
[196] 2022 Q1 � 1
[63] 2022 Q2 � 1
[58] 2022 Q2 � 1
[83] 2022 Q2 � 1
[126] 2022 Q3 � 1
[29] 2022 Q3 � 1
[223] 2022 Q3 � 1
[214] 2022 Q3 � 1
[96] 2022 Q3 0.0 �
[81] 2022 Q4 � 1
[131] 2022 Q4 � 0.5
[127] 2022 Q4 � 1
[54] 2022 Q4 � 1 �

(�: Explicitly expressed; �: Implicitly indicated).
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Table 8. Comparison of Different Studies on Ransomware Mitigation between 2020 and February 2023

Ref. Date
Core features

ML
Optional features

Encryption Exfiltration Completeness Entropy API/IRP DDoS
Other

features

[128] 2020 Q1 � 1 �
[199] 2020 Q1 � 1 �
[109] 2020 Q1 � � 1.5 �
[189] 2020 Q1 � 0.5 � �
[28] 2020 Q1 � 1 �
[119] 2020 Q2 � 1
[3] 2020 Q2 � 1 �
[87] 2020 Q2 � 1 �
[170] 2020 Q2 � 1 �
[238] 2020 Q2 � 1 �
[31] 2020 Q2 � 1 �
[9] 2020 Q2 � 1 � �

[129] 2020 Q2 � 1 � �
[217] 2020 Q2 � 1 � �
[13] 2020 Q2 � 1 � �
[122] 2020 Q2 � 1 �
[190] 2020 Q2 � 1 �
[212] 2020 Q2 � 1 � �
[38] 2020 Q2 � 1 �
[24] 2020 Q2 � 1 �
[208] 2020 Q3 � 1 � �
[186] 2020 Q3 � 1 �
[37] 2020 Q3 � 1 � �
[67] 2020 Q3 � 1 �
[4] 2020 Q3 � 1 �

[144] 2020 Q3 � 1 �
[185] 2020 Q3 � 1 � �
[121] 2020 Q3 � 1 �
[35] 2020 Q3 � 1 �
[14] 2020 Q3 � 1 �
[141] 2020 Q4 � 1 �
[187] 2020 Q4 � 1
[192] 2020 Q4 � 1 �
[130] 2020 Q4 � 1 �
[174] 2020 Q4 � 1 �
[92] 2020 Q4 � 1 �
[53] 2020 Q4 � 1 � �
[182] 2020 Q4 � 1 �
[55] 2020 Q4 � 1 �
[22] 2021 Q1 � 1 �
[85] 2021 Q1 � 1 �
[198] 2021 Q2 � 1 �
[116] 2021 Q2 � 1 �
[205] 2021 Q2 � 1 �
[97] 2021 Q2 � 1 �
[151] 2021 Q3 � 1
[32] 2021 Q3 � 1 � �
[164] 2021 Q3 � 1
[183] 2021 Q3 � 1 � �
[62] 2021 Q3 � 1 � �

(Continued)
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Table 8. Continued

Ref. Date
Core features

ML
Optional features

Encryption Exfiltration Completeness Entropy API/IRP DDoS
Other

features

[74] 2021 Q4 � 1 �
[165] 2021 Q4 � 1 � �
[46] 2021 Q4 � 1 �
[95] 2021 Q4 � 1 �
[237] 2021 Q4 � 1 �
[6] 2021 Q4 � 1 �
[19] 2021 Q4 � 1 � �
[12] 2021 Q4 � 1 � �
[233] 2021 Q4 � 1 �
[82] 2021 Q4 � 1 � �
[8] 2021 Q4 � 1 � �
[88] 2021 Q4 � 1 � �
[34] 2022 Q1 � 1 �
[147] 2022 Q1 � 1 �
[236] 2022 Q1 � 1 �
[2] 2022 Q1 � 1 �

[216] 2022 Q1 � 1
[7] 2022 Q1 � 0.5 � �

[166] 2022 Q1 � 1 � �
[201] 2022 Q1 � 1 �
[61] 2022 Q1 � 0.5 �
[172] 2022 Q2 � 1 �
[178] 2022 Q2 � 1 �
[66] 2022 Q2 � 1 �
[133] 2022 Q2 � 1 �
[206] 2022 Q2 � 1 � �
[222] 2022 Q2 � � 1.5 �
[179] 2022 Q2 � 1 �
[234] 2022 Q2 � 1 � �
[33] 2022 Q2 � 1 �
[94] 2022 Q2 � 1 �
[137] 2022 Q2 � 1 �
[230] 2022 Q3 � 1 �
[113] 2022 Q3 � 1 � �
[211] 2022 Q3 � 1 � �
[108] 2022 Q3 � 1 �
[51] 2022 Q3 � 1 � �
[202] 2022 Q3 � 1 � �
[30] 2022 Q3 � 1 �
[105] 2022 Q3 � � 1.5 �
[114] 2022 Q3 � 1 �
[134] 2022 Q3 � 1 �
[197] 2022 Q3 � 1 �
[1] 2022 Q3 � 1 �

[200] 2022 Q3 � 1 �
[84] 2022 Q3 � 1 �
[159] 2022 Q3 � 1 �
[209] 2022 Q4 � 1 � �
[218] 2022 Q4 � 1 �
[79] 2022 Q4 � 1 �

(Continued)

ACM Comput. Surv., Vol. 57, No. 1, Article 18. Publication date: October 2024.



18:30 T. McIntosh et al.

Table 8. Continued

Ref. Date
Core features

ML
Optional features

Encryption Exfiltration Completeness Entropy API/IRP DDoS
Other

features

[171] 2022 Q4 � � 1.5
[195] 2022 Q4 � 1 �
[5] 2022 Q4 � 1 � �
[68] 2022 Q4 � 1 �
[193] 2022 Q4 � 1 �
[25] 2022 Q4 � 1 � �
[17] 2022 Q4 � 1
[231] 2022 Q4 � 1 �
[146] 2022 Q4 � 0.5 �
[15] 2022 Q4 � 1 �
[142] 2022 Q4 � 0.5 �
[91] 2022 Q4 � 1 �
[219] 2022 Q4 � 1 �
[112] 2022 Q4 � 1 �
[203] 2022 Q4 � 1 �
[103] 2022 Q4 � 0.5 � �
[221] 2022 Q4 � 1 �
[123] 2022 Q4 � 1
[93] 2023 Q1 � 1 �
[124] 2023 Q1 � 1 � �
[153] 2023 Q1 � � 2

(�: Explicitly expressed; �: Implicitly indicated).
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