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secondly uses this integrated data as an asset to apply computational knowledge discovery in strategic 

and operational contexts, enabling quality contextual decision-making.   

There are proprietary solutions available on the market targeting the crime domain that provide the 

first element of data visibility, through the integration of heterogeneous datasets using a generic data 

model allied to a presentation application (e.g. Palantir®, IBM Coplink®), however none of these 

solutions provide high quality entity resolution, link discovery or novel knowledge discovery that 

couples strategic knowledge and operational knowledge together in an integrated way. 

The content covered in this paper is however such a computational solution.  A solution that fuses 

data in a highly efficient and accurate way, maximises the identification of unobserved data, and uses 

this foundation to provide explicit knowledge, enabling systematic and judicious application of 

strategic and operational resource.   

This solution, known as Graph-based Criminal Network Detection (GCND), is founded on the 

extensive body of research that has emerged over the last couple of decades on crime from a complex 

systems perspective, and indeed the broader application of over half a century of complex systems 

thinking, and the independently growing body of research on measuring and understanding crime 

from a macro, or strategic, perspective.   

The body of complex systems research focusing on crime has various labels including dark networks, 

criminal networks and illicit networks, reflecting the different perspectives the authors have derived 

from including sociology, psychology, criminology, computer science, and information systems 

perspectives, from many applied fields including compliance, law enforcement, counter-terrorism, 

and military agencies.  However, the common thread is the complex systems umbrella.  This body of 

research grew from two areas of research, the body that emphasised the adoption of social network 

analysis (SNA) and other complex systems technologies to the criminal domain (Sparrow, 1991; 

McAndrew, 1999; McIllwain, 1999; Klerks, 2001; Coles, 2001; Chen, Chung, Xu, Qin, Wang & 

Chau, 2004; Everton, 2013), and the body that undertook empirical research applying complex 

systems technologies to real-world problems (Dorn, Murji & South, 1992; Carley, Lee & Krackhardt, 

2001; Krebs, 2002; Xu & Chen, 2003; Morselli, 2005; Robinson & Scogings, 2017).   

Independent to this is the empirically derived findings from the applied settings of compliance and 

criminal focussed government agencies looking to improve the way that non-compliance and crime 

are measured and understood for the purposes of creating strategies to mitigate these problems to a 

maximal extent given the finite resource available (Black & Beken, 2001; Morrison, 2002; Williams 

& Godson, 2002; Beken, 2004; Ratcliffe, Strang & Taylor, 2014).   
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1.2  Scope 

The modules of the code will be described in detail with each component empirically tested to ensure 

the aim is achieved both in a modular discrete sense and in an overall aggregated sense.  The scope of 

GNCD is outlined in figure 1.1 with green modules only included.  Those elements in blue, whilst key 

in the real-world application, are not included within the scope of this thesis.  The reason that data 

modelling is outside scope is because this step is totally dependent on the input data representations 

and not built into the generalised computational solution.  Visualisation is outside scope as, whilst 

there are many visualised elements within GCND, a technical focus on visualisation and how it has 

been applied in GCND would bring no significant novel value and only serve to create unnecessary 

complexity taking the focus off the analytical modules.  

 

Figure 1.1. This figure outlines the modular design of GCND, with the green modules specifically within scope. 

Testing and evaluation has been conducted using a range of data sets, including the Offshore Leaks, 

and criminal data provided from the NZ government, with the intent of testing the solution on data up 

to ~18 million nodes and ~93 million edges.  The criminal data has been collected focusing on entities 

involved in the illicit drug trade and/or money laundering, and therefore the generalizability of this 

approach to all types of crime will remain empirically unproven.  However, the majority of crime, 

even opportunistic and violent crime, will be influenced by the complex system but may be more 

complex to empirically test.  The evaluation data used here creates a clear and useful, but not perfect, 

benchmark from which users/researchers can separately assess the value of GCND, and its constituent 

technologies, for their respective purposes. 

The focus of this research is from an applied computational perspective, and particularly from a 

modelling perspective that focuses on underpinning theoretic constructs, rather than the methods or 

code.  More specifically, the applied problem of detecting crime has been framed as a computational 

problem that fundamentally utilises the complex systems paradigm as a basis for the design of a 

solution that creates real-world value.  Ultimately the first hurdle to determine the value of this 

solution is in its ability to provide generalizable value within the criminal domain, and assuming this 

is the case secondarily the novel way the technology has been designed and constructed in a way that 

is explicitly tied to theoretic and empirical knowledge.   
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Moreover, the reusability of concepts will be a common theme providing novel perspectives in how 

these concepts, and the metrics used to measure them, can be employed in previously unexplored 

ways.  The modular design is intended to enable agile iterative development in a targeted way.  A by-

product of this modular design is the transparency and accessibility of understanding the products 

construction.  This is a considerable benefit as the value, from a scientific progress point of view, and 

novelty is the contextual entirety of the system.   

The interdisciplinary nature of the work undoubtedly opens this research up to extensive paradigm-

centric criticism, such as how specific terms have been defined and applied, or not.  However, to head 

most of these criticisms off at the pass we would remind the reader that this research is not for 

instance a sociological endeavour to infer human behaviour from a contrived sample dataset, but a 

real-world application of a computational solution that has to contend with the real-world and all of 

the baseline assumptions that that confers.  So, that is the way in which this research has been 

presented, as a coherent logical flow following how the code has been designed.  We have resisted 

spending an inordinate amount of time on articulating, critiquing and defending the use of specific 

concepts due to the breadth and complexity present, and the real risk of diluting the novel valuable 

content included. 

Furthermore, as the code incorporates a vast range of technologies each element is not detailed to a 

code level.  To do so would simply generate excessive content and only serve to dilute the most 

significant elements of this work which is the creative ways to integrate multiple technologies to 

generate an applied system view of criminality.   

In terms of deployment the solution has been coded using the R language and designed in a modular 

way, utilising the following R libraries; data.table (Dowle & Srinivasan, 2019), igraph (Csardi & 

Nepusz, 2006), fastmatch (Urbanek, 2017), stringr (Wickham, 2019), stringdist (van der Loo, 2014), 

stringi (Gagolewski, 2019), kernlab (Karatzoglou, Smola, Hornik, & Zeileis, 2004), reshape2 

(Wickham, 2007), doParallel (Microsoft Corporation & Weston, 2019), foreach (Microsoft 

Corporation & Weston, 2019), visNetwork (Almende, Thieurmel, & Robert, 2019), rmarkdown 

(Allaire, Xie, McPherson, Luraschi, Ushey, Atkins, Wickham, Cheng, Chang, & Iannone, 2019), knitr 

(Xie, 2019), rpart (Therneau, & Atkinson, 2019), fst (Klik, 2019), and parallel (R Core Team, 2019). 

Like any computational solution there are inherent limitations to the product.  The most obvious 

limitations for this solution is runtime and scalability, however the goal of the current non-engineered 

incarnation of the solution was tested to be performant up to ~18 million nodes and ~93 million edges 

in around 33 hours (with an obvious dependence on the computational platform).  The performance is 

assessed as respectable given the decision to test the models using R, which enables a very quick 
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2.2 Make Data Exploitable 

The first section of the computational model covers the collective steps required to represent the 

relevant data that is available in a way that enables the knowledge discovery phase to maximally 

exploit.  The modules within these two sections are; data modelling, entity resolution, and link 

prediction (see Figure 2.2., Figure 2.3. and Figure 2.4.).  These modules collectively cover data 

modelling, cleansing, inference, harmonisation, transformation, integration, entity resolution, and link 

prediction.  This section is represented as linear however elements of these modules, particularly the 

representation of data in a variety of devolved alternate formats, are present throughout the entire 

computational process.  The computational model requires a generic property graph input which will 

be outlined within the data modelling phase, however an emphasis will not be placed on data 

extraction as this stage is assumed to have been performed.   

2.2.1 Data Modelling 

 

Figure 2.2. This figure outlines the modular design of GCND, with the current focus on Data Modelling. 

The core data representation is a graph - specifically a hybrid property-graph representation, with 

semantic features and schemaless attributes.  Graphs are a remarkably flexible and intuitive way to 

represent things.  Graphs are constructed through the introduction of a set of vertices and a set of 

edges that connect vertices (G=(V,E)).  Vertices are also known as nodes or entities, dependent on 

your background.  Edges are also known as ties, arcs, lines and relationships.  Property graphs also 

allow attributes.  Within a property-graph the set of nodes have a unique identifier, and any number of 

attributes (e.g. label, type), and the set of edges has a unique identifier, a source node unique 

identifier, a target node unique identifier, and any number of attributes (e.g. type, date, source), and 

additionally the graph itself can have attributes.  The complexity of graphs quickly expand from 

simple graphs that have undirected edges and no loops (reflexive edges), through to non-simple 

graphs that are directed (digraphs), weighted (or valued), and multiplex, through to hypergraphs that 

represent affiliation.  Bipartite graphs (or bigraphs) are graphs where the set of nodes can be separated 

into two disjoint sets (U and V), with all nodes in U having at least one edge to a node in V.  Bipartite 
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removed throughout the investigation / judicial process on an organised crime network (182 vertices 

and 549 edges).  Berlusconi, and co-authors, (2016) focus was also not so much link prediction but 

ranking edges previously discarded for their inferred importance.   

The results from these studies all give some comparative basis from which to judge LP performance, 

however these studies fail to demonstrate applied scalability and generalisability.  Two critical 

components to the performance of a scalable applied LP model.   

The core modules of entity resolution and link discovery, in the context of creating an appropriately 

explicit and efficient data representation and integrating relevant cleaned datasets creates a data asset 

that is maximally exploitable and creates the opportunity to build on the explicit data to discover 

latent knowledge. 

2.3 Discover Knowledge 

Knowledge discovery can be defined as the application of methods to extract latent knowledge from a 

body of data.  Often knowledge discovery is coupled to data mining however we will avoid the term 

due to the ambiguity attached to it.  Knowledge discovery in this context is interpreted and applied as 

using a computational approach that exploits the data maximally to generate novel knowledge given 

the trade-off decisions around computational expense, computational complexity, ease of explanation, 

ease of conveying findings, generalizability of findings, reusability, maintenance, etc.  All of these 

factors are context dependent so we have made judgement calls throughout in terms of balancing 

these elements.  We conceptualise GCND as following a life-cycle (see Figure 2.5., Figure 2.8., 

Figure 2.9. and Figure 2.12.) and as such will talk about downstream and upstream aspects.  Often 

improvements upstream in improving the quality of the data and the way it is represented can create 

more value than extending a knowledge discovery model.  And of course making a positive change 

upstream can potentially serve to enhance the output of multiple models.  We use the term model, 

function and metric interchangeably as we conceptually view any method type to extract knowledge 

as fundamentally analogous.  A core belief that influences the choice of functions that have been 

deployed is that modelling is not about the data but about the construct you are attempting to measure 

and in alliance with data you can create a computational solution to, in part, explain the construct.  

This is an iterative and exploratory endeavour that can be extended through enhancing data, the way it 

is represented and the methods used to gain insight.  Therefore, methods such as neural networks need 

to be used in a way that enables interpretation of the mechanisms of the construct.  We have broken 

knowledge discovery in to four parts; partitioning graphs, contextualisation, microscopic knowledge 

discovery, and mesoscopic and macroscopic knowledge discovery.  These aspects are however deeply 

intertwined.  Within any complex systems approach these elements will be effectively omnipresent.  
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Graph partitioning is used extensively throughout GCND across every module as the notion of groups 

is fundamental to a complex systems perspective.  The Entity Resolution module specifically utilises 

partitioning frequently to maximise notions of graph distance and communities to make better entity 

resolution decisions.  

Community detection 

As expressed earlier, the goal of community detection is to ascribe membership to nodes based on the 

pattern of relationships they have in relation to each other.  With those nodes that have a dense set of 

edges between them (intra-community edges) classified as a community relative to those same nodes 

lack of connections to other clusters (inter-community edges) of nodes that have a dense set of edges 

between themselves.  This pattern of communities (or modules) has been demonstrated across a range 

of networks including social (citation, mobile phone use) and biological (marine organisms, protein 

complexes, neurological) networks (Newman, 2003a; Blondel, Guillaume, Lambiotte, & Lefebvre, 

2008; Ravasz et al., 2002; Krogan, Cagney, Yu, Zhong, Guo, Ignatchenko, & Greenblatt, 2006).   

Modularity is a key measure of community that measures how strong the intra-community set of 

edges are relative to the sparsity of inter-community edges.  It remains a key metric of measuring and 

evaluating community detection, however the use of modularity as a metric to determine fine-grain 

community structures has been shown to be deficient (Fortunato & Barthelemy, 2007).  

Fundamentally community detection algorithms can generate non-overlapping or overlapping 

memberships.  Each approach has valid applications with a series of strengths and weaknesses.  Non-

overlapping approaches are fundamentally simpler to compute, less expensive, and simpler to 

represent, however in many instances may be an over-simplification of the real-world phenomenon 

under consideration.  This oversimplification is based on the simple assertion that each of us is a 

member, whether we consciously acknowledge or not, in multiple communities, such as immediate 

family, extended family, co-workers, sports team, suburb, and neighbourhood progressive dinner club.  

These communities infer differing types and strengths of attachment, influence, dynamism, and goal, 

however nonetheless the point is clear that these phenomena exist and impact on micro behaviour and 

access to resources etc.  Therefore, overlapping and nested communities are a more natural 

representation of the real-world, but introduce more complexity.  Fortunato (2010) provides an 

excellent exposition of community detection and the methods used to detect communities.  We will 

now cover a small fraction of the methods that have been developed. 

Non-overlapping community detection algorithms 

The Fast Greedy (Newman, 2004; Clauset, Newman & Moore, 2004) algorithm optimises the 

modularity score (Q) using an approximate optimization greedy algorithm, comparing the fraction of 
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equivalence does not generalise outside these local areas across the graph, and does not allow 

comparison between graphs (Faust, 1988; Borgatti & Everett, 1992a; Wasserman & Faust, 1994).   

Isomorphic equivalence is when two sets of nodes in different graphs have the exact same pattern of 

relationships, preserving the property of adjacency, ignoring atomic level features of nodes and edges.  

Automorphic equivalence is analogous to isomorphic equivalence however the mapping is not from 

one graph to another but is from a graph back onto itself.  Having the exact same pattern of 

relationships means that for two nodes to be automorphically equivalent they need to have the exact 

same set of graph theoretic properties, including in-degree, out-degree, betweenness, etc. (Borgatti & 

Everett, 1992a).  The only aspect that can be different between the two nodes, and remain 

automorphically equivalent is that graph labelling is substitutable.  Automorphic and isomorphic 

equivalence is notoriously expensive to measure, and although heuristic algorithms have been 

developed to increase performance they too are still computationally expensive (Wasserman & Faust, 

1994).  Again these notions also suffer in terms of their applicability to the real-world, specifically 

when considering incomplete graphs with significant error. 

Regular equivalence does not have the restriction of having identical edges to other nodes (structural 

equivalence), nor have the exact structural pattern (as is required by automorphic and isomorphic 

equivalence), but focuses on having identical relationships to and from other actors who share the 

same equivalence class (White & Reitz, 1983).  So, for example (as outlined in Figure 2.6.), two 

teachers that teach a different set of students are regularly equivalent as the students share the same 

equivalence class.  Importantly, the number of relations between equivalence classes is not considered 

when measuring regular equivalence.  From a neighbourhood perspective regularly equivalent actors 

need to have their neighbours come from the same set of equivalence classes.   

 

Figure 2.6. Neighbourhood perspective of an example of regular equivalence. 

Blockmodeling 

Blockmodeling (including generalized blockmodeling) is an empirical modelling approach that 

permutes the order of the rows and columns of a matrix to uncover some knowledge about the 

structure of the matrix (or graph), and reduces this matrix into a form that retains the structural 
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criminal groups are simplified for the purposes of analysis.  And in each case there is absolutely no 

attempt at detection of criminal groups.  For example, Carley, Reminga and Kamneva (1998) focused 

on destabilising terror networks with a scalability of ~1,000 vertex graph.  In 2002 Krebs (2002) 

undertook SNA analysis on the 9/11 network (37 vertices), in 2010 Morselli carried out SNA metrics 

on criminal groups from 25 vertices through to 174 vertices.  Everton (2013) demonstrated the value 

of SNA in a case study on the Noordin Top terrorist group (79 vertices), and Morselli, Grund and 

Boivin (2015) analysed network stability on a co-offending network of 113,000 vertices.  The theme 

running through this body of research is applying a range of SNA metrics to small well defined 

discrete highly curated criminal subgraphs.   

2.3.2 Contextualisation 

 

Figure 2.8. This figure outlines the modular design of GCND, with the current focus on Contextualisation. 

The contextualisation of the problem is a crucial step to optimise the discovery of meaningful 

knowledge.  Fundamentally, opportunities need to be explored, balancing three aspects; assessing data 

that is available, develop an acute understanding of what the key contextual concepts are, and an 

awareness of what technologies are available to construct new metadata from these two elements.  

The output of this contextualisation is larger in concept than just as an input for a model.  It can serve 

to direct a whole branch of modelling opportunities and places constraints and context on the problem 

space to enable modelling to be coupled to the problem and meaningful to the consumers.  In doing 

this there should also be no barrier to generalize the approach, to some degree, if modelled 

thoughtfully. 

Supply Chain and Commodity flow 

The modern marketplace is an integrated system that involves transactions between dependent firms.  

A supply chain is a specific component of this marketplace that involves a set of synchronised inter-

related processes involving the acquisition of raw materials, the processing of those raw materials into 

a product, the distribution of these products, and crucially the facilitation of information exchange 

between dependent phases (Lambert & Cooper, 2000).  Understanding the problem within the 

purview of the supply chain creates the direct context to frame the problem as a complex system and 
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The range of metrics give a good quantifiable basis for a basic topological understanding of each 

dataset, particularly in the context of ER and LP.  The size and distribution across entity types is self-

evident. 

The connection, cohesion, and small-world nature of the graph is best measured by global transitivity, 

diameter, average path length, and small-world quotient (higher score relates to a smaller world) 

determining how dense clusters are and how connected these clusters are across the graph (Amaral et 

al., 2000).  The sanctions data is extremely clustered with very high global transitivity and low mean 

shortest path (MSP).  The other three datasets have low global transitivity (approaching tree like 

numbers) and much longer MSP.  Data that is not entity resolved at all will have a global transitivity 

close to zero (a tree), as every entity is essentially unique.  The NZ Companies Office data and 

Offshore Leaks are examples of this.   

The degree distribution is a significant feature of each dataset, with the mean and max degree giving 

an indication, not only of how scale-free the distribution is, but also that the entities with the highest 

degree are those most likely to have a high number of duplicate entities.  This feature is very 

important in the context of ER due to the pairwise intractability problem.   

In regards to the number of duplicate entities existing in each dataset it is straightforward to assess, 

given the change pre and post entity resolution, however of course the same real-world entity may 

have many duplicates.  So this number does not reflect the number of unique real-world entities with 

duplicates. 
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Figure 4.4. This figure visualises model metadata for the entity resolution of the Offshore Leaks.  The upper pane compares 

the pre and post global transitivity of the matching across a range of Tolerance parameter settings.  The lower pane contrasts 

accuracy measures manually verified from a sample of potential matches, across a range of Tolerance parameter settings. 

 

I will now outline some fundamental sub-problems experienced with multiple representation of real-

world entities in data and the allied sub-solutions.  This will allow a targeted examination of key 

solution elements, and highlight the core features. 
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4.1.6 Entity resolution problems to address 

Problem 1: Scale-free distribution of duplicates.  It is common for datasets to contain many records in 

relation to a few entities and a few records for the majority of entities.  See figure 4.5. below 

demonstrating the frequency of duplicates for each actual real-world entity in the NZ Companies 

Office data.  Ignoring the 6,624,600 entities (~44% of original unduplicated graph) that had no known 

duplicates, and using a logged x axis to more easily represent the distribution of duplicate frequencies, 

we can see that the distribution is significantly skewed with a small number of entities having 

thousands of duplicates, with one entity having 11,019 predicted duplicates.   

 

Figure 4.5. A histogram illustrating the frequency of entity duplicates (contraction count) in the NZ Companies Office data. 

This topological characteristic highlights the pairwise intractability problem and renders any pairwise 

approach inefficient at the minimum and in extreme cases just not possible.  The solution 

implemented is to perform a hash table lookup on those entities where there is sufficient metadata 

available to safely assess they are the same real-world entity.  The output of this process being a 

membership vector indicating which entities are in fact exact duplicates.  This task is referred to as 

deduplication.   

Importantly, this membership vector is then used to conduct vertex contraction.  The cost to 

contracting the graph is the time required to conduct the contraction.  The benefits include the data 

decreases in size enabling faster subsequent computation time and the data is unequivocally more 

accurate enabling better quality metrics.  For example, graph distance between entities or the 

commonality of proper names. 
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Table 4.4. Proper Name Origin Classifier (PNOC) meta-blocking linguistic features for the four evaluation datasets. 

 

We can see through the simple analysis illustrated in table 4.4 that there is significant variance 

between the classes across the four metrics used.  This analysis focuses on the difference in name size, 

but of course there are a number of other linguistic elements that contribute to the differences (e.g. 

syllables, n-gram, use of compound names).  For our purposes here the more superficial level of 

proper name size is sufficient to demonstrate the point.  To give a comparative example Arabic and 

Chinese origin proper names have a maximum of 5 and 3 atomic words, an average of 5.98 and 4.20 

characters per atomic word, and a median total of 14 and 10 characters, respectively.  Any metric used 

to quantify the distance or similarity between strings is going to be sensitive to input variance of this 

kind.   

So, the blunt classless approach interprets ASM metrics across all pairs without taking name origin 

into account.  In this way we are using the same approach to interpret what an ASM score means 

whether it is comparing a pair of Chinese or Arabic names.  An edit distance of 2, for example, is 

quite different in each context.  However, when we have knowledge of the origin class the application 

and interpretation of the metric can be contextual, and therefore boost performance.  

The diversity of proper name origin classes does not afford the opportunity for the same Precision that 

a more homogeneous set would.  So, the obvious solution is to incorporate the origin of proper names 

into the ER model where useful and take this variability into account when predicting whether the pair 

of person entities refer to the same real-world entity or not.  Making use of the latent knowledge of 

name origin can be applied in many ways.  Here are three examples, relating to the problem stated 

earlier. 

Blocking 

The PNOC prediction is used as a meta-blocking mechanism, enabling an increase in performance 

(speed and accuracy) when undertaking pairwise equivalence.  Meta-blocking is a class of blocking 
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Table 4.5. Illustrates the performance of RPART and SVM algorithms on differing sizes of name sets extracted from the 

four evaluation datasets. 
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The accuracy levels of both RPART and SVM approaches across the four datasets range from 97-98% 

and 99-100% for the binary classifier respectively, and 87-98% and 97-99% for the multi classifier.  

This indicates the PNOC outperforms the n-gram based approaches outlined above, however it is 

important to note the differences in that the PNOC was targeting classes at a more natural linguistic 

origin level rather than the more artificial boundaries of country - the goal of determining whether a 

proper name belongs to that of someone from the US or UK is extremely ambitious.  We have no 

doubt that to achieve consistent accuracy more data beyond atomic proper name is required to 

delineate between classes on a country basis.  Comparing RPART and SVM we can observe a 

significant uplift in accuracy when using SVM, however there is an associated runtime cost.  

However, this runtime cost interestingly diminishes as the size of the data increases, to the point 

where the SVM starts to outperform the RPART on the binary classifier around the 2 million vector 

length mark.   

In terms of scalability the runtimes show an approximate linear runtime performance, at least to the 

scale of ~2 million unique names.   

Taking the broader perspective of performance in terms of how well the overall ER model performs 

when we compare utilising RPART versus SVM in the PNOC we see interesting results, as per table 

4.6.   

Table 4.6. Illustrates the contribution of RPART and SVM algorithm to the overall ER models performance across the four 

evaluation datasets. 

 

Here we see that runtime is better for RPART for smaller datasets and better for SVM on the largest 

dataset.  Furthermore, we generally see a small consistent improvement on performance metrics when 

using the SVM version, excluding the Sanctions data.  Comparing the ER model with and without the 

use of PNOC was not carried out, due to the fact that the intrinsic design of the ER model is now so 

reliant on PNOC that this was simply not feasible.   













 

106 
 

Figure 4.11. This figure depicts a portion of the Family Name Reference Graph (FNRG), with node colour representing the 

blocking classes derived through community detection. 

An additional feature of the reference graph is that the frequency of names that each blocking class 

represents is retained as an attribute.  This allows the block sizes to be determined very quickly 

enabling optimization.   

The basic output, in conjunction with a reference graph, is a table of nodes with a corresponding 

integer or a node integer attribute.  When applying this metadata for blocking purposes a number of 

options are possible, ranging from a simple integer scalar representation through to the more complex 

representation of a ragged array of integers when dealing with multiple name scenarios, whether 

Given name or Family name.   

RGA Performance 

Experiments conducted concluded that whilst many blocking algorithms were computationally 

efficient the accuracy was a severe limiting factor to the overall accuracy of the ER model.  In 

response to this the RGA was developed.  We will now systematically discuss the experimental 

results (see table 4.7) of the RGA in relation to runtime, scalability, and accuracy using the four 

evaluation datasets, comparing RGA against two other blocking algorithms (Metaphone3 and 1st, 6th, 

9th letter (169) algorithm).  

Table 4.7. Experimental Results of the Reference Graph Algorithm: Computational expense, accuracy and scalability. 
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testing, iterative improvement, automated analytic decision-making (e.g. to release a refund or not), or 

the judicial process. 

Framework of how this is achieved 

This sub-module uses the Prediction Data from the Obvious Resolution and Non-Obvious Resolution 

sub-module, which as stated previously is designed to capture close to all true positives and as a 

consequence many false positives.  The Prediction Data is the basis from which a battery of specific 

vector-based functions are deployed to uncover latent knowledge, particularly where there is a lack of 

information available.  This is possible as the vector-based approach constrains the problem space by 

an order of magnitude over the initial problem space defined by pairwise operations.  This therefore 

enables the use of more computationally expensive operations.  For example, in the Offshore Leaks 

the ~200,000 person entities identified equates to close to 21 billion operations in a pairwise problem 

space whereas subsequent to performing the Deduplication and Obvious Resolution sub-modules 

which outputs Prediction Data where the vector-based problem space is constrained to a mere 370,000 

operations. 

The augmented Prediction Data generated from this vector-based approach is then used to construct a 

graph (Prediction Graph) of ER predictions and all the non-transitive components of the graph are 

identified and extracted into a subgraph.  This non-transitive subgraph represents the opportunities to 

use transitivity and exclusivity to generate new potential matches (identify and resolve false 

negatives) and prune existing matches represented as edges (identify and resolve false positives).   

Specific vector-based battery of functions 

The first facet of the CER sub-module performs a battery of vector-based operations to uncover more 

latent knowledge within the Prediction Data.  The idea here is that there is an opportunity to focus on 

a specific entity resolution scenario that reflects a specific driver of duplicates, and develop a very 

precise approach to provide metadata to make better decisions on this specific problem subset.  As the 

ER model matures and further ideas are developed there remain slots available to easily slot in new 

vectorised approaches.  These could be very specific approaches to deal with ER problems that are 

specific to different parts of the world, or dependent on the data being resolved.   

Arabic name origin.  The first vector-based function takes the person entities from the Prediction Data 

(17,000 in the Offshore Leaks example) and targets names from Arabic name origin.  Assessment is 

made via the following steps: 
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Figure 4.18. An illustration of how the LP model infers links (2), creates a person only graph (3), removes isolated nodes 

(4), masks a proportion of observed edges (5), and selects the example set pairs (6) ready for feature engineering. 
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As the number of iterations increases the variance decreases and the Precision increases, however the 

cost is runtime.   

The question thus is how to optimise these parameters, in conjunction with other parameters, to 

produce a maximally robust, high performant and fast model.   
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Figure 4.19. A panel of line charts illustrating how the variance of Precision changes as the number of iterations increases, 

across ten sets of parameters ranging from a proportion of masked edges of 1% through to 10% across the test data. 

In response to this question the aggregated variance across a range of iterations was examined (see 

Figure 4.20. pane 1. and 2.) showing a step improvement in variance up to four iterations, in both 

masked edges (blue line) and human validation set (red line).  At this point variance improvement 

plateaus, and maximal improvement in variance around the 0.05 masking regime.  To place these 

results in more context the twenty executions on 5 iterations generated masked Precision scores 

ranging from 0.9923 to 1, and human validated Precision scores of 0.9057 to 1.   

Therefore, it is clear from this exploratory analysis that iterating the model and taking a summed 

probability metric was a performance improvement in terms of both variance and Precision.  The 

decision of how many iterations is optimal is context dependent however based on the initial results 

the default parameter settings have been set at 4 iterations and 0.05 masking ratio.   

 

Figure 4.20. A panel of two line charts illustrating how aggregated variance of Precision changes as the proportion of 

masked edges increases (1.) and as the number of iterations increases (2.) across the test data. 

Performance 

The datasets which were used to evaluate the LP model include the Sanctions, Dark Network, 

Offshore Leaks, NZCO, and fused version of all of these datasets.  Each dataset was entity resolved 

with predictions used to contract the graphs.  This reflects the conditions of how LP would be 

deployed in the real-world.  Evaluating performance across this heterogeneous set of datasets is useful 

as it tests the LP model across a range of datasets with varying sizes, topologies, completeness, 

quality and data models.   
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Figure 5.4. This figure illustrates the performance of RWAP1 in the top row and RWAP2 in the middle row, with examples 

of how each column represents differing sub-groups based on their reachability to nodes with an observed score. 

The key metrics used to measure model performance across these four subsets of reachability are 

squared difference between the observed score and the masked-predicted score using leave one-out, 

and correlation.  We can use these two metrics to optimise the parameters (highest correlation and 

lowest squared difference) and generate an optimal model in terms of predicting unobserved scores.  

Or in other words, a model that gives us the best predictive ability to impute unlabelled nodes.  For a 

sense check we also record the overall correlation of predicted scores with observed scores.  Using the 

mean squared difference (MSD) to optimise the model has its limitations and bias, however it is 

conceptually intuitive and straightforward.  The core bias is that using mean squared difference 

optimises models that reduce extreme variation in scores, so a model that makes ten predictions of 0.4 

where the masked vertices scores were all 0.1 would score a MSD of 0.09 and a mean difference of 

0.3 in comparison to a model that makes eight predictions of 0.25 and two of 1 where the masked 

vertices scores were all 0.1 would score a MSD of 0.18 and a mean difference of 0.3.  So, using MSD 

rewards models that minimise extreme scoring error.  Correlation was used as a secondary metric to 

gauge performance success.  Using squared difference and correlation, in combination with the 

visualisation displayed in figure 5.4 enables a clear basis to understand RWAP performance. 
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Figure 5.5. This figure illustrates the RWAP2 output on a component from the Dark Network in pane 1, and the propagated 

version in pane 2. 
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Generalisability 

I have previously demonstrated that RWAP2 has predictive power in instances where persons are 

directly associated to someone with an observed attitude score.  Furthermore, this predictive power 

has also been shown to decay as the relationship becomes increasingly indirect and distant.  But, how 

does the performance of RWAP2 generalise to other data and other mechanisms of generating 

observed scores?   

The only relevant dataset available to test the generalisability of RWAP2 was the Fused dataset.  This 

dataset tests the scalability of the RWAP2 algorithm and topological generalisability as the topology 

has changed.  The Dark Network is a subset of the Fused Data and contributes 642 of the 1,742 

observed scores.  Figure 5.6 illustrates the performance of RWAP2 on the Fused Data in comparison 

to the Dark Network.  We can see that the overall correlation between initial observed scores and 

masked vertices (via leave one out method) declines slightly from 0.94 to 0.90, but the correlation and 

mean squared difference for N1 slightly declines from 0.0298 to 0.0271 with an associated increase in 

correlation from 0.59 to 0.78.  The results for N2, N3 and N4+ for mean squared difference are 0.0815, 

0.1817, and 0.5209 and a correlation of 0.14, -0.08 and -0.06, respectively.  This indicates a 

performance decline in terms of indirect connectivity to vertices with observed scores, however visual 

examination of figure 5.6 indicates very similar patterns to the Dark Network results.  From this we 

can surmise that the small sample size in N2 and N3 leaves the results susceptible to significant 

variance with the addition or deletion of one or two data points.  So, any conclusions taken from this 

evidence has to be couched in this context. 
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Figure 5.6. This figure contrasts the performance of RWAP2 on the Dark Network in the top row and the Fused Data in the 

bottom row, across differing states of reachability (N1, N2, N3, N4+). 

Table 5.1 summarises the relevant performance metrics of RWAP2 on the Dark Network and the 

Fused Data.  The predictive performance of RWAP2 on direct neighbours is clear, however the 

performance of RWAP2 on indirect neighbours is less clear, with any firm conclusions not able to 

made due to the small sample size.  There is, however, still some predictive ability in N2 and N3 when 

compared to N4+ across both datasets, it is just not clear the extent, and nor is it clear how topology, 

data quantity and data quality impacts on performance.   

 

Table 5.1. This table outlines the results of the RWAP2 performance on the Dark Network and Fused Data. 

 

Another key point to highlight is that the way the observed scores were generated provide a highly 

unbalanced set of information from which to generate a model.  When attempting to predict the 

attitude of persons within a criminal centric dataset this is not such a problem, however when 

applying this same approach to a dataset that represents the general public as a whole the observed 

scores are not such a representative view of the whole.  The reality is that the vast majority of persons 
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Figure 5.12. This figure displays a range of visualised subgraph examples, indicating multiple subgraph constellations (this 

figure is a direct copy from Robinson and Scogings, 2018, p. 12). 

Subgraph A. presents as an approximately complete subgraph combining core elements (i.e. PredO | 

AMLO | PMLV | PNTMLV) of a criminal event.  Subgraph A. depicts a collection of suspicious 

transactions (red nodes; AMLO) between the source node and the target node.  The target node has a 

series of associations to organised crime entities (magenta nodes; PredO).  The target node and six of 

the neighbouring organised crime entities have entity resolution predictions (red lines) to Companies 

Office entities (grey nodes; PMLV) indicating involvement in multiple corporate structures.  One of 
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The methodology underpinning the mesoscopic evaluation is based around providing a visualisation 

of the giant component, with contextual metadata, and structural analysis using blockmodeling to 

subject matter experts to ascertain whether the results mirror what is expected.  The difficulty in this 

applied scenario is that there of course exists bias and the fact that the analysis is testing a 

phenomenon that is largely untested.  The focus of the subject matter experts is therefore on the 

plausibility of the structure and features of the mesoscopic graph, given current knowledge.  

Figure 6.1 depicts the giant component of the mesoscopic graph.  In terms of metadata, the size of the 

nodes represents the total sum of the suspicious transactions within each subgraph.  The colour of the 

nodes represents whether that subgraph primarily contains transnational organised crime entities 

(orange), domestic organised crime entities (magenta), offshore suspicious transactions (yellow), 

domestic suspicious transactions (grey), or other (blue). 
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Geographic similarity is likely to be a useful feature, and so development of a more nuanced measure 

to take this into account is likely to provide a generic benefit. 

Enhancing the way temporality is modelled is critical to increase model accuracy whilst ensuring 

computational expense is minimised.  But for temporality to be integrated to a high degree of 

accuracy there is a dependency on minimal data requirements and of course a flow on impact and 

opportunity across modelling decisions.  These decisions need to be developed to enable a better 

temporal representation. 

There is an opportunity to include an optimisation process so the SVM uses an optimised rather than 

hard-coded empirically derived cost parameter.  Experimentation will illuminate the benefit and cost 

of including this specific optimisation routine. 

Enhancing the link inference capability deployed will undoubtedly increase the performance of the LP 

model.  A method to advance the currently deployed link inference approach is to develop an 

ontological approach that enables more fine-grained extensible inference making. 

Generating a more explicit representation of the features generated through the model within the 

output, whilst managing computational expense.  Outputting a more explicit set of relevant metrics 

within the output will enable better post-hoc analysis.  This in turn will lead to a more enhanced 

understanding of link prediction and how the model works. 

Alternate machine learning approaches could be substituted for the SVM model used, including 

Bayesian methods, regression, k-Nearest Neighbours algorithm (kNN), neural networks, or decision 

trees, to assess the strengths and weaknesses on an experimental basis.  The constraints and 

requirements derived from the deployment of the model may influence the decision on which 

modelling approach is preferred, however the literature indicates SVM is empirically a consistent top 

performer.  

Again, engineering the code into a more deployable language is important if the approach is to be 

deployed outside the lab in an enterprise context.   

7.4 Discover Knowledge 

Any number of directions can be taken with knowledge discovery as it is very domain dependent.  

The approaches noted above are deliberately generic and so the technology should be applicable 

across the criminal domain.  Of course not all sub-domains will be interested in the drug supply chain, 

however the generic approach of mapping domain knowledge to the data is.  Within the counter-
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perspective can be utilising a combination of federated search, ER, and LP to generate real-time entity 

resolution predictions.   

The GCND can also naturally be extended into a more macro space developing a range of useful 

applied strategic concepts (a strategic menu of concepts) on top of the data represented as a complex 

system.  So high level concepts such vulnerability, sophistication, resilience, uncertainty, role, and 

influence, all from a systems perspective, can not only guide decisions but also ensure decisions are 

reflective of strategy.  This would also enable the ability to drill down through strategic metrics into 

meso concepts right through to the micro level, utilising a rage of concepts and associated metrics to 

materialise latent knowledge in a variety of useful ways.  This view couples strategy and the strategic 

view with the operational arm of organisations that focus on meso and micro levels.   

The transparency of uncertainty is critical to good evidence-based decision-making.  There is an 

opportunity to build on the uncertainty measured in a modular sense within GCND and create a more 

end to end approach so clarity can be provided in terms of how much certainty exists when making a 

decision, and the source of that uncertainty.  In this way enterprise decision-making can be matured 

giving an explicit basis from which to deploy resource in an optimised way.  Whether that resource 

deployment is based on understanding the problems better, acquiring better data, building better 

models to create better quality data, build better risk models, visualise the knowledge in more 

effective ways, improve governance, or in how the enterprise operationalises this knowledge.   
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boundaries.  Each subgraph can therefore be computationally treated as a discrete entity, with a range 

of basic metrics pre-computed such as, number of nodes, whether organised crime entities are present, 

what specific transaction patterns have been identified, and what phases of the supply chain are 

represented.  Furthermore, unsupervised learning can be applied to identify which subgraphs are 

similar to be clustered, giving insight into what patterns are important and how we can use this notion 

of subgraph similarity to infer knowledge about a subgraph where there is an absence of data.  These 

subgraphs are also used as a contextual lead, where they are visualised and presented to the 

appropriate intelligence/investigative resource whom can quickly validate whether the prima facie risk 

is material or not and take appropriate action.  For example, an investigator that is interested in a 

specific gang portfolio can review the relevant set of subgraphs.  Alternatively, a project focusing on a 

specific money laundering modus operandi may be interested in all subgraphs that involve instances 

where domestic companies have been utilised as conduit vehicles for offshore entities.   

The mesoscopic graph gives an alternate view of the criminal system.  This perspective enables the 

application of a range of knowledge discovery technologies, creating the opportunity for significant 

extensions in an agencies understanding of how the criminal system operates and how to maximally 

inhibit its growth.  For example, topological vulnerability is a well-researched concept that has high 

face validity when applied to the criminal domain.  Another example is attempting to identify phase 

transitions where a functional group is going through a transitional change from a position of strength 

to a position of weakness (e.g. a gang has lost members) and therefore may be vulnerable to 

intervention.  A third example is understanding how the supply chain operates, how functional groups 

fit, and identifying what operational strategies could be applied to maximally disrupt this supply 

chain, with a view of measuring the impact and learning.  A whole range of structural and pattern-

based approaches become viable applied options in terms of gaining an understanding of the criminal 

system.   

At the macro level the data assets outputted from GCND can be used in concert to develop sets of 

descriptive analytics, such as the number of criminal convictions conducted by what level of grouping 

over what time period.  However, the opportunity also presents to explore more advanced ways of 

gaining insight into the system.  Changes in the ways classes of individuals and groups are influencing 

the performance of the entire network are of significant interest.  This could be concrete where an 

understanding of how accountants and lawyers are complicit or actively facilitate criminal activity, or 

more abstract where the focus is a more generic notion of brokers and how they are either complicit or 

actively facilitate criminal activity.   

The important point to make here is that because of the creation of high-quality fused data assets that 

express slightly different views of the same criminal system there is the opportunity to develop 
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Appendix C - DRC16 
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